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SYSTEM FOR CONTROL AND
ORCHESTRATION OF CLUSTER
RESOURCES

PRIORITY

[0001] This application claims priority to PCT Application
Serial No. PCT/US22/71904, filed 25 Apr. 2022, titled
“System for Control and Orchestration of Cluster
Resources”, the contents of which are incorporated herein by
reference.

[0002] PCT Application Serial No. PCT/US22/71904
claims priority to Indian Patent Application Serial No.
202111019454, filed 28 Apr. 2021, titled “System for Edge
Compute Resource Management”, the contents of which are
incorporated herein by reference.

[0003] PCT Application Serial No. PCT/US2022/71904
claims priority to U.S. Patent Application Ser. No. 63/202,
482, filed 14 Jun. 2021, titled “System for Edge Compute
Resource Management”, the contents of which are incorpo-
rated herein by reference.

BACKGROUND

[0004] Many services will access resources that are remote
from the service to perform various operations. For example,
resources may include computing devices that are deployed
close to the geographic locations of end users, colloquially
termed “edge devices”, which may be controlled using
commands from a service to provide functionality to the end
users. However, the different characteristics of various
resources, which in some cases may be owned and operated
by different entities, may create difficulty when attempting
to send commands to multiple resources. Additionally, the
performance of certain types of functions, such as rebooting
or restarting of resources, may be difficult to control from a
remote location.

BRIEF DESCRIPTION OF FIGURES

[0005] The detailed description is set forth with reference
to the accompanying figures. In the figures, the left-most
digit(s) of a reference number identifies the figure in which
the reference number first appears. The use of the same
reference numbers in different figures indicates similar or
identical items or features.

[0006] FIG.1 is a diagram depicting an implementation of
a system for providing commands to multiple cluster
resources based on the characteristics of the cluster
resources, and determining output based on the functions
performed by the cluster resources.

[0007] FIG. 2A is a diagram depicting an implementation
of a system for determining command data suitable for use
with particular cluster resources based on the characteristics
of the cluster resources.

[0008] FIG. 2B is a diagram depicting an implementation
of a system for determining states associated with perfor-
mance of a function by cluster resources and whether the
determined states indicate a potential error.

[0009] FIG. 3 is a flow diagram depicting an implemen-
tation of a process for determining command data to provide
to a cluster resource, states of the cluster resource while
performing a function, and whether the states indicate a
potential error.

[0010] FIG. 4 is a block diagram depicting an implemen-
tation of a controller device within the present disclosure.
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[0011] While implementations are described in this dis-
closure by way of example, those skilled in the art will
recognize that the implementations are not limited to the
examples or figures described. It should be understood that
the figures and detailed description thereto are not intended
to limit implementations to the particular form disclosed but,
on the contrary, the intention is to cover all modifications,
equivalents, and alternatives falling within the spirit and
scope as defined by the appended claims. The headings used
in this disclosure are for organizational purposes only and
are not meant to be used to limit the scope of the description
or the claims. As used throughout this application, the word
“may” is used in a permissive sense (i.e., meaning having
the potential to) rather than the mandatory sense (i.e.,
meaning must). Similarly, the words “include”, “including”,
and “includes” mean “including, but not limited to”.

DETAILED DESCRIPTION

[0012] Many types of computer-based services use
resources associated with target clusters of computing
devices (“cluster resources”) to provide functionality to
users. A cluster resource may include a computational
resource, computing device or other controllable device
having a processor, microcontroller, or other type of con-
troller. A cluster resource may also include a network
resource, such as a router, traffic shaper, proxy server,
caching server, and so forth. A cluster source may further
include a data storage resource, such as network-attached
storage, a data store, a storage server, and so forth. A cluster
resource may additionally include an infrastructure resource,
such as a power management system, climate control sys-
tem, cooling system, fire suppression system, and so forth.
To avoid transmission of large quantities of data across great
distances, clusters of resources at or near the locations of end
users (e.g., “edge devices” located at the “edge” rather than
the “core” of the network) may be used to perform at least
a portion of the operations associated with a service. Cluster
resources may be associated with an infrastructure system or
service that may be used to control or manage operation of
the cluster resources, exchange data with the cluster
resources, and so forth. Use of target clusters of edge devices
to perform a portion of the operations associated with a
service may reduce network latency experienced by end
users, reduce the amount of data exchanged with a central-
ized location such as a core datacenter, reduce the reliance
on processing of data by devices at a centralized location
closer to the core of the network, and provide redundancy by
allowing one of the edge device or the centralized device to
continue operation when the other device fails or loses
connectivity.

[0013] A potentially large number of cluster resources
spanning many geographic locations may be accessed to
provide functionality associated with a service. In many
cases, clusters that include different cluster resources may
have different characteristics, such as different infrastructure
systems or services. Cluster resources may also have dif-
ferent characteristics, such as different hardware compo-
nents, different operating systems or software components
such as applications, and so forth. In some cases, different
clusters or cluster resources may be owned, managed, or at
least partially controlled by different entities. Due to these
factors, different actions may be used to access different
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cluster resources, certain cluster resources may be incapable
of or unavailable to perform certain types of functions, and
so forth.

[0014] Management and orchestration (“MAQO”) systems,
or other types of infrastructure systems or services, may be
used to facilitate operations that use distributed cluster
resources. One MAO system is Kubernetes as promulgated
by the Cloud Native Computing Foundation at “cncf.io”.
Kubernetes allows for automated software deployment and
management. Other distributions of Kubernetes include
OpenShift promulgated by Red Hat, Inc., which may be used
to provide management and orchestration. Other systems
such as Docker Swarm as promulgated by Docker, Inc. may
also provide at least some management and orchestration
functionality.

[0015] Many existing MAO systems are limited when
interacting with cluster resources. For example, clusters and
cluster resources may include many different types of appli-
cations and infrastructures, each having a particular set of
rules and requirements to use the resource. Additionally,
many existing systems may be used to maintain a particular
state of a cluster resource but are not usable to cause the
resource to perform certain types of actions, such as a reboot
or restart operation, if the actions are not tied to particular
states. For example, a resource that is rebooting or restarting
is not in a desired or target state, such as an active, available,
or running state.

[0016] Described in this disclosure are techniques for
enabling a system to interact with multiple target clusters,
which may include cluster resources that have differing
characteristics, so that commands input to the system may be
used by multiple different types of cluster resources. The
system may also be used to cause cluster resources to
perform functions associated with multiple different states of
the resource, including intermediate states before a desired
target or end state is attained.

[0017] To cause one or more cluster resources to perform
a function, the system may determine command data from
user input, or from input from one or more services, systems,
or computing devices. The command data may specify one
or more target clusters or cluster resources, such as by
indicating an identifier of the target cluster(s) or of one or
more cluster resources associated with a cluster. The com-
mand data may also specify a function to be performed by
the cluster resource(s). For example, a function may include
execution of an application, performance of an operation
associated with the application, acquisition of telemetry data
or other types of data, transmission of acquired data to the
system, restarting one or more components of the cluster
resource, and so forth. In some cases, the command data
may specify a target state to be attained by a cluster resource,
and an infrastructure system may cause the cluster resource
to perform actions to reach the target state.

[0018] Command data may indicate one or multiple target
clusters or cluster resources. Each cluster resource may be
associated with a particular set of characteristics, such as a
resource type, hardware or software components of the
resource, a current status of the resource or of one or more
components of the resource, and so forth. In some cases,
characteristics of a resource may include a cluster associated
with the resource, an entity that owns, operates, or controls
the cluster or resource, and particular rules, requirements, or
configurations for accessing and using the cluster or cluster
resource, particular functions that may be permitted or not
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permitted by a resource, and so forth. To enable command
data to be processed by a cluster resource, the system may
determine the characteristics of the indicated cluster
resource(s). For example, the system may store or access
resource data that indicates the characteristics of at least a
portion of the cluster resources accessible to the system. In
other cases, the system may access target clusters associated
with the resource(s) to determine characteristics of the
resources, such as by providing a request or other data.
Based on the characteristics of a particular resource and the
initial command data, the system may determine alternate
command data that may be processed by the particular
resource to cause performance of the function. In cases
where command data specifies multiple clusters or cluster
resources, multiple alternate command data may be deter-
mined, each alternate command data based on the charac-
teristics of a particular resource and configured to cause the
particular resource to perform the function. For example,
alternate command data may include calls, commands, for-
matting, computer languages, or other characteristics that
correspond to the characteristics or rules associated with a
particular resource.

[0019] A function indicated in the command data may be
associated with a particular target state for a cluster resource.
For example, causing a cluster resource to perform an
operation associated with an application may cause the state
of the cluster resource to transition from “idle” to “active”.
In such a case, the target state indicated by the command
data may include the state of “active”, and a successful
interaction with the cluster resource may be determined
based on telemetry data from the cluster resource that
indicates the state of “active”. As another example, a com-
mand may be used to reboot or restart a cluster resource. To
perform a reboot or restart operation, the resource may
transition from a state of “active” to an intermediate state of
“rebooting”, then to a target state of “active” after a reboot-
ing process has been completed. In such a case, a command
that specifies the target state of “active” would be ineffec-
tive, because the cluster resource would be in the target state
when the command is received. However, a command that
specifies the target state of “rebooting” would be ineffective,
because each time the target state of “active” was attained by
the resource after completing a reboot or restart process, the
reboot or restart process may be repeated to return the
resource to the target state of “rebooting”.

[0020] To enable a function associated with a temporary
target state (e.g., a state that is expected or intended to
change without providing an additional command to the
cluster resource) to be performed by a cluster resource,
command data may initially specify a first target state. The
system may then determine an alternate target state that
corresponds to the function or to the first target state. For
example, a command associated with a rebooting function
may specify a target state of “rebooting”, and an alternate
target state of “active” for the rebooting function may be
determined. In some cases, the system may determine one or
more intermediate states associated with the function or the
first target state. For example, the command data may
specify an initial target state of “rebooting”, and the system
may determine an alternate target state of “active” and an
intermediate state of “initializing device components”. Con-
tinuing the example, the system may access function data
associated with the function to be performed, and the
function data may specify a second target state based on the
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function or based on the first target state of the function, and
may specify valid intermediate states based on the function
or on the first target state.

[0021] Telemetry data that indicates the state of the cluster
resource may be received from the resource after providing
the command data. The telemetry data may be compared to
the determined target state, and in some cases the deter-
mined intermediate state(s), to determine whether the cluster
resource has attained a valid state associated with the
function. In some implementations, the intermediate state(s)
associated with the function may have a sequential or
hierarchical relationship. For example, receipt of a com-
mand to initiate a restart or reboot operation may cause a
cluster resource to transition from an “active” state to a
“restarting” state. The “restarting” state may be indicated as
a valid intermediate state for a restart function. Once the
“restarting” state is determined, the target state for the
function may be changed to the “active” state for the
resource. The resource may then transition to an “initiating
device components” state. This state may not be a valid
intermediate state following the “active” state, but may be a
valid intermediate state following the “restarting” state. For
example, the last determined state of a cluster resource may
be used to determine a specific state or set of valid target
states or intermediate states that may follow the last deter-
mined state. The resource may then transition to the “active”
state, and successtul completion of the restart function may
be determined based on the telemetry data. In cases where
a valid intermediate state is determined, the system may
permit the resource to continue performing the operation
without providing a subsequent command. In cases where an
invalid intermediate state is determined, the system may
generate output indicative of an error, cause the resource to
restart the function, cause the resource to revert to its
original state, or perform other corrective actions.

[0022] In some cases, different entities may be permitted
to access certain clusters or different cluster resources, but
may be prevented from access to other clusters or cluster
resources. Additionally, in some cases, different entities may
be permitted to cause a resource to perform certain functions
but may be prevented from causing the resource to perform
other functions. When command data is received, a source
associated with the command data may be determined, and
permission data associated with the source may be accessed.
For example, the source may provide, or the system may
store, a token or other type of data that indicates one or more
clusters, one or more cluster resources, one or more func-
tions, or a combination of clusters, cluster resource(s), or
function(s). If the cluster(s), cluster resource(s), and func-
tion(s) indicated in the command data correspond to those
indicated in the permission data, the command data may be
used to cause the cluster resource(s) to perform the indicated
function(s).

[0023] FIG. 1 is a diagram 100 depicting an implementa-
tion of a system for providing commands to multiple cluster
resources 102 based on the characteristics of the cluster
resources 102, and determining output based on the func-
tions performed by the cluster resources 102. A controller
system 104 may be used to provide commands to various
cluster resources 102 and receive data from the cluster
resources 102. In some cases, one or more other computing
devices may provide commands to the controller system
104, which may in turn provide commands to the cluster
resource(s) 102, and the controller system 104 may receive
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data from the cluster resources 102, which may be provided
to the other computing device(s).

[0024] For example, the controller system 104 may
execute on one or more controller devices 106, which may
include one or more servers, personal computing devices,
portable computing devices, or other types of computing
devices. In some implementations, the controller system 104
may include an MAO system. For example, in a Kubernetes
system, the controller system 104 may operate as a Kuber-
netes master, providing control plane functionality. An
operator device 108 may be used to interact with the
controller system 104. For example, the operator device 108
may include a personal computing device or a portable
computing device, such as a desktop computer, laptop
computer, tablet computer, and so forth, and an operator,
such as a developer or administrator, may use the operator
device 108 to send commands to the controller system 104,
present information received from the controller system 104,
and so forth. In other implementations, one or more services
or computing devices may send commands or other data to
the controller system 104 and receive data from the con-
troller system 104, without requiring input from a human
operator.

[0025] The cluster resources 102 may be associated with
one or more target clusters 103. Each cluster resource 102
may include one or more computing devices, such as general
processing units, graphics processing units, application spe-
cific integrated circuits, cryptographic processors, and so
forth. Cluster resources 102 may also include network
resources, data storage resources, infrastructure resources,
and so forth. For example, computing devices associated
with the cluster resources 102 may execute various appli-
cations, services, and so forth, which may provide services
or processing functions to end user devices 105. Continuing
the example, an end user device 105 may send data to a
module executing on a cluster resource 102 for processing,
and the module may return a response to the end user device
105. End user devices 105 may include any type of com-
puting device including, without limitation, workstations or
other personal computing devices, tablet computers or other
portable computing devices, wearable or embedded devices,
vehicle-based computing devices, and so forth. Each target
cluster 103 may include one or more cluster resources 102
and may be associated with an infrastructure system or
service that may be used to control or manage operation of
the cluster resources 102, exchange data with the cluster
resources 102, and so forth. Target clusters 103 may be
located at different physical locations. For example, the
cluster resources 102 associated with different target clusters
103 may be located at different datacenters, businesses,
residences, colocation sites, wireless network base stations,
vehicles, and so forth. Continuing the example, FIG. 1
depicts a first target cluster 103(1) associated with a first
cluster resource 102(1) that may be located at a first geolo-
cation, while a second target cluster 103(2) associated with
a second cluster resource 102(2) may be located at a second
geolocation. Use of a cluster resource 102 that is geographi-
cally close to an end user may enable services to be provided
with reduced latency, while reducing the bandwidth and
other cluster resources associated with transmission of data
and performance of computational processes by devices at
other locations. The first target cluster 103(1) may have
characteristics that differ from those of the second target
cluster 103(2), such as use of different infrastructure systems
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or other components, different physical locations, and so
forth. While FIG. 1 depicts two example target clusters 103,
a controller system 104 may communicate with any number
of'target clusters 103 ranging from a single target cluster 103
to a potentially large number of target clusters 103. The first
cluster resource 102(1) may have characteristics that differ
from those of the second cluster resource 102(2). For
example, the cluster resources 102 may be of different types,
may include different hardware or software components, and
so forth. While FIG. 1 depicts each target cluster 103
associated with a single example cluster resource 102, a
target cluster 103 may be associated with any number of
cluster resources.

[0026] The controller devices 106 may communicate
using one or more networks, which may include public
networks such as the Internet, private networks, various
network devices such as gateways, and so forth. For
example, cluster resources 102 may access various wireless
networks, cellular networks, or other types of networks,
which may in turn communicate, via the Internet or another
public network, with the controller device(s) 106.

[0027] The operator device 108 may be used to provide
command data 110(1) to the controller system 104. Com-
mand data 110(1) may specify one or more cluster resources
102, and a function to be performed by the cluster resource
(s) 102. For example, FIG. 1 depicts the operator device 108
providing command data 110(1) that includes a first resource
identifier 112(1) indicative of a first target cluster 103(1) or
first cluster resource 102(1) and a second resource identifier
112(2) indicative of a second target cluster 103(2) or second
cluster resource 102(2). A resource identifier 112 may
include a name, network address, or other type of data that
may be used to differentiate a particular target cluster 103 or
cluster resource 102 from other target clusters 103, cluster
resources 102, or computing devices.

[0028] The command data 110(1) is also shown including
one or more function parameters 114(1). Function param-
eters 114(1) may specify a particular action, operation, or
function to be performed by a cluster resource 102, such as
execution of an application, performance of a function
associated with the application, acquisition of data, trans-
mission of data, processing of data, rebooting or restarting of
one or more computing devices or components of a com-
puting device, and so forth. In some cases, function param-
eters 114(1) may specify a particular state for a cluster
resource 102. For example, a function to initialize a cluster
resource 102, execute an application, or otherwise activate,
prepare, or provision the cluster resource 102 may include a
function parameter 114(1) that specifies a state of “active” or
“running”. As another example, a function to initiate a
rebooting or restart process for a cluster resource 102 may
include a function parameter 114(1) that specifies a state of
“rebooting” or “restarting”.

[0029] As described previously, particular cluster
resources 102 may be different types of resources, may be
associated with different hardware or software components,
may be owned or controlled by different entities, subject to
different rules or requirements, capable of performing dif-
ferent functions or attaining different states, and so forth.
The controller devices 106 may store or access resource data
116 that associates characteristics of cluster resources 102
with corresponding resource identifiers 112.

[0030] Based on the resource data 116 and the command
data 110(1) received from the operator device 108, the
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controller system 104 may determine second command data
110(2) configured for use with a first cluster resource 102(1).
For example, the controller system 104 may determine
correspondence between the first resource identifier 112(1)
indicated in the command data 110(1) and the resource data
116, to determine one or more characteristics of the first
cluster resource 102(1). Based on the determined character-
istics and the function parameters 114(1) indicated in the
command data 110(1), an alternate set of function param-
eters 114(2) that may be received and processed by the first
cluster resource 102(1) and that may cause the first cluster
resource 102(1) to perform a function may be generated.
Second command data 110(2) that includes these function
parameters 114(2) may be provided to the target cluster
103(1) associated with the first cluster resource 102(1).

[0031] In asimilar manner, based on the resource data 116
and the command data 110(1) received from the operator
device 108, the controller system 104 may determine third
command data 110(3) configured for use with a second
cluster resource 102(2). The second cluster resource 102(2)
may have characteristics that differ from those of the first
cluster resource 102(1). For example, the second cluster
resource 102(2) may include different hardware or software
components, may be associated with different operating
systems, applications, or rules or requirements associated
with an entity. In some cases, the second cluster resource
102(2) may be at a different geographic location than the
first cluster resource 102(1), may be accessed using different
networks and computing devices, and so forth. The control-
ler system 104 may determine correspondence between the
second resource identifier 112(2) indicated in the command
data 110(1) and the resource data 116, to determine one or
more characteristics of the second cluster resource 102(2).
Based on the determined characteristics and the function
parameters 114(1) indicated in the command data 110(1), an
alternate set of function parameters 114(3) that may be
received and processed by the second cluster resource
102(2) and that may cause the second cluster resource
102(2) to perform a function may be generated. Third
command data 110(3) that includes the determined function
parameters 114(3) may be provided to the second target
cluster 103(2) associated with the second cluster resource
102(2).

[0032] The first cluster resource 102(1) may perform one
or more functions based on the second command data
110(2). In some cases, the first cluster resource 102(1) may
generate telemetry data 118(1) that may indicate one or more
characteristics of the first cluster resource 102(1), compo-
nents of the first cluster resource 102(1), functions that are
performed, data that is received, generated, processed, or
output, and so forth. For example, the second command data
110(2) may specify a target state for the first cluster resource
102(1), and the telemetry data 118(1) may indicate one or
more states attained by the first cluster resource 102(1)
during performance of a function. The second cluster
resource 102(2) may similarly perform one or more func-
tions based on the third command data 110(3) and may
generate telemetry data 118(2) indicating characteristics of
the second cluster resource 102(2) or functions that are
performed. The telemetry data 118(2) may indicate one or
more states attained by the second cluster resource 102(2)
during performance of a function.

[0033] The cluster resource(s) 102 may provide at least a
portion of the determined telemetry data 118 to the control-
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ler system 104. The controller system 104 may determine
output data 120 based at least in part on the telemetry data
118. For example, the telemetry data 118 from a cluster
resource 102 may indicate a state associated with the cluster
resource 102, and the output data 120 may indicate the state,
whether the state indicates successful performance of a
function, whether the state indicates a potential error state,
and so forth. The controller system 104 may access function
data 122 that associates valid states for a cluster resource
102 that indicate proper operation, performance of a func-
tion associated with the command data 110(1), and so forth,
with function parameters 114 of the function, characteristics
of the cluster resource 102, and so forth. For example,
correspondence between the function data 122 and received
telemetry data 118 may be used to determine successful
performance of a function, normal operation of a cluster
resource 102, or occurrence of a potential error, which may
be indicated in the output data 120.

[0034] As shown in FIG. 1, the output data 120 may
associate resource identifiers 112 for one or more cluster
resources 102 that were caused to perform a function with at
least a portion of the telemetry data 118 from that cluster
resource 102, such as a portion of the telemetry data 118 that
indicates a state of the cluster resource 102. In some
implementations, the output data 120 may indicate whether
the determined state of a cluster resource 102 indicates
normal operation, performance of a function, or occurrence
of a potential error. Specifically, FIG. 1 depicts the output
data 120 associating a first resource identifier 112(1) indica-
tive of the first cluster resource 102(1) with at least a portion
of first telemetry data 118(1) received from the first cluster
resource 102(1), and a second resource identifier 112(2)
indicative of the second cluster resource 102(2) with at least
a portion of the second telemetry data 118(2) received from
the second cluster resource 102(2). At least a portion of the
output data 120 may be provided to the operator device 108,
such as to cause presentation of information based on the
output data 120.

[0035] FIG. 2A is a diagram 200 depicting an implemen-
tation of a system for determining command data 110
suitable for use with particular cluster resources 102 based
on the characteristics of the cluster resources 102. As
described with regard to FIG. 1, a controller system 104
executing on one or more controller devices 106 may
determine first command data 110(1) based on input
received from an operator device 108, determine character-
istics of one or more cluster resources 102 based on resource
data 116, and may generate alternate command data 110
suitable for receipt and processing by particular target clus-
ters 103 of cluster resources 102 based on the received
command data 110(1) and determined characteristics.

[0036] An operator device 108 may provide operator input
202 to the controller device(s) 106. In some cases, operator
input 202 may be provided by a human operator, such as
through use of one or more input devices associated with the
operator device 108. In other cases, operator input 202 may
be provided by a service, application, computing device, or
other automated mechanism independent of user input pro-
vided by a human. The operator input 202 may include first
command data 110(1), which may specify one or more
cluster resources 102 or target clusters 103 using resource
identifiers 112 and may specify characteristics of a function
to be performed using one or more function parameters
114(1), such as a target state to which a cluster resource 102
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is to be transitioned. In some cases, the operator input 202
may include other input data 204, such as data indicative of
the operator device 108, a user account associated with an
operator, tokens or other credentials indicating access or
permissions to interact with the controller system 104 or
cluster resource(s) 102, and so forth. For example, other
input data 204 may include authentication data, crypto-
graphic data, identification data, and so forth.

[0037] An input module 206 associated with the controller
system 104 may determine the command data 110(1) based
on the operator input 202. For example, the input module
206 may be configured to parse or otherwise process com-
mands, input, and so forth, may determine portions of the
operator input 202 that include command data 110(1), or
maygenerate command data 110(1) based on other informa-
tion in the operator input 202. For example, the operator
input 202 may specify locations or other characteristics of
target clusters 103 or cluster resources 102, and the input
module 206 may determine resource identifiers 112 for the
target clusters 103 or cluster resources 102 that include the
specified characteristics. As another example, the operator
input 202 may specify characteristics of a function to be
performed, and the input module 206 may determine func-
tion parameters 114(1) based on the information included in
the operator input 202.

[0038] A characteristics module 208 associated with the
controller system 104 may determine characteristics data
210 indicative of the characteristics of the cluster resources
102 indicated in the command data 110(1) or determined
based on the command data 110(1). For example, the
characteristics module 208 may determine correspondence
between the resource identifiers 112 indicated in the com-
mand data 110(1) and resource data 116 that associates the
resource identifiers 112 for one or more target clusters 103
or cluster resources 102 with corresponding sets of resource
characteristics 212 of the cluster resource(s) 102. Continu-
ing the example, FIG. 2A depicts the resource data 116
indicating first resource characteristics 212(1) that are asso-
ciated with the first resource identifier 112(1) for the first
cluster resource 102(1), second resource characteristics 212
(2) associated with the second resource identifier 112(2) for
the second cluster resource 102(2), and any number of
additional resource characteristics 212(N) associated with
any number of additional resource identifiers 112(N). Based
on the correspondence between the command data 110(1)
and the resource data 116, characteristics data 210 that
indicates the characteristics of the cluster resources 102
indicated in the command data 110(1) may be determined.

[0039] A function module 214 associated with the con-
troller system 104 may determine alternate command data
110 that may cause particular cluster resources 102 to
perform one or more functions. For example, the command
data 110(1) determined based on the operator input 202 may
indicate one or more first function parameters 114(1). The
function parameters 114(1) may indicate a target state for a
cluster resource 102, particular components of the cluster
resource 102 to be used, particular actions to performed
using a cluster resource 102, and so forth. Because each
cluster resource 102 may be associated with particular
resource characteristics 212, command data 110 having
different contents, formats, function parameters 114, and so
forth that are based on the resource characteristics 212 may
be used to cause the cluster resource 102 to perform a
function. For example, the command data 110(1) determined
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based on the operator input 202 may be unsuitable for
receipt or processing by a particular cluster resource 102, but
alternate command data 110 determined using the controller
system 104 may be received and processed by the cluster
resource 102 and may cause the cluster resource 102 to
perform a function.

[0040] In some implementations, the function module 214
may access parameter data 216 that associates resource
characteristics 212 with corresponding function parameters
114. For example, FIG. 2A depicts the parameter data 216
associating the first resource characteristics 212(1) of the
first cluster resource 102(1) with a second set of function
parameters 114(2) that may differ from the function param-
eters 114(1) indicated in the command data 110(1). The
parameter data 216 is also depicted associating the second
resource characteristics 212(2) of the second -cluster
resource 102(2) with a third set of function parameters
114(3), and any number of additional resource characteris-
tics 212(N) with corresponding function parameters 114(N).
Based on correspondence between the parameter data 216
and the characteristics data 210, the function module 214
may determine second command data 110(2) for use with
the first cluster resource 102(1) that includes the second
function parameters 114(2), and third command data 110(3)
for use with the second cluster resource 102(2) that includes
the third function parameters 114(3). As a result, a single
command data 110(1) determined based on operator input
202 received from the operator device 108 may be used to
cause one or multiple cluster resources 102 to perform a
function independent of the particular resource characteris-
tics 212 of the cluster resource(s) 102.

[0041] FIG. 2B is a diagram 216 depicting an implemen-
tation of a system for determining states associated with
performance of a function by cluster resources 102 and
whether the determined states indicate a potential error. As
described with regard to FIG. 1, telemetry data 118 may be
determined from cluster resources 102. The telemetry data
118 may indicate one or more characteristics of the cluster
resource 102, hardware or software components of the
cluster resource 102, functions performed by the cluster
resource 102, data that is received, generated, processed, or
output by the cluster resource 102, and so forth. In some
implementations, telemetry data 118 may indicate one or
more states attained by a cluster resource 102. The particular
states for a cluster resource 102 that indicate normal opera-
tion of the cluster resource 102, successful performance of
a function, and the absence of a potential error may be
determined based on characteristics of the function that is
performed.

[0042] The second cluster resource 102(2) may similarly
perform one or more functions based on the third command
data 110(3) and may generate telemetry data 118(2) indi-
cating characteristics of the second cluster resource 102(2)
or functions that are performed. The telemetry data 118(2)
may indicate one or more states attained by the second
cluster resource 102(2) during performance of a function.
[0043] A state module 218 associated with the controller
system 104 may determine error data 220 indicative of valid
states 222 associated with performance of a function. Con-
tinuing the example, the state module 218 may access
function data 122 that associates function parameters 114 for
a function with valid states 222 of a cluster resource 102
associated with performance of the function. FIG. 2B
depicts the function data 122 associating first function
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parameters 114(1) that may be associated with a first func-
tion with one or more first valid states 222(1) of a cluster
resource 102. The function data 122 is also depicted asso-
ciating second function parameters 114(2) with second valid
states 222(2), and any number of additional function param-
eters 114(N) with corresponding valid states 222(N). In
some implementations, the function data 122 may also
associate valid states 222 with resource characteristics 212
of cluster resources 102. For example, particular states may
be valid for certain cluster resources 102 but may not be
applicable for other cluster resources 102.

[0044] The state module 218 may determine the error data
220 based on correspondence between the command data
110(1) determined based on input from the operator device
108 and the function data 122, and in some implementations,
correspondence between the characteristics data 210 and the
function data 122 may also be used to determine the error
data 220. FIG. 2B depicts the error data 220 indicating valid
states 222(2) that correspond to the second set of function
parameters 114(2) indicated in the second command data
110(2) for first cluster resource 102(1). FIG. 2B also depicts
the error data 220 indicating valid states 222(3) that corre-
spond to the third set of function parameters 114(3) indi-
cated in the third command data 110(3) for the second
cluster resource 102(2).

[0045] Valid states 222 for a cluster resource 102 may
include target states or end states following performance of
a function. In some cases, valid states 222 may also include
intermediate states that a cluster resource 102 may attain
during performance of the function. For example, a cluster
resource 102 may initially have a state of “active”. The
command data 110(1) from the operator device 108 may be
used to cause the cluster resource 102 to perform a restart or
reboot operation. The function parameters 114(1) of the
command data 110(1) may indicate a target state of “restart-
ing”. However, after the restart operation has been initiated
and the cluster resource 102 has attained the state of “restart-
ing”, the cluster resource 102 may transition to one or more
other states. While these other states may differ form the
state of “restarting” specified in the command data 110(1),
the other states may be associated with an expected transi-
tion rather than a potential error. For example, after a cluster
resource 102 has completed a reboot or restart operation, the
state of the cluster resource 102 may transition from “restart-
ing” to “active”. Therefore, the function data 122 may
associate a valid target state of “active” with a reboot or
restart operation. In such a case, if the telemetry data 118
from a cluster resource 102 indicates a state of “active”, this
may be determined as normal operation of the cluster
resource 102 and successful performance of a function,
rather than a potential error.

[0046] Insome cases, an operation may be associated with
one or more intermediate states. For example, after initiating
a reboot or restart operation, a cluster resource 102 may
transition from a state of “active” to a state of “restarting”.
The cluster resource 102 may then transition from the state
of “restarting” to the state of “initializing device compo-
nents”. While the cluster resource 102 is associated with the
state of “initializing device components”, the telemetry data
118 from the cluster resource 102 may indicate that state.
Therefore, the function data 122 may associate a valid
intermediate state of “initializing device components” with
a reboot or restart operation. In such a case, if telemetry data
118 from a cluster resource 102 indicates this state, this may
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be determined as normal operation of the cluster resource
102 and successtul performance of a function, rather than a
potential error.

[0047] An error module 224 associated with the controller
system 104 may determine output data 120 based on the
error data 220 and the telemetry data 118 received from the
cluster resources 102. For example, at least a portion of the
telemetry data 118 for a cluster resource 102 may include
state data 226 that indicates a state of the cluster resource
102. The error module 224 may determine correspondence
between the telemetry data 118 from a cluster resource 102
and the error data 220 that indicates the valid state(s) 222 for
performance of the function by the cluster resource 102.
Based on this correspondence, the error module 224 may
determine output data 120 indicative of one or more of
normal or abnormal operation of the cluster resource 102,
successful or failed performance of a function, or the pres-
ence or absence of potential errors. The output data 120 may
include an indication of this determination, and in some
cases may include portions of telemetry data 118 associated
with valid or invalid states. For example, FIG. 2B depicts the
output data 120 associating the first resource identifier
112(1) with a portion of first telemetry data 118(1) deter-
mined from the first cluster resource 102(1), and associating
the second resource identifier 112(2) with a portion of
second telemetry data 118(2) determined from the second
cluster resource 102(2). While FIG. 2B depicts a single
determination of error data 220 based on functions per-
formed by cluster resources 102, and a single determination
of output data 120 based on the error data 220 and telemetry
data 118 from the cluster resources 102, in some implemen-
tations, the process described with regard to FIG. 2B may be
performed multiple times. For example, when a cluster
resource 102 transitions from a first state to a second state,
a different set of valid states 222 may be determined based
on the second state. When telemetry data 118 indicating a
third state is received from the cluster resource 102, the error
module 224 may then determine correspondence between
the third state and the most recent set of valid states 222.
This process may continue until a target or end state of the
cluster resource 102 is determined, or until an error state is
determined.

[0048] FIG. 3 is a flow diagram 300 depicting an imple-
mentation of a process for determining command data 110 to
provide to a cluster resource 102, states of the cluster
resource 102 while performing a function, and whether the
states indicate a potential error. At 302, first command data
110(1) may be received. The first command data 110(1) may
indicate a first target state for a cluster resource 102. For
example, command data 110(1) may be provided from an
operator device 108 to a controller system 104 and may
include a resource identifier 112 indicative of a cluster
resource 102. The command data 110(1) may also indicate
one or more function parameters 114(1). The function
parameter(s) 114(1) may include a target state for a cluster
resource 102. For example, a target state for a function that
includes activation of a deactivated or idle cluster resource
102 may include “active”, while a target state for initiating
a reboot or restart process for a cluster resource 102 may
include “rebooting”.

[0049] At 304, characteristics of the cluster resource 102
indicated in the command data 110(1) may be determined.
For example, a cluster resource 102 may include one or
more computing devices that have one or more hardware or
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software components, communicate using certain networks,
are owned or controlled by certain entities, are capable of or
permitted to perform certain functions, such as processing
data having certain characteristics, and so forth. Continuing
the example, resource data 116 that associates resource
identifiers 112 with corresponding resource characteristics
212 may be used to determine such characteristics of cluster
resources 102, which may in turn be used to determine
command data 110 that may be used to cause a particular
cluster resource 102 to perform one or more functions.
[0050] At 306, based on the first command data 110(1) and
the determined resource characteristics 212, second com-
mand data 110(2) may be determined. The second command
data 110(2) may be configured to cause the cluster resource
to attain the first target state. For example, the second
command data 110(2) may include a format, particular
commands or API calls, or other characteristics that are able
to be processed by the cluster resource 102, comply with
rules associated with an entity that owns or controls the
cluster resource 102, and so forth.

[0051] At 308, based on the first target state from the first
command data 110(1) and the resource characteristics 212 of
the cluster resource 102, a first set of valid states 222 for the
cluster resource 102 may be determined. The valid states
222 may include a second target state for the cluster resource
102. For example, if the first command data 110(1) is
provided to the cluster resource 102 to initiate a reboot or
restart operation, the first command data 110(1) may specify
a target state of “rebooting”, however, the cluster resource
102 may transition from a state of “rebooting” to a final
target state of “active”. Therefore, a second target state
based on the first target state and the characteristics of the
cluster resource 102 may be “active”. Additionally, the
cluster resource 102 may be expected to transition to one or
more intermediate states, such as a state of “initializing
device components”. In some implementations, the deter-
mined valid states 222 may include one or more intermedi-
ate states in addition to or in place of a second target state.
[0052] At 310, the second command data 110(2) may be
provided to the cluster resource 102. The second command
data 110(2) may include a format, commands, or other data
configured to cause the cluster resource 102 to perform a
function or transition to the target state indicated in the first
command data 110(1), or to a similar or corresponding state.
[0053] At 312, a state of the cluster resource 102 may be
determined. For example, telemetry data 118 from the
cluster resource 102 may be received, and the state of the
cluster resource 102 may be indicated in or determined from
the telemetry data 118. Continuing the example, as a cluster
resource 102 performs a function, the cluster resource 102
may transition from an initial state to one or more interme-
diate states, then to an end target state. For example, a cluster
resource 102 performing a reboot or restart process may
initially be in a state of “active”, may transition to a state of
“rebooting” after processing command data 110(2), may
transition to a state of “initializing device components™ after
attaining the state of “rebooting”, and may transition to a
final target state of “active” after the state of “initializing
device components”.

[0054] At 314, correspondence between the state of the
cluster resource 102 and the set of valid states 222 may be
determined. If the state of the cluster resource 102 corre-
sponds to one or more of the valid states 222, this may
indicate normal operation, successful performance of a
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function, and so forth. If the state of the cluster resource 102
does not correspond to one or more of the valid states 222,
this may indicate a potential error, failure, or unexpected
action. In such a case, output indicative of an error state may
be generated, and in some cases, the function may be
restarted or the cluster resource 102 may be returned to its
initial state. Correspondence between the state of the cluster
resource 102 and the set of valid states 222 may include a
match between the state of the cluster resource 102 and at
least one valid state 222. In other cases, the correspondence
may include the state of the cluster resource 102 being
within a threshold value or threshold similarity of at least
one valid state 222. In still other cases, the correspondence
may include the state of the cluster resource 102 being
related to one or more of the valid states 222.

[0055] At 316, if the state of the cluster resource 102 does
not correspond to a valid state 222, output indicating an error
state may be generated. The output may indicate a potential
error, a failure to perform one or more functions, perfor-
mance of an unexpected action, and so forth. In some
implementations, the cluster resource 102 may be returned
to its initial state, the cluster resource 102 may be caused to
restart the function, or other corrective actions may be taken.
[0056] At 318, if the state of the cluster resource 102
corresponds to the second target state determined at 308,
output may be generated indicating successful performance
of the function. For example, if the cluster resource 102
attains the expected target state, this may indicate that the
function has been performed and the cluster resource 102
operated normally.

[0057] At 320, if the state of the cluster resource 102
corresponds to a valid intermediate state 222, an additional
set of valid states 222 for the cluster resource 102 may be
determined based on the current state of the cluster resource
102. The method may then return to 312 and the current state
of' the cluster resource 102 may be determined and compared
to the additional set of valid states 222. For example, when
causing a cluster resource 102 to initiate a restart or reboot
process, the state of the cluster resource 102 may transition
from “active” to “restarting.” Telemetry data 118 may indi-
cate the state of the cluster resource 102 as “restarting”. An
additional set of valid states 222 may then be determined
based on the telemetry data 118. For example, a subsequent
valid state 222 may include “initializing device compo-
nents”. This state may be valid after the cluster resource 102
has attained the “restarting” state, but may be unexpected or
potentially erroneous if attained at a different time. There-
fore, the valid states 222 for a cluster resource 102 may
change based on the last state that was determined based on
telemetry data 118. If a subsequent state of the cluster
resource 102 corresponds to a subsequent valid state 222, the
process may continue, and steps 312, 314, and 320 may be
repeated one or more times until the cluster resource 102
attains a target state, or a state that does not correspond with
a valid state 222.

[0058] FIG. 4 is a block diagram 400 depicting an imple-
mentation of a controller device 106 within the present
disclosure. While FIG. 4 depicts a single block diagram 400,
multiple computing devices may be used to perform the
functions described herein. For example, the computing
device may include one or more controller devices 106, as
described with regard to FIGS. 1-3. Additionally, in other
implementations, one or more of the functions described
herein with regard to the controller device(s) 106 may be
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performed using one or more operator devices 108, cluster
resources 102, or other computing devices in communica-
tion with a controller device 106. Therefore, while FIG. 4
depicts an implementation of a controller device 106, any
number and any type of computing devices may be used to
perform the functions described herein.

[0059] One or more power supplies 402 may be config-
ured to provide electrical power suitable for operating the
components of the controller device 106. In some imple-
mentations, the power supply 402 may include a recharge-
able battery, fuel cell, photovoltaic cell, power conditioning
circuitry, and so forth.

[0060] The controller device 106 may include one or more
hardware processor(s) 404 (processors) configured to
execute one or more stored instructions. The processor(s)
404 may include one or more cores. One or more clock(s)
406 may provide information indicative of date, time, ticks,
and so forth. For example, the processor(s) 404 may use data
from the clock 406 to generate a timestamp, trigger a
preprogrammed action, and so forth.

[0061] The controller device 106 may include one or more
communication interfaces 408 that may be used to establish
communication links with other computing devices,
exchange data, and so forth. For example, the communica-
tion interfaces 408 may include input/output (I/O) interfaces
410, network interfaces 412, and so forth. The communica-
tion interfaces 408 may enable the controller device 106, or
components of the controller device 106, to communicate
with other computing devices or components of the other
computing devices. The I/O interfaces 410 may include
interfaces such as Inter-Integrated Circuit (12C), Serial
Peripheral Interface bus (SPI), Universal Serial Bus (USB)
as promulgated by the USB Implementers Forum, RS-232,
and so forth.

[0062] The I/O interface(s) 410 may couple to one or more
1/O devices 414. The I/O devices 414 may include any
manner of input devices or output devices. For example, I/O
devices 414 may include touch sensors, displays, touch
sensors integrated with displays (e.g., touchscreen displays),
keyboards, mouse devices, microphones, image sensors,
cameras, scanners, speakers or other types of audio output
devices, haptic devices, printers, and so forth. In some
implementations, the 1/O devices 414 may be physically
incorporated with the controller device 106. In other imple-
mentations, I/O devices 414 may be externally placed.
[0063] The network interfaces 412 may be configured to
provide communications between the controller device 106
and other devices, such as the I/O devices 414, routers,
access points, and so forth. The network interfaces 412 may
include devices configured to couple to one or more net-
works including local area networks (LANs), wireless LANs
(WLANSs), wide area networks (WANs), wireless WANSs,
and so forth. For example, the network interfaces 412 may
include devices compatible with Ethernet, Wi-Fi, Bluetooth,
ZigBee, 7Z-Wave, 4G, 5G, LTE, and so forth.

[0064] The controller device 106 may include one or more
buses or other internal communications hardware or soft-
ware that allows for the transfer of data between the various
modules and components of the controller device 106.
[0065] As shown in FIG. 4, the controller device 106 may
include one or more memories 416. The memory 416 may
include one or more computer-readable storage media
(CRSM). The CRSM may be any one or more of an
electronic storage medium, a magnetic storage medium, an



US 2024/0305684 Al

optical storage medium, a quantum storage medium, a
mechanical computer storage medium, and so forth. The
memory 416 may provide storage of computer-readable
instructions, data structures, program modules, and other
data for the operation of the controller device 106. A few
example modules are shown stored in the memory 416,
although the same functionality may alternatively be imple-
mented in hardware, firmware, or as a system on a chip
(SoC).

[0066] The memory 416 may include one or more oper-
ating system (OS) modules 418. The OS module 418 may be
configured to manage hardware resource devices such as the
I/O interfaces 410, the network interfaces 412, the 1/O
devices 414, and to provide various services to applications
or modules executing on the processors 406. The OS module
418 may implement a variant of the FreeBSD operating
system as promulgated by the FreeBSD Project; UNIX or a
UNIX-like operating system; a variation of the Linux oper-
ating system as promulgated by Linus Torvalds; the Win-
dows operating system from Microsoft Corporation of Red-
mond, Washington, USA; or other operating systems.

[0067] One or more data stores 420 and one or more of the
following modules may also be associated with the memory
416. The modules may be executed as foreground applica-
tions, background tasks, daemons, and so forth. The data
store(s) 420 may use a flat file, database, linked list, tree,
executable code, script, or other data structure to store
information. In some implementations, the data store(s) 420
or a portion of the data store(s) 420 may be distributed
across one or more other devices including other computing
devices, network attached storage devices, and so forth.

[0068] A communication module 422 may be configured
to establish communications with one or more other com-
puting devices. Communications may be authenticated,
encrypted, and so forth.

[0069] The memory 416 may also store the input module
206. The input module 206 may receive input from other
computing devices, such as operator devices 108, and deter-
mine command data 110 based on the input. For example,
the input module 206 may be configured to parse or other-
wise process commands, input, and so forth, and may
determine portions of input that include commands. In some
implementations, the input module 206 may be configured
to generate command data 110 based on other information
received via input. For example, input may specify particu-
lar characteristics of cluster resources 102, particular func-
tions to be performed, and so forth, and the input module
206 may determine commands to be provided to cluster
resources 102 based on this information.

[0070] The memory 416 may additionally store the char-
acteristics module 208. The characteristics module 208 may
determine characteristics of one or more cluster resources
102 indicated in received command data 110 or determined
by the input module 206 in response to received input. For
example, the characteristics module 208 may determine
correspondence between the resource identifiers 112 indi-
cated in command data 110 and resource data 116 that
associates the resource identifiers 112 for one or more
cluster resources 102 with corresponding sets of resource
characteristics 212 of the cluster resource(s) 102. In other
implementations, the characteristics module 208 may deter-
mine characteristics of cluster resources 102 by exchanging
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data with the cluster resources 102, such as by sending a
request or other data and receiving data from the cluster
resources 102.

[0071] The memory 416 may store the function module
214. The function module 214 may determine parameters of
a function and command data 110 that includes the deter-
mined parameters, to cause a cluster resource 102 to perform
a function. For example, different cluster resources 102 may
be configured to process different types of data, input,
commands, calls, and so forth. In some cases, the function
module 214 may access parameter data 216 that associates
resource characteristics 212 of cluster resources 102 with
function parameters 114 that may differ from the function
parameters 114 determined based on the input. Based on
correspondence between the parameter data 216 and the
characteristics of the cluster resources 102, the function
module 214 may determine command data 110 for use with
particular cluster resources 102.

[0072] The memory 416 may also store the state module
218. The state module 218 may determine valid states 222
associated with a particular function or cluster resource 102,
based on the function, a target state for the function, or a
previous state attained by the cluster resource 102. In some
implementations, the state module 218 may access function
data 122 that associates parameters for a function with valid
states 222 of the cluster resource 102. In some implemen-
tations, function data 122 may associate valid states 222
with resource characteristics 212 of cluster resources 102.
The state module 218 may determine the error data 220
indicative if the presence or absence of an error, based on
correspondence between the command data 110 determined
by the input module 206. Valid states 222 for a cluster
resource 102 may include target states or end states follow-
ing performance of a function. In some cases, valid states
222 may also include intermediate states that a cluster
resource 102 may attain during performance of the function.
In some cases, valid states 222 may be determined based on
a most recent or last-determined state of a cluster resource
102.

[0073] The memory 416 may additionally store the error
module 224. The error module 224 may receive telemetry
data 118 associated with operation of one or more cluster
resources 102 and determine output data 120 based on
correspondence between states indicated in the telemetry
data 118 and valid states 222 determined for the cluster
resources 102. Correspondence between the state of the
cluster resource 102 and the set of valid states 222 may
include a match, being similar within a threshold value or
threshold similarity, or being related to one another. In
addition to or in place of generating output data 120 indica-
tive of a presence or absence of one or more errors, in some
implementations, the error module 224 may cause a cluster
resource 102 to restart a function, return to a previous state,
and so forth.

[0074] Other modules 424 may also be present in the
memory 416. For example, other modules 424 may include
permission or authorization modules to determine permis-
sion data, such as a token, that enables particular devices or
accounts to access particular cluster resources 102, cause
performance of particular functions, and so forth. Other
modules 424 may also include encryption modules to
encrypt and decrypt communications between computing
devices, authentication modules to authenticate communi-
cations sent or received by computing devices, user interface
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modules to generate interfaces for receiving input from
users, and so forth. Other modules 424 may also include
modules for generating reports based on telemetry data 118,
determining potential errors or other issues based on por-
tions of the telemetry data 118, and so forth. Other modules
424 may additionally include modules for establishing
secure communications with cluster resources 102.

[0075] Other data 426 within the data store(s) 420 may
include configurations, settings, preferences, and default
values associated with computing devices. Other data 426
may also include encryption keys and schema, access cre-
dentials, and so forth. Other data 426 may also include
permission data, such as tokens or other credentials that
indicate permission to access particular cluster resources
102, cause performance of particular functions, and so forth.

[0076] In different implementations, different computing
devices may have different capabilities or capacities. For
example, controller devices 106 may have greater process-
ing capabilities or data storage capacity than operator
devices 108.

[0077] The processes discussed in this disclosure may be
implemented in hardware, software, or a combination
thereof. In the context of software, the described operations
represent computer-executable instructions stored on one or
more computer-readable storage media that, when executed
by one or more hardware processors, perform the recited
operations. Generally, computer-executable instructions
include routines, programs, objects, components, data struc-
tures, and the like that perform particular functions or
implement particular abstract data types. Those having ordi-
nary skill in the art will readily recognize that certain steps
or operations illustrated in the figures above may be elimi-
nated, combined, or performed in an alternate order. Any
steps or operations may be performed serially or in parallel.
Furthermore, the order in which the operations are described
is not intended to be construed as a limitation.

[0078] Embodiments may be provided as a software pro-
gram or computer program product including a non-transi-
tory computer-readable storage medium having stored
thereon instructions (in compressed or uncompressed form)
that may be used to program a computer (or other electronic
device) to perform processes or methods described in this
disclosure. The computer-readable storage medium may be
one or more of an electronic storage medium, a magnetic
storage medium, an optical storage medium, a quantum
storage medium, and so forth. For example, the computer-
readable storage media may include, but is not limited to,
hard drives, optical disks, read-only memories (ROMs),
random access memories (RAMs), erasable programmable
ROMs (EPROMs), electrically erasable programmable
ROMs (EEPROMs), flash memory, magnetic or optical
cards, solid-state memory devices, or other types of physical
media suitable for storing electronic instructions. Further,
embodiments may also be provided as a computer program
product including a transitory machine-readable signal (in
compressed or uncompressed form). Examples of transitory
machine-readable signals, whether modulated using a carrier
or unmodulated, include, but are not limited to, signals that
a computer system or machine hosting or running a com-
puter program can be configured to access, including signals
transferred by one or more networks. For example, the
transitory machine-readable signal may comprise transmis-
sion of software by the Internet.
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[0079] Separate instances of these programs can be
executed on or distributed across any number of separate
computer systems. Although certain steps have been
described as being performed by certain devices, software
programs, processes, or entities, this need not be the case,
and a variety of alternative implementations will be under-
stood by those having ordinary skill in the art.
[0080] Additionally, those having ordinary skill in the art
will readily recognize that the techniques described above
can be utilized in a variety of devices, environments, and
situations. Although the subject matter has been described in
language specific to structural features or methodological
acts, it is to be understood that the subject matter defined in
the appended claims is not necessarily limited to the specific
features or acts described. Rather, the specific features and
acts are disclosed as exemplary forms of implementing the
claims.
1. (canceled)
. (canceled)
. (canceled)
. (canceled)
. (canceled)
. (canceled)
7. (canceled)
8. (canceled)
9. (canceled)
10. (canceled)
11. (canceled)
12. (canceled)
13. (canceled)
14. (canceled)
15. (canceled)
16. (canceled)
17. (canceled)
18. (canceled)
19. (canceled)
20. (canceled)
21. A system comprising:
one or more memories storing computer-executable
instructions; and
one or more hardware processors to execute the com-
puter-executable instructions to:
determine first command data, wherein the first com-
mand data is indicative of:
a first cluster resource associated with one or more
first computing devices;
a second cluster resource associated with one or
more second computing devices; and
a function for the first cluster resource and the
second cluster resource;
determine, based on resource data, one or more first
characteristics of the first cluster resource, wherein
the resource data associates one or more cluster
resources with characteristics of the one or more
cluster resources;
determine, based on the resource data, one or more
second characteristics of the second cluster resource,
wherein the one or more second characteristics of the
second cluster resource differ from the one or more
first characteristics of the first cluster resource;
generate second command data based on the first
command data and the one or more first character-
istics;

AU AW
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provide the second command data to the first cluster
resource, wherein the second command data causes
the first cluster resource to perform the function;

receive first telemetry data from the first cluster
resource, wherein the first telemetry data indicates
one or more third characteristics associated with
performance of the function by the first cluster
resource;

generate third command data based on the first com-
mand data and the one or more second characteris-
tics;

provide the third command data to the second cluster
resource, wherein the third command data causes the
second cluster resource to perform the function;

receive second telemetry data from the second cluster
resource, wherein the second telemetry data indi-
cates one or more fourth characteristics associated
with performance of the function by the second
cluster resource; and

determine output data based on the one or more third
characteristics and the one or more fourth character-
istics.

22. The system of claim 21, wherein the function is
associated with a first target state for the first cluster
resource, the system further comprising computer-execut-
able instructions to:

determine a second target state based on function data that

associates the first target state with the second target
state;
determine, based on the first telemetry data, a first state of
the first cluster resource after providing the second
command data to the first cluster resource; and

determine correspondence between the first state and the
second target state, wherein the output data is indicative
of the correspondence between the first state and the
second target state.

23. The system of claim 22, further comprising computer-
executable instructions to:

before determining the first state based on the first telem-

etry data, determine a second state of the first cluster
resource; and

determine correspondence between the second state and

the first target state;

wherein the correspondence between the first state and the

second target state is determined in response to the
correspondence between the second state and the first
target state.
24. The system of claim 22, further comprising computer-
executable instructions to:
determine, based on the function data, one or more
intermediate states associated with the first target state;

before determining the first state based on the first telem-
etry data, determine a second state of the first cluster
resource;

determine a lack of correspondence between the second

state and the one or more intermediate states; and

based on the lack of correspondence, one or more of:

include an indication of the lack of correspondence in
the output data; or

provide fourth command data to the first cluster
resource to cause the first cluster resource to one or
more of: restart the function or return to the first
state.
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25. The system of claim 22, further comprising computer-
executable instructions to:
determine, based on the function data, one or more
intermediate states associated with the first target state;

before determining the first state based on the first telem-
etry data, determine a second state of the first cluster
resource; and

determine that the second state corresponds to a first

intermediate state of the one or more intermediate
states;

wherein the correspondence between the first state and the

second target state is determined after determining that
the second state corresponds to the first intermediate
state.

26. The system of claim 25, wherein the one or more
intermediate states include the first intermediate state and a
second intermediate state, and wherein the first intermediate
state precedes the second intermediate state, the system
further comprising computer-executable instructions to:

before determining the first state and after determining the

second state, determine a third state of the first cluster
resource; and

determine that the third state corresponds to the second

intermediate state and that the correspondence between
the second state and the first intermediate state pre-
ceded the third state;

wherein the correspondence between the first state and the

second target state is determined after determining that
the third state corresponds to the second intermediate
state.

27. The system of claim 25, wherein the one or more
intermediate states include the first intermediate state and a
second intermediate state, and wherein the first intermediate
state precedes the second intermediate state, the system
further comprising computer-executable instructions to:

before determining the first state and the second state,

determine a third state of the first cluster resource,
wherein the third state corresponds to the second inter-
mediate state;

determine that the third state corresponds to the second

intermediate state and that the correspondence between
the second state and the first intermediate state did not
precede the third state; and

based on the correspondence between the second state and

the first intermediate state not preceding the third state,

one or more of:

include an indication of the correspondence between
the second state and the first intermediate state not
preceding the third state in the output data; or

provide fourth command data to the first cluster
resource to cause the first cluster resource to one or
more of: restart the function or return to the first
state.

28. The system of claim 21, further comprising computer-
executable instructions to:

determine a source of the first command data;

determine permission data associated with the source,

wherein the permission data indicates one or more of:
at least one function or at least one cluster resource; and
determine one or more of:
first correspondence between the first cluster resource,
the second cluster resource, and the permission data;
or
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second correspondence between the function and the
permission data;
wherein the second command data and the third command
data are generated in response to the one or more of the
first correspondence or the second correspondence.
29. A system comprising:
one or more memories storing computer-executable
instructions; and
one or more hardware processors to execute the com-
puter-executable instructions to:
determine first command data indicative of:
a first cluster resource, and
a first target state for the first cluster resource;
provide one or more of the first command data or
second command data based on the first command
data to the first cluster resource, wherein the one or
more of the first command data or the second com-
mand data causes the first cluster resource to perform
a function associated with the first target state;
determine a second target state based on function data
associated with the function, wherein the function
data associates the first target state with the second
target state;
receive first telemetry data from the first cluster
resource, wherein the first telemetry data indicates a
first state of the first cluster resource after providing
the one or more of the first command data or the
second command data to the first cluster resource;
determine correspondence between the first state and
the second target state; and
determine output data based on the correspondence
between the first state and the second target state.
30. The system of claim 29, further comprising computer-
executable instructions to:
before determining the first state based on the first telem-
etry data, determine a second state of the first cluster
resource; and
determine correspondence between the second state and
the first target state;
wherein the correspondence between the first state and the
second target state is determined in response to the
correspondence between the second state and the first
target state.
31. The system of claim 29, further comprising computer-
executable instructions to:
determine, based on the function data, one or more
intermediate states associated with one or more of the
first target state, the second target state, or the function;
before determining the first state based on the first telem-
etry data, determine a second state of the first cluster
resource;
determine a lack of correspondence between the second
state and the one or more intermediate states; and
based on the lack of correspondence, one or more of:
include an indication of the lack of correspondence in
the output data; or
provide third command data to the first cluster resource
to cause the first cluster resource to one or more of:
restart the function or return to the first state.
32. The system of claim 29, further comprising computer-
executable instructions to:
determine, based on the function data, one or more first
intermediate states associated with the first target state;
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before determining the first state based on the first telem-
etry data, determine a second state of the first cluster
resource; and

determine that the second state corresponds to the one or

more first intermediate states;

wherein the correspondence between the first state and the

second target state is determined after determining that
the second state corresponds to the one or more first
intermediate states.
33. The system of claim 32, further comprising computer-
executable instructions to:
determine, based on the function data, one or more second
intermediate states associated with the second state;

before determining the first state based on the first telem-
etry data, determine a third state of the first cluster
resource; and

determine that the third state corresponds to the one or

more second intermediate states;

wherein the correspondence between the first state and the

second target state is determined after determining that
the third state corresponds to the one or more second
intermediate states.
34. The system of claim 32, further comprising computer-
executable instructions to:
determine, based on the function data, one or more second
intermediate states associated with the second state;

before determining the first state based on the first telem-
etry data, determine a third state of the first cluster
resource; and

determine a lack of correspondence between the third

state and the one or more second intermediate states;
and

based on the lack of correspondence, one or more of:

include an indication of the lack of correspondence in
the output data; or

provide third command data to the first cluster resource
to cause the first cluster resource to one or more of:
restart the function or return to the first state.

35. The system of claim 29, further comprising computer-
executable instructions to:

determine, based on resource data indicative of charac-

teristics of the first cluster resource, one or more first
characteristics of the first cluster resource; and
generate the second command data based on the first
command data and the one or more first characteristics;
wherein the second command data is provided to the first
cluster resource.
36. The system of claim 35, wherein the first command
data further indicates a second cluster resource, the system
further comprising computer-executable instructions to:
determine, based on the resource data, one or more second
characteristics of the second cluster resource; and

generate third command data based on the first command
data and the one or more second characteristics,
wherein the third command data differs from the sec-
ond command data;
provide the third command data to the second cluster
resource, wherein the third command data causes the
second cluster resource to perform the function;

receive second telemetry data from the second cluster
resource, wherein the second telemetry data indicates a
second state associated with performance of the func-
tion by the second cluster resource; and
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determine correspondence between the second state and
the second target state;

wherein the output data is further based on the correspon-
dence between the second state and the second target
state.

37. The system of claim 29, further comprising computer-

executable instructions to:

determine a source of the first command data; and

determine, based on permission data that associates
sources with one or more of: at least one function or at
least one cluster resource, that the source is associated
with one or more of the function or the first cluster
resource;

wherein the one or more of the first command data or the
second command data is provided to the first cluster
resource based on the permission data.

38. A computer-implemented method comprising:

receiving first command data indicative of a first cluster
resource and a function for performance using the first
cluster resource;

determining, based on resource data associated with the
first cluster resource, one or more first characteristics of
the first cluster resource;

generating second command data based on the first com-
mand data and the one or more first characteristics;

providing the second command data to the first cluster
resource, wherein the second command data causes the
first cluster resource to perform the function;

determining a first state associated with the function;

determining, based on function data associated with the
function, one or more second states associated with one
or more of the function or the first state;

receiving first telemetry data from the first cluster
resource, wherein the first telemetry data indicates a
third state associated with performance of the function
by the first cluster resource;
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determining correspondence between the third state and

the one or more second states; and

determining output data based on the correspondence

between the third state and the one or more second
states.

39. The computer-implemented method of claim 38, fur-
ther comprising:

determining permission data associated with a source of

the first command data, wherein the permission data
indicates one or more of: at least one function or at least
one cluster resource; and

determining one or more of:

first correspondence between the first cluster resource
and the permission data; or

second correspondence between the function and the
permission data;

wherein the second command data is generated in

response to the one or more of the first correspondence
or the second correspondence.

40. The computer-implemented method of claim 38,
wherein the one or more second states include a fourth state
that is a target state for the first cluster resource, and a fifth
state that is an intermediate state associated with perfor-
mance of the function before the target state occurs, the
method further comprising:

receiving second telemetry data before receiving the first

telemetry data, wherein the second telemetry data indi-
cates a sixth state associated with performance of the
function by the first cluster resource;

determining that the sixth state corresponds to the fifth

state, wherein the first telemetry data is received after
determining that the sixth state corresponds to the fifth
state; and

determining that the third state corresponds to the fourth

state, wherein the output data indicates the correspon-
dence between the third state and the fourth state.
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