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ABSTRACT

A method and device of power management for a networked
radio frequency identification (“RFID”) system are dis-
closed. The described power management methods reduce
the power consumption of battery-operated RFID readers and
RFID tags. These power conservation methods increase the
RFID system’s hours of operation and decrease the cost by
allowing the RFID readers and tags to function for a longer
period of time before requiring charging or replacement of
their batteries.
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METHOD AND APPARATUS FOR POWER
MANAGEMENT FOR A RADIO FREQUENCY
IDENTIFICATION SYSTEM

FIELD OF THE INVENTION

[0001] The present invention relates to wireless communi-
cation. More specifically, the present invention relates to a
radio frequency identification (“RFID”) communications
network.

BACKGROUND OF THE INVENTION

[0002] Radio frequency (“RF”) and wireless communica-
tion technologies have become an integral part of our modern
lives. RFID applications having short and/or long range com-
munication capabilities have been applied in various business
operations, such as supply chain automation, inventory track-
ing, smartcard applications, and security accessing. In one
example, telemetry applications are used to gather data for
temperature, motion, sound, video, light and moisture. RFID
technology typically employs backscattered RF power or
energy to identify distance objects.

[0003] An RFID system typically includes readers and
tags, also known as transponders. RFID is a wireless technol-
ogy that uses electronic tags for storing data. RFID tags are
read when they are close to a transmitted radio signal from an
RFID reader. RFID readers manage RFID tags and pass their
information also known as tag data onto network servers,
corporate databases and business applications. The readers
act like gateways between tags and corporate servers/data-
bases by providing RF interfaces to tags on one side, and
standard network interfaces on the other side.

[0004] Mobile RFID readers typically operate on batteries.
Certain types of tags, called active tags, also require batteries
to operate. A problem associated with battery operated RFID
devices is limited battery life. As such, the performance and
uninterrupted operation of an RFID device are closely related
to its power efficiency, because it stops working when its
battery is drained. Accordingly, there is a need in the art to
improve power efficiency for RFID devices to enhance the
overall performance of the RFID system.

SUMMARY OF THE INVENTION

[0005] The present invention discloses a technique of
power management for a radio frequency identification
(“RFID”) system. The RFID system includes an RFID tag
and an RFID reader wherein the RFID tag further includes a
memory and an antenna. The RFID reader is logically
coupled to the RFID tag and, in one embodiment, it includes
power management devices, a digital processing controller,
and a display. The power management devices are configured
to conserve power in response to ambient information from
the surrounding environment of the RFID device. The digital
processing controller controls communications between the
RFID tag and the RFID reader. The power management, in
one embodiment, is capable of switching a component, such
as the display of the reader, into a low power operating mode
or a sleep state to conserve power.

[0006] Additional features and benefits of the present
invention will become apparent from the detailed description,
figures and claims set forth below.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0007] The present invention will be understood more fully
from the detailed description given below and from the
accompanying drawings of various embodiments of the
invention, which, however, should not be taken to limit the
invention to the specific embodiments, but are for explanation
and understanding only.

[0008] FIG. 1A is acomputer network topology illustrating
a network environment in which an RF system can be imple-
mented in accordance with one embodiment of the present
invention;

[0009] FIG. 1B is a block diagram illustrating an RFID
network system in accordance with one embodiment of the
present invention;

[0010] FIG. 2A is a system diagram illustrating a computer
system wherein the system includes power management in
accordance with one embodiment of the present invention;
[0011] FIG. 2B is an RFID reader system unit using GPS
positioning information to conserve power in accordance
with one embodiment of the present invention;

[0012] FIG. 3 is a block diagram illustrating an RFID
reader using a motion sensor for power conversation in accor-
dance with one embodiment of the present invention;

[0013] FIG. 4 is a block diagram illustrating an RFID
reader using a power control tag for power conservation in
accordance with one embodiment of the present invention;
[0014] FIG. 5 is a block diagram illustrating an RFID
reader using a transmission power control for power conser-
vation in accordance with one embodiment of the present
invention;

[0015] FIG. 6 is a block diagram illustrating an RFID
reader using signal boosters for power conservation in accor-
dance with one embodiment of the present invention;

[0016] FIG. 7 is a block diagram illustrating an RFID
reader using ad-hoc/mesh networking for power management
in accordance with one embodiment of the present invention;
[0017] FIG. 8 is a block diagram illustrating an RFID sys-
tem using RF coverage and interference levels for power
management in accordance with one embodiment of the
present invention;

[0018] FIG. 9 is a block diagram illustrating an RFID sys-
tem using tag frequency information for power management
in accordance with one embodiment of the present invention;
[0019] FIG. 10 is a block diagram illustrating an RFID
system using communication between active tags and readers
for power management in accordance with one embodiment
of the present invention;

[0020] FIG. 11 is a block diagram illustrating an RFID
system using active tag communications for power manage-
ment in accordance with one embodiment of the present
invention;

[0021] FIG. 12 is a block diagram illustrating an RFID
system having power management using active tag ad-hoc/
mesh networking in accordance with one embodiment of the
present invention; and

[0022] FIG. 13 is a flowchart illustrating a process of power
management for an RFID system in accordance with one
embodiment of the present invention.

DETAILED DESCRIPTION

[0023] Embodiments of the present invention are described
herein in the context of a method, system and apparatus for
providing power management for systems using radio fre-
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quency identification (“RFID”). Those of ordinary skill in the
art will realize that the following detailed description of the
present invention is illustrative only and is not intended to be
in any way limiting. Other embodiments of the present inven-
tion will readily suggest themselves to such skilled persons
having the benefit of this disclosure. Reference will now be
made in detail to implementations of the present invention as
illustrated in the accompanying drawings. The same refer-
ence indicators will be used throughout the drawings and the
following detailed description to refer to the same or like
parts.

[0024] In the interest of clarity, not all of the routine fea-
tures of the implementations described herein are shown and
described. It will, of course, be appreciated that in the devel-
opment of any such actual implementation, numerous imple-
mentation-specific decisions must be made in order to
achieve the developer’s specific goals, such as compliance
with application and business related constraints, and that
these specific goals will vary from one implementation to
another and from one developer to another. Moreover, it will
be appreciated that such a development effort might be com-
plex and time-consuming, but would nevertheless be a routine
undertaking of engineering for those of ordinary skill in the
art having the benefit of this disclosure.

[0025] In accordance with the present invention, the com-
ponents, process steps, and/or data structures described
herein may be implemented using various types of operating
systems, computing platforms, computer programs, and/or
general purpose machines. In addition, those of ordinary skill
in the art will recognize that devices of a less general purpose
nature, such as hardwired devices, field programmable gate
arrays (FPGAs), application specific integrated circuits
(ASICs), or the like, may also be used without departing from
the scope and spirit of the inventive concepts disclosed herein.
Where a method comprising a series of process steps is imple-
mented by a computer or a machine and those process steps
can be stored as a series of instructions readable by the
machine, they may be stored on a tangible medium such as a
computer memory device (e.g., ROM (Read Only Memory),
PROM (Programmable Read Only Memory), EEPROM
(Electrically Eraseable Programmable Read Only Memory),
FLASH Memory, Jump Drive, and the like), magnetic storage
medium (e.g., tape, magnetic disk drive, and the like), optical
storage medium (e.g., CD-ROM, DVD-ROM, paper card and
paper tape, and the like) and other known types of program
memory.

[0026] The present invention discloses a technique of
power management for conserving power in an RFID system.
The RFID system includes an RFID tag and an RFID reader
wherein the RFD tag also includes a memory and an antenna.
The RFID reader, which is logically coupled to the RFID tag,
includes a power management unit, a digital processing con-
troller, and a display. The power management unit is config-
ured to conserve power in response to ambient information
obtained from the surrounding environment of the reader. The
processing controller controls communications between
RFID tags, reader, and access point(s). The display is capable
of entering a sleep state for conserving power in response to
an energy conserving command from the power management
unit.

[0027] Thepower management unitis configured to control
power consumption in RFID readers, RFID tags, and RFID
system applications. The present invention of power manage-
ment can be implemented primarily in hardware, software, or
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acombination of hardware and software. The power manage-
ment is implemented in RFID readers, tags, and/or system
applications. The power management unit may use various
power saving techniques, such as eliminating duplicate tag
data, grouping data transmissions, entering low power con-
sumption mode (or sleep state), changing data transmission
frequency, reducing clock cycles for RFID devices; and using
wireless ad-hoc network transmission schemes.

[0028] The method of eliminating duplicates further
includes filtering duplicated tag data and/or incomplete tag
data from tag reads before forwarding the data to access
points. Every data transmission consumes power. The power
consumption of an RFID reader is reduced if the numbers of
transmissions are decreased. Thus, eliminating unnecessary
data such as duplicate data will conserve power. Another
method of reducing the number of transmissions is to group
the tag data, in which the power management groups multiple
data transmissions into one data transmission. It should be
noted that multiple data transmissions consume more power
than a single large data transmission.

[0029] An RFID device, such as a reader, is capable of
entering into a low power consumption mode or a sleep state,
hereinafter referred to as a sleep state. A sleep state occurs
when some or all of the circuits in an RFID device are turned
off. In addition, a sleep state can be triggered by location,
motion, or a power saving command. For instance, the power
management switches a portion or all of the circuits in an
RFID reader into a sleep state if the reader is not reading or is
not in a tag reading zone. Also, an RFID reader may enter into
a sleep state if the reader is not moving (or still) for a period
of time. The period of time, which determines whether the
reader is still or moving, may be predefined by a user. For
example, an on-board sensor detects the movement of the
reader and if the reader is not moving, it instructs the power
management to turn off all or a portion of the circuitry in the
reader to conserve power.

[0030] Adjusting or reducing circuit clock frequency is
another power saving method for an RFID device because the
RFID device consumes more power if it operates in a high
clock frequency. Signal boosters and/or ad-hoc networking
may also be used to conserve power. In another embodiment,
an RFID device, such as a tag or reader, is integrated into other
electronic devices such as cellular phones and personal digital
assistants (“PDA’s”), which allow the RFID device to access
larger batteries.

[0031] An RFID application based power saving method,
in one embodiment, interrogates RFID tags using techniques
of radio frequency coverage and power efficient positions to
conserve power. The RFID application method may further
include controlling readers to avoid multiple tag reads of the
same tag. A method of graceful degradation of the RFID
application may also be employed when the battery levels are
reduced.

[0032] RFID tag based power management includes using
compact representations for storing information on the tags.
Integrating active tags into other devices such as cellular
phones and PDAs with larger batteries is an alternative option
to conserve power. Also, if the active tags are not being read,
they may be switched into sleep states, or they may reduce
their circuit clock frequency to conserve power. In one
embodiment, low power tags are configured to communicate
their status of low battery power to nearby readers or other
tags in order to be re-programmed/re-configured for conserv-
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ing power. RFID readers and tags can also use AC powered
signal boosters or active tag ad-hoc networking to conserve
power.

[0033] FIG. 1A is a computer network topology 100 illus-
trating a network environment in which a RF system can be
implemented in accordance with one embodiment of the
present invention. Wide-area network 102 includes the Inter-
net, or other proprietary networks including America On-
Line™, SBC™, Microsoft Network™, and Prodigy™.
Wide-area network 102 and may further include network
backbones, long-haul telephone lines, Internet service pro-
viders, various levels of network routers, and other means for
routing data between computers. In one aspect, Network 101
is a wireless communications network, such as T-mobile or
Verizon wireless networks. Network 101 is coupled to Net-
work 102 via Network 103, which can be another public
network or private network. It should be noted that Network
101, 102 and 103 can be the same network. It should be
obvious to one skilled in the art that it is within the scope of
the present invention if additional systems are added to or
subtracted from the computer network 100.

[0034] Inthis network environment, an RFID system 130 is
coupled to wide-area networks 101-102. RFID system 130 is
further coupled to an access point 166 and a cellular base
station unit 170. In one embodiment, RFID system 130
includes power management which is used to converse power
consumption within RFID system 130. Server 104 is coupled
to RFID system 130 and it is, in one aspect, used to assist
routing data to clients 114-116 through a local-area network
(“LAN") 106 and wide-area networks 101-103. The LAN
connection allows client system 114 to communicate with
RFID system 130 or other systems through LAN 106, and to
communicate with clients 110-112 via LAN 106 and wide-
area network 102 and/or network 103. Using conventional
network protocols, RFID system 130 may communicate
through wide-area network 102 to a plurality of client com-
puter systems 110-112, supplier system 120, and storage
device 122. For example, client system 110 is connected
directly to wide-area network 102 through direct or dial-up
telephone or other network transmission lines. Alternatively,
clients 110-112 may be connected through wide-area net-
work 102 using a modem pool.

[0035] Using one of a variety of network connection
means, RFID system 130, which may include an RFID tag, an
RFID reader, a personal computer (“PC”), a mini-computer, a
server, a workstation, or a mainframe computer, that support
multiple applications of RFID system 130 to clients across
the network. In one embodiment, RFID system 130 may store
and retrieve various electronic information (or data) in stor-
age system 122 through a wide-area network 102. RFID
system 130 is capable of obtaining information such as sup-
plier’s inventory from supplier system 120 via the network.

[0036] Having briefly described one embodiment of the
network environment in which the present invention operates,
FIG. 1B illustrates an RFID network system 150 that is
coupled to a communications network 184 via intermediate
devices such as a router 180. RFID network system 150
includes multiple RFID tags 152, RFID readers 160, access
points 166-172, and a communication network 184. In one
embodiment, access points 166-172 further include wireless
LAN access points 166 and cellular access points 170-172.
RFID network system 150 is coupled to a communications
network or Internet 184 via switcher or router(s) 180.
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[0037] RFD network system 150, in one embodiment, sup-
ports many types of communication protocols, such as TCP/
1P, UDP, http, SNMP, and 802.11* WLAN, cellular (GPRS,
CDMA, GSM, CDPD, 2.5G, 3G, etc), bluetooth, Ultra-Wide-
Band (UWB), WiMax, Zigbee, and/or other ad-hoc/mesh
network technologies. An advantage of using such existing
networking infrastructures is to enhance the flexibility and to
reduce the implementation cost of an RFID system. RFID
network system 150 also includes multiple readers 1 .. . m
162, which in one embodiment may be integrated into other
electronic products, such as cellular phones, PDAs, laptops,
wireless game consoles, etc. To conserve power consump-
tion, readers 160 are configured to perform filtering opera-
tions, which eliminate duplicate and incomplete tag reads and
thereby eliminate unnecessary network traffic.

[0038] Referring back to FIG. 1B, RFID tags 152 includen
number of tags ranging from tag 1 to tag n, wherein n can be
any integer number. Tags 152 include various types of tags,
such as tag type A, B, C, and D. For example, tag type A is a
passive tag that has no internal power source and it obtains
power from its antenna when it is interrogated by a reader
(backscattering modulation). Tag type A usually has a
memory device as such ROM for storing information such as
a tag ID code. Tag type B is also a passive tag that has no
internal power source. Tag type B obtains power from its
antenna when it is interrogated by a reader and uses the power
for its circuit. Tag type B also has memory, and it is possible
for a reader to interrogate the tag and write to the tag’s
memory. Active tags are also available for an RFID network
system 150. For example, tag type C contains a battery, ROM
and RAM. Similarly, tag type D also includes a battery, ROM
and RAM and is capable of communicating with others sen-
sors, tags, and devices. It should be noted that other type of
tags may also be available in an RFID system.

[0039] Tag types A and B are typically smaller and less
expensive than tags types C and D. Tag types C and D how-
ever have more capabilities. Tag types A, B, C, and D are
sometimes referred to as class-1, class-2, class-3 and class-4,
respectively. The ranges of these tags vary from 0.3 meters
(“m”) for A and B, 100 m for C, and up to 30,000 m for D.
Active sensor tags can measure environmental data such as
temperature, light, sound, video, acceleration, vibration,
pressure and movement. RFID network system 150 illustrates
a group of tags 152 (passive tag or active tags with batteries)
and battery operated readers 160, wherein readers 160 are
capable of having multimode wireless radios that communi-
cate with WL AN access points 166 and cellular access points
170-172.

[0040] RFID reader (or reader) 160 includes m number of
readers fromreader 1. ..m 162, wherein m can be any integer
number. In one embodiment, readers 160 include power man-
agement to manage power consumption for readers 160 and
tags 152. Reader 1 is capable of interrogating tag 1, 2 and 3 via
radio frequency 190. Once the information or tag data is
obtained from tags 1 to 3, reader 1 passes the information (or
tag data) to an access point(s) using wireless (or RF) signals
192. The access point, which could be a wireless LAN access
point 167 or a cellular base station 174, transmits the infor-
mation to a server via the Internet or other communications
network 184.

[0041] RFID network system 150 illustrates two Internet
Protocol (“IP”) based networking Wireless LAN (WLAN)
166 and cellular infrastructures 170-172. RFID readers 160,
in one embodiment, support multiple networks such as the
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Transmission Control Protocol and the Internet Protocol
(“TCP/IP”), User Datagram Protocol (“UDP”), Hypertext
Transfer Protocol (“HTTP”), Simple Network Management
Protocol (“SNMP”). If reader 162 is equipped with WLAN
functionality, it can communicate with an AC powered access
point 167, which further links to the Internet 184 via a router/
switch 180. It should be noted that router/switch 180 may also
be limited by proprietary or organizational firewalls. In
another embodiment, if reader 162 has a cellular functionality
such as General Packet Radio Services (“GPRS”), Code Divi-
sion Multiple Access (“CDMA”), Global System for Mobile
Communications (“GSM”), Cellular Digital Packet Data
(“CDPD”), 2.5G and 3G, reader 162 can communicate with
an AC powered cellular base-station 174 and a cellular back-
bone 176, which is further coupled to servers over the net-
work via router(s) 180. Alternatively, if reader 162 is
equipped with both WL AN and cellular functionalities, it can
either use WLAN network or cellular network or both to
communicate with the networks. While FIG. 1B shows
WLAN 166 and cellular communications networks 170-172,
readers 160 can also be equipped with other types of network-
ing interfaces such as Bluetooth, Ultra-Wideband (UWB),
WiMazx, Zigbee, and ad-hoc/mesh network.

[0042] In operation, tags 152 are configured to store
encoded information such as Electronic Product Code
(“EPC”) data in their memories. Nearby readers 160, such as
reader 162, is capable of reading EPC of tag 1 or tag 3. Once
readers 160 read the tag data from tags 152, readers 160
forward the tag data to WLAN access points 166, which
subsequently forward the tag data to servers via Internet 184.
WLAN access points 166, a router 180 or an internet/intranet
server controller 182 with RFID middleware and/or RFID
software, initiates tag read commands to readers 160. After
receipt of tag read commands, readers 160 interrogate a set of
tags 152. Readers 160, in one embodiment, interrogate tags
152 and read encoded tag information and/or EPC from tags
152. Each reader 162, in one embodiment, contains RFID
middleware/software that is capable of performing a filtering
operation to filter duplicate and false tag data. After the fil-
tering operation, readers 160 forward the data to WLAN
access points 166, or cellular network 170-172, or both.
WLAN access points 166 may also provide network security,
encryption, authentication, and bridge/route the wireless traf-
fic to a wired Ethernet network, or the Internet via a router
180. WLAN access points 166 having RFID middleware/
software components are capable of filtering duplicate reads
of'the same tag by different readers. WL AN access points 166
subsequently forward the data to router 180. Router 180 may
be also configured to have RFID middleware/software com-
ponents for performing some data processing capabilities (or
functions) before forwarding the data to Internet/Intranet
servers.

[0043] Next generation Cellular networks 170 use packet
switching technology such as GPRS and CDPD to facilitate
RF communications between various RFID devices. Conven-
tional telephony and older cellular networks use circuit
switched technology which provides a dedicated path
wherein all packets travel along the same path to a receiver.
With packet switching, however, router 180 and/or similar
routers in Internet 184 determine different paths for each
packet, and a packet assembler rearranges the packets from a
random order into a logical order.

[0044] RFID readers 160, in one embodiment, are equipped
with cellular radios (instead of or in addition to 802.11%*
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wireless LAN radios) and are configured to use cellular base
stations 174 and backbone 176 to connect to Internet 184 via
router 180. It should be noted that RFID network system 150
only shows one router 180, which connects to both cellular
network 170-172 and WLAN 166. Router 180 can be a cluster
of routers or switches. It should be noted that it can be many
other variations of RFID network system 150 as illustrated in
FIG. 1B. For example, WL AN access points 166 and cellular
network 170-172 are combined into one access point. Also,
WLAN access points 166 and cellular network 170 may be
integrated into router 180.

[0045] Having described embodiments of the network
environments in which the present invention operates, FIG.
2A illustrates a computer system 200 which includes a RF
power management unit in accordance with one embodiment
of the present invention. Computer system 200 is an exem-
plary client system 110-116, or a system or a reader in which
the features of the present invention may be implemented.
The present invention can be implemented in any processor-
based computer system, such as a PC, a workstation, a main-
frame computer or a microprocessor based digital processing
device. It will be apparent to those of ordinary skill in the art
that other alternative computer system architectures may also
be employed.

[0046] Referring back to FIG. 2, computer system 200
includes a processing unit 201, an interface bus 211, and an
input/output (“10”) unit 220. Processing unit 201 includes a
processor 202, a main memory 204, a system bus 211, a static
memory device 206, a bus control unit 205, a mass storage
memory 207, and a power management 230. Bus 211 is used
to transmit information between various components and
processor 202 for data processing. Processor 202 may be any
of'a wide variety of general-purpose processors or micropro-
cessors such as Pentium™ microprocessor, Motorola™
68040, or Power PC™ microprocessor.

[0047] Main memory 204, which may include multiple lev-
els of cache memories, stores frequently used data and
instructions. Main memory 204 may be RAM (random access
memory), MRAM (magnetic RAM), or flash memory. Static
memory 206 may be a ROM (read-only memory), which is
coupled to bus 211, for storing static information and/or
instructions. Bus control unit 205 is coupled to buses 211-212
and controls which component, such as main memory 204 or
processor 202, can use the bus. Bus control unit 205 manages
the communications between bus 211 and bus 212. Mass
storage memory 207 may be a magnetic disk, an optical disk,
a hard disk drive, a floppy disk, a CD-ROM, and/or flash
memories for storing large amounts of data. Power manage-
ment 230 may in one embodiment, be an independent com-
ponent (IC) that performs functions of RF communications as
well as other tasks. In another embodiment, Power manage-
ment 230 may reside within the processor 202, main memory
204, and/or static memory 206.

[0048] 1/O unit 220, in one embodiment, includes a display
221, keyboard 222, cursor control device 223, and commu-
nication device 225. Display device 221 may be a liquid
crystal device, cathode ray tube (“CRT”), touch-screen dis-
play, or other suitable display device. Keyboard 222 may be a
conventional alphanumeric input device for communicating
information between computer system 200 and computer
operator(s). Another type of user input device is cursor con-
trol device 223, such as a conventional mouse, touch mouse,
trackball, or other type of cursor for communicating informa-
tion between system 200 and user(s).
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[0049] Communication device 225 is coupled to bus 211
for accessing information from remote computers or servers,
such as server 104 or other computers, through wide-area
network 102. Communication device 225 may include a
modem or a network interface device, Wireless LAN or cel-
lular radio, or other similar devices that facilitate communi-
cation between computer 200 and the network. Computer
system 200 may be coupled to a number of servers 104 via a
network infrastructure such as the infrastructure illustrated in
FIG. 1A.

[0050] FIG. 2B is a block diagram illustrating an RFID
reader system 235 having a power management unit using
GPS positioning information in accordance with one embodi-
ment of the present invention. The RFID reader system or
reader 235, hereinafter referred to as reader 235, includes a
memory 204, a GPS device 244, a digital processing control-
ler or processor 202, a power switch 242, a battery 240, a
baseband circuitry 246, an interface unit or display device
221, and an RF transceiver 248. Bus 250 is used to intercon-
nect the devices in reader 235.

[0051] Digital processing controller or processor 202, here-
inafter referred to as “processor”, may be any of a wide
variety of general-purpose processors as described earlier. In
one embodiment, processor 202 is used to control activities of
reader 235 including power management. Memory 204,
which is also referred to as memory unit and storage location,
stores data such as recovery data. Recovery data restores a
device, such as processor 202, from a sleep state to an activate
state. The interface unit or display device 221 may be a liquid
crystal device, touch-screen display, or any suitable display
device that can be mounted on reader 235. Bus 250 may be a
system bus that is used for transferring information between
components within reader 235.

[0052] Baseband circuitry 246, which is also known as a
base modulator or line coding, is used to transfer a digital bit
stream over an analog RF baseband channel. RF transceiver
248, in one embodiment, receives and transmits RF signals
between tags 152 and reader 235. RF transceiver 248 is also
capable of receiving and transmitting data between reader
235 and an access point. Battery power unit 240 supplies
power to reader 235 and power switch 242 is used to switch on
or off all or a portion of components such as display 221,
baseband circuitry 246 and/or RF transceiver 248 in reader
235. It should be noted that power switch 242 can be a hard-
ware switch, software switch, or a combination of hardware
and software switches. The terms power switching unit,
power switch, and switch, will be used interchangeably.
[0053] In one embodiment, power management uses GPS
device 244 to conserve power. GPS device 244 is configured
to receive navigation radio signals (“GPS signals™) from a
satellite navigation system such as Navigation Signal Timing
and Ranging Global Positioning System (“Naystar GPS”).
GPS device 244 is capable of determining the geographic
location of reader 235 according to GPS signals. According to
the physical location of reader 235, GPS device 244 or Pro-
cessor 202 determines whether reader 235 is within any pre-
determined active reading zones. Information relating to the
predetermined active reading zones is preloaded and stored in
reader 235, such as in memory 204. If reader 235 is in at least
one of the active reading zones according to the GPS signals,
processor 202 instructs power switch 242 to activate sleeping
components such as baseband circuitry 246 and display
device 221 from a sleep state to an active state. Conversely, if
reader 235 is outside of any predetermined active reading
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zones, processor 202 instructs power switch 242 to switch all
or a portion of active components in reader 235, such as
baseband circuitry 246, display device 221, and RF trans-
ceiver, from the active state to the sleep state. It should be
noted that some other components such as processor 202 can
also be switched in full or half sleep state for conserving
power. For example, if reader 235 is not in a predetermined
active reading zone and its GPS coordinates are not changing
for a certain period of time then the reader is considered to be
stationary and even the processor can be put in a sleep state
and awaken when the GPS coordinates change.

[0054] Power management using GPS 244 in an RFID
reader is useful for certain RF applications. For example, an
RFID application requires mobile readers to operate at certain
rooms, spaces or physical locations. When a RF reader is
outside of a reading zone or a hot zone area, power manage-
ment switches the RF reader to a sleep state for power sav-
ings. If, however, reader 235 is equipped with GPS chips and
the GPS information indicates that reader 235 has just moved
into a location that requires tag reads, reader 235 is activated
from the sleep state. In one embodiment, GPS 244, memory
204, and processor 202 are configured to remain powered-on
all the time whether reader 235 is within or outside an active
reading zone.

[0055] Alternatively, only the necessary components in a
reader (or an active tag) are active and the remaining compo-
nents are in the sleep state to conserve power. For instance,
GPS 244 may stay active while the remaining components
such as processor 202, a portion of memory 204, baseband
circuitry 246, display 221, and RF transceiver 248 are all in
sleep mode. It should be noted that other devices such as
motion sensors may be used together with GPS devices 244
for power management in an RFID devices. It should be
further noted that RFID devices includes RFID readers, RFID
tags, and so forth.

[0056] An advantage of adding the power management to
RFID devices enhances the performance of the RFID net-
work. For example, the efficiency of an RFID network can be
improved in terms of hours of operation, amount of informa-
tion gathered and processed, and graceful degradations for
RFID applications. Reducing power consumption also lowers
cost (e.g. cost of replacing batteries or the use of smaller
battery sources). For example, readers 160 use various sleep
states (power down or low-power levels with displays turned
off and/or CPU frequency lowered) when no reads are needed
in order to reduce charge/current/energy usage from their
batteries. In another example, a manual power on/off switch
may be used to turn the power to reader 235 on or off.
[0057] FIG. 3 is a block diagram illustrating an RFID
reader 300 having a motion sensor 306 for power conserva-
tion in accordance with one embodiment of the present inven-
tion. RFID reader 300 includes similar components as reader
235, as shown in FIG. 2B, except that reader 300 contains a
motion detector 302 instead of a GPS device. Motion detector
302, in one embodiment, includes a motion sensor 306, a
timer 304, and a power switch 308. Power switch 308 is
substantially the same device as power switch 242, except
that power switch 308 is controlled by motion detector 302
while power switch 242 is controlled by GPS device 244.
[0058] Motion sensor 306 is an electronic device that
detects objects or physical movement in a predefined area.
For example, motion sensor 306 may employ infra-red detec-
tor, acoustical detector, or a combination of both for identi-
fying any motions. Timer 304, which could be a digital,



US 2013/0120118 Al

mechanical, electromechanical, or software clock, is used to
control the sequence of an event or process. For example,
when motion sensor 306 detects no movement, it instructs
timer 304 to start clocking. When timer 304 reaches a pre-
defined time period such as 5 seconds, if there has been no
motion within that time period then timer 304 may issue a
non-motion command. Upon receipt of the non-motion com-
mand, power switch 308 subsequently turns off all or a por-
tion of the components of reader 300 for power conservation.
[0059] Inone embodiment, mobile or fixed reader applica-
tions use non-zero motion as a signal that a reader should
become ready to read. If there is zero motion for a period of
time, a reader should go into a sleep state to conserve power.
During the operation, if reader 300 has been stationary or still
for a certain period of time, as measured by timer 304, power
management powers down all or a portion of the circuits in
reader 300 (i.e., RF transceiver 248, processor 202, baseband
circuitry 246, display 221, memory 204). In this embodiment,
motion detector 302 is configured to remain active at all time
(except when the reader is forced to power down with a
manual power off control) whereby it can wake up reader 300
when any movement of reader 300 is detected. For example,
motion detector 302 may continue to operate (i.e., motion
sensor 306, timer 304, and power switch 308 are awake) to
monitor the status of the reader. Once reader 300 is moving
again, motion sensor 306 detects the non-zero motion and
sends a signal to power switch 308 to wake up the sleeping
circuits. It should be noted that an RFID device such as a
reader is in sleeping mode (or sleep state) if one or more
components such as a display on the device are in sleeping
mode.

[0060] It should be noted that a user may adjust non-zero
motion value, which defines the conditions or standards for a
non-zero motion. The non-zero motion value also depends on
the application of the RFID reader. It should be further noted
that in addition to motion detector 302, reader 300 may also
include a GPS device 244 for managing power consumption.
[0061] FIG. 4 illustrates an RFID reader 400 using a power
control tag 402 for power conservation in accordance with
one embodiment of the present invention. The power control
tag 402 is a passive tag that is used to control the power to
reader 400. RFID reader 400 includes similar components as
reader 300, as shown in FIG. 3, except that reader 400 con-
tains a power control tag 402 instead of motion detector 302.
Power control tag 402, in one embodiment, is coupled to an
external RFID device such as a master reader 410. It should be
noted that reader 400 may also include a motion detector 302
and a GPS device 244.

[0062] Reader 400, in one embodiment, is configured to be
activated from the sleeping mode by a nearby master reader
410. Master reader 410 can be another RFID reader. For
example, if reader 400 is in the sleep state, master reader 402
can be used to interrogate the power-control tag 402. Power
control tag 402 obtains its power from its antenna; when it is
interrogated by master reader 410. After obtaining power the
power control tag 402 generates a power-on signal to turn on
power switch 308, which subsequently powers up reader 400.
It is therefore the close proximity of power control tag 402 to
a master reader 410 and its interrogation by reader 410 that
activates reader 400 from the sleeping mode.

[0063] A special configured master reader 410 with a long-
range transmission capability may be used to activate all of
the nearby sleeping readers such as reader 400. Alternatively,
a method of activating nearby RFID device(s) may be
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employed where once a reader is activated (or turned on), it is
responsible to activate another nearby reader(s), and then it
(they) in turn does the same, etc. A rippling effect of activating
all readers in a region occurs. A variety of other methods, such
as manual switching and identifying ambient information
from the surrounding environment can be used to determine
when reader 400 should enter the sleep mode again.

[0064] FIG. 5 is a block diagram illustrating an RFID
reader 500 using transmission power management for power
conservation in accordance with one embodiment of the
present invention. RFID reader 500 includes similar compo-
nents as reader 400, as shown in FIG. 4, except that reader 500
includes a transmission power control 510 instead of a power
control tag. Reader 500 includes a battery 240, a memory 204,
and a power control 510. Memory 204 is further configured to
include a storage location 530. Storage location 530, in one
embodiment, is configured to have multiple entries 532-534
wherein each entry further contains a tag ID 520, a power
level 522, a beam-width angle 524, and a beam-offset angle
526. Tag Id. 520 identifies a particular tag while power level
522 indicates optimal power level to read a tag, which is
identified by tag ID 520. Beam-offset angle 526 and beam-
width angle 524 identify desirable angles to aim at a tag
before reading. Beam-offset angle 526 rotates the beam, and
beam-width angle 524 focuses or widens the beam. If the
beam-offset 526 and beam-width angle 524 are closely
aligned to a targeted tag, they save battery power for the
reader to communicate with the targeted tag.

[0065] Referring back to FIG. 5, reader 500 employs trans-
mission power control 510 for power conservation. For
example, implementing the power management relating to
transmission power can save battery power stored in battery
240. Reader 500, in one embodiment, uses wireless signal
propagation in the air and signal interference characteristics
in a designated area to determine a power efficient level (or an
optimal level) of transmission power to perform a tag read. It
should be noted that a tag read is performing an RFID read to
one or more tags in a designated area (or region). For
example, if an application requires a tag read within a given
radius 514, the power to perform the tag read for reader 500 is
adjusted to match radius 514. Any tags such as tag 530 are
located within the radius 514 will be read. Conversely, any
tags that are located outside of the radius 514 will not be read
by reader 500.

[0066] In another embodiment, the power management is
capable of adjusting beam angles as shown in FIG. 5 to
conserve power consumption. To enhance reading efficiency,
the power management identifies desirable angles ofthe elec-
tronic beam, which, for example, can be the most direct,
narrowest and shortest beam between the reader and the tag.
The identified angles are stored in beam-width angle 524 and
beam-offset angle 526 of storage location 530. In other
words, to reduce power consumption, the angles of the elec-
tronic beam are adjusted to focus the beam energy more
directly to a targeted tag.

[0067] During an operation, ifthe goal is to read a particular
tag such as tag 530, power control 510 initially starts with a
low transmission power level from its antenna 512. If reader
500 can not read tag 530 correctly, power control 510
instructs amplifier 508 to adjust the transmission power level
to the next higher level, and then try to read tag 530 again. If
reader 500 still can not correctly read tag 530, amplifier 508
increases the transmission power level again until reader 500
canread tag 530 correctly. Once the read is successful, the tag
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id of tag 530 and its optimal or efficient power level are stored
in storage location 530. The values stored in storage location
530 will be referenced for future readings.

[0068] An advantage ofusing transmission power control is
to conserve limited power usage. Another advantage of using
the transmission power control is to reduce signal (radio
frequency) interference (noise) in the area. For example, if an
RFID reader has a directional antenna or multiple antennas
and beam-forming capabilities, the reader can use an opti-
mum level of transmission power to focus on a particular tag
or a set of tags. It should be noted that parameter settings for
transmission power control such as tag 1D 520 and power
level 522 are used for future interrogations. Receiver gain, for
instance, is another parameter that can affect the range of a
reader that can reach because lower receiver gain should
decrease the range of the reader while high receiver gain
increases the range of the reader.

[0069] Grouping multiple individual data transmissions
into a single larger data transmission can conserve power in
an RFID device such as a reader. For example, reader 500 is
configured to interrogate tags and to receive tag data (or
responses) from various tags. Reader 500 stores every indi-
vidual tag data in its memory, and subsequently assembles a
single larger data stream from the individual tag data. Once
the single larger data stream reaches a predefined size, reader
500 makes a single data transmission transmitting the single
larger data stream to its destination, such as an access point or
a server.

[0070] Reducing the number of transmissions can conserve
power. Single transmission for a large data stream generally
consumes less transmission energy or transmission power
than multiple transmissions for multiple small individual data
streams. It should be noted that grouping multiple individual
tag data into one large data stream of tag data can be effective
for some non-time critical applications. For example, in an
inventory control environment, a mobile inventory control
reader interrogates several stationary tags, groups their
responses, and then transmits the grouped responses to an
access point/server.

[0071] FIG. 6 illustrates an RFID system 600 using signal
boosters for power conservation in accordance with one
embodiment of the present invention. RFID system 600
includes tags 152, readers 160, access points 610, and signal
boosters 602-608. Access points 610 includes multiple access
points 612-614 wherein access points 612, for example, may
be a cellular packet-based network, a WLAN access points, or
a combination of WLAN and cellular network. Router 180 is
coupled to servers connected over the Internet 184 via access
points 610.

[0072] Signal boosters 602-608, also known as repeaters,
are capable of accessing AC power or a larger battery power.
A function of signal boosters 602-608 is to expand an RFID
reader’s coverage (or range) by boosting the RFID signal
strength. Signal booster 602-608 can also assist other RFID
devices active tags 152 to reach regions beyond their own
capabilities partially due to the limited portable power source.
Boosters 602-608 are configured to use external antennas to
collect surrounding signals and use amplifier to boost or
amplify the received signals before re-broadcasting them.
[0073] An advantage of using signal boosters 602-608 is to
increase the readers’ or tags’ effective communication range
without increasing their battery consumption. In other words,
signal boosters 602-608 are configured to use their relaying
capabilities to improve signal strength. Signal boosters 602-
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608 can amplify both uplink and downlink signals. For
instance, for an uplink transmission, signal booster 602-608
can assist signals traveling from a tag to a reader, and then
from the reader to an access point. Similarly, for a downlink
transmission, signal booster 602-608 boost signals traveling
from an access point to a reader, and then from the reader to
a tag. Another advantage of using signal boosters 602-608 is
to reduce RFD rollout cost because signal boosters can
increase the devices’ (readers and/or tags) physical coverage
thereby reducing the number of readers needed to cover a
given physical area.

[0074] FIG. 7 is a block diagram illustrating an RFID sys-
tem 700 using ad-hoc/mesh networking for power conserva-
tion in accordance with one embodiment of the present inven-
tion. System 700 further includes WLAN 168, cellular
network 170, tags 152 and readers 702-706. To more effec-
tively managing power consumption, some readers such as
reader 704 contain battery level indicators 710. Battery level
indicator 710, for example, indicates a power level associated
with reader 704. System 700 is coupled to the Internet 184 via
router 180.

[0075] A battery powered sensor or battery level indicator
710 is capable of measuring a charge level of a battery, which
provides battery information about an RFID device, such as
reader 704. Battery level information, for example, estimates
the remaining charge or remaining charge percentage of the
battery. In one embodiment, an active tag with a battery level
indicator is configured to send its battery level in a transmis-
sion packet indicating its battery status. Likewise, a reader
can also use some bits in a transmission packet to inform an
access point about its battery level. Readers with low battery
level should conserve energy by removing excess data (e.g.,
filtering redundant data or duplicate, and/or incomplete tag
reads) before sending the data to the access point(s).

[0076] Referring back to FIG. 7, reader 710 uses a wireless
ad-hoc network, also known as mesh networking. The net-
work is ad-hoc because each network node is willing to for-
ward data for other nodes, and so the determination of which
nodes forward data is made dynamically based on the net-
work connectivity. A node can be a system or a device within
a communications network. Referring back to FIG. 7, reader
710 uses a wireless mesh network and/or power-aware wire-
less ad-hoc networking to transfer data to a distant destination
such as access point 168 because it consumes less power by
transmitting to a closer network node such as reader 706
which forwards the data to base-station 170. Ad-hoc/mesh
networking can therefore be used to handle RFID data trans-
mission and conserve power. In one embodiment, power
management controls the method of a data transmission in
response to devices’ power status.

[0077] Reader 704, for instance, may use different wireless
networks based on its battery status indicated by battery level
indicator 710. If the battery level is high, reader 704 may
transmit data directly to a distant access point such as WLAN
access point 168. If, however, the battery level is low, reader
704 may be reprogrammed to use power-aware wireless ad-
hoc networking and transmit the data to a nearby reader
provided the nearby reader is able and has sufficient power to
relay the data. If the nearby reader has a high battery level, it
can transmit data directly to a distance access point. If, on the
other hand, the nearby reader also has a low battery status, it
transmits the data to another nearby RFD device. The data
may continue to hop between RFID devices until it reaches its
destination.
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[0078] It should be noted that forwarding (or transmitting)
data can hop more than once (e.g. reader 1 to 2 to 3 to cellular
base station). This power-aware wireless ad-hoc networking
method can conserve power by routing data via multiple hops.
It, however, should be noted that the power-aware wireless
ad-hoc networking may be effective for non-time critical
data. For instance, if the data is time critical, the data should
be transmitted directly to its destination to comply with the
time critical requirement. On the other hand, if the data is
non-time critical, the data can be transmitted using the power-
aware routing algorithms to conserve power.

[0079] Larger batteries and smaller transmission power
generally can prolong lifetime of RFID devices because
larger batteries with power efficient management reduce the
frequency of battery recharges for the RFID devices. Readers
702-706, for example, can be incorporated into other elec-
tronic devices having larger batteries, such as cellular phones,
PDAs, laptops, digital cameras, wireless game consoles, and
so forth. Some electronic devices may have multiple wireless
radios with different communication capabilities such as 802.
11* wireless LAN, cellular (GPRS, CDPD, 2.5G, 3G, etc),
Bluetooth, Ultra-Wide Band (UWB), Zigbee, and other ad-
hoc/mesh network technologies. If an electronic device has
more than one radio communication capabilities, an RFID
device that is integrated into the electronic device can pick
and choose one of the several radios (e.g. the lowest power
consuming radio) to perform the data transmission. Alterna-
tively, the RFID device may also be configured to put the extra
radios into a sleep state in order to save power.

[0080] An RFID system application, in one embodiment,
resides in a server connected over the Internet, a router, or a
reader, wherein the application is configured to control the tag
reads for RFID readers such that the same tag is not interro-
gated multiple times by different readers. It should be noted
that multiple successful interrogation of the same tag by
different readers would not yield any new information and
would only waste resources such as battery energy of readers.
As such, minimizing multiple tag readings of the same tag can
conserve power.

[0081] Some RFID system applications are further config-
ured to employ power management to implement methods of
graceful system degradations. For example, when the battery
power level of an active tag falls to a low power or zero power
level, instead of complete failure, the RFID application
employs power management to gradually phase out the low
power active tag device. Power management may reprogram
or reassign nearby tags to perform functions originally car-
ried out by the low power active tag device. Likewise, some
low power readers may no longer be able to perform tag reads
and other nearby readers may carry out those functions
instead. RFID applications are further configured to adapt
their user interface and display to take into account that some
tags and readers are not functioning due to low-power. For
example, if an RFID application is configured to display a
map using ambient data (e.g. temperature, light, sound, video,
acceleration, vibration, pressure and movement), it may still
show the map with measured data from available working
active tags. For the areas in which active tags have run out of
battery, the RFID application can display blank information.
Alternatively, the RFID application can interpolate sensed
data from nearby working tags and display the map with the
interpolated information. Interpolated information, in one
example, may be displayed with one particular color that
differentiates interpolated data from actual measured data.
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[0082] FIG. 8 is a block diagram illustrating an RFID sys-
tem 800 using RF coverage and interference levels for power
conservation in accordance with one embodiment of the
present invention. System 800 includes tags 802-806, a
mobile reader 810, and access points 820-822. Mobile reader
810 employs power efficient management for identifying
reading locations or zones with lowest interference levels
and/or strongest RF coverage locations.

[0083] RF coverage and interference levels concerning
wireless networks and RFID devices can be measured before-
hand or predicted using RF electromagnetic propagation
models. The strength of the RF field reduces inversely pro-
portionally to the square of the distance in free space. The RF
field is also attenuated by metal objects and multi-path travel
caused by reflections. The RF field is also a function of the
polarization angle between the RFID device’s transmitter
antenna and a receiver antenna. The range of a tag, for
example, can be increased when polarization angles between
the tag and the reader are aligned.

[0084] RFID reader 810 is configured to determine power
efficient geographic location or optimal power efficient loca-
tion using positioning information. Positioning information
may be obtained via GPS devices, cell related information
from the cellular networks, or triangulation schemes. The
power efficient, optimal or suboptimal positions are identified
in response to the power consumption point of view between
tags and readers. At high interference areas, RFID devices
need to increase their power level to overcome or compensate
for the noise (interference) level. As such, readers should
perform tag read operations at locations with minimal RF
interference. RFID devices (readers and tags) can normally
operate at low power levels in locations with minimal RF
interference. For example, readers should not perform a tag
read in an area with high interference because interrogating a
tag in the area with high interference consumes greater power
than areas with low interference. Similarly, active tags should
avoid performing any data transmission in high interference
areas. In one example, if an active tag is on a moving con-
tainer, a reader should not perform a tag read until the tag
reaches a low interference location.

[0085] During an operation, an RFID system is capable of
instructing reader 810 to interrogate tags 802-806 at power
efficient positions according to RF coverage information and
positioning information stored in mobile reader 810. If, for
example, position X1 is a power efficient position for reader
810 to interrogate tag 802, then reader 810 should use posi-
tion X1 to read tag 802 and forward the data it reads to access
point 820. In this example, reader position X1 is close to both
tag 802 and access point 820. Position X1 therefore reduces
the power consumption for both the reader-tag communica-
tion and the reader-access point communication. Similarly, if
position X2 is a power efficient position for the reader to
interrogate tag 804, then reader 810 should use position X2 to
read tag 804 and forward the data it reads to access point 822.
It should be noted that RF fields are three-dimensional, and
power efficient positions should be considered and measured
in three-dimensional with x, y, z co-ordinates.

[0086] To implement power management, various applica-
tion triggers for power saving methods can be entered in an
RFID system. Triggers can reside in readers 160, access
points 166, base stations 170-172, routers 180, or server con-
troller 182. Triggers have tag and reader components (e.g. tag
with ID X enters the range of Reader A). Examples of triggers
include tag enters reader’s range, tag leaves reader’s range,
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tag in reader’s range is moving, tag has been in reader’s range
for a time period, and tag has been out of reader’s range for a
time period. Triggers illustrated in the present invention are
configured to be associated with actions or events so that
when a trigger occurs, the corresponding action(s) such as
power saving events for a tag and/or a reader are performed.
[0087] The present invention further illustrates a power
saving technique for RFID tags used in an RFID system.
Battery replacement for active tags can be difficult because of
the volume of active tags employed. Active tags, in one
embodiment, can be integrated into other electronic devices
such as cellular handsets, PDAs, laptops, digital cameras,
wireless game consoles, and so forth. Active tags that are
integrated in an electronic device are allowed to access the
large batteries of the electronic device. The ability to access
the large batteries of an electronic device prolongs the life-
time of the active tag. In another embodiment, the active tag
no longer requires a battery because it can use the batteries of
the electronic device. This reduces the cost of the active tag.
[0088] The present invention further illustrates a power
saving management by adjusting internal clock cycles or
frequency to conserve power. For example, RFID devices are
capable of adjusting the operating clock cycles to the lowest
possible clock frequency for power conservation. During a
period of low reader activity, reducing the operating clock
cycle will not affect the reader’s performance. Decreasing the
clock cycle will reduce the load current from the power
source. It should be noted that decreasing the load current by
a given factor will result in a greater factor increase in battery
life. Thus, it is advantageous to run circuits at a lower fre-
quency, so that the load current is reduced and the battery
lifetime is increased.

[0089] Active tags, in one embodiment, are configured to
enter power down, or low-power state, for their circuitry at
regular time intervals. It should be noted that power manage-
ment can be implemented in RFID middleware and/or appli-
cation software. The applications are capable of adapting
their usage of low-power tags. For example, the applications
may instruct readers to read low-power tags less frequently
and switch low-power tags into a sleep state more often. The
applications can also determine which tags are not needed at
a particular time or location and then use readers to put those
tags into a sleep state. RFID middleware and application
software may reside on server controller 182, router 180,
WLAN access points 166, and/or base-stations 170-172 of
FIG. 1B.

[0090] FIG. 9 is a block diagram illustrating RFID system
900 using tag frequency information in accordance with one
embodiment of the present invention. System 900 includes
tags 910, reader group 920, and access point group 610. Tags
910, in one embodiment, contain Ultra High Frequencies
(“UHF”) tags 912 and Low Frequency (“LF”) tags 913.
Reader group 910 includes multiple readers 922-924 wherein
each reader includes a battery level indicator.

[0091] RFID tags are designed and operated in several dif-
ferent frequencies such as UHF tags and LF tags. UHF tags
offer faster data rates and longer range data transmission.
UHF tags, however, consume more power than LF tags. LF
tags, on the other hand, offer slower data rates than UHF tags
but they consume less power than UHF tags. LF tags are
capable of penetrating non-metallic material such as liquids.
As such, if an RFID application has access to both UHF tags
912 and LF tags 913, LF tags 913 should be used instead of
UHF tags 912. For example, if an RFID application is map-
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ping sensed temperatures and it can read from both UHF tags
and LF tags, the application should use LF tag. The applica-
tion may also adapt itself based on power level. For example,
when the battery level is high, the reader reads passive UHF
tags and when the battery level falls below a predefined bat-
tery low level, the reader switches to use LF tags instead.
[0092] In another aspect, the data structure used in a tag
affects the power efficiency of the tag. Efficient and compact
representations should be used for storing tag information
and sensed data. For example, a reader consumes less power
to interrogate a tag with compact data representations than a
tag with non-compact data structure. Active tags also con-
sume less power to transmit their compact data structure to
readers. Similarly, compact representations reduce the trans-
mission power required for readers 920 to pass the read data
to an access point 610, router 180 or server controller 182.
[0093] FIG. 10 is a block diagram illustrating an RFID
system 1000 having power management for active tags in
accordance with one embodiment of the present invention.
System 1000 includes active tag group 1002, reader group
160, WLAN access point 167 and cellular network 170. Tag
group 1002 further includes multiple active tags 1004-1009
wherein each active tag contains a battery level indicator. The
battery level indicator is used to monitor power capacity
within the tag.

[0094] Activetags 1004-1009, in one embodiment, include
digital processing controllers for power management and per-
form their tasks depending on their power levels. Alterna-
tively, readers 162-164 can also act as controllers for power
management for active tags 1004-1009. For example, when
the battery level of tag 1009 falls below a certain predeter-
mined power level, tag 1009 transmits a battery-low signal to
anearby reader(s) such as reader 162 indicating its low power
status. Reader 162 subsequently reprograms tag 1009 includ-
ing its sensor to conserve battery consumption within tag
1009. In another embodiment, reader 162 reprograms other
available and/or nearby devices with higher battery levels
such as tag 1008. For example, reader 162 reprograms tag
1008 to perform tasks which were previously performed by
tag 1009.

[0095] FIG. 11 is a block diagram illustrating an RFID
system 1100 having power management for active tag com-
munications in accordance with one embodiment of the
present invention. System 1100 includes active tag group
1102, reader group 160, WL AN access point 167 and cellular
network 170. Tag group 1102 further includes multiple active
tags 1104-1110 wherein each active tag contains a battery
level indicator. The battery level indicator is used to monitor
power capacity or power level within each active tag.

[0096] Activetags 1104-1110, in one embodiment, include
digital processing controllers for power management and per-
form the tasks depending on their power levels. For example,
active tag 1110 senses its low battery status from its battery
level indicator or power sensor, and then informs other nearby
active tag(s) such as tag 1108 about its low battery status.
When a nearby tag such as tag 1108 receives the information
that tag 1110 is approaching a low battery status and will not
be able to function properly, tag 1108 is subsequently repro-
grammed or reassigned to perform tasks that otherwise are
performed by tag 1110. In other words, power management,
which could reside in the active tag or a reader, reassigns tasks
from a low battery tagto another nearby tag. For example, low
power tag 1106 communicates directly to tag 1104 requesting
tag 1104 to perform the functions oftag 1106. Once tag 1104
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is reassigned to do the functions of tag 1106, tag 1104 informs
reader 164 about the change. It should be noted that the
reassigning process could involve more than one hop (e.g. tag
1 to tag 2 to tag 3).

[0097] FIG. 12 is a block diagram illustrating an RFID
system 1200 having power management using active tag ad-
hoc/mesh networking in accordance with one embodiment of
the present invention. System 1200 includes active tag group
1202, reader group 160, WL AN access point 167 and cellular
network 170. Tag group 1202 further includes multiple active
tags 1210-1222, wherein some active tags contain battery
level indicators. The battery level indicator is used to monitor
power capacity or power level within each active tag.

[0098] Activetags 1210-1222, in one embodiment, include
digital processing controllers for power management and per-
form the tasks depending on their power levels. In one
embodiment, a low-power active tag sensor can use mesh
networks and/or power-aware wireless ad-hoc networking
algorithms to transfer data from a low-power tag to a distant
reader. Since transmission power is proportional to the square
of' the distance, it is more efficient for a low-power tag to use
ad-hoc networking methods and transmit its data to a closer
network node than make a single transmission to a distant
reader.

[0099] Referring back to FIG. 12, low-power active tag
1222 is configured to transmit its data to active tag 1220, since
tag 1220 is physically situated closer to reader 1. Upon receipt
of data from tag 1222, active tag 1220 forwards the data to
reader 1. Data transmission of tag 1222 data via tag 1220
consumes less battery power than tag 1222 transmitting data
directly to reader 1. In another embodiment, ad-hoc network-
ing between active tags can include multiple hops. For
example, active tag 1214 forwards its data to active tag 1212,
and tag 1212 again forwards the data to active tag 1210. After
active tag 1210 receives the data from tag 1212, it then trans-
mits the data to reader 1. It should be noted that the power-
aware wireless ad-hoc networking may be carried out selec-
tively. For example, if the data is time-critical, the data is
transmitted directly to a reader immediately. If, however, the
data is non time-critical, the power-aware routing algorithms
described above may be used.

[0100] In another embodiment, signal boosters (or repeat-
ers) with access to AC power or larger battery powers can be
used to boost the effective range of active tags. As mentioned
above, boosters generally use external antennas to collect the
best signals and an amplifier which amplifies the signals
before re-broadcasting the improved signal strength signals.
This technique allows a low battery active tag to lower its
transmission power because it relies on the signal boosters to
increase its signal strength and range. The boosters can
amplify uplink signals (i.e., tag to reader, and then reader to
access point) and downlink signals (i.e., access point to reader
and then reader to tag).

[0101] The present invention includes various processing
steps, which will be described below. The steps of the present
invention may be embodied in machine or computer execut-
able instructions. The instructions can be used to cause a
general purpose or special purpose system, which is pro-
grammed with the instructions to perform the steps of the
present invention. Alternatively, the steps of the present
invention may be performed by specific hardware compo-
nents that contain hard-wired logic for performing the steps,
or by any combination of programmed computer components
and custom hardware components. While embodiments of
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the present invention will be described with reference to
wireless communications networks, the method and appara-
tus described herein is equally applicable to other network
infrastructures, or other data communication environments.
[0102] FIG. 13 is a flowchart illustrating a process of power
management for an RFID system in accordance with one
embodiment of the present invention. The process starts at
block 1301 and proceeds to block 1302, the process obtains
location information from a GPS device. In one embodiment,
the GPS receiver is installed in a reader and it obtains the
location information in relation to the reader froma GPSina
satellite. It should be noted that the process may also obtain
information from a motion sensor installed in the reader.
Once the location information is received, the process moves
to the next block.

[0103] Atblock 1304, the process calculates a current loca-
tion or real-time geographic location of the reader according
to the location information. If the reader is constantly moving,
the process is configured to estimate a reader’s real-time
location by projecting the direction and speed of the mobile
reader according to the location information and the GPS
information received earlier. After block 1304, the process
moves to the next block.

[0104] At block 1306, the process retrieves a plurality of
active RF reading zones stored in a storage location in the
reader, or downloaded to the reader from an access point 166,
base station 170-172, router 180, enterprise application 184,
or server controller 182. Active RF reading zones can be
physical spaces and rooms that require the reading of tags,
and/or areas with low interference and/or proper RF signal
coverage. The process subsequently moves to the next block.
[0105] At block 1308, the process determines whether the
current location is within at least one of the active reading
zones. In one embodiment, the process identifies power effi-
cient reading zones from the active RF reading zones accord-
ing to the location information since not every retrieved active
reading zone can be the power efficient reading zone. Once
the power efficient reading zone is identified, the process
compares the current location, or the current real-time geo-
graphic location, with the power efficient reading zone to
determine whether the reader is within the power efficient
reading zone or is outside of the power efficient reading zone.
In one embodiment, the process is capable of identifying a
reading zone with minimal interference in response to the
power efficient reading zone. The process is further capable
of'updating stored information according to new information
received and detected in the power efficient reading zone.
Once the process identifies whether the reader is within the
power efficient reading zone, the process proceeds to the next
block.

[0106] At block 1310, the process switches at least a por-
tion of components such as a display of the reader into a sleep
state to conserve power if the current location is outside of any
said reading zones. In another embodiment, the process is
also capable of activating the reader from the sleep state to an
active state if the current location is within the active reading
zones.

[0107] The above description illustrates various embodi-
ments of the present invention along with examples of how
aspects of the present invention may be implemented. The
above examples and embodiments should not be deemed to
be the only embodiments, and are presented to illustrate the
flexibility and advantages of the present invention as defined
by the following claims. Based on the above disclosure and
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the following claims, other arrangements, embodiments,
implementations and equivalents will be evident to those
skilled in the art and may be employed without departing
from the spirit and scope of the invention as defined by the
claims.
1-46. (canceled)
47. A method for controlling power consumption of a plu-
rality of tags by a radio frequency identification (“RFID”)
reader, each tag in the plurality of tags comprising a battery
and a battery level indicator, the method comprising:
at the reader, receiving a low battery power signal from a
first tag in the plurality of tags, the low battery power
signal indicating that the battery level indicator of the
first tag has detected that the battery level of the first tag
is below a predefined level, the first tag performing a set
of tasks; and
in response to receiving the low battery power signal,
reprogramming a set of tags in the plurality of tags to
perform the set of tasks performed by the first tag,
wherein the battery level indicator of each tag in the set
of'tags has not generated low battery power signal.
48. The method of claim 47, the first tag further comprising
a sensor, wherein the set of tasks performed by the first tag
comprises the tag sensor measuring environmental data com-
prising one of temperature, light, sound, video, acceleration,
vibration, pressure, and movement.
49. The method of claim 47, wherein the set of tags repro-
grammed to perform the set of tasks performed by the first tag
comprises a plurality of tags.
50. A non-transitory machine readable medium of a radio
frequency identification (“RFID”) reader storing a program
for controlling power consumption of a set of active tags by
the reader, each tag in the set of active tags comprising a
battery and a battery level indicator, each tag in the set of
active tags performing a sets of tasks depending on a battery
power level of the tag, the program executable by a processor,
the program comprising sets of instructions for:
receiving a low battery power signal from a tag in the set of
active tags, the signal indicating that the battery level
indicator in the tag has detected that the tag battery
power level has reached below a predefined level; and

reprogramming, in response to receiving the low battery
power signal, the tag to conserve battery consumption
within the tag.

51. The non-transitory machine readable medium of claim
50, wherein the set of instructions for reprogramming the tag
comprises a set of instructions for reprogramming a tag sen-
sor.

52. The non-transitory machine readable medium of claim
51, wherein the tag sensor measures environmental data com-
prising one of temperature, light, sound, video, acceleration,
vibration, pressure, and movement.

53. A method for controlling power consumption of a plu-
rality of radio frequency identification (“RFID”) tags, each
tag in the plurality of tags comprising a battery and a battery
level indicator, the method comprising:

at a first tag in the plurality of tags, receiving a low battery

power signal, the low battery power signal indicating
that the battery level indicator of the first tag has detected
that the battery level of the first tag is below a predefined
level, the first tag performing a set of tasks; and

in response to receiving the low battery power signal,

reprogramming a second tag in the plurality of tags to
perform the set of tasks performed by the first tag,
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wherein the battery level indicator of the second tag has
not generated low battery power signal.

54. The method of claim 53, wherein the first tag further
comprises a digital processing controller, wherein repro-
gramming a second tag in the plurality of tags comprises
reprogramming the second tag by the digital processing con-
troller of the first tag to perform the set of tasks performed by
the first tag.

55. The method of claim 53, wherein the plurality of tags
are communicatively coupled to an RFID reader, the method
further comprising informing the RFID reader by the first tag
that the second tag is reprogrammed to perform the tasks
performed by the first tag.

56. The method of claim 53, wherein the plurality of tags
are communicatively coupled to an RFID reader comprising
a digital processing controller, wherein reprogramming a sec-
ond tag in the plurality of tags comprises reprogramming the
second tag by the digital processing controller of the RFID
reader to perform the set of tasks performed by the first tag.

57. The method of claim 53, the first tag further comprising
a sensor, wherein the set of tasks performed by the first tag
comprises the tag sensor measuring environmental data com-
prising one of temperature, light, sound, video, acceleration,
vibration, pressure, and movement.

58. The method of claim 53 further comprising reprogram-
ming a third tag in the plurality of tags to perform the set of
tasks performed by the second tag, wherein the battery level
indicator of the third tag has not generated low battery power
signal.

59. A method for controlling power consumption of a plu-
rality of tags communicatively coupled to a radio frequency
identification (RFID) reader through an ac/hoc/mesh net-
work, each tag in the plurality of tags comprising a battery and
a battery level indicator, the method comprising:

receiving a low battery power signal from the battery level

indicator of a first tag in the plurality of tags when the
first tag battery level reaches below a predefined level;

in response to receiving the low battery power signal, (i)

identifying a second tag communicatively coupled to the
RFID reader through the ad-hoc/mesh network, the sec-
ond tag being closer to the RFID reader, the second tag
comprising a battery level indicator that has not gener-
ated a low battery power signal and (ii) sending at least
a subset of the first tag data to the second tag to forward
to the RFID reader.

60. the method of claim 59, wherein the tag data comprises
time-critical tag data and non-time critical tag data, wherein
sending at least a subset of the first tag data to the second tag
to forward to the RFID reader comprises:

transmitting the time critical tag data directly from the

RFID reader to the access point; and

transmitting the non-time critical tag data from the first tag

to the RFID reader through the identified second tag.

61. The method of claim 59, further comprising utilizing
signal boosters to (i) receive signals comprising the first tag
data, (ii) to amplify the received signals, and (iii) to re-broad-
cast the amplified signals to the RFID reader.

62. The method of claim 59, wherein transmitting the tag
data from the first tag to the RFID through the identified
second tag comprises transmitting the tag data from the sec-
ond tag to the RFID reader through one or more other tags
through the ad/hoc/mesh network.

63. The method of claim 59, wherein the first tag comprises
a digital processing control, wherein identifying the second
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tag comprises identifying the second tag by the digital pro-
cessing control of the first tag.

64. The method of claim 59, wherein the RFID reader
comprises a digital processing unit, wherein identifying the
second tag comprises identifying the second tag by the digital
processing unit of the RFID reader.

65. A system for controlling power consumption of radio
frequency identification (“RFID”) tags, the system compris-
ing:

a plurality of RFID tags, each tag in the plurality of tags

comprising a battery and a battery level indicator;

at least a first tag in the plurality of tags (i) to receive a low
battery power signal, the low battery power signal indi-
cating that the battery level indicator of the first tag has
detected that the battery level of the first tag is below a
predefined level, the first tag performing a set of tasks,
and (ii) in response to receiving the low battery power
signal, to reprogram a second tag in the plurality of tags
to perform the set of tasks performed by the first tag,
wherein the battery level indicator of the second tag has

not generated low battery power signal.
66. The system of claim 65, wherein the first tag further
comprises a digital processing controller, wherein repro-
gramming a second tag in the plurality of tags comprises
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reprogramming the second tag by the digital processing con-
troller of the first tag to perform the set of tasks performed by
the first tag.

67. The system of claim 65, the system further comprising
an RFID reader communicatively coupled to the plurality of
tags, the first tag further to inform the RFID reader that the
second tag is reprogrammed to perform the tasks performed
by the first tag.

68. The system of claim 65, the first tag further comprising
a sensor, wherein the set of tasks performed by the first tag
comprises the tag sensor measuring environmental data com-
prising one of temperature, light, sound, video, acceleration,
vibration, pressure, and movement.

69. The system of claim 65, the second tag to reprogram a
third tag in the plurality of tags to perform the set of tasks
performed by the second tag, wherein the battery level indi-
cator of the third tag has not generated low battery power
signal.

70. The system of claim 65, the system further comprising
an RFID reader communicatively coupled to the plurality of
tags, the RFID reader to reprogram a third tag in the plurality
of tags to perform the set of tasks performed by the second
tag, wherein the battery level indicator of the third tag has not
generated low battery power signal.
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