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(57) ABSTRACT

An arrangement and method for detecting number splitting
attacks in quantum key distribution systems is disclosed.
According to the method, a receiver may detect the presence
of an eavesdropper on a transmission channel by detecting
an increase in the percent difference between the photon
transmission rates of two signals of different wavelengths.
The receiver may directly measure a percent difference in
photon receive rates as between the two signals, and com-
pare the measured difference with an expected difference.
The expected difference may be known, or may be measured
by the receiver on the basis of historical data. The expected
difference may be computed from the percent difference
between the means of the Poisson distributions of the
transmitter’s laser sources, which may be determined a
priori and communicated to the transmitter.
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MULTI-WAVELENGTH QUANTUM KEY
DISTRIBUTION FOR ENHANCED
SECURITY AGAINST A PHOTON NUMBER
SPLITTING ATTACK AND HIGHER DATA
RATES

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims priority to U.S. Provisional
Application 63/286,912 entitled “Multi-Wavelength Quan-
tum Key Distribution for Enhanced Security Against a
Photon Number Splitting Attack and Higher Data Rates”
filed on Dec. 7, 2021, the disclosure of which is incorporated
in its entirety herein by reference.

STATEMENT CONCERNING
FEDERALLY-FUNDED RESEARCH

[0002] This invention was made with the support of the
Government under Grant/Contract No. G1004251 awarded
by the United States Air Force Research Laboratory. The
government may have certain rights in the invention.

BACKGROUND OF THE INVENTION

[0003] Conventional secure communication techniques
involve transmitting encrypted information over a channel
such as an electrical transmission line, a fiber-optic cable, or
through free space using electromagnetic waves. Such tech-
niques make use of cryptographic methods utilizing shared
secrets (i.e., a cryptographic key) between a sender and a
receiver to ensure that only the intended parties can properly
encode and decode a message. However, these techniques
are vulnerable to eavesdropping by man-in-the-middle
attacks which may lead to the content of the communication
being compromised. Advanced techniques use quantum
cryptographic methods which include quantum key distri-
bution (QKD) protocols to enhance security. Quantum cryp-
tography takes advantage of consequences of the Heisenberg
uncertainty principle, namely that measurement of a quan-
tum state necessarily disturbs that state. In practice this
means that any eavesdropper to a communication over a
properly implemented quantum channel will disturb the
communication, revealing the presence of the eavesdropper.
A shared encryption key may be generated and transmitted
over a potentially insecure quantum channel, followed by
verification that the key was not intercepted.

[0004] BB84 Quantum Key Distribution (QKD) was first
reported by Charles Bennett and Gilles Brassard in 1984. It
is now widely used as a way of transmitting secret encryp-
tion keys for one-time use (i.e., one-time pad (OTP)).
Polarized single photons are sent from a single laser at a
fixed wavelength in a stream from a sender, conventionally
called Alice, to a receiver, conventionally called Bob.

[0005] Alice starts by choosing two binary random num-
ber strings of equal length. The first string contains the
information that Alice would like to transmit referred to as
Alice’s bit string. The second string decides the polarization
basis for the information. An R (+) basis indicates that a
binary 1 in the bit stream will be transmitted at a 90°
polarization angle; a O will be transmitted at a 0° polarization
angle. If a D (X) basis is chosen, then a binary 1 is
transmitted at a 135° polarization angle and a binary O is
transmitted at a 45° polarization angle.
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[0006] Bob also chooses a different random number string
that indicates the basis that he will use to measure the
incoming photons. When Alice and Bob’s random basis
selection matches, there is a high probability that Bob will
measure Alice’s photon correctly. When there is a mismatch
between bases, there is a 50% probability of error. Since
there is only one photon exchanged between Alice and Bob
per bit, there is also a high probability that Bob doesn’t
receive a bit in the transmission. After Alice’s transmission
is complete, Bob sends Alice a list of times that he received
bits and the bases that he used to decode those bits back to
Alice over a conventional communication channel. Alice
sends Bob back information on which of his received bits
had an actual basis match with Alice. Bob checks some bits
directly against Alice’s bits. The remaining bits are used as
a one-time encryption key for a secure message. This
protocol is summarized in FIG. 3.

[0007] With an ideal single photon source, BB84 QKD is
resistant to eavesdropping. Any attempt to read the single
photon transmission will alter or block that transmission.
However, there are no ideal single photon sources. Eaves-
droppers have developed a method to listen in to QKD
transmissions called the Photon Number Splitting Attack
(PNS). In accordance with such an attack, an eavesdropper
blocks all single photon transmissions between Alice and
Bob. Whenever Alice inadvertently sends more than one
photon to Bob, an eavesdropper takes one of the extra
photons and stores it in a perfect quantum memory to
measure later.

[0008] Much of the current research into QKD involves
ways to thwart PNS attacks. Several methods have been
proposed to preclude PNS attacks including Differential
Phase Shifting (DPS) QKD and Decoy State QKD. Decoy
State QKD is the most promising and much current research
into QKD involves analyzing Decoy State Protocol QKD’s
resistance against PNS attacks. The only difference between
the decoy states and the standard BB84 states is their photon
number distributions. A drawback to Decoy States is that
during decoy transmissions the power output from the single
laser must be changed which makes it unlikely that the
following information transmission will have the identical
power as the information transmissions preceding the decoy
transmissions.

[0009] Transmission statistics including the yield or trans-
mission rate of photons (Yn) and rate of erroneous detection
when no signal is present (en) of information transmissions
are assumed to be the same from both signal transmissions
and decoy transmissions.

[0010] When transmitting single photons over long
lengths of lossy transmission lines, most of the photons are
lost in transmission. Alice sends out many more photons
than Bob receives. Alice’s rate of key transmission is often
in the GHz range while Bob is only receiving at BPS rates.
Alice could easily get Bob’s receiving rate up by sending out
packets of photons instead of single photons, but this would
mean that Alice would be more susceptible to a PNS attack
from an eavesdropper. Security against a PNS attack is
highly dependent on being able to detect the presence of an
eavesdropper in real systems where many transmissions
contain multiple photons, and the system losses are excep-
tionally high.

[0011] Sometimes Alice accidentally sends out two pho-
tons in a packet. To keep the probability of two photons low,
Alice will often attenuate her laser source down to sub-
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photon levels where the average photon count per pulse
n=0.2 photons per pulse using Poisson statistics meaning
there is only about a 20% chance of Alice actually sending
out a photon.

[0012] The probability of two photons in a transmission
can be expressed as: P (2 photons)<'s g"((2)) (0). Where
2°((2)) (0), is a figure of merit of the source. State of the art
on sources was reported to be g"((2)) (0)=10"(-2) giving a
probability of 2 photons at 0.5%.

[0013] The secure key transmission rate is more important
than the key transmission rate. This is the rate of transmis-
sion that is secure from eavesdropping and takes into
account how many bits an eavesdropper can get in a PNS
attack. A theoretical analysis of the secure key rates vs
transmission line losses for various protocols is shown in
FIG. 4.

[0014] Inthe graph of FIG. 4, there are three types of QKD
protocols. Most of the lines are BB84 with a single photon
source of varying quality. The other two protocols are
DPS-QKD and Decoy State Protocol QKD. For high loss
transmissions both Decoy State QKD and DPS-QKD seem
the most promising because of the difficulty of constructing
the quality of photon sources needed for QKD with high
signal loss. DPS-QKD or Differential Phase Shift QKD uses
interferometers to measure the relative phase shift between
two pulses instead of transmitting photons at differing
polarizations angles. While in the Decoy State Protocol,
Alice inserts decoy states at random times into the bit
transmission stream to check for the presence of an eaves-
dropper.

[0015] Another system has been proposed that uses mul-
tiple wavelength QKD, but this system still only utilizes a
single wavelength protocol for each user. Several users can
receive on the system simultaneously and each user only
utilizes one wavelength.

[0016] All of the systems described above are amenable to
improved methods for detecting PNS attacks.

BRIEF SUMMARY

[0017] In the embodiments described below, a dual-wave-
length QKD protocol that is resistant to PNS eavesdropping
is disclosed. The two-wavelength system described herein is
the first that uses both wavelengths for a single user.
[0018] The present system uses two wavelength transmis-
sions between Alice and Bob. A two-wavelength system has
twice the number of polarization states available for each
transmission packet, meaning that 4 information states can
be transmitted instead of 2 in a conventional BB84 system.
This system will double the key rate by having more
information in each transmission. On each transmission,
Alice chooses both the wavelength by triggering one laser
and the polarization of the light by controlling a polarization
state generator device, for example, a PSG001 Polarization
State Generator.

[0019] By adding the second wavelength, Alice doubles
the information density of her transmissions. Alice can send
trits containing 3 information states and still have two states
that can act as decoy states to measure system performance.
Alice can also send quatrits containing 4 information states
while ensuring system security by monitoring the percent
difference in the transmission rates of the two wavelengths
as described below. Diagrams of the two-wavelength system
are shown in FIGS. 5 and 6 below. The system protocol for

Oct. 17,2024

Alice and Bob’s exchange of a secure key using two
wavelength protocol is summarized in FIG. 7.

[0020] In inventive embodiments, Bob, in addition to
receiving and decoding transmissions received by Alice,
also monitors the photon transmission rates on each of the
wavelength channels. Bob accomplishes this by monitoring
the photon receive rates on each of two wavelength channels
(e.g., the rate of photons received over time on each channel,
or the number received per pulse, averaged over time). Bob
computes a difference, of the photon receive rate, between
the two wavelength channels, which may be expressed as a
percentage. This percent difference will be the same as the
percent difference of the Poisson distribution means as
between the two laser sources used by the transmitter, and
should be the same as the photon transmission rate differ-
ence at the transmitter. If an eavesdropper is engaged in a
PNS attack, the eavesdropper is intercepting single photon
transmissions, while passing at least portions of multi-
photon transmissions. This attack will reduce the photon
receive rate of the lower energy channel (i.e., the longer
wavelength) more than the higher energy channel, and thus,
the PNS attack will cause an increase in the difference in the
photon receive rates of the channels. This change in the
difference measure can be detected by comparing a changing
receive rate difference to historical data, or to an expected
difference, which when normalized as a percentage, will be
the same as the difference of the means of the Poisson
distributions of each of Alice’s two lasers. If Bob detects an
eavesdropper, he can take some alert action, such as alerting
Alice, refusing communication, requesting another key, etc.
Alternatively, Bob can pass information on his photon
receive rate difference to Alice, who can compare with
expected values, derived for example from Alice’s knowl-
edge of the characteristics of the lasers.

[0021] Embodiments of the invention have certain advan-
tages. By using two wavelengths to send data to a single
recipient, security against PNS attacks can be enhanced.
Additionally, the density of information that is shared
between the sender and the receiver is increased by using
multiple wavelengths on a single pulse or in a transmission
stream. An n-wavelength system can transmit n-bits of
information to the receiver simultaneously on each pulse.
[0022] Additionally, systems and methods according to
inventive embodiment can detect PNS attacks or other
security attacks to a QKD system by monitoring and com-
paring changes in the transmission statistics of the signals of
each wavelength in the system. This may be accomplished,
for example, by measuring the percent difference in the
transmission rates of photons having each wavelength being
used in the system.

[0023] Additionally, in certain embodiments, a method is
provided for using unused polarization states in additional
wavelengths to generate decoy states that can be used to
continually monitor transmission statistics as a way to detect
Photon Number Splitting Attacks and other attempts to
compromise the security of the system.

[0024] The methods described herein are applicable to
two, or multiple, quantum key distribution methods and are
usable with existing quantum key distribution (QKD)
schemes such as, not limited to, BB84, BB91, the method
developed by Ekert, methods and using Finstein-Podolsky-
Rosen (EPR) emission. Additionally, the methods described
herein are compatible with many encoding schemes in the
transmission of single qubits, qutrits, or multiple qubits.
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[0025] Additionally, the methods described herein may
further be combined with an exchange of information
between the communicating parties to strengthen the detec-
tion of an attack.

[0026] The above features and advantages of the present
invention will be better understood from the following
detailed description taken in conjunction with the accom-
panying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0027] The drawings described herein constitute part of
this specification and includes exemplary embodiments of
the present invention which may be embodied in various
forms. It is to be understood that in some instances, various
aspects of the invention may be shown exaggerated or
enlarged to facilitate an understanding of the invention.
Therefore, drawings may not be to scale.

[0028] FIG. 1 depicts a schematic of example communi-
cation systems in which embodiments disclosed herein may
be practiced.

[0029] FIG. 2 depicts block level diagrams of a single-
wavelength system suitable for use as a quantum key
distribution system and a dual-wavelength system suitable
for use as a quantum key distribution system.

[0030] FIG. 3 depicts a BB84 QKD transmission protocol.
[0031] FIG. 4 depicts the comparison of theoretical key
rates versus transmission loss for carious QKD protocols.
[0032] FIG. 5 depicts a transmission system using a two-
wavelength protocol.

[0033] FIG. 6 depicts a receiving system using a two-
wavelength protocol.

[0034] FIG. 7 depicts a summary of the two-wavelength
protocol encryption key exchange.

[0035] FIG. 8 depicts calculating the effects of a Photon
Number Splitting Attack on the percent difference of trans-
mission rates of lasers with two different Poisson means.

DETAILED DESCRIPTION

[0036] The described features, advantages, and character-
istics may be combined in any suitable manner in one or
more embodiments. One skilled in the relevant art will
recognize that the circuit may be practiced without one or
more of the specific features or advantages of a particular
embodiment. In other instances, additional features and
advantages may be recognized in certain embodiments that
may not be present in all embodiments.

[0037] Reference throughout this specification to “one
embodiment,” “an embodiment,” or similar language means
that a particular feature, structure, or characteristic described
in connection with the embodiment is included in at least
one embodiment. Thus, appearances of the phrase “in one
embodiment,” “in an embodiment,” and similar language
throughout this specification may, but do not necessarily, all
refer to the same embodiment.

[0038] Conventional optical protocols for quantum-se-
cured communications, such as the well-known BB84 pro-
tocol for performing quantum key distribution (QKD), are
based on the transmission of random sequences of bits, ‘0’s
or ‘1’s, which are turned into quantum bits (qubits) through
a quantum channel. The transmitting party uses a first
random number generator to randomly select one of two
possible polarization bases (‘+’, and ‘x’) for each transmit-
ted qubit. With BB84, if the basis is ‘+°, single photons are
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oriented at 0° (—) to transmit a ‘0, or at 90° (1) to transmit
a ‘1°. If the basis chosen is ‘x’, single photons are either
oriented at 45° () to transmit a ‘0’ or at 135° (=) to
transmit a ‘1°. The receiving party using a second random
number generator also selects a between the same polariza-
tion bases to determine how the polarization of each photon
will be measured.

[0039] After transmission, both communicating parties
share the respective positions of their bases to determine
which photons were transmitted and measured using the
same polarization basis (i.e., generated using the ‘X’ basis
and measured in the ‘X’ basis or generated using the ‘+’ basis
and measured in the ‘+” basis). When the basis used by both
parties is the same, the transmission should contain only a
very small number of errors, unless an eavesdropping party
disturbs the data. The portion of the stream transmitted with
mismatching bases is ignored, because the error rate is in the
50% range. As part of QKD protocols, the communicating
parties share a small portion of the content of the stream of
qubits transmitted with bases aligned to confirm the very
small number of errors and to verify that eavesdropping is
not disturbing the transmission. If the number of errors is
small enough, the communicating parties may assume that
the key distribution is secure. An example showing com-
munication between parties under BB84 is shown in FIG. 1.
[0040] FIG. 1 is a schematic illustrating communications
systems in which embodiments disclosed herein may be
practiced. In this example, communication system 100A acts
as the sender (“Alice”) and communication system 100B
acts the receiver (“Bob”). The communication systems
100A/B each have respective processing circuitry 110A/B,
memory 120A/B, communication interfaces 130A/B, and
transceivers 140A/B. Each system communicates sends and/
or receives information via its communication interface
140A/B. The communication interfaces 130A/B are coupled
to transceivers 140A/B which send signals over a commu-
nication channel 150. The processing circuitry 110B of
communication system 100B may optionally include secu-
rity circuitry 112B, for use with certain embodiments dis-
closed herein. Similarly, the memory 120A of communica-
tion system 100A may optionally store security data 122A
for use with certain embodiments.

[0041] Inembodiments of the communication system pro-
cessing circuitry 110A and 110B may include programmable
processors (e.g., microprocessors) capable of executing
computer executable instructions that may be stored in one
or more memories for example, memories 120A 120B.
Transceivers 140A and 140B may include one or more laser
sources, polarization controllers, filters, beam splitters, and
multiplexers/demultiplexers as will be described more fully
below. In the methods described below, it should be under-
stood that a programmable processor at a transmitter may
execute certain computer executable instructions stored in a
memory that cause the processor to execute method steps.
Additionally, a receiver will have a processor, which also
may execute instructions stored in a memory to cause the
receiver’s processor to perform certain method steps, such as
the ones described below.

[0042] FIG. 2 shows a block diagram of example systems
for single-wavelength and dual-wavelength QKD between a
sender “Alice” and a receiver “Bob” (e.g., the communica-
tion systems 100A and 100B of FIG. 1). In the upper
arrangement, a laser operating at 1550 nm, or any other
suitable photon source, generates photons which are polar-
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ized using a polarization control device according to a
suitable encoding scheme to represent information (e.g.,
digit values of bits, digit values of trits, etc.). As shown, a
variable optical attenuator may be used to adjust the number
of photons such that, ideally, only single photons are pro-
duced. The signal (i.e., one or more polarized photons) is
transmitted over a quantum channel (e.g., a polarization-
maintaining optical medium such as a polarization-main-
taining optical fiber). On the receiving end, the polarization
of the received photons may be adjusted as described below
before being routed to a detector, shown in this example as
a pair of photodiodes coupled to a polarization-sensitive
beam splitter.

[0043] Alice can send single photons to “Bob” and the
polarization states of those photons encode digital informa-
tion. In an example, Alice can generate a photon using a first
polarization basis with two possible states: horizontal polar-
ization and vertical polarization (this basis will be called the
rectilinear basis, or ‘+’). Alice can also generate a photon in
a basis that is rotated by 45° from the first basis (this basis
will be called the diagonal basis or ‘x’). In other words, the
horizontal and vertical polarization axes in the second basis
are rotated 45° respectively from the horizontal and vertical
polarization axes of the rectilinear basis. The conversion
between binary-encoded ternary values and photon polariza-
rions for this example is shown in Table I, below.

[0044] Each row of Table I corresponds to a possible bit
pair Each bit is transmitted as one or more photons with a
polarization axis defined by the choice of polarization basis
(“+’ or ’x”) and the value of the bit. The photon polarizations
for each bit pair are shown in the columns labeled “Rectin-
linear basis (‘+’)” and “Diagonal Basis (‘x*)”. For example
when the rectilinear basis is used, the bit value ‘0’ is
transmitted as photons polarized horizontally (denoted by
—) and the bit value ‘1’ is transmitted as photons polarized
vertically (denoted by —). The diagonal basis is rotated 45°
from the rectilinear basis. Thus, in the diagonal basis the bit
value ‘0’ is transmitted as photons polarized horizontally in
the rotated basis (denoted by ) and the bit value ‘1° is
transmitted as photons polarized vertically in the rotated
basis (denoted by « ). Because the polarization axes define
by the rectilinear basis are equally-weighted vector combi-
nations of those in the diagonal basis (and vice versa),
attempts to measure photons using the wrong measurement
basis will produce random results. For instance, if either © »°
photons or ‘=’ photons are measured using the ‘+’ basis, the
result will be either ‘—’ or ‘1’ in random fashion.

[0045] The system of FIG. 2 can be adapted to transmit
ternary or quaternary data by coding those values as bit
pairs, as in the non-limiting example of Table I below.

TABLE I
Rectilinear Diagonal
Bit Pair Basis (‘+7) Basis (X)
00 — — 2 2
01 — 1 i N
10 1 - s 7
11 1 1 N N

Table II below illustrates an example of transmitting and
receiving a bit stream consisting of eight binary-encoded
ternary values, or 8-bit pairs. Each column indicates a bit
pair belonging to the bit stream (ordered from 1 to 8). For
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each column the bit stream value to be transmitted is shown,
along with Alice’s choice of basis, Bob’s choice of basis,
and the resulting bit pair measured by Bob. The bit stream
in this example is (10, 01, 01, 11, 10, 10, 01, and 01). As
described above, the sender (“Alice”) and receiver (“Bob”)
each select a basis for each bit pair. When Alice’s basis and
Bob’s basis are the same, Bob measures the same values as
transmitted by Alice if there has been no eavesdropping.
However, when Alice and Bob randomly select different
bases, Bob measures a random value. Instances of errors are
shown in bold in Table II. Note that the process is not
deterministic; for example, if the 5th bit pair were sent
repeatedly using the same basis and measured repeatedly
using the same basis, Bob might measure any of the four
possible values of the bit pair. Note that when Alice’s basis
is aligned with Bob’s basis, Bob measures the same values
as those transmitted by Alice. However, when Alice’s basis
and Bob’s bases are misaligned, each received bit will be
measured randomly by the Bob as ‘0’ or ‘1°.

TABLE 1I

Transmitted: 10 01 01 11 10 10 01 10
Alice’s basis: + X + + X + X X
Bob’s basis: + X X + + X X +
Measured: 10 01 01 11 01 11 01 01
[0046] As described briefly earlier, quantum communica-

tion protocols can support the direct transmission of trits
across optical quantum channels. Previously described
embodiments can be modified to achieve similar advantages
by using a binary to ternary conversion, along with ternary
keys shared between the communicating parties.

[0047] One example of a system allowing native trans-
mission of trits involves transmitting photons with one of
three polarization axes which are vertical (polarization axis
of 90 degrees, ‘1’), horizontal (polarization axis of 0
degrees, ‘—’), or diagonal ( » or « ) relative to one of two
reference orientations such as those given by the two bases,
‘+’and “x’. In this example, Alice uses N photons to transmit
each trit and the value of the trit is represented by the number
of photons received by Bob. Note, however, that four photon
polarization axes (1, —, ~, ~ are available between the two
bases (‘x’ and ‘+’). When Alice and Bob communicate
without eavesdropping, Bob will always measure N, N/2, or
0 photons, corresponding to the three allowed trits. How-
ever, when Bob choses the correct basis and Eve intercepts
the communication using a basis which does not match
Alice’s, Bob’s measurements will be altered, including by
sometimes measuring N/4 photons. Even if Bob cannot
distinguish a change in the absolute number of photons, the
presence of Eve will also cause a change in the relative
number of photons Bob measured for each trit in certain
cases, ultimately allowing Bob to detect the presence of Eve.
Such a method can be sensitive to partial eavesdropping
when even only a fraction of the communication is inter-
cepted.

[0048] Table III illustrates the scheme ternary scheme
above illustrates the effect of eavesdropping in this scheme.
The values in the “Trit value” column indicate the possible
trit. The “Photon state” column indicates the photon polar-
ization corresponding to each trit value for each of Alice’s
two possible polarization basis choices. For each photon
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state, Table III has four columns, each corresponding to a
combination of polarizers for Bob and Eve. Instances where
the presence of Eve’s polarizer affects Bob’s measurements
are shown in bold. The columns are grouped by Bob’s
polarizer choice. There are two columns for each of Bob’s
two possible choices (0° and 45°), one where Eve’s choice
matches Bob’s, and one where Eve’s choice does not match
Bob’s.
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Trgl and Trg2, as shown, to produce a laser output. In a
preferred embodiment, source 505a operates at 1550 nm and
source 5105 operates at 1310 nm, but these two wavelengths
should not be considered limiting.

[0052] The output of each source may be coupled into a
polarization preserving fiber, for example, a single mode
fiber, by fiber couplers as shown. Preferably, an output fiber
from each source 5054,5 is then coupled to a pair of isolators

TABLE III
Bob’s Polarizer
Bob Bob
Chooses 0° Chooses 45°
Trit  Photon Eve’s Eve Eve Eve Eve
value state Polarizer ~ Chooses 0°  Chooses 45° Chooses 45° Chooses 0°
Alice’s Alice - - N N/4 N/2 N/2
Polarizer  Chooses ‘0’ A N/2 N/2 N N
0°(+)  + 1 0 N/4 N2 N2
Alice - N N/2 N/2 N N/4
Chooses ‘0’ 1 0 0 N/2 0
45° (x) + ” N2 N2 0 N/4
[0049] For the single-wavelength schemes described 510a,b, operable to suppress retro-reflections back into the

above, it will be appreciated that when one photon is used
as a qubit, it is possible for Alice and Bob to communicate
by transmitting and measuring single photons. However, if
photons are used as described above, and illustrated by Table
111, at least two photons must be sent per trit in order for Bob
to unambiguously distinguish between the three possible
digit values denoted by {-, ‘0’, +}.

[0050] As shown in the lower portion of FIG. 2, an
additional light source may be added to support QKD
schemes that use ternary values and beyond. Some such
schemes, as described below, may be used to eliminate the
need for Bob to count photons, rendering so-called photon-
number splitting attacks that rely intercepting a portion of
the photons sent by Alice for each unit of information and
passing the rest on unaltered, ineffective. In the lower
example of FIG. 2, the laser of the upper arrangement is
augmented with a second laser, operating at 1310 nm in this
example, or any other suitable photon source, that generates
photons at 1310 nm. Both light sources may be coupled to
single channel using a wavelength division multiplexing
(WDM) and may be demultiplexed at the receiving end
where they are routing to separate detectors. In this example,
each detector includes a polarization control device coupled
to a polarization-sensitive beamsplitter coupled to two pho-
todiodes. It will be appreciated that the arrangement of FIG.
2 may be extended to support n-wavelength transmission
with the addition of additional laser sources and polarization
control devices at Alice’s end, and the addition of additional
detectors at Bob’s end.

[0051] FIG. 5 illustrates an exemplary hardware environ-
ment (i.e., a transmitter) for Alice’s side (i.e., a transmission
side) of a communication arrangement usable with certain
inventive embodiments. The arrangement of FIG. 5 is simi-
lar to the dual-laser arrangement described above with
respect to FIG. 2. In the arrangement of FIG. 5, a first photon
source 505a operating at a first wavelength, and a second
photon source 5055 operating at a second wavelength are
provided. In the example of FIG. 5, these sources are
preferably lasers which may be triggered by trigger signals

lasers which might result in instability. The output fibers
may then be provided to a pair of polarization controllers
515a,b, which are usable to condition the polarization state
of the outputs of the lasers have an appropriate polarization
state to provide as input to a polarization state generator
(520,ab). In the example of FIG. 5, polarization controllers
515a,b are passive devices (e.g., paddle-type polarization
controllers) that can be used to set the output polarization
state of light on fibers that transit the devices. In certain
embodiments, the intrinsic output of lasers 505aq,5 is linearly
polarized, and may be provided directly as input to polar-
ization state generators 520a,b. In a preferred embodiment,
the combination of the laser (e.g., one of 5054,6) and a
polarization controller (515a,5) results in linearly polarized
output light having a predetermined polarization axis select-
able by adjusting the controller. The resulting polarized
optical signals are then routed by fibers to a pair of pro-
grammable polarization state generators 520q,b, usable to
selectively rotate the angle of light having a received input
polarization by a predetermined amount. Signals on both
legs of the transmitted of FIG. 5 may then be provided to a
wavelength division multiplexer 525 for wavelength com-
bination onto a single transmission output fiber, or other
optical transmission conduit, which may include free
speech.

[0053] In the environment of FIG. 5, unillustrated attenu-
ators may be incorporated, preferably immediately down-
stream of the lasers 5054, 5, in order to set the average power
output of the lasers, and the lower the means of the laser’s
Poisson distributions, as described below.

[0054] FIG. 6 shows an exemplary hardware environment
(i.e., a receiver) for Bob’s side (i.e., a receiver side) of a
communication arrangement usable with certain inventive
embodiments. In the receiver of FIG. 6, an optical trans-
mission channel (e.g., a fiber) provides an optical signal. The
signal is optionally subject to polarization filtering or a
predetermined change of polarization state, for example, by
providing the signal to a polarization controller. Because the
signal has originated with Alice’s multi-wavelength trans-



US 2024/0346134 Al

mitter depicted in FIG. 6, the signal is provided to a
wavelength division demultiplexer, which outputs two
fibers, one for each of the input wavelengths (i.e., 1550 nm
and 1310 nm). The signal having a first of two wavelengths
is routed to a detector assembly capable of selectively
detecting signals having either a + or a X basis. In the
example of FIG. 6, this may be accomplished with a
controllable polarization switch (6154,5), being switchable
with an input signal indicating a polarization basis, and a
single quantum detector, with input channels corresponding
to linearly polarized light of various angular orientations
(620).

[0055] It is known that the probability function governing
the probability of photon emission with a single laser pulse
may be modeled as a device-specific Poisson distribution.
For a two-laser system such as disclosed in FIG. 5, there will
be a mismatch between the means of the Poisson distribu-
tions of the two lasers (_Al=p_A2). It would be difficult to
exactly match the means of the two lasers, and the mismatch
between two devices will generally remain stable. A laser’s
Poisson distribution is a representation of the statistical
output of the probability that a certain number of photons
will be emitted at each pulse (i.e.,, in response to each
trigger). The mean of the Poisson distribution is the average
number of photons emitted by the laser per pulse (average
power). The Poisson distribution is determined by the laser,
cavity, and any photonic devices connected to the laser
before the transmission into the fiber (e.g., attenuators).
Difficult to replicate precisely, but not a physically unclon-
able parameter because the Poisson distribution can be
varied with variable optical attenuators in the laser/optical
system. This means that each laser device will have its own
average photon transmission number, that relates to the
mean of its own Poisson distribution. The difference,
expressed for example as a percent difference, between the
photon transmission rates of each of a transmitter’s sources
will be constant, on average, if each source is being triggered
at the same rate. The mismatch in the photon transmission
rates can be used to detect a PNS attack according to a
number of different embodiments. In a first embodiment,
Bob knows, a priori, the means of the Poisson distributions
of Alice’s sources, or the difference between the means, and
with this information Bob computes an expected photon
transmission rate for both of Alice’s sources, and/or the
difference between them. The difference may be calculated
as a percentage (e.g., a first source’s photon transmission
rate expressed as a percentage of the second source’s rate).
In another embodiment, Bob measures historical data on the
photon transmission rate of each of Alice’s sources, and/or
the difference between then. In this second embodiment,
Bob’s characterization of Alice’s transmission rate should
preferably be done in a secure environment, with minimal
transmission losses and one known to be free from eaves-
droppers, before the Bob device may be deployed into a
hostile environment where an eavesdropper may be present.

[0056] It will be appreciated that Bob is incapable of
directly determining Alice’s photon transmission number
(i.e., photons per pulse or per packet), because the optical
transmission channel between Bob and Alice will be lossy.
Alice will generate many more photons than Bob will
receive. Indeed, the photon reception rate on Bob’s side is
likely to be orders of magnitude below the transmission rate
on Alice’s side (Bps v. Gbps), and for each pulse or packet,
Bob is likely to receive fewer photons. However, channel
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loses should be relatively consistent and stable over time
(and relatively spectrally flat for suitably chosen wave-
lengths). While channel losses may vary to some degree for
each wavelength, they will not change rapidly over time
absent photon interception or some malfunction in the
channel. This means that by measuring the difference in his
photon reception rate between wavelength channels, Bob
can derive a figure that is proportional to the difference in the
photon transmission rate on Alice’s side, absent some inter-
ference. This figure may be compared by Bob with an
historical average (an increase in the difference in the photon
reception rates indicating the presence of an eavesdropper
on the channel), or it may be compared with an expected
figure provided to Bob previously in a secure environment,
or measured in a secure environment.

[0057] It should be understood that the difference between
the photon reception rates at the receiver (Bob) for signals
of each wavelength will be proportional to the difference in
the means of the Poisson distributions for each of the
transmitter’s photon sources (i.e., lasers). Thus, in certain
embodiments, the receiver (Bob) may receive information
on the difference in the means of the Poisson distributions of
the transmitter’s lasers. This may be expressed as a percent-
age. This information may be conveyed to Bob in a secure
environment. Bob may then monitor the photon receive rates
on each of his wavelength channels, compute a difference,
normalize that difference as a percentage, and then compare
that percent difference with the percent difference between
the Poisson means for the transmitter sources. When the
measured photon receive rate difference varies from (e.g.,
exceeds) the Poisson mean difference by some predeter-
mined threshold, Bob may conclude that there is an eaves-
dropper intercepting photons on one of the wavelength
channels. The result of this conclusion may be an alert
condition, where Bob stops a key exchange or other com-
munication process with Alice. Alternatively, Bob may alert
Alice, and Alice may take some alert action such as refusing
further communication with Bob. Alice may shut down
communication on just the wavelength channel where pho-
tons are being intercepted (but this is not preferred as both
wavelength signals will generally share the same physical
channel, i.e, the fiber).

[0058] In alternative embodiments, Bob may send to Alice
information on the percent difference of the photon receive
rate between two channels, and Alice may perform the
threshold comparison step rather than Bob.

[0059] Thus, by continually monitoring the difference in
the photon reception rate as between the two wavelength
channels (which should be consistently proportional to dif-
ference in the photon transmission rates as between the
transmitter’s two sources), Bob can detect changes in the
percent difference, which will indicate the presence of an
eavesdropper on the line intercepting photons. During a PNS
attack, an eavesdropper blocks all single photon transmis-
sions and only allows multi-photon transmissions to pass.
The transmission rate on each channel is decreased by the
number of single photon emissions times the probability of
a single photon transmission being received. Thus, a PNS
attack will lower the transmission rate of both wavelengths,
which will ordinarily cause a small change in transmission
rate of each channel, which could be attributed to other
things and ignored. However, the attack will lower the
transmission rate of the lower power (longer) wavelength by
a higher percentage. That is, the PNS attack will block a



US 2024/0346134 Al

higher percentage of single photon emissions from the less
energetic wavelength source than from the more energetic
source. Thus, the difference in the two transmission rates
(and therefore the reception rates) increases significantly
during a PNS attack. This difference is calculated and shown
in FIG. 8. When there is no eavesdropping, the percent
difference between the two wavelengths remains constant,
and is the same as the percent difference in the means of the
Poisson distributions of the two lasers, which is information
that may be given to Bob, securely, and known a-priori.
[0060] The calculated transmission rates and percent dif-
ference in the transmission rates for the two wavelengths for
both undisturbed transmission and transmission during a
PNS attack is summarized in FIG. 8. First wavelengthl was
assumed to have a Poisson mean of 0.2. The probability of
0, 1, 2, 3, 4, and 5 photons was calculated based on Poisson
statistics.

"
Pn) = 'u—e’“
n!

[0061] The probability of transmission (T) was estimated
to be 1 ppm or 107° for a single photon. For two photons the
probability of transmission would double to 2 ppm. The total
probability of transmission of the system when a PNS attack
is not occurring was calculated to be:

5
Tondisuursed = ) PODT,

n=1

[0062] The probability of transmission during a PNS
attack when all single photon transmissions are blocked is:

5
Tpys = ZP("’)Tn
=2

[0063] The percent differences in the two wavelengths
transmission rates were calculated by:

Thaup — Taup
Tuup

% diffyy, = «100%
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% diffpys = +100%
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[0064] The results are tabulated in FIG. 8 and clearly show
that during a PNS attack the percent difference in the
transmission rates of the two wavelengths consistently
nearly doubles across a range of percent mismatch in the
means of the Poisson distributions of the two lasers.

[0065] It will be appreciated that the PNS detection
scheme described above requires the use of at least two
wavelengths, so that the photon reception rate as between
them can be monitored for an increase and/or for deviation
from the Poisson means of the sources. In QKD schemes
encoding binary, multiple wavelengths are not necessary.
Other schemes involving encoding ternary and quaternary
data using multiple wavelength QKD arrangements have
been proposed, for example, in U.S. patent Ser. No. 16/951,
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760 entitled “Secure Multi-state Quantum Key Distribution
With Wavelength Division Multiplexing”, the entirety of the
disclosure of which is incorporated herein by reference in its
entirety. The methods set forth in this disclosure are com-
patible with the multi-wavelength schemes set forth in that
application. Moreover, even for binary encoding, the use of
more than one wavelength source permits the sending of null
or decoy pulses, which are not necessary for key generation
but are useful for detecting intercepted photons according to
the methods described above. An exemplary protocol is set
forth in FIG. 7. In the example of FIG. 7, one of the two
wavelength channels may be reserved as a decoy channel, or
both can be used to send decoy pulses on an alternating
basis. These decoy states are available during all signal
transmissions. The decoy states are similar to vacuum decoy
states in a conventional decoy state protocol. The difference
is that in a conventional decoy state protocol, the vacuum
decoy states are inserted into the data stream at random
intervals and transmission statistics for the vacuum decoy
states are monitored to detect changes that indicate eaves-
dropping. In the protocol of FIG. 7, decoy states are being
used to monitor for these changes continuously. Addition-
ally, in the FIG. 7 protocol, Alice is not required to change
the power output on the laser between the vacuum state level
and the transmission level. Any time Alice changes her laser
power levels, it is highly unlikely that the laser will return
to the exact same power level after the change. Changing the
power level of the laser slightly will affect the transmission
statistics. It is the transmission statistics that are being
monitored in a conventional decoy state protocol; changing
the laser power level introduces error into the transmission
statistics. In contrast, the FIG. 7 protocol keeps both lasers
at a consistent power which eliminates that source of error.

[0066] It should be understood that although example
embodiments discussed above have particular features, the
invention disclosed herein is not limited to a specific imple-
mentation of those features. For instance, various examples
describe particular encodings that map polarization states to
digit values. However, any suitable encodings may be used.
Various examples use specific wavelengths or particular
photon-generation and detection devices. However, any suit-
able devices may be used. For instance, a laser and variable
optical attenuator may be replaced by an actual single
photon source. In addition, although some examples men-
tion the use of single photons, some embodiments may use
multiple identical are substantially identical photons to
represent a unit of information such as a bit, trit, or quater-
nary digit and the like.

[0067] While the exemplary embodiments set forth above
are directed to two wavelength sources, the method dis-
closed herein may be extended to transmitters having
n-wavelength sources, where n is more than two. In such
systems, the differences between photon transmission rates
(and the corresponding photon receive rates) between pairs
of sources may be used to detect photon interceptions and
the presence of an eavesdropper. Additionally, while in the
examples set forth above, the receiver detects an increase in
difference between the photon transmission rates of the
transmitters two sources, alternative embodiments, the
receiver sends data regarding the difference in the photon
receive rates to the transmitter, which then determines that
the receive rate difference is higher than expected. In these
embodiments, the transmitter, rather than the receiver, may
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take some alert action, such as shutting down the commu-
nication channel with the receiver.

What is claimed is:

1. A method of detecting eavesdropping in a quantum key
distribution system, comprising, at a receiver:

receiving a first signal from a transmitter, the first signal

comprising a first series of photons of a first wave-
length, each photon having a polarization state encod-
ing data according to a QKD protocol;
receiving a second signal from the transmitter, the second
signal comprising a second series of photons of a
second wavelength, each photon having a polarization
state encoding data according to the QKD protocol;

determining, from the received first signal, a first photon
receive rate of photons of the first wavelength;

determining, from the received second signal, a second
photon receive rate of photons of the second wave-
length;

determining, from the first and second photon receive

rates, a percent difference in a photon receive rate
between the first and second signals;

comparing the determined percent difference in the pho-

ton receive rate between the first and second signals to
an expected percent difference in a photon receive rate
between the first and second signals;

on the basis of the comparison, determine whether an

eavesdropper is intercepting photons sent to the
receiver.

2. The method of claim 1, wherein the expected percent
difference in photon receive rate between the first and
second signals is determined by the receiver based on
historical data measured by the receiver.

3. The method of claim 1, wherein the expected percent
difference in photon receive rate between the first and
second signals is received by the receiver from the trans-
mitter.

4. The method of claim 1, wherein the receiver derives the
expected percent difference in photon receive rate between
the first and second signals on the basis of information
regarding a photon transmission rate of a first laser source at
the transmitter transmitting the first signal, and a second
laser source at the transmitter transmitting the second signal.

5. The method of claim 4, wherein the information
regarding the photon transmission rate of the first and
second laser sources includes information on a first mean of
a Poisson distribution of the first laser source and a second
mean of a Poisson distribution of the second laser source.

6. The method of claim 5, wherein the receiver computes
the expected percent difference in photon receive rate
between the first and second signals on the basis of a percent
difference between the first and second means.

7. The method of claim 1, wherein the receiver determines
the presence of an eavesdropper if the determined percent
difference in photon receive rate varies from the expected
percent difference in photon receive rate by a predetermined
value.

8. The method of claim 1, wherein, in the event the
receiver determines that there is an eavesdropper intercept-
ing photons, the receiver takes an alert action comprising
one of: refusing further communication with the transmitter
or sending an alert message to the transmitter.

9. The method of claim 1, wherein the QKD protocol is
BB84.

Oct. 17,2024

10. The method of claim 1, wherein the receiver con-
structs an encryption key out of a bitstream received within
the first signal, but not the second signal.

11. A receiver configured for detecting eavesdropping in
a quantum key distribution system, comprising, a program-
mable processor in electronic communication with a
memory storing computable readable instructions that, when
executed by the programmable processor, are operable to
cause the processor to:

receive a first signal from a transmitter, the first signal

comprising a first series of photons of a first wave-
length, each photon having a polarization state encod-
ing data according to a QKD protocol;
receive a second signal from the transmitter, the second
signal comprising a second series of photons of a
second wavelength, each photon having a polarization
state encoding data according to the QKD protocol;

determine, from the received first signal, a first photon
receive rate of photons of the first wavelength;

determine, from the received second signal, a second
photon receive rate of photons of the second wave-
length;

determine, from the first and second photon receive rates,

a percent difference in a photon receive rate between
the first and second signals;

compare the determined percent difference in the photon

receive rate between the first and second signals to an
expected percent difference in a photon receive rate
between the first and second signals;

on the basis of the comparison, determine whether an

eavesdropper is intercepting photons sent to the
receiver.

12. The receiver of claim 11, wherein the expected percent
difference in photon receive rate between the first and
second signals is determined by the processor on the basis of
historical data measured by the receiver.

13. The receiver of claim 11, wherein the expected percent
difference in photon receive rate between the first and
second signals is received by the processor from the trans-
mitter.

14. The receiver of claim 11, wherein the processor
derives the expected percent difference in photon receive
rate between the first and second signals on the basis of
information regarding a photon transmission rate of a first
laser source at the transmitter transmitting the first signal,
and a second laser source at the transmitter transmitting the
second signal.

15. The receiver of claim 14, wherein the information
regarding the photon transmission rate of the first and
second laser sources includes information on a first mean of
a Poisson distribution of the first laser source and a second
mean of a Poisson distribution of the second laser source.

16. The receiver of claim 15, wherein the processor
computes the expected percent difference in photon receive
rate between the first and second signals on the basis of a
percent difference between the first and second means.

17. The receiver of claim 11, wherein the processor
determines the presence of an eavesdropper if the deter-
mined percent difference in photon receive rate varies from
the expected percent difference in photon receive rate by a
predetermined value.

18. The receiver of claim 11, wherein, in the event the
processor determines that there is an eavesdropper intercept-
ing photons, the processor takes an alert action comprising
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one of: refusing further communication with the transmitter
or sending an alert message to the transmitter.

19. The receiver of claim 11, wherein the QKD protocol
is BB84.

20. The receiver of claim 1, further including instructions
operable to cause the processor to construct an encryption
key out of a bitstream received within the first signal, but not
the second signal.
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