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ADAPTIVE MONITORING AND FIG . 4 illustrates a state diagram generally showing one 
PROCESSING OF NEW DATA FILES AND embodiment of a general overview of state changes of an 
CHANGES TO EXISTING DATA FILES item ; 

FIG . 5 illustrates a logical flow diagram generally show 
TECHNICAL FIELD 5 ing one embodiment of an overview process for determining 

how often to schedule an item for an evaluation for a 
The present invention relates generally to monitoring files possible change ; 

and other items from various computing systems and , more FIG . 6 illustrates a logical flow diagram generally show 
particularly , but not exclusively to determining how often to ing one embodiment of a process for evaluating an item for 
schedule an item for evaluation for a possible change to the 
item based on whether the item possibly changed and further FIG . 7 illustrates a logical flow diagram generally show 

ing one embodiment of a process for dynamically schedul based on a backlog of other items for evaluation that may ing an item for re - evaluation for a possible change ; have delayed evaluation of the item . FIG . 8 illustrates a logical flow diagram generally show 
15 ing one embodiment of a process for processing items in a BACKGROUND READ _ DIR state ; 

FIG . 9 illustrates a logical flow diagram generally show Today , many companies perform business - related activi ing one embodiment of a process for processing items in a ties on computer systems , networks , or the like , which can NOTIFY state ; 
range from a single computer for a small company to a 20 FIG . 10 illustrates a logical flow diagram generally show 
hierarchy of servers and a plurality of user computer nodes ing one embodiment of an overview process for determining 
for a large corporation . Business - related activities create the if an item is a new or existing item : 
backbone of a company ' s information technology ( IT ) FIG . 11 illustrates a logical flow diagram generally show 
operation , and can include almost any computer use , from ing one embodiment of a process for determining if an item 
sending and receiving emails , to creating and storing docu - 25 is new or existing depending on its size ; 
ments , hosting web sites , facilitating online transactions , or FIG . 12 illustrates a logical flow diagram generally show 
the like . Therefore , any system errors or failures that are not ing one embodiment of a process for determining if an item 
quickly detected and resolved can percolate throughout the is new or existing depending on if the item was compressed ; 
system and can cause great financial hardship to a company . FIG . 13 illustrates a logical flow diagram generally show 
Thus , it is desirable that troubleshooting system errors be 30 ing one embodiment of a process for determining if an item 
fast and efficient . Similarly , a company may want to monitor is new or existing depending on an identifier collision ; 
the performance of its computer systems and networks to FIG . 14 illustrates a logical flow diagram generally show 
prevent errors from occurring , as well as to look for ineffi - ing one embodiment of a process for determining if a new 
ciencies in its system for improvement . or existing item is to be deferred ; and 

Troubleshooting errors and monitoring system perfor or . 35 FIG . 15 illustrates a logical flow diagram generally show 
ing one embodiment of a process for determining if addi mance generally involves analyzing large amounts of data . tional data was written a previously deferred item . As noted above , the financial hardship caused by a system 

error can sometimes increase as the time to detect and DETAILED DESCRIPTION resolve the error increases . Thus , it may be beneficial to 40 
monitor data for changes at or near real time to minimize any Throughout the specification and claims , the following 
impacts caused by an error . However , near real time moni terms take the meanings explicitly associated herein , unless 
toring can be difficult , especially as the amount of data the context clearly dictates otherwise . The phrase " in one 
increases . Generally , the more data to be monitored , the embodiment ” as used herein does not necessarily refer to the 
longer it may take to check all of the data . In some instances , 45 same embodiment , though it may . Furthermore , the phrase 
latency between checks may exponentially increase with an " in another embodiment ” as used herein does not necessarily 
increase in the amount of data that is being monitored . Thus , refer to a different embodiment , although it may . Thus , as 
it is with respect to these considerations and others that the described below , various embodiments of the invention may 
present invention has been made . be readily combined , without departing from the scope or 

50 spirit of the invention . 
BRIEF DESCRIPTION OF THE DRAWINGS In addition , as used herein , the term “ or ” is an inclusive 

“ or ” operator , and is equivalent to the term “ and / or , " unless 
Non - limiting and non - exhaustive embodiments of the the context clearly dictates otherwise . The term “ based on ” 

present invention are described with reference to the fol - is not exclusive and allows for being based on additional 
lowing drawings . In the drawings , like reference numerals 55 factors not described , unless the context clearly dictates 
refer to like parts throughout the various figures unless otherwise . In addition , throughout the specification , the 
otherwise specified . meaning of “ a , " " an , ” and “ the ” include plural references . 

For a better understanding of the present invention , ref - The meaning of “ in ” includes “ in ” and “ on . ” 
erence will be made to the following Detailed Description , As used herein , the term “ file ” refers to a named collec 
which is to be read in association with the accompanying 60 tion of related data that appears to a user as a single , 
drawings , wherein : contiguous block of information and that is retained in 

FIG . 1 is a system diagram of an environment in which computer storage . A directory is a special type of file that 
embodiments of the invention may be implemented ; may contain a list of file names and / or directory names and 

FIG . 2 shows an embodiment of a client device that may a corresponding data structure for each file and directory that 
be included in a system such as that shown in FIG . 1 ; 65 it appears to contain . 

FIG . 3 shows an embodiment of a network device that As used herein , the term " item ” refers to a structured 
may be included in a system such as that shown in FIG . 1 ; collection of related data produced by a computing system . 
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Such items include , for example , a file , a directory , a socket , As used herein , the phrase " unresolved identifier ” refers 
queue , or the like . Other collections of related data may also to one or more identifiers of an item that are identical to 
be identified to be an item produced by a computing system , corresponding identifiers of another item , such that the item 
and thus , the above should be construed to be a non - limiting , may be indistinguishable from the other item as being a new 
non - exhaustive example of items that may be considered . In 5 or existing item . 
some embodiments , an item may have a beginning of the As used herein , the phrase “ NO _ ACTION state ” refers to 
item and an end of the item . The beginning of the item may a condition of an item , where the item is defined as no longer 
refer to a first byte of data that is logically read from the item anticipating a state change , based in part on an unresolved 

identifier , or the like . As noted , other configurations and and the end of the item may refer to a last byte of data that 10 representations of item states are also envisaged , and thus , is logically read from the item . the states of an item are not limited by a particular imple Items may be considered to have or to reside within a state mentation structure and / or configuration . or condition , such as those described in more detail below . The following briefly describes the embodiments of the In one embodiment , an item is considered to be in one state invention in order to provide a basic understanding of some 
at a time . Thus , indications that an item is identified in a 15 led in a 15 aspects of the invention . This brief description is not given state , implies that the item is not in another state . Thus , intended as an extensive overview . It is not intended to states may , in one embodiment , be mutually exclusive . identify key or critical elements , or to delineate or otherwise 

In some embodiments , a tag , flag , pointer , or other iden narrow the scope . Its purpose is merely to present some 
tifier may be associated with the item indicating the state in concepts in a simplified form as a prelude to the more 
which the item may be considered to reside . In other 20 detailed description that is presented later . 
embodiments , a queue , list , or other structure may be used Briefly stated , embodiments are directed towards a 
to manage items in a given state . For example , in one dynamic change evaluation mechanism , whereby items hav 
embodiment , as an item is identified in a particular state , the ing a detected possible change are scheduled for re - evalu 
item may be considered to be moved onto a queue , list , or a tion for possible changes at a higher frequency than items 
other structure associated with that state . In one embodi - 25 detected to not have previously changed , while those items 
ment , a tag , identifier , flag , or the like , associated with the detected as not to have changed are dynamically scheduled 
item may be moved to the queue , or structure , rather than the for re - evaluation based , in part , on a measure of a backlog 
item itself . In one embodiment , such structure might be of other items scheduled for evaluation that may have 
organized as a First In / First Out ( FIFO ) structure . However , delayed evaluation of the item . As used herein , the measure 
other structures may also be employed . In still another 30 of this backlog is referred to as an “ evaluation backlog ” . In 
embodiment , a tag , identifier , flag , or the like , may be one embodiment , a possible change to an item may be 
modified to identify a change in a state of an associated item . detected based on detecting a change to metadata associated 
As used herein , the phrase " TIMEOUT state ” refers to a with the item , such as a change in a timestamp metadata 

condition of an item , where the item is identified to be associated with the item . 
waiting to be scheduled for evaluation for a possible change . 35 In one embodiment , scheduling each item for evaluation 
In some embodiments , as noted above , items and / or a related for a possible change may be based on an assigned expira 
identifier for the items in the TIMEOUT state may reside on tion time . The expiration time may be set initially based on 
( or within ) a queue of items , with each item in the queue a variety of criteria , including based on a time value that is 
being in the TIMEOUT state . In one embodiment , a tag , directed towards seeking to re - evaluate changed items for 
pointer , data field , or other information may indicate an 40 other changes at or near real - time . When the item is evalu 
expiration time associated with the item indicating when the ated , a new expiration time is assigned to the item based on 
item has ' timed - out , ' and is therefore available for a possible whether a possible change is detected or not . In one embodi 
state change . ment , if no change is detected , then the item may be assigned 
As used herein , the phrase “ STAT state ” refers to a a new expiration time as a function of a previous expiration 

condition of an item , where the item is identified to be 45 time and on an evaluation backlog that represents a backlog 
waiting to be evaluated for a possible change to the item . In of items that may have delayed evaluation of the item . In one 
one embodiment , items may be in a defined order or embodiment , the evaluation backlog may be based , in part , 
sequence in the STAT state . In some embodiments , items in on a time from when an item is assigned an expiration time 
the STAT state may be considered to reside within a STAT to when the item is evaluated for a possible change . In some 
queue of items . In one embodiment , the STAT state ( or 50 embodiments , the new expiration time may be greater or less 
queue ) may be a first - in , first - out ( FIFO ) queue . However , as than the previous expiration time depending on the evalu 
noted above for the TIMEOUT state , other structures , and ation backlog . In another embodiment , if a possible change 
configurations are also envisaged . is detected , then the item may be further processed before it 

As used herein , the phrase " NOTIFY state ” refers to a is scheduled for re - evaluation . In one embodiment , the 
condition of an item , where the item is identified to be 55 possibly changed item may be assigned a new expiration 
waiting to be processed , such as , but not limited to , deter - time that is independent of the evaluation backlog . For 
mining if the item is a new or existing item and processing example , in one embodiment , an item that is detected to have 
a change in the item . In some embodiments , items consid - changed may be assigned a new expiration time that seeks 
ered to be in the NOTIFY state may be considered to reside to increase a frequency of re - evaluating the item over 
on or within a NOTIFY queue of items , each item in the 60 evaluating other items that did not change . 
queue being within the NOTIFY state . In one embodiment , As described in more detail below , items may be evalu 
the NOTIFY state ( or queue ) may be a FIFO queue . ated to detect a possible change . Possible changes to an item 

As used herein , the phrase " READ _ DIR state ” refers to a may be based , in one embodiment , on detecting a change to 
condition of an item that is a directory , where the directory selected metadata associated with the item . For example , in 
is identified to be waiting to be processed , such as , but not 65 one embodiment , a creation time , item size , or other meta 
limited to , reading the directory to determine if there is a data , might be detected to have changed from when the item 
change to the directory . was previously evaluated for a possible change . Items iden 
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tified to have a possible change may be further evaluated to and / or to receive requests for items , or the like . However , the 
determine if the item actually changed . For example , content client application need not be limited to merely providing 
of the item might be evaluated to determine whether the items , and may also provide other information , and / or 
content of the item changed . In some instances , the selected provide for a variety of other services , including , for 
metadata may have changed , but the content of the item did 5 example , monitoring for items within and / or between client 
not change . In such instances , the item may be identified to devices . 
have not changed . However , if the content of the item is The client application may further provide information 
determined to have changed , in one embodiment , this may that identifies itself , including a type , capability , name , and 
be sufficient to indicate that the item is changed . That is , a the like . Such information may be provided in a network 
possible change to an item based on metadata analysis , does 10 packet , or the like , sent between other client devices , 
not necessarily indicate that the item actually changed , ICNDD 109 , or other computing devices . 
although it might have . Moreover , as described in more Network 107 is configured to couple network devices 
detail below , an item may be determined to have changed or with other computing devices , including , ICNDD 109 , and 
have not changed based on further evaluation of various client devices 101 - 103 . Network 107 is enabled to employ 
characteristics of the item , including a hash associated with 15 any form of computer readable media for communicating 
the item , an item size , a name of the item , or the like . information from one electronic device to another . Also , 

Items that have been determined to have changed may network 107 can include the Internet in addition to local area 
then be employed to troubleshoot and / or monitor the per - networks ( LANs ) , wide area networks ( WANs ) , direct con 
formance of a computing system that is providing the items . nections , such as through a universal serial bus ( USB ) port , 
In some embodiments , such troubleshooting and monitoring 20 other forms of computer - readable media , or any combina 
may include detecting and / or resolving system errors , deter tion thereof . On an interconnected set of LANs , including 
mining opportunities to improve system performance , or the those based on differing architectures and protocols , a router 
like . acts as a link between LANs , enabling messages to be sent 
Illustrative Operating Environment from one to another . In addition , communication links 

FIG . 1 shows components of one embodiment of an 25 within LANs typically include twisted wire pair or coaxial 
environment in which the invention may be practiced . Not cable , while communication links between networks may 
all the components may be required to practice the inven - utilize analog telephone lines , full or fractional dedicated 
tion , and variations in the arrangement and type of the digital lines including T1 , T2 , T3 , and T4 , and / or other 
components may be made without departing from the spirit carrier mechanisms including , for example , E - carriers , Inte 
or scope of the invention . As shown , system 100 of FIG . 1 30 grated Services Digital Networks ( ISDNs ) , Digital Sub 
includes local area networks ( “ LANs ” ) / wide area networks scriber Lines ( DSLS ) , wireless links including satellite links , 
( “ WANs ” ) - ( network ) 107 , client devices 101 - 103 , and or other communications links known to those skilled in the 
Item Change Notification and Detection Device ( ICNDD ) art . Moreover , communication links may further employ any 
109 . of a variety of digital signaling technologies , including 
One embodiment of client devices 101 - 103 is described in 35 without limit , for example , DS - O , DS - 1 , DS - 2 , DS - 3 , DS - 4 , 

more detail below in conjunction with FIG . 2 . Generally , OC - 3 , OC - 12 , OC - 48 , or the like . Furthermore , remote 
however , client devices 101 - 103 may include virtually any computers and other related electronic devices could be 
computing device capable of communicating over a network remotely connected to either LANs or WANs via a modem 
to send and receive information , including items , performing and temporary telephone link . In one embodiment , network 
various online activities , offline actions , or the like . In one 40 107 may be configured to transport information of an 
embodiment , one or more of client devices 101 - 103 may be Internet Protocol ( IP ) . In essence , network 107 includes any 
configured to operate within a business or other entity to communication method by which information may travel 
perform a variety of services for the business or other entity between computing devices . 
For example , client devices 101 - 103 may be configured to Additionally , communication media typically embodies 
operate as a web server , an accounting server , a production 45 computer - readable instructions , data structures , program 
server , an inventory server , or the like . However , client modules , or other transport mechanism and includes any 
devices 101 - 103 are not constrained to these services and information delivery media . By way of example , commu 
may also be employed , for example , as an end - user com nication media includes wired media such as twisted pair , 
puting node , in other embodiments . Further , it should be coaxial cable , fiber optics , wave guides , and other wired 
recognized that more or less client devices may be included 50 media and wireless media such as acoustic , RF , infrared , and 
within a system such as described herein , and embodiments other wireless media . 
are therefore not constrained by the number or type of client In some embodiments , network 107 may be further con 
devices employed . figurable as a wireless network , which may further employ 

The set of such devices may include devices that typically a plurality of access technologies including 2nd ( 2G ) , 3rd 
connect using a wired or wireless communications medium 55 ( 3G ) , 4th ( 4G ) generation radio access for cellular systems , 
such as personal computers , servers , multiprocessor sys - WLAN , Wireless Router ( WR ) mesh , and the like . In one 
tems , microprocessor - based or programmable consumer non - limiting example , network 107 , when configured as a 
electronics , network PCs , or the like . In one embodiment , at wireless network , may enable a radio connection through a 
least some of client devices 101 - 103 may operate over wired radio network access such as Global System for Mobile 
and / or wireless network . In some embodiments , client 60 communication ( GSM ) , General Packet Radio Services 
devices 101 - 103 may include virtually any portable com ( GPRS ) , Enhanced Data GSM Environment ( EDGE ) , Wide 
puting device capable of receiving and sending a message band Code Division Multiple Access ( WCDMA ) , and the 
over a network , such as network 107 . 

Client devices 101 - 103 also may include at least one other One embodiment of ICNDD 109 is described in more 
client application that is configured to receive and / or send 65 detail below in conjunction with FIG . 3 . Briefly , however , 
data , including items , between another computing device . ICNDD 109 includes virtually any network device usable to 
The client application may include a capability to provide operate to receive and / or analyze items from client devices 

like . 
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101 - 103 . ICNDD 109 may , for example , be configured to user datagram protocol ( UDP ) , transmission control proto 
perform item update notification and / or item change detec col / Internet protocol ( TCP / IP ) , SMS , general packet radio 
tion . In one embodiment , an item update notifier may be service ( GPRS ) , WAP , ultra wide band ( UWB ) , IEEE 802 . 16 
employed to determine how often to schedule an item for Worldwide Interoperability for Microwave Access ( Wi 
evaluation for a possible change to the item . In one embodi - 5 Max ) , SIP / RTP , or any of a variety of other communication 
ment , an item may be scheduled for re - evaluation based on protocols . Network interface 236 is sometimes known as a 
whether the item possibly changed and further based on an transceiver , transceiving device , or network interface card 
evaluation backlog . In another embodiment , an item change ( NIC ) . 
detector may be employed to manage and track item iden Audio interface 238 is arranged to produce and receive 
tification for new and existing items . The item update 10 audio signals such as the sound of a human voice . For 
notifier and / or the item change detector may be employed by example , audio interface 238 may be coupled to a speaker 
one or more other applications to track items and / or analyze and microphone ( not shown ) to enable telecommunication 
item identification . ICNDD 109 may employ processes such with others and / or generate an audio acknowledgment for 
as described below in conjunction with FIGS . 5 - 15 to some action . Display 240 may be a liquid crystal display 
perform at least some of its actions . 15 ( LCD ) , gas plasma , light emitting diode ( LED ) , or any other 

Devices that may operate as ICNDD 109 include various type of display used with a computing device . Display 240 
network devices , including , but not limited to personal may also include a touch sensitive screen arranged to receive 
computers , desktop computers , multiprocessor systems , input from an object such as a stylus or a digit from a human 
microprocessor - based or programmable consumer electron - hand . 
ics , network PCs , server devices , network appliances , and 20 Client device 200 also comprises input / output interface 
the like . 248 for communicating with external devices , such as a 

Although FIG . 1 illustrates ICNDD 109 as a two com - keyboard , or other input or output devices not shown in FIG . 
puting devices , the invention is not so limited . For example , 2 . Input / output interface 248 can utilize one or more com 
in one embodiment , one or more functions of the ICNDD munication technologies , such as USB , infrared , Blu 
109 may be performed on a single network device . Similarly , 25 etoothTM , or the like . 
in another embodiment , one or more functions of the Mass memory 226 includes a RAM 204 , a ROM 222 , and 
ICNDD 109 may be distributed across one or more distinct other storage means . Mass memory 226 illustrates an 
network devices . For example , item update notification may example of computer readable storage media ( devices ) for 
be performed on one network device , while item change storage of information such as computer readable instruc 
detection may be perform on a different network device . 30 tions , data structures , program modules or other data . Mass 
Moreover , ICNDD 109 is not limited to a particular con - memory 226 stores a basic input / output system ( “ BIOS ” ) 
figuration . Thus , in one embodiment , ICNDD 109 may 224 for controlling low - level operation of client device 200 . 
contain a plurality of network devices to perform item The mass memory also stores an operating system 206 for 
update notification and / or item change detection . Similarly , controlling the operation of client device 200 . It will be 
in another embodiment , ICNDD 109 may contain a plurality 35 appreciated that this component may include a general 
of network devices that operate using a master / slave purpose operating system such as a version of UNIX , or 
approach , where one of the plurality of network devices of LINUXTM , or a specialized client communication operating 
ICNDD 109 operates to manage and / or otherwise coordinate system such as Windows MobileTM , or the Symbian® oper 
operations of the other network devices . In other embodi - ating system . The operating system may include , or interface 
ments , the ICNDD 109 may operate as a plurality of network 40 with a Java virtual machine module that enables control of 
devices within a cluster architecture , a peer - to - peer archi - hardware components and / or operating system operations 
tecture , and / or even within a cloud architecture . Thus , the via Java application programs . 
invention is not to be construed as being limited to a single Mass memory 226 further includes one or more data 
environment , and other configurations , and architectures are storage 208 , which can be utilized by client device 200 to 
also envisaged . 45 store , among other things , applications 214 and / or other 
Illustrative Client Device data . For example , data storage 208 may also be employed 

FIG . 2 shows one embodiment of client device 200 that to store information that describes various capabilities of 
may be included in a system implementing embodiments of client device 200 . The information may then be provided to 
the invention . Client device 200 may include many more or another device based on any of a variety of events , including 
less components than those shown in FIG . 2 . However , the 50 being sent as part of a header during a communication , sent 
components shown are sufficient to disclose an illustrative upon request , or the like . At least a portion of the informa 
embodiment for practicing the present invention . Client tion may also be stored on a disk drive or other computer 
device 200 may represent , for example , one embodiment of readable storage device 230 within client device 200 . Data 
at least one of client devices 101 - 103 of FIG . 1 . storage 208 may further store items 210 . Items 210 may 

As shown in the figure , client device 200 includes pro - 55 include , for example , files , directories , or the like . Such 
cessing unit ( CPU ) 202 in communication with a mass items 210 may also be stored within any of a variety of other 
memory 226 via a bus 234 . Client device 200 also includes computer - readable storage devices , including , but not lim 
a power supply 228 , one or more network interfaces 236 , an ited to a hard drive , a portable storage device , or the like , 
audio interface 238 , a display 240 , and an input / output such as illustrated by computer - readable storage device 230 . 
interface 248 . Power supply 228 provides power to client 60 Applications 214 may include computer executable 
device 200 . instructions which , when executed by client device 200 , 
Network interface 236 includes circuitry for coupling transmit , receive , and / or otherwise process network data . 

client device 200 to one or more networks , and is con - Other examples of application programs include calendars , 
structed for use with one or more communication protocols search programs , email clients , IM applications , SMS appli 
and technologies including , but not limited to , global system 65 cations , VOIP applications , contact managers , task manag 
for mobile communication ( GSM ) , code division multiple ers , transcoders , database programs , word processing pro 
access ( CDMA ) , time division multiple access ( TDMA ) , grams , security applications , spreadsheet programs , games , 
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search programs , data log recording programs , and so forth . processor , such as central processing unit ( CPU ) 302 to 
Applications 214 may include , for example , data forwarder execute and perform actions . In one embodiment , at least 
220 . In some embodiments , ICNDD 109 of FIG . 1 may be some of data store 308 might also be stored on another 
configured to provide a downloadable tool , such as data component of network device 300 , including , but not limited 
forwarder 220 , to client device 200 . Data forwarder 220 may 5 to computer - readable storage device 328 , hard disk drive 
be configured to send data , such as items 210 , to another 334 , or the like . Data storage 308 may further store items 
network device , such as ICNDD 109 of FIG . 1 . Items 210 310 . Items 310 may include files , directories , or the like 
may be sent to ICNDD 109 based on a request from ICNDD received from another network device , such as client device 
109 , or other network device . However , items 210 may also 200 of FIG . 2 . In one embodiment , data storage 308 may 
be sent based on a time , a change in a state of client device 10 further store and / or otherwise manage various queues , flags , 
200 , or any of a variety of other criteria . pointers , lists , and / or other data structures useable to manage 
Illustrative Network Device states of items residing within items 310 . 

FIG . 3 shows one embodiment of a network device 300 , The mass memory also stores program code and data . One 
according to one embodiment of the invention . Network or more applications 314 are loaded into mass memory and 
device 300 may include many more or less components than 15 run on operating system 306 . Examples of application 
those shown . The components shown , however , are suffi - programs may include transcoders , schedulers , calendars , 
cient to disclose an illustrative embodiment for practicing database programs , word processing programs , HTTP pro 
the invention . Network device 300 may be configured to grams , customizable user interface programs , IPSec appli 
operate as a server , client , peer , or any other device . Network cations , encryption programs , security programs , SMS mes 
device 300 may represent , for example ICNDD 109 of FIG . 20 sage servers , account managers , and so forth . Item Update 

Notifier ( IUN ) 316 and Item change Detector ( ICD ) 318 
Network device 300 includes processing unit 302 , an may also be included as application programs within appli 

input / output interface 332 , video display adapter 336 , and a cations 314 . 
mass memory , all in communication with each other via bus IUN 316 may include virtually any computing component 
326 . The mass memory generally includes RAM 304 , ROM 25 or components configured and arranged to determine how 
322 and one or more permanent mass storage devices , such often to schedule an item for evaluation for a possible 
as hard disk drive 334 , tape drive , optical drive , and / or change to the item . In one embodiment , IUN 316 may 
floppy disk drive . The mass memory stores operating system schedule an item for re - evaluation based on whether the item 
306 for controlling the operation of network device 300 . Any possibly changed and further based on an evaluation back 
general - purpose operating system may be employed . Basic 30 log . In another embodiment , IUN 316 might determine to 
input / output system ( “ BIOS ” ) 324 is also provided for re - schedule the item for re - evaluation when it is determined 
controlling the low - level operation of network device 300 . that the item possibly changed , independent of ( e . g . , without 
As illustrated in FIG . 3 , network device 300 also can concern for ) the evaluation backlog . Scheduling items for 
communicate with the Internet , or some other communica re - evaluation may be managed , in one embodiment by 
tions network , via network interface unit 330 , which is 35 assigning an expiration time to the item . In one embodiment , 
constructed for use with various communication protocols IUN 316 may perform actions such as those described below 
including the TCP / IP protocol . Network interface unit 330 is in conjunction with FIGS . 5 - 9 . 
sometimes known as a transceiver , transceiving device , or ICD 318 may be configured and arranged to manage and 
network interface card ( NIC ) . track item identification for new and existing items . In one 

Network device 300 also comprises input / output interface 40 embodiment , ICD 318 may employ one or more item 
332 for communicating with external devices , such as a identifiers for determining if an item is a new or existing 
keyboard , or other input or output devices not shown in FIG . item based on a comparison of the one or more item 
3 . Input / output interface 332 can utilize one or more com - identifiers with an item record associated with at least one of 
munication technologies , such as USB , infrared , Blu the item identifiers . In one embodiment , ICD 318 may 
etoothTM , or the like . 45 perform actions such as those described below in conjunc 

The mass memory as described above illustrates another tion with FIGS . 10 - 15 . 
type of computer - readable media , namely computer - read General Overview 
able storage media and / or processor - readable storage FIG . 4 illustrates a state diagram generally showing one 
medium . Computer - readable storage media ( devices ) may embodiment of a general overview of state changes of an 
include volatile , nonvolatile , removable , and non - removable 50 item . State diagram 400 includes Item Update Notifier 
media implemented in any method or technology for storage ( IUN ) 316 and Item Change Detector ( ICD ) 318 . JUN 316 
of information , such as computer readable instructions , data includes five states in which an item may be associated : 
structures , program modules , or other data . Examples of TIMEOUT state 406 , STAT state 408 , NOTIFY state 410 , 
computer readable storage media include RAM , ROM , READ _ DIR state 412 , and NO _ ACTION state 414 . 
EEPROM , flash memory or other memory technology , CD - 55 An item may be initially identified as being in a TIM 
ROM , digital versatile disks ( DVD ) or other optical storage , EOUT state 406 with an initially assigned expiration time . 
magnetic cassettes , magnetic tape , magnetic disk storage or When the expiration time for the item expires ( 416 ) , the item 
other magnetic storage devices , or any other non - transitory may be scheduled for evaluation by changing from TIM 
physical medium which can be used to store the desired EOUT state 406 to STAT state 408 . While in STAT state 408 , 
information and which can be accessed by a computing 60 an item is evaluated to detect a possible change . When there 
device . is no change detected to the item ( 418 ) , then the item 
As shown , data storage 308 may include a database , text , changes to be in a TIMEOUT state 406 , to be scheduled for 

spreadsheet , folder , file , or the like , that may be configured re - evaluation based on an evaluation backlog and a previous 
to maintain and store user account identifiers , user profiles , expiration time . In one embodiment , the item may be 
email addresses , IM addresses , and / or other network 65 assigned a new expiration time as a function of the previous 
addresses ; or the like . Data stores 308 may further include expiration time and on the evaluation backlog . When there 
program code , data , algorithms , and the like , for use by a is a possible change to the item and the item is a non - new 
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directory ( 422 ) , then the item changes from STAT state 408 performance ( e . g . processor speed , available memory , or the 
to READ _ DIR state 412 . However , when there is a possible like ) , or the like . For example , in one embodiment , the 
change to the item and the item is not a non - new directory predetermined value may be based on a time that computed 
( 420 ) , then the item changes from STAT state 408 to to seek to schedule evaluation of each item initially as 
NOTIFY state 410 . 5 quickly as the system performance is determined to allow , 

While in READ _ DIR state 412 , a non - new directory is such as approximately in real - time , or the like . Further , in 
processed . In one embodiment , processing the non - new some embodiments , the item may include the assigned 
directory may include reading the directory for a change . If expiration time in metadata associated with the item . In one 
a new item is detected ( 424 ) , then the new item is identified non - limiting example , item metadata may include informa 
as being in a STAT state 408 . If an item is missing ( 425 ) , 10 tion indicating when the expiration time is set to expire . 
then the missing item is identified as being in a NOTIFY Additionally , at block 502 , an evaluation backlog indica 
state 410 . When the processing of an item in READ _ DIR tor is initiated . The evaluation backlog indicator may indi 
state 412 is finished ( 426 ) , the item ( e . g . the non - new cate a backlog of items that are scheduled to be evaluated to 
directory ) changes to be in a TIMEOUT state 406 to be detect a possible change . In some embodiments , an indica 
scheduled for re - evaluation independent of an evaluation 15 tion of the backlog may be based on a time difference ( or 
backlog . wait time ) between a time when an item is assigned an 

While in NOTIFY state 410 , an item is processed by ICD expiration time to when the item is “ at a top of a stack ” and 
318 and subsequently processed for a change . ICD 318 may therefore is to be evaluated or is otherwise selected for 
return the item as a new or existing item ( 436 ) and in some evaluation of a possible change to the item . Therefore , in 
embodiments an unresolved identifier ( e . g . the item is inde - 20 some embodiments , the wait time may be based on a time 
terminable as a new or existing item ) . In some embodiments , when the evaluation backlog indicator is initiated and a time 
ICD 318 may return a defer change acknowledgment com - when the evaluation backlog indicator is stopped . In some 
mand or a change acknowledgment command based on if embodiments , the evaluation backlog indicator may be 
the new or existing item is complete . If a defer change initiated by storing a current system time . In other embodi 
acknowledgment command is returned , then the item 25 ments , the evaluation backlog indicator may be initiated by 
changes to be in a TIMEOUT state 406 to be scheduled for starting an incremental time counter . Although embodiments 
re - evaluation ( 432 ) . In one embodiment , the item is assigned are described as initiating the backlog indicator when an 
a new expiration time based on a predetermined value , item is assigned an expiration time , the invention is not so 
independent of an evaluation backlog . If a change acknowl - limited ; and , in other embodiments , the evaluation backlog 
edgment command is returned , then the item changes to be 30 indicator may be initiated when the item is scheduled for 
in a TIMEOUT state 406 to be scheduled for re - evaluation evaluation , such as at block 506 . 
( 430 ) . In one embodiment , the item may be assigned a new Moreover , in some embodiments , the item may include 
expiration time based on the predetermined value , indepen - the evaluation backlog indicator for the item in metadata 
dent of the evaluation backlog . If the item is a new directory associated with the item . In one non - limiting example , item 
and is “ recursed " into ( 428 ) , then the item changes from 35 metadata may include the start time of the evaluation 
NOTIFY state 410 to READ _ DIR state 412 . However , if an backlog indicator . In any event , it should be recognized that 
item is to be ignored ( 434 ) , such as if an unresolved evaluation backlog indicators are assigned to each item , and 
identifier is returned by ICD 318 , then the item changes to may be employed to identify a duration for which that item 
be in a NO _ ACTION state 414 , where the item is anticipated is delayed for evaluation based on a backlog of other items 
to not change states . 40 to be evaluated prior to the item . 

The following further describes , in more detail , the evalu - In some embodiments , when an item is first identified as 
ations of items and their state changes and expiration time being in a TIMEOUT state , data corresponding to the item 
computations as mentioned above . may be stored in a lookup table , file , or other storage 
General Operation mechanism . In one embodiment , such data may include , but 

The operation of certain aspects of the invention will now 45 is not limited a name of the item , a hash identifier of the 
be described with respect to FIGS . 5 - 15 . In some embodi - item , or other metadata associated with the item . 
ments , the processes described with respect to FIGS . 5 - 15 Process 500 next proceeds to decision block 504 , where 
may be implemented by and / or executed on a single network a determination is made whether an expiration time for an 
device , such as network device 300 of FIG . 3 . In other item has expired . As may be seen , process 500 continues 
embodiments , the processes described with respect to FIGS . 50 from block 502 on a by item basis , each item having its own 
5 - 15 or portions thereof may be implemented by and / or expiration time associated with it . In one embodiment , an 
executed on a plurality of network devices , such as network expiration time for an item may expire when a decrementing 
device 300 of FIG . 3 . time counter reaches zero or some other defined value . In 

FIG . 5 illustrates a logical flow diagram generally show another embodiment , an expiration time for an item may 
ing one embodiment of an overview process for dynamically 55 expire when the system time is equal to the expiration time . 
scheduling items for evaluation for a possible change . Pro - Further , in some embodiments , an expired item may be 
cess 500 of FIG . 5 begins , after a start block , at block 502 , detected based on the items in the TIMEOUT state being 
where each item of a plurality of items is identified as being ordered in a heap structure according to their assigned 
in a TIMEOUT state with an assigned expiration time . In expiration time . 
some embodiments , the expiration time may be a system 60 In any event , if an expiration time for an item has expired , 
time based on a predetermined value . The system time may then processing for that item flows to block 506 ; otherwise , 
refer to an internal clock time of a computing system processing loops back to decision block 504 to monitor other 
performing operations on the item . In other embodiments , items for expiration of their times . At block 506 , the 
the expiration time may be a decrementing time counter " expired item ” is scheduled to be evaluated for a possible 
based on a predetermined value . In one embodiment , the 65 change . In some embodiments , scheduling the item for 
predetermined value may be an arbitrary value , based on a evaluation may include identifying the item to be in a STAT 
total number of items in a plurality of items and / or system state . In one embodiment , when the " expired item ” is 
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identified in the STAT state , a pointer to the " expired item ” embodiments , the predetermined value employed to assign 
may be placed on a FIFO queue to denote the item is in the a new expiration time may be the same or different than the 
STAT state . However , other structures , or actions , may also predetermined value used to initially assign an expiration 
be employed , as discussed elsewhere . time , as described at block 502 . 

Process 500 continues to block 508 , where the item is 5 In one embodiment , for items with a detected possible 
evaluated for a possible change . In some embodiments , the change , but not an actual change , the new expiration time 
item is evaluated for a possible change when the item is at may be based on the evaluation backlog indicator for the 
an output location on a STAT queue . Moreover , in some item . However , in another embodiment , those items that 
embodiments , evaluating the item for a possible change may have an actual change detected and not merely a possible 
include checking selected metadata of the item to determine 10 change might have their expiration times set independent of 
if there is a possible change to the item . In some embodi - the evaluation backlog indicator . Thus , the invention is 
ments , the metadata may include an item size ; one or more configured to accommodate either or both conditions . If the 
timestamps , e . g . an access time , a creation time , a modifi - item is to have its expiration time based on the evaluation 
cation time , or the like ; a permissions attribute ; or the like . backlog indicator for the item , the process might , in one 
The item size may refer to a total number of bytes of data 15 embodiment , flow to decision block 514 . Otherwise , pro 
that correspond to the item , such as a length of an item in cessing continues to block 520 . 
bytes , or some other measure of a count of data may be At decision block 514 , a determination is made whether 
employed . A change in an item ' s selected metadata may the wait time for the item is above a threshold value that is 
suggest a possible change to content of the item . In other based on a previous expiration time . As noted above , in one 
embodiments , the contents of the item might be analyzed for 20 embodiment , the wait time may be based on a time differ 
a possible change . ence between when the evaluation backlog indicator is 

Additionally , at block 508 , the evaluation backlog indi - initiated and a time when the evaluation backlog indicator is 
cator is stopped . As noted above , an indication of a backlog stopped . 
may be based on a wait time between a time when an item In one embodiment , the threshold value may be selected 
is assigned an expiration time to when the item is “ at a top 25 as some percentage of the previous expiration time for the 
of a stack " and therefore is to be evaluated or is otherwise item . In one embodiment , the percentage may be selected to 
selected for evaluation of a possible change to the item . minimize dithering or bouncing about a given time value . 
Therefore , in some embodiments , the wait time may be For example , the threshold value might be selected to be 
based on a time when the evaluation backlog indicator is between about 105 % to about 120 % of the previous expi 
initiated and a time when the evaluation backlog indicator is 30 ration time , to provide a tolerance level in the evaluation . 
stopped . In one embodiment , the evaluation backlog indi - However , the invention is not limited to these values , and 
cator may be stopped by storing a stop time based on a others may readily be selected based on engineering judg 
current system time . In another embodiment , the evaluation ment , historical data , or the like . 
backlog indicator may be stopped by stopping an incremen - As noted above , the threshold value for an item may be a 
tal time counter that corresponds to the item . 35 function of the previous expiration time of the item , such 

Continuing next to decision block 510 , a determination is that a comparison with the wait time of the item may provide 
made whether a possible change to the item is detected . In an indication as to an evaluation backlog . An evaluation 
some embodiments , the item ' s metadata may include an backlog may occur for a variety of reasons . For example , a 
indication that there is a possible change to the item , such as , backlog may occur when a system is not continuously 
for example , a change in a permissions attribute , item size , 40 evaluating items and / or the items are not evaluated at or near 
a modification time , or the like . In one embodiment , the real time , even though the items are scheduled for evalua 
metadata associated with the item may be compared to tion , e . g . identified to be in a STAT state . Consequently , an 
stored metadata to determine if there is a possible change to increase in the evaluation backlog may be reflected by an 
the item . In another embodiment , a tag , flag , or other increase in the wait time of an item and / or an increase in a 
identifier may indicate the item has possibly changed . If 45 difference between the wait time and the expiration time of 
there is a possible change to the item based on a detected the item . In any event , if the wait time is above the threshold 
change to the selected metadata , then processing flows to value , then processing flows to block 518 ; otherwise pro 
block 511 ; otherwise , processing flows to decision block cessing flows to block 516 . 

At block 518 , if the wait time for an item is above the 
At block 511 , the possibly changed item is identified to be 50 threshold value for the item , then the system may be 

in a NOTIFY state for further processing . In one embodi - overloaded or otherwise behind in processing of items , 
ment , the possibly changed item may be placed on a queue resulting in an increased evaluation backlog . Thus , the rate 
that denotes items in the NOTIFY state . Processing then at which items that do not have a change ( or possible 
proceeds to block 512 , where , in one embodiment , a new change ) may be scheduled for re - evaluation for a possible 
expiration time is assigned to the item independent of the 55 change at a decreased rate by assigning the item a new 
evaluation backlog . In one embodiment , the new expiration expiration time that is greater ( or takes longer to expire ) than 
time may be based on a predetermined value . Various values the previous expiration time of the item . In this manner , the 
may be selected . For example , where it is desired to re - item may be " removed ” from the STAT state for a longer 
evaluate items that have changed more frequently than items time duration . This action is directed towards decreasing the 
not having changed , then the predetermined value may be 60 number of items in the STAT state , and allowing the system 
set to a selected low value . For example , the predetermined to “ catch up . ” 
value may be set to a low value between about 0 . 001 seconds In some embodiments , the new expiration time may be a 
to about 2 . 0 seconds . However , other low values may also be multiplicative increase of the previous expiration time or the 
selected , based on engineering judgment , characteristics of wait time of the item . In one non - limiting , non - exhaustive 
a computing system including processor speed , memory 65 example , the increase in expiration time may be double the 
speed , a number of items in a TIMEOUT state , a number of previous expiration time . However , other values may also be 
items across a plurality of different state , or the like . In some employed . In other embodiments , the new expiration time 

514 . 
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may be determined based on a constant value that is added not limited to a FIFO queue . Thus , in one embodiment , 
to the previous expiration time or wait time of the item . In process 600 of FIG . 6 may be implemented on one item at 
any case , the new expiration time can be a function of the a time when the item is at an output location on , such as or 
previous expiration time and / or a function of the wait time " at the top ” of the queue , or other defined position relative 
of the item . Although certain embodiments are described for 5 to another item also in the STAT state . However , the 
assigning a new expiration time , the invention is not so invention is not to be construed as limited to implementing 
limited ; rather , any suitable algorithm to increase the expi - the STAT state as a queue ; rather , other ordered data struc 
ration time as a function of the previous expiration time may tures may be implemented . For example , other embodiments 
be employed . For example , in another non - limiting embodi - of implementing the STAT state may include an ordered list , 
ment , the new expiration time may be a difference between 10 a ranking of items , or the like . In one such embodiment , an 
the wait time and the previous expiration time that is then item with a highest ranking among a plurality of items in the 
added to the wait time of the item . STAT state may be processed before other items in the STAT 

Furthermore , in one embodiment , if the new expiration state . 
time exceeds a maximum expiration time value , then it may In any event , process 600 begins , after a start block , at 
be determined that the item will probably not change and the 15 block 602 , where a determination is made whether an item 
item may be changed to be in a NO _ ACTION state . Simi - is determined to be gone . An item may be determined to be 
larly , in another embodiment , the new expiration time may gone if it has been deleted , renamed , moved , or the like , by 
be limited to a maximum expiration time value , such that the a user , a computer application , or the like . If the item is not 
new expiration time does not exceed the maximum expira - gone , then processing flows to decision block 604 ; other 
tion time value , but is not identified as being in a NO _ AC - 20 wise , processing flows to block 614 . 
TION state . In any event , processing then continues to block At decision block 604 , a determination is made whether 
520 . a change acknowledgment of the item was previously 

At block 516 , if the wait time of an item is equal to or less deferred . In some embodiments , the change acknowledg 
than the threshold value for the item , then the STAT state m ent may be deferred if the item was processed for a 
may be under populated and evaluations may be occurring 25 possible change , but processing was not completed , such as , 
less quickly than the system might be able to accommodate . but not limited to , not reading an item to an end of file , or 
Thus , the rate at which items not having a detected change similar item identifier . In some embodiments , the item may 
may be scheduled to be re - evaluated at an increased rate by include an attribute that identifies if the change acknowl 
assigning the item a new expiration time that is less ( or edgment was previously deferred . In one embodiment , meta 
expires more quickly ) than the previous expiration time of 30 data associated with the item may include a defer change 
the item . Therefore , the rate at which the system evaluates acknowledgment command . If the change acknowledge 
items may increase , which can result in a decrease in the ment of the item was previously deferred , then processing 
wait time of the items . flows to block 605 ; otherwise , processing flows to decision 

In some embodiments , the new expiration time may be block 606 . At block 605 , metadata associated with the item 
some percentage less than the previous expiration time . In 35 is analyzed for a possible change . Processing then flows to 
one non - limiting , non - exhaustive example , the percentage block 614 . 
may be selected to be between about 94 % - 98 % of the At decision block 606 , a determination is made whether 
previous expiration time . In other embodiments , the new there is a possible change to the item . In some embodiments , 
expiration time may be the previous expiration time minus evaluation of metadata associated with the item may indicate 
a constant time value , such as one , or 0 . 1 , or some other 40 that there is a possible change to the item , such as , for 
constant . However , other values may also be selected . example , a change in a timestamp . In one embodiment , the 
Although certain embodiments are described for assigning a metadata associated with the item may be compared to 
new expiration time , the invention is not so limited ; rather stored metadata to determine if there is a possible change to 
any suitable algorithm to decrease the expiration time as a the item . In another embodiment , a tag , flag , or other 
function of the previous expiration time and / or wait time 45 identifier may indicate the item has possibly changed . If 
may be employed . there is not a possible change to the item based on the 

Moreover , in some embodiments , the new expiration time evaluation of at least the metadata , then processing flows to 
may be limited to a minimum expiration time value . In one block 608 ; otherwise , processing flows to decision block 
embodiment , the minimum expiration time value may be 610 . 
equal to the assigned expiration time at block 502 . However , 50 Block 608 is described in more detail below in conjunc 
the invention is not so limited , and any suitable minimum tion with FIG . 7 . Briefly , however , at block 608 , the item is 
expiration time value may be employed . In any event , identified to be in a TIMEOUT state to be scheduled for 
processing then continues to block 520 . re - evaluation based on an evaluation backlog . Processing 

Alternative embodiments of determining threshold values then flows to decision block 616 . 
and assigning a new expiration time for an item are 55 At decision block 610 , a determination is made whether 
described in more detail below in conjunction with FIG . 7 . the item is a non - new directory . In one embodiment , a new 

At block 520 , the item is identified to be in a TIMEOUT directory may refer to an indication of a directory that was 
state to be scheduled for re - evaluation . In one embodiment generated while an item in the READ _ DIR state was being 
the item also is assigned the new expiration time . Addition processed and subsequently changes to be in a STAT state . 
ally , the backlog indicator is initiated for the item . In some 60 Therefore , a non - new directory may refer to a directory that 
embodiments , initiating the evaluation backlog indicator changed from a TIMEOUT state to a STAT state . In some 
may be employed using embodiments described at block embodiments , a new directory may be referred to as a 
502 . Process 500 then loops back to decision block 504 . non - new directory if the new directory is recursed into 

FIG . 6 illustrates a logical flow diagram generally show - ( which is shown by element 428 of FIG . 4 ) . If the item is a 
ing one embodiment of an overview process for evaluating 65 non - new directory , then processing flows to block 612 ; 
items in the STAT state . In some embodiments , items in the otherwise , processing flows to block 614 . Block 612 is 
STAT state may be managed as a queue of items , such as but described in more detail below in conjunction with FIG . 8 . 
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Briefly , however , at block 612 , the non - new directory is the wait time is below the minimum threshold value , then 
identified as being in a READ _ DIR state , where the non processing flows to block 710 ; otherwise , processing flows 
new directory is processed for a possible change . Processing to block 712 . 
then flows to decision block 616 . At block 710 , a new expiration time is assigned to the item 
However , if the item is not a non - new directory , e . g . a new 5 that is less than the previous expiration time , similar to that 

directory , an item with a defer change acknowledgement , or which is described above in conjunction with block 516 of 
other possibly changed item , then processing flows to block FIG . 5 . Processing then continues to block 714 . 
614 , which is described in more detail below in conjunction At block 712 , the item is assigned a new expiration time 
with FIG . 9 . Briefly , however , at block 614 , the item is that is substantially the same as the previous expiration time . 

identified to be in a NOTIFY state , where the item is 10 In some embodiments , a substantially the same new expi 
ration time may include a new expiration time that is within , processed for a possible change . Processing then continues plus or minus , some threshold or tolerance time value of the to decision block 616 . previous expiration time . In one embodiment , the threshold At decision block 616 , a determination is made whether or tolerance time value may be plus or minus one - half there are any items remaining in the STAT state . In one · In one 15 second . In another embodiment , the threshold or tolerance embodiment , items may remain in the STAT state if a STAT time value may be based on a factor of the previous 

state queue is not empty . If there are items remaining in a state queue is not empty . If there are items remaining in a expiration time , such as , for example , plus or minus ten 
STAT state , then processing loops to block 604 to process a percent of the previous expiration time . These embodiments 
next item ; otherwise , processing returns to a calling process are not to be construed as exhaustive or limiting ; and other 
to perform other actions . In some embodiments , the next 20 tolerance mechanisms may be employed , such as , for 
item may be a next item in a queue . In other embodiments , example , basing the substantially similar value on a round 
the next item may be a highest ranking item of the items off error and / or truncation error in the system . Thus , sub 
remaining in the STAT state . stantially the same provides a selectable tolerance value 

FIG . 7 illustrates a logical flow diagram generally show - around the previous expiration time . In any event , process 
ing one embodiment of an overview process for dynamically 25 700 flows to block 714 . 
scheduling an item for re - evaluation for a possible change At block 714 , the item is identified to be in a TIMEOUT 
based on an evaluation backlog . In one embodiment , process state with the new expiration time . Processing then returns 
700 of FIG . 7 represents actions taken at block 608 of FIG . to a calling process to perform other actions . 

Although FIG . 7 describes two threshold values , a maxi 

Process 700 begins , after a start block , at block 702 , 30 702 30 mum threshold value and a minimum threshold value , the 
where a wait time for an item to be analyzed is obtained invention is not so limited . Rather , a different number of 

thresholds may be implemented . For example , FIG . 5 based on an evaluation backlog indicator . In one embodi describes a single threshold . However , in some embodi ment , an evaluation backlog indicator start time may be a ments , more than two thresholds may also be implemented 
system time when an item is identified as being in a 35 in FIG . 5 . Similarly . different embodiments may be 
TIMEOUT state and an evaluation backlog indicator stop employed for assigning a new expiration time to an item . In time may be a system time when the item was analyzed for one non - limiting and non - exhaustive example , if a wait time 
a possible change in the STAT state . In other embodiments , is greater than a first threshold , then the new expiration time 
the evaluation backlog indicator may be based on an incre - may be set based on a previous wait time plus a constant 
menting time counter that is started when an item is iden - 40 time value ; if the wait time is greater than a second thresh 
tified as being in a TIMEOUT state and stopped when the old , then the new expiration time may be set based on a 
item was analyzed for a possible change in the STAT state . multiplicative increase in the wait time . Other variations are 
Moreover , in some embodiments , the wait time may be the also envisaged . 
difference between the evaluation backlog indicator start F IG . 8 illustrates a logical flow diagram generally show 
time and the evaluation backlog indicator stop time , or the 45 ing one embodiment of a process for processing items in a 
resulting incrementing time counter for the evaluation back - READ _ DIR state . Process 800 of FIG . 8 , in one embodi 
log indicator . ment , illustrates actions embodied by block 612 of FIG . 6 

Proceeding to decision block 704 , a determination is discussed above . 
made whether the wait time is above a maximum threshold Process 800 begins , after a start block , at block 802 , 
value that is based on a previous expiration time of the item . 50 where a directory is read for a change . In some embodi 
In one embodiment , the maximum threshold value may be ments , the directory may be read for changes in file names , 
similar to that which is described above in conjunction with directory names , and / or other items listed in the directory . 
block 514 of FIG . 5 for determining the threshold value . In Process 800 then continues to decision block 804 , where a 
any event , if the wait time is above the maximum threshold determination is made whether one or more items in the 
value , then processing flows to block 706 ; otherwise , pro - 55 directory have changed . In one embodiment , a change may 
cessing flows to decision block 708 . be detected by comparing the items listed in the directory to 
At block 706 , the item is assigned a new expiration time items previously listed in the directory . If an item in the 

that is greater than the previous expiration time . In one directory has changed , then processing flows to decision 
embodiment , the new expiration time may be determined block 806 ; otherwise , processing flows to decision block 
similar to that which is described above in conjunction with 60 812 . 
block 518 of FIG . 5 . Processing then continues to block 714 . At decision block 806 , a determination is made whether 

At decision block 708 , a determination is made whether one or more items are missing in the directory . An item is 
the wait time is below a minimum threshold value based on determined to be missing if it was previously known to be 
a previous expiration time of the item . In one embodiment , listed in the directory , but subsequently has been removed , 
the minimum threshold value may be determined similar to 65 deleted , moved , or the like , by a user , a computer applica 
that which is described above in conjunction with block 514 tion , or the like . In one embodiment , items in the NO _ AC 
of FIG . 5 for determining a threshold value . In any event , if TION state may be compared to items listed in the directory 
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to determine if an item is not listed in the directory , but was tained , but may not change states further . In some embodi 
previously processed . If one or more items are missing , ments , items in the NO _ ACTION state may be utilized to 
processing flows to block 810 ; otherwise , processing flows determine if the item was previously processed , such as is 
to block 808 . In some embodiments , processing may flow to described at block 806 of FIG . 8 . Processing then flows to 
both block 810 and block 808 if one or more items are 5 decision block 922 . 
missing from the directory or one or more other items have At decision block 908 , a determination is made whether 
changed , but are not missing . the item is a new directory . In one embodiment , a new 
At block 810 , an indication of the one or more missing directory may be a new item that was detected as a change 

items is identified as being in a NOTIFY state , which is in a directory , such as is described in conjunction with FIG . 
described in more detail below in conjunction with FIG . 9 . 10 8 , but more specifically block 808 of FIG . 8 . If the item is 
Briefly , however , at block 810 , the indication of the one or a new directory , then processing flows to decision block 912 ; 
more missing items may change to a NO _ ACTION state . otherwise , processing flows to decision block 909 . 
Processing then flows to block 814 . At decision block 912 , a determination is made whether 

At block 808 , the one or more changed items are identi - to recurse into the new directory . In some embodiments , a 
fied as being in a STAT state , which is described in more 15 user , application , or other process , may indicate that a new 
detail above in conjunction with FIG . 6 . In some embodi - directory is to be recursed into or not to be recursed into . If 
ments , if the changed item is a new item , then an indication the new directory is not to be recursed into , then processing 
of the new item may be generated and identified in the STAT flows to block 906 ; otherwise , processing flows to block 
state . Processing then flows to block 814 . 914 . At block 914 , the new directory changes to be in a 

At decision block 812 , a determination is made whether 20 READ _ DIR state . Processing then flows to decision block 
a previous expiration time was based on a timestamp granu 922 . 
larity of the directory , such as described above at block 814 . At decision block 909 , a determination is made whether 
If the previous expiration time was based on the timestamp any remaining data to be read in the item is larger than a 
granularity of the directory , then processing flows to block threshold size value . In some embodiments , the size may 
816 ; otherwise , processing flows to block 814 . 25 refer to a total number of bytes of data that correspond to the 

At block 816 , the directory is identified as being in a item , such as a length of an item in bytes , or some other 
TIMEOUT state to be scheduled for re - evaluation based on measure of a count of data may be employed . In one 
an evaluation backlog , as described in more detail above in embodiment , the remaining data to be read may include 
conjunction with FIG . 7 . Process 800 then returns to a previously unprocessed data in the item . In some embodi 
calling process to perform other actions . 30 ments , the threshold size value may be based on an average 
At block 814 , the directory changes to be in a TIMEOUT item size , an arbitrary value , or the like . In one non - limiting 

state with a new expiration time . The new expiration time example , the threshold size value may be 20 megabytes of 
may be based on the timestamp granularity of the directory . unread data . If the remaining data to be read is larger than 
The timestamp granularity may refer to how detailed a the threshold size value , then processing flows to block 911 ; 
directory timestamp may be that indicates a change in the 35 otherwise , processing flows to block 910 . At block 911 the 
directory . In one non - limiting and non - exhaustive example , large item is processed for a change . In some embodiments , 
a directory may have a timestamp granularity of two sec - large items are processed in parallel with other items , such 
onds . In any event , processing then returns to a calling as , for example , in a separate thread . Additionally , in some 
process to perform other actions . embodiments , processing of large files may include an 

FIG . 9 illustrates a logical flow diagram generally show - 40 embodiment of the process described in conjunction with 
ing one embodiment of a process for processing items in a FIG . 9 , but without decision block 909 and block 911 . 
NOTIFY state . Process 900 of FIG . 9 may represent , in one Processing next continues to block 920 . 
embodiment , actions taken at block 614 of FIG . 6 . At block 910 , the item is processed for a change . In some 

Process 900 begins , after a start block , at block 902 , embodiments , the item may be processed to determine if 
which is described in more detail below in conjunction with 45 there is an actual change in the item . In one embodiment , 
FIG . 10 . Briefly , however , at block 902 , the item is deter - processing may include storing a change in the item . In other 
mined to be a new or existing item . embodiments , a record may be stored for the item , which 

Proceeding next to decision block 903 , a determination is may include a plurality of information about an item , such 
made whether the item has an unresolved identifier . In some as , but not limited to , an item identifier , an end of file pointer , 
embodiments , an unresolved identifier may be returned from 50 an end of item identifier , or the like . In yet other embodi 
the process described at block 902 . In some embodiments , ments , the change in the item may be employed to trouble 
metadata associated with the item may include an unre shoot errors and / or determine opportunities to improve 
solved identifier . If the item has an unresolved identifier , system performance . 
then processing flows to block 904 ; otherwise , processing Process 900 then proceeds to decision block 916 , where 
flows to decision block 905 . At block 904 , an error is 55 a determination is made whether to defer a change acknowl 
returned to a calling process . Processing then flows to block edgment . In one embodiment , an item may include an 
906 . indication to defer the change acknowledgment for the item , 
At decision block 905 , a determination is made whether such as a defer change acknowledgment command returned 

to ignore an item . In some embodiments , a user , system from the process described at block 902 . In one embodi 
administrator , a computer application , or the like , may 60 ment , metadata associated with the item may include the 
indicate than an item is to be ignored . In one non - limiting defer change acknowledgment command . If the change 
and non - exhaustive example , items with an item name that acknowledgment is deferred , then processing flows to block 
ends in “ . backup ” might be identified as to be ignored . If the 918 ; otherwise , processing flows to block 920 . 
item is to be ignored , processing flows to block 906 ; At block 918 , the item changes to be in a TIMEOUT state 
otherwise , processing flows to decision block 908 . 65 to be scheduled for re - evaluation independent of an evalu 

At block 906 , the item is identified as being in a NO _ AC - ation backlog . In one embodiment , the item may be assigned 
TION state . Items in the NO _ ACTION state may be main a defer expiration time . In some embodiments , the defer 
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expiration time may be based an arbitrary value , such as , but At block 1011 , a done command is returned to a calling 
not limited to , greater than zero and less than one second process . In some embodiments , the done command indicates 
Additionally , at block 918 , a defer change acknowledgment that an item has been completely written to , such that the 
command is returned to a calling process . In one embodi - completely written item can be distinguished from a par 
ment , metadata associated with the item may include an 5 tially written item . For example , in some embodiments a 
indication of the defer change acknowledgment command . combination of an end of item heuristics and the done 
Processing then flows to decision block 922 . command can distinguish between a partially written item 
At block 920 , the item changes to be in a TIMEOUT state and a completely written item . Processing then returns to a 

to be scheduled for re - evaluation independent of an evalu calling process to perform other actions . 
ation backlog . In one embodiment , the item may be assigned 10 At block 1012 , the item is opened and an item descriptor 

is obtained and stored . An item descriptor may be an abstract a new expiration time . In some embodiments , the new indicator for accessing an item , such as , but not limited to , expiration time may be the same as the defer expiration time . an integer , a file handle , or the like . In some embodiments , In other embodiments , the new expiration time may be a cache may store a predefined number of item descriptors , 
diferent than the deler expiration time . In any event , the 15 such as , for example , 100 item descriptors may be stored in new expiration time may be any suitable value , such as a cache . 
greater than zero and less than one second . In other embodi - Process 1000 then proceeds to decision block 1014 , where Process 1000 then proceed 
ments , assigning the new expiration time may be similar to a determination is made whether an item size is smaller than 
that which is described at block 512 of FIG . 5 for assigning an item identifier size . In some embodiments , the item 
a new expiration time . However , the invention is not so 20 identifier may be based on contents of the item . In one 
limited , and other expiration times may be employed for the embodiment , the item identifier may be based on a defined 
new expiration time and / or the defer expiration time . For amount of data . In another embodiment , the item identifier 
example , in one embodiment , if there is no change to the may be based on a number of bytes of data in the item , such 
contents of the item , then a new expiration time may be as , but not limited to , a first 256 bytes starting at a beginning 
assigned based on an evaluation backlog , such as is 25 of the item . However , the invention is not so limited ; rather 
described above in conjunction with FIG . 7 . Additionally , at other item identifier sizes may be employed without depart 
block 920 , a change acknowledgment command is returned ing from the scope or spirit of the invention . If the item size 
to a calling process . In one embodiment , metadata associ - is smaller than the item identifier size , then processing flows 
ated with the item may include an indication of the change to block 1016 ; otherwise , processing flows to decision block 
acknowledgment command . Processing then flows to deci - 30 1018 . Block 1016 is described in more detail below in 
sion block 922 . conjunction with FIG . 11 . Briefly , however , at block 1016 , 
At decision block 922 , a determination is made whether a small item identifier is analyzed to detect if the item is a 

there are additional items in the NOTIFY state . If there are new or existing item . Processing then flows to block 1024 . 
additional items in the NOTIFY state , then process 900 At decision block 1018 , a determination is made whether 
loops to block 902 to process another item ; otherwise , 35 the item is compressed using a data compression algorithm . 
processing returns to a calling process to perform other In some embodiments , compression may be determined by 
actions . an item - type extension in a name of the item ( e . g . “ . gz " ) . If 

FIG . 10 illustrates a logical flow diagram generally show the item is compressed , processing flows to block 1020 ; 
ing one embodiment of an overview process for determining otherwise , processing flows to block 1022 . 
if an item is a new item or is determined to be an existing 40 Block 1020 is described in more detail below in conjunc 
item . In one embodiment , Process 1000 of FIG . 10 may tion with FIG . 12 . Briefly , however , at block 1020 , the 
represent actions taken at block 902 of FIG . 9 . compressed item is analyzed to detect if item is a new or 

Process 1000 begins , after a start block , at decision block existing item . Processing then flows to block 1024 . 
1006 , where a determination is made whether a change Block 1022 is described in more detail below in conjunc 
acknowledgment of the item was previously deferred . In 45 tion with FIG . 13 . Briefly , however , at block 1022 , an 
some embodiments , the change acknowledgment may be identifier collision is analyzed to detect if the item is a new 
deferred if the item was processed for a possible change , but or existing item . Proceeding next to decision block 1023 , a 
processing was not complete , such as , but not limited to , not determination is made whether the item has an unresolved 
reading an item to end of file . In some embodiments , the identifier . In some embodiments , an unresolved identifier 
item may include an attribute that identifies if the change 50 may be returned from the process described at block 1022 . 
acknowledgment was previously deferred . In one embodi - If the item does not have an unresolved identifier , then 
ment , metadata associated with the item may include a defer processing flows to block 1024 ; otherwise , processing 
change acknowledgment command . If the change acknowl - returns to a calling process to perform other actions . 
edgment of the item was previously deferred , processing Block 1024 is described in more detail below in conjunc 
flows to block 1008 ; otherwise , processing flows to block 55 tion with FIG . 14 . Briefly , however , at block 1024 , an end of 
1012 the item is determined and a defer change acknowledgment 

Block 1008 is described in more detail below in conjunc - command is returned . Processing then returns to a calling 
tion with FIG . 15 . Briefly , however , at block 1008 , a process to perform other actions . 
determination is made whether additional data was written FIG . 11 illustrates a logical flow diagram generally show 
to the previously deferred item . Process 1000 then proceeds 60 ing one embodiment of a process for determining if an item 
to decision block 1010 , where a determination is made is new or existing depending on its size . In one embodiment , 
whether to defer the item . In one embodiment , an item may process 1100 of FIG . 11 represents actions that may be taken 
include an indication to defer the item , such as a defer at block 1016 of FIG . 10 . 
change acknowledgment command returned from a process Process 1100 begins , after a start block , at block 1106 , 
described at block 1008 . If the item is not deferred , pro - 65 where an item identifier is determined based on a name of a 
cessing flows to block 1011 ; otherwise , processing flows to current item . The item name may refer to an alphanumeric 
block 1024 . label corresponding to an item . In some embodiments , the 
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item name may include one or more item - type extensions , sum of the stored end of item identifier is equal to the CRC 
such as “ . doc ” , “ . txt ” , “ . log " , " . gz " , or the like . In one checksum of the current end of item identifier . If the stored 
embodiment , the item identifier may be a cyclic redundancy end of item identifier matches the current end of item 
check ( CRC ) checksum of the item name . However , the identifier , then processing flows to block 1120 ; otherwise , 
invention is not so limited ; and , the item identifier may 5 processing flows to block 1110 . 
employ other unique identifiers derived from the item name . At block 1120 , the item is recognized as an existing item 

Processing continues to decision block 1108 , where a and is returned to a calling process to be processed as an 
determination is made whether a record is found based on existing item . Processing then returns to a calling process to 
the item identifier . In one embodiment , a record of historical perform other actions . 
data is maintained for each of a plurality of previously 10 FIG . 12 illustrates a logical flow diagram generally show 
processed items . In one embodiment , a previously processed ing one embodiment of a process for determining if an item 
item is an item that was previously reviewed . In some is new or existing depending on if the item was compressed . 
embodiments , the record may include a plurality of infor - Process 1200 of FIG . 12 may , in one embodiment , represent 
mation about an item , such as , but not limited to , the item actions taken at block 1020 of FIG . 10 . 
identifier , an end of file pointer , an end of item identifier , or 15 Process 1200 begins , after a start block , at block 1202 , 
the like . If a record is not found , then processing flows to where the item is decompressed . Decompression may 
block 1110 ; otherwise , processing flows to block 1112 . include any suitable data decompression algorithm that 

At block 1110 , the item is recognized as a new item and corresponds to the algorithm utilized to compress the item . 
is returned to a calling process to be processed as a new item . In one embodiment , a predetermined amount of content of 
Processing then returns to a calling process to perform other 20 the item may be decompressed to determine and / or generate 
actions . an item identifier . Process 1200 then proceeds to block 1204 , 

At block 1112 , a stored end of item identifier is obtained where an item identifier is determined for the item based on 
from the record for the item identifier . The stored end of item a predetermined amount of content of the item . In one 
identifier may be an end of item identifier that was stored for embodiment , the item identifier may be a CRC checksum of 
the item during previous processing of the item . Moreover , 25 a first 256 bytes of the item . In other embodiments , other 
the end of item identifier may be a unique identifier that is suitable numbers of bytes may be utilized to generate the 
based on content of the item . In one embodiment , the end of item identifier . Similarly , other unique identifiers derived 
item identifier may be a CRC checksum of a last 256 bytes from the content of the item may be employed without 
of the content of the item . In other embodiments , other departing from the scope or spirit of the invention . 
suitable numbers of bytes may be utilized to generate an end 30 Processing continues at decision block 1206 , where a 
of item identifier . In one embodiment , the number of bytes determination is made whether a record is found based on 
utilized to generate the end of item identifier may corre - the item identifier . Determining whether a record is found 
spond to an item size . Similarly , the invention is not limited may be performed similar to that which is described at block 
to a CRC checksum ; rather , the item identifier may employ 1108 of FIG . 11 for determining whether a record is found . 
other unique identifiers derived from the content of the item 35 In any event , if a record is not found then processing flows 
without departing from the scope or spirit of the invention . to block 1208 ; otherwise , processing flows to block 1210 . 

Process 1100 then proceeds to block 1114 , where a stored At block 1208 , the item is recognized as a new item and 
end of item pointer is obtained from the record for the item is returned to a calling process to be processed as a new item . 
identifier . The stored end of item pointer may be a reference In some embodiments , processing the new item may include 
to an end of the item that was stored during previous 40 re - decompressing the item . Processing then returns to a 
processing of the item . In one embodiment , the stored end of calling process to perform other actions . 
item pointer may be a reference to a last byte of the At block 1210 , a stored end of item identifier is obtained 
previously process item . For example , the last byte may be from the record for the item identifier . Obtaining the stored 
the last byte that was previously read from the item . end of item identifier may be similar to that which is 

Processing continues at block 1116 , where a current end 45 described at block 1112 of FIG . 11 for obtaining the stored 
of item identifier is determined for the item based on the end of item identifier . Process 1200 then continues to block 
stored end of item pointer . The current end of item identifier 1212 , where a stored end of item pointer is obtained from the 
may be an end of item identifier for a current item that is record for the item identifier . Obtaining the stored end of 
based on a predetermined amount of content preceding the item pointer may be performed similar to that which is 
stored end of item pointer of the current item . In one 50 described at block 1114 of FIG . 11 for obtaining the stored 
embodiment , the predetermined amount of content may be end of item pointer . 
256 bytes of data . In another embodiment , the current end of Processing continues at block 1214 , where a current end 
item identifier may be a CRC checksum of up to the of item identifier is determined for the item based on the 
predetermined amount of data of the current item that stored end of item pointer . In some embodiments , the item 
precedes the stored end of item pointer . Thus , a number of 55 may be decompressed up to the stored end of item pointer . 
bytes utilized to generate the current end of file identifier Determining the current end of item identifier may be 
may be equal to the number of bytes utilized to generate the similar to that which is described at block 1116 of FIG . 11 
stored end of item identifier . For example , assume that the for determining the current end of item identifier . In one 
stored end of file pointer is 180 bytes and that the stored end embodiment , the current end of item identifier may be 
of item identifier was based on the 180 byes . If a current item 60 determined utilizing different content of the item than the 
size is 200 bytes , then the current end of item identifier may content utilized to generate the item identifier at block 1204 . 
be a CRC checksum of the bytes preceding byte 180 of the Process 1200 then flows to decision block 1216 , where a 
current item . determination is made whether the stored end of item 

Processing then flows to decision block 1118 where a identifier matches the current end of item identifier . Deter 
determination is made whether the stored end of item 65 mining whether the current end of item identifier matches 
identifier matches the current end of item identifier . In one the stored end of item identifier may be similar to that which 
embodiment , a match may be determined if the CRC check - is described at block 1118 of FIG . 11 for determining 
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whether the current end of item identifier matches the stored At block 1326 , an unresolved identifier is returned to a 
end of item identifier . If the stored end of item identifier calling process to indicate that the current item is indeter 
matches the current end of item identifier , then processing minable as a new item or an existing item . In some embodi 
flows to block 1220 ; otherwise , processing flows to block ments , the unresolved identifier may be included in metadata 
1208 . 5 associated with the item . Processing then returns to a calling 

At block 1220 , the item is recognized as an existing item process to perform other actions . 
and is returned to a calling process to be processed as an At block 1312 , a stored end of item identifier is obtained 
existing item . Processing then returns to a calling process to from the record for the item identifier . Obtaining the stored 
perform other actions . end of item identifier may be similar to that which is 

FIG . 13 illustrates a logical flow diagram generally show - 10 described at block 1112 of FIG . 11 for obtaining the stored 
ing one embodiment of a process for determining if an item end of item identifier . 
is new or existing depending on an identifier collision . An Process 1300 then continues to block 1314 , where a 
identifier collision may occur if two or more different items current end of item identifier is determined for the item 
have a same item identifier . Process 1300 of FIG . 13 may based on the stored end of item pointer . Determining the 
represent one embodiment of actions taken at block 1022 of 15 current end of item identifier may be similar to that which is 
FIG . 10 . described at block 1116 of FIG . 11 for determining the 

Process 1300 begins , after a start block , at block 1302 , current end of item identifier . In one embodiment , the 
where an item identifier is determined for the current item current end of item identifier may be determined utilizing 
based on content of the current item . Determining an item different content of the item than the content utilized to 
identifier may be performed similar to that which is 20 generate the item identifier at block 1204 . 
described at block 1202 of FIG . 12 for determining an item Process 1300 then flows to decision block 1316 , where a 
identifier . determination is made whether the stored end of item 

Processing continues at decision block 1304 , where a identifier matches the current end of item identifier . Deter 
determination is made whether a record is found based on mining whether the current end of item identifier matches 
the item identifier . Determining whether a record is found 25 the stored end of item identifier may be similar to that which 
may be similar to that which is described at block 1108 of is described at block 1118 of FIG . 11 for determining 
FIG . 11 for determining whether a record is found . If a whether the current end of item identifier matches the stored 
record is not found , then processing flows to block 1306 ; end of item identifier . If the stored end of item identifier 
otherwise , processing flows to block 1308 . At block 1306 , matches the current end of item identifier , then processing 
the item is recognized as a new item and is returned to a 30 flows to block 1318 ; otherwise , processing flows to block 
calling process to be processed as a new item . Processing 1320 . 
then returns to a calling process to perform other actions . At block 1318 , the item is recognized as an existing item 

At block 1308 , a stored end of item pointer is obtained and is returned to a calling process to be processed as an 
from the record for the item identifier . Obtaining the stored existing item . Processing then returns to a calling process to 
end of item pointer may be similar to that which is described 35 perform other actions . 
at block 1114 of FIG . 11 for obtaining the stored end of item FIG . 14 illustrates a logical flow diagram generally show 
pointer . ing one embodiment of a process for determining if a new 

Continuing to decision block 1310 , a determination is or existing item is to be deferred depending on an end of 
made whether the stored end of item pointer is greater than item . Process 1400 of FIG . 14 may , in one embodiment , 
the item size . If the stored end of item pointer is greater than 40 represent actions taken during block 1024 of FIG . 10 . 
the item size , processing flows to block 1320 ; otherwise , Process 1400 begins , after a start block , at block 1402 , 
processing flows to block 1312 . At block 1320 , a stored item where a determination is made as to remaining data in an 
name identifier is obtained from the record based on the item item to be analyzed . In one embodiment , determining the 
identifier . The stored item name identifier may be an item remaining data may be based on a comparison of an amount 
name identifier that was stored for the item during previous 45 of data previously processed and a current item size . 
processing of the item . Moreover , the item name identifier Process 1400 then proceeds to decision block 1404 , where 
may be a unique identifier that is based on a name of the a determination is made whether the remaining data is a 
item . In one embodiment , the item name identifier may be a multiple of a predetermined value . In some embodiments , 
cyclic redundancy check ( CRC ) checksum of the item name . remaining data that is a multiple of a predetermined value 
However , the invention is not so limited ; rather , the item 50 may indicate that the item is being written from an operating 
name identifier may employ other unique identifiers derived system that buffers data . Thus , in one embodiment , the 
from the item name without departing from the scope or predetermined value may be based on a size of an operating 
spirit of the invention . system buffer . In one non - limiting and non - exhaustive 

Processing then flows to block 1322 , where a current item example , the predetermined value may be 512 bytes . If the 
name identifier is determined based on the item name of the 55 end of item is a multiple of a predetermined value , process 
current item . In one embodiment , the current item name ing flows to block 1408 ; otherwise , processing flows to 
identifier may be a cyclic redundancy check ( CRC ) check - block 1406 . 
sum of the item name of the current item . Process 1300 then At block 1406 , a done command is returned to a calling 
proceeds to decision block 1324 , where a determination is process . In some embodiments , the done command indicates 
made whether the stored item name identifier matches the 60 that an item has been completely written to , such that the 
current item name identifier . In one embodiment , a match completely written item can be distinguished from a par 
may be determined if the CRC checksum of the stored end tially written item . 
of item identifier is equal to the CRC checksum of the Processing continues next at block 1408 , where a defer 
current end of item identifier . If the stored item name change acknowledgment command is returned to a calling 
identifier does not match the current item name identifier , 65 process . In some embodiments , the defer change acknowl 
then processing flows to block 1326 ; otherwise , processing edgment command may be a tag , pointer , or other indicator 
flows to block 1318 . that corresponds to the item . In one embodiment , metadata 
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associated with the item may include the defer change Accordingly , blocks of the flowchart illustration support 
acknowledgment command . In some embodiments , the item combinations of means for performing the specified actions , 
is kept open for additional processing . Processing then combinations of steps for performing the specified actions 
returns to a calling process to perform other actions . and program instruction means for performing the specified 

FIG . 15 illustrates a logical flow diagram generally show - 5 actions . It will also be understood that each block of the 
ing one embodiment of a process for processing a previously flowchart illustration , and combinations of blocks in the 
deferred item . Process 1500 of FIG . 15 begins , after a start flowchart illustration , can be implemented by special pur 
block , at decision block 1502 , where a determination is pose hardware - based systems , which perform the specified 

actions or steps , or combinations of special purpose hard made whether an item descriptor is stored for a current item . 
An item descriptor may have been stored when the item was 10 ware and computer instructions . 

The above specification , examples , and data provide a previously processed , such as at block 1012 of FIG . 10 . If 
the item descriptor is not stored for the item , then processing complete description of the manufacture and use of the 

composition of the invention . Since many embodiments of flows to block 1504 ; otherwise , processing flows to decision the invention can be made without departing from the spirit block 1508 . At block 1504 the item descriptor for the item tem descriptor for the item 15 15 and scope of the invention , the invention resides in the 
is obtained , such as from an operating system , or other claims hereinafter appended . 
source . What is claimed is : 

Processing then flows to decision block 1508 where a 1 . A method , comprising : 
determination is made whether a stored end of item pointer observing a plurality of files in at least a portion of a 
for the current item matches the end of item for the current 20 filesystem for newly added files and changes to existing 
item . The stored end of item pointer may be a reference to files ; 
an end of the item that was stored during previous process upon detecting a new file in the at least the portion of the 
ing of the item . In some embodiments , the stored end of item filesystem : 
pointer may be stored in a cache . In other embodiments , the creating a record for the new file ; 
stored end of item pointer may be included in metadata 25 processing data in the new file ; and 
associated with the item . Moreover , in some embodiments , setting a time period for the new file that indicates when 
the end of item for the current item may be a current item the observing step is to evaluate whether changes 
size . In other embodiments , the end of item for the current have been made to the new file ; 
item may be obtained by processing the item , such as by upon detecting a change to an existing file in the at least 
reading the item , to an end of the item . If the stored end of 30 the portion of the filesystem : 
item pointer does not match the end of item , then processing determining if a current size of the existing file is 
flows to block 1510 ; otherwise , processing flows to block different than a previously saved size for the existing 
1512 . file ; 
At block 1510 , a defer change acknowledgment command based on determining that the current size of the 

is returned to a calling process . Returning a defer change 35 existing file is different than the previously saved 
acknowledgment command may be similar to that which is size : 
described at block 1408 of FIG . 14 for returning a defer identifying new data in the existing file by compar 
change acknowledgment command . Processing then returns ing a previous end of item identifier associated 
to a calling process to perform other actions . with the existing file with a current end of item 

If the stored end of item pointer matches the end of item , 40 identifier of the existing file , the current end of 
then processing flows to block 1512 . At block 1512 , a item identifier is calculated using a number of 
change acknowledgment command is returned to a calling bytes from the end of the existing file ; and 
process . Processing then returns to a calling process to processing the new data in the existing file ; and 
perform other actions . setting a time period for the existing file that indicates 

It will be understood that each block of the flowchart 45 when the observing step is to reevaluate whether 
illustration , and combinations of blocks in the flowchart changes have been made to the existing file . 
illustration , can be implemented by computer program 2 . The method as recited in claim 1 , wherein setting the 
instructions . These program instructions may be provided to time period to reevaluate the existing file for new updates 
a processor to produce a machine , such that the instructions , further comprises : 
which execute on the processor , create means for imple - 50 determining a frequency of updates for the existing file ; 
menting the actions specified in the flowchart block or setting the time period based on the frequency of updates . 
blocks . The computer program instructions may be executed 3 . The method as recited in claim 1 , wherein setting the 
by a processor to cause a series of operational steps to be time period to reevaluate the existing file for new updates 
performed by the processor to produce a computer - imple - further comprises : 
mented process such that the instructions , which execute on 55 determining a frequency of updates for the existing file ; 
the processor to provide steps for implementing the actions setting the time period based on the frequency of updates , 
specified in the flowchart block or blocks . The computer wherein the time period is set to a small value when the 
program instructions may also cause at least some of the frequency of updates is high , and wherein the time 
operational steps shown in the blocks of the flowchart to be period is set to a large value when the frequency of 
performed in parallel . Moreover , some of the steps may also 60 updates is low . 
be performed across more than one processor , such as might 4 . The method as recited in claim 1 , wherein setting the 
arise in a multi - processor computer system . In addition , one time period to evaluate the new file for updates further 
or more blocks or combinations of blocks in the flowchart comprises : 
illustration may also be performed concurrently with other setting the time period to evaluate the new file for updates 
blocks or combinations of blocks , or even in a different 65 to a default initial value . 
sequence than illustrated without departing from the scope 5 . The method as recited in claim 1 , wherein observing the 
or spirit of the invention . plurality of files in at least the portion of the filesystem 
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includes checking the existing file for changes upon the 13 . The apparatus as recited in claim 8 , wherein the file 
existing file having a time period to reevaluate the existing observation subsystem detects a change in at least a portion 
file that has lapsed . of a directory listing . 

6 . The method as recited in claim 1 , wherein upon 14 . The apparatus as recited in claim 8 , wherein sets the 
detecting a change to an existing file in the at least the 5 time period to reevaluate the existing file for new updates 
portion of the filesystem includes detecting a change in at further comprises : 
least a portion of a directory listing . determines a frequency of updates for the existing file ; 

7 . The method as recited in claim 1 , wherein setting the extends the time period based on a low frequency of time period to reevaluate the existing file for new updates updates . further comprises : 15 . A non - transitory computer readable medium , storing determining a frequency of updates for the existing file ; software instructions , which when executed by one or more extending the time period based on a low frequency of 
updates . processors cause performance of : 

8 . An apparatus , comprising : observing a plurality of files in at least a portion of a 
a file observation subsystem , implemented at least par - 15 filesystem for newly added files and changes to existing 

tially in hardware , that observes a plurality of files in at files ; 
least a portion of a filesystem for newly added files and upon detecting a new file in the at least the portion of the 
changes to existing files ; filesystem : 

wherein the file observation subsystem , upon detecting a creating a record for the new file ; 
new file in the at least the portion of the filesystem : 20 processing data in the new file ; and 
creates a record for the new file ; setting a time period for the new file that indicates when 
processes data in the new file ; and the observing step is to evaluate whether changes 
sets a time period for the new file that indicates when have been made to the new file ; 

the file observation subsystem is to evaluate whether upon detecting a change to an existing file in the at least 
changes have been made to the new file ; 25 the portion of the filesystem : 

a file processor subsystem , implemented at least partially determining if a current size of the existing file is 
in hardware , that , upon the file observation subsystem different than a previously saved size for the existing 
detecting a change to an existing file in the at least the 
portion of the filesystem : based on determining that the current size of the 
determines if a current size of the existing file is 30 existing file is different than the previously saved 

different than a previously saved size for the existing size : 
file ; identifying new data in the existing file by compar 

based on a determination that the current size of the ing a previous end of item identifier associated 
existing file is different than the previously saved with the existing file with a current end of item 
size , identifies new data in the existing file by 35 identifier of the existing file , the current end of 
comparing a previous end of item identifier associ item identifier is calculated using a number of 
ated with the existing file with a current end of item bytes from the end of the existing file ; and 
identifier of the existing file , and processes the new processing the new data in the existing file ; and 
data in the existing file , the current end of item setting a time period for the existing file that indicates 
identifier is calculated using a number of bytes from 40 when the observing step is to reevaluate whether 
the end of the existing file ; and changes have been made to the existing file . 

sets a time period for the existing file that indicates 16 . The non - transitory computer readable medium as 
when the file observation subsystem is to reevaluate recited in claim 15 , wherein setting the time period to 
whether changes have been made to the existing file . reevaluate the existing file for new updates further com 

9 . The apparatus as recited in claim 8 , wherein sets the 45 prises : 
time period to reevaluate the existing file for new updates determining a frequency of updates for the existing file ; 
further comprises : setting the time period based on the frequency of updates . 

determines a frequency of updates for the existing file ; 17 . The non - transitory computer readable medium as 
sets the time period based on the frequency of updates . recited in claim 15 , wherein setting the time period to 
10 . The apparatus as recited in claim 8 , wherein sets the 50 reevaluate the existing file for new updates further com 

time period to reevaluate the existing file for new updates prises : 
further comprises : determining a frequency of updates for the existing file ; 

determines a frequency of updates for the existing file ; setting the time period based on the frequency of updates , 
sets the time period based on the frequency of updates , wherein the time period is set to a small value when the 

wherein the time period is set to a small value when the 55 frequency of updates is high , and wherein the time 
frequency of updates is high , and wherein the time period is set to a large value when the frequency of 
period is set to a large value when the frequency of updates is low . 
updates is low . 18 . The non - transitory computer readable medium as 

11 . The apparatus as recited in claim 8 , wherein sets the recited in claim 15 , wherein setting the time period to 
time period to evaluate the new file for updates further 60 evaluate the new file for updates further comprises : 
comprises : setting the time period to evaluate the new file for updates 

sets the time period to evaluate the new file for updates to to a default initial value . 
a default initial value . 19 . The non - transitory computer readable medium as 

12 . The apparatus as recited in claim 8 , wherein the file recited in claim 15 , wherein observing the plurality of files 
observation subsystem checks the existing file for changes 65 in at least the portion of the filesystem includes checking the 
upon the existing file having a time period to reevaluate the existing file for changes upon the existing file having a time 
existing file that has lapsed . period to reevaluate the existing file that has lapsed . 
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20 . The non - transitory computer readable medium as 
recited in claim 15 , wherein upon detecting a change to an 
existing file in the at least the portion of the filesystem 
includes detecting a change in at least a portion of a 
directory listing . 

21 . The non - transitory computer readable medium as 
recited in claim 15 , wherein setting the time period to 
reevaluate the existing file for new updates further com 
prises : 

determining a frequency of updates for the existing file ; 10 
extending the time period based on a low frequency of 

updates . 
* * * * * 


