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(54) POWER FAILURE MONITORING APPARATUS AND METHOD, AND EXTERNAL PROTECTION 
DEVICE

(57) The disclosure relates to a method, an appara-
tus and an external protective device (EPD) for power-off
monitoring. The power-off monitoring apparatus is used
for monitoring and warning the abnormal power-off of
EPD, including a power-taking line, a power-taking
switch-on module and a warning module. The power-tak-
ing line connects the power-off monitoring apparatus to
a dedicated power outlet which is not connected to the
power supply circuit of EPD; The power-taking switch-on
module monitors whether the EPD is abnormally pow-
ered off, and turn on a switch to connect with the pow-
er-taking line when abnormal power-off is detected, so
that the power-off monitoring apparatus can be launched
by taking power from the dedicated power outlet; The
warning module is used to send warning information
when the power-off monitoring apparatus is launched.
Through the mutually exclusive power supply design, the
disclosure can connect the dedicated power outlet to
work when the EPD is abnormally powered off, thus ef-
fectively preventing the safety problems caused by pow-
ering off the EPD.
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Description

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application claims the benefit of Chinese
Patent Application No. 202111479042.4, filed on Dec. 2,
2021 in the China National Intellectual Property Admin-
istration, the disclosure of which is incorporated herein
by reference.

BACKGROUND OF THE INVENTION

1. Technical Field

[0002] The disclosure relates to the technical field of
Security protection of the device, in particular to a power-
off monitoring apparatus and a power-off monitoring
method for external protective device, and corresponding
external protective device.

2. Background Technology

[0003] In recent years, the development of computer
and network technology has greatly promoted the pop-
ularity of the network. However, when people enjoy the
convenience brought by the network, they are also facing
new threats to network security and data security. Com-
mon threats include malicious code intrusion, virus/trojan
infection, traffic attack, hacker theft, unauthorized ac-
cess, impersonating legitimate users, destroying data in-
tegrity, interfering with the normal operation of the sys-
tem, using the network to spread viruses, middleman
eavesdropping, and so on.
[0004] There are many technical means to solve the
problems of network security or data security, such as
installing and using black/white lists in the host, using
flow control software, firewalls, anti-virus intrusion detec-
tion systems and other network security products. How-
ever, even with the above measures, various security
incidents still occur frequently. According to statistics,
70% of the security problems are caused by the illegal
use of key resources such as hosts by internal personnel,
and only 30% of the real external threats. Internal per-
sonnel lack security awareness when using the host, and
they are located at the back end of the firewall. The ac-
cess to various external devices is not standardized, and
viruses or Trojan backdoors are implanted, resulting in
data leakage, virus infection, system collapse, and even
network paralysis; at the same time, the misoperation or
intentional destruction of the system will also cause bad
effects and heavy losses.
[0005] Moreover, for some dedicated devices, such as
the host equipped with dedicated software control, and
the device in some industrial engineer stations/worker
stations, there is no suitable security protection software
on the market, or the installation of security software is
likely to cause compatibility problems in the original host
software, or even affect the performance. The hosts of

these engineer stations/worker stations will not upgrade
the operating system after they are online, and even if
security protection software is installed, the software ver-
sion or malicious code base will not be updated in time,
resulting in low security protection effect and efficiency.
[0006] Therefore, the prior art (WO2020087781A1)
has disclosed an external terminal protective device (or
called External Protective Device) and corresponding
protection system to solve the above problems. The Ex-
ternal Protective Device (EPD) takes over each interface
of the protected device (PD) to ensure that the external
devices that need to access the various interfaces of the
protected device must be connected to the external pro-
tective device before they can be accessed, so that the
purpose of protecting the protected device can be
achieved without installing security protection software
on the protected device However, since the EPD and the
protected device are independently powered, malicious
users may cut off the power supply of the EPD and make
the protected device out of safety supervision, so as to
achieve the purpose of destroying the protected device.

SUMMARY OF THE INVENTION

[0007] In view of this, how to monitor the abnormal
power-off of EPD and still give warning in case of power
failure to improve the safety of protected device is an
urgent problem to be solved at present. The main pur-
pose of the disclosure is to provide a power-off monitoring
apparatus, a power-off monitoring apparatus method and
corresponding EPD, so as to at least partially solve the
above technical problems.
[0008] In order to achieve the above purpose, as the
first aspect of the disclosure, a power-off monitoring ap-
paratus is proposed, which is used to monitor and warn
the abnormal power-off of EPD. The EPD is electrically
connected to the protected device and takes over the
input and output functions of the protected device to pre-
vent illegal data transmission of the protected device,
[0009] The power-off monitoring apparatus comprises
a power-taking line, a power-taking switch-on module
and a warning module, wherein:

The power-taking line is used to connect the power-
off monitoring apparatus to a dedicated power outlet,
which is not connected to the power supply circuit of
the EPD;
The power-taking switch-on module is used to mon-
itor whether the EPD is abnormally powered off, and
to switch to connect with the power-taking line when
abnormal power-off is detected, so that the power-
off monitoring apparatus can be launched by taking
power from the dedicated power outlet;
The warning module is used to send warning infor-
mation when the power-off monitoring apparatus is
launched.

[0010] According to the preferred embodiment of the

1 2 



EP 4 443 268 A1

3

5

10

15

20

25

30

35

40

45

50

55

disclosure, the dedicated power outlet is provided by the
power-taking line of the protected device.
[0011] According to the preferred embodiment of the
disclosure, the power-taking switch-on module compris-
es an automatic switch, and the control end of the module
is connected to the power supply circuit of the EPD; When
the power supply circuit of the EPD works normally, the
automatic switch disconnects the power-taking line.
When the power supply circuit of the EPD is abnormally
cut off, the automatic switch switches on to connect to
the power-taking line.
[0012] According to the preferred embodiment of the
disclosure, it also includes a storage module for storing
the status information of abnormal power-off.
[0013] According to the preferred embodiment of the
disclosure, the storage module is a memory shared with
other modules of the EPD.
[0014] According to the preferred embodiment of the
disclosure, it also includes: a communication module for
transmitting the warning information to an external re-
ceiving device; and a main control module, which is used
to detect whether there is an abnormal power-off state
according to the working state of the power-taking switch-
on module, and send instructions to the warning module
according to the detection results.
[0015] According to the preferred embodiment of the
disclosure, the communication module shares MAC ad-
dress and IP address with the communication module of
the EPD.
[0016] In order to achieve the above purpose, as the
second aspect of the disclosure, a power-off monitoring
method is proposed, which is used to monitor and warn
the abnormal power-off of EPD. The EPD is electrically
connected to the protected device and takes over the
input and output functions of the protected device to pre-
vent illegal data transmission of the protected device.
The method includes the following steps:

Providing a dedicated power outlet which is not con-
nected to the power supply circuit of the EPD;
Monitoring whether the EPD has abnormal power-
off, and when abnormal power-off is detected,
launching the power-taking mode on the basis of
power supply from the dedicated power outlet for
warning operation.

[0017] According to the preferred embodiment of the
disclosure, dedicated power outlet is supplied by the
power supply circuit of the protected device.
[0018] According to the preferred embodiment of the
disclosure, the method also includes the step: taking
power from dedicated power outlet to store the status
information of abnormal power-off.
[0019] According to the preferred embodiment of the
disclosure, the method also includes: taking power from
the dedicated power outlet to transmit the warning infor-
mation to the external receiving device.
[0020] In order to achieve the above purpose, as the

third aspect of the disclosure, an external protection de-
vice is proposed, which is electrically connected to the
protected device and takes over the input and output
functions of the protected device to prevent illegal data
transmission of the protected device. It includes the
above power-off monitoring apparatus, which is used to
monitor and warn the abnormal power-off of the external
protection device.
[0021] According to the preferred embodiment of the
disclosure, the power-off monitoring apparatus is in-
stalled inside the casing of the EPD.
[0022] According to the preferred embodiment of the
disclosure, the dedicated power outlet of the power-off
monitoring apparatus is provided by the USB port of the
protected device.
[0023] Compared with the prior art, the disclosure has
at least the following beneficial effects:

(1) Through the mutually exclusive power supply de-
sign, the disclosed power-off monitoring apparatus
can be switched to connect with the dedicated power
outlet to work when the EPD is abnormally powered
off, thus effectively preventing the security problems
caused by powering off the EPD.
(2) The power-off monitoring apparatus of the dis-
closure can effectively record the status information
of abnormal power-off and provide data support for
subsequent power-off analysis by setting up a stor-
age module.
(3) The disclosure adopts mutually exclusive power
supply between the power-off monitoring module of
the EPD and other modules, so the shared storage
module can be used, there is no situation where the
normal operation of the memory is affected by the
simultaneous operation of two channels, and the du-
al-port memory device does not need to be controlled
by an electronic switch.
(4) Through the communication module set in the
power-off monitoring apparatus, the disclosure can
still transmit the warning information to the server
and other external devices when the EPD is powered
off, so as to achieve effective and timely monitoring.

BRIEF DESCRIPTION OF DRAWINGS

[0024]

Fig. 1 is the structural diagram of the first embodi-
ment of the power-off monitoring apparatus applied
to the external terminal protection device of the dis-
closure;
Fig. 2 is the structural diagram of the second em-
bodiment of the power-off monitoring apparatus ap-
plied to the external terminal protection device of the
disclosure;
Fig. 3 is the structural diagram of the third embodi-
ment of the power-off monitoring apparatus applied
to the external terminal protection device of the dis-
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closure;
Fig. 4 is the structural diagram of the fourth embod-
iment of the power-off monitoring apparatus applied
to the external terminal protection device of the dis-
closure;
Fig. 5 is the structural diagram of the fifth embodi-
ment of the power-off monitoring apparatus applied
to the external terminal protection device of the dis-
closure;
Fig. 6 is a flowchart of an embodiment of the power-
off monitoring method of the present disclosure.

DETAILED DESCRIPTION

[0025] In order to make the purpose, technical solution
and advantages of the disclosure more clear, the disclo-
sure is further described in detail below in combination
with specific embodiments and with reference to the
drawings.
[0026] In order to monitor the abnormal power-off of
the external protective device (EPD) and still carry out
the warning in the case of power off, so as to ensure the
security of the protected device and prevent the protec-
tion mechanism from being bypassed by powering off
the EPD, the disclosure provides a solution, that is, a
power-off monitoring apparatus and corresponding a
power-off monitoring method and the EPD.
[0027] It should be noted that the "abnormal power-off"
in the present disclosure refers to the situation that the
terminal protection device is not powered off through nor-
mal shutdown operation, such as pulling out the power
plug form the power supply outlet or cutting off the power
cord, or power-off by long pressing the power on/off but-
ton, or cutting off the internal lines of the terminal protec-
tion device, etc.
[0028] The power-off monitoring apparatus and meth-
od in the disclosure are specially used for monitoring and
warning the abnormal power-off of EPD. The EPD is elec-
trically connected to the protected device and takes over
the input and output functions of the protected device to
prevent the illegal data transmission of the protected de-
vice.
[0029] The power-off monitoring apparatus provided
by the disclosure at least includes a power-taking line, a
power-taking switch-on module and a warning module.
The power-taking line is used to connect the power-off
monitoring apparatus to a dedicated power outlet, which
is not connected to the power supply circuit of the EPD;
The power-taking switch-on module is used to monitor
whether the EPD has abnormal power-off, and to turn on
the switch to connect with the power-taking line when
abnormal power-off is detected, so that the power-off
monitoring apparatus can be launched by taking power
from the dedicated power outlet; The warning module is
used to send warning information when the power-off
monitoring apparatus is launched.
[0030] The dedicated power outlet can be any possible
power outlet that is not connected to the power supply

circuit of the EPD. However, as a preferred method, it is
connected to the power supply circuit of the protected
device. Because, if the user wants to intrude into the pro-
tected device illegally, it needs the power supply of the
protected device to be normal so as to read, write or
transmit data, so it is a more reliable choice to connect
the dedicated power outlet to the power supply circuit of
the protected device.
[0031] As an implementation, the dedicated power out-
let is realized as an interface/port that is used for con-
necting the interface/port of EPD and the EPD. In this
way, on the one hand, the connection line and hardware
structure can be simplified; on the other hand, when the
connection line, which is connected between the EPD
and the interface/port of the protected device, has the
function of plugging and unplugging detection and warn-
ing, it also plays the role of protecting the connection line
of the dedicated power outlet.
[0032] As another implementation, the dedicated pow-
er outlet of the power-off monitoring apparatus is provid-
ed by the USB port of the protected device. The conven-
tional 5V USB port can be used as a power supply port.
The power-off monitoring apparatus is connected to the
USB port of the protected device through the power line.
In addition to physical reinforcement means, by monitor-
ing the voltage of the USB connection line, the plugging
and unplugging of the USB connection line between the
protected device and the power-off monitoring apparatus
can also be monitored.
[0033] The power-taking switch-on module can include
an automatic switch, for example, realized by a relay,
which is connected to the power-taking line of the EPD;
when the power-taking line of the EPD works normally,
the automatic switch disconnects the power-taking line.
When the power-taking line of the EPD is abnormally cut
off, the automatic switch connects the power-taking line.
For example, the power-taking line of the EPD is provided
with a relay. When the power-taking line of the EPD sup-
plies power normally, the relay pulls in to control the dis-
connection of the power-taking line of the power-off mon-
itoring apparatus. When the power-taking line of the EPD
is disconnected, the relay does not pull in to connect the
power-taking line of the power-off monitoring apparatus.
[0034] For example, the automatic switch of the power-
taking switch-on module detects whether the voltage dif-
ference between the power supply terminal (VCC) and
the ground (GND) of the power-taking line of the EPD is
lower than the preset voltage threshold to determine that
the EPD is abnormally powered off.
[0035] It can be seen that the power-off monitoring ap-
paratus of the disclosure does not supply power at the
same time with other working modules of the EPD, which
is also called mutually exclusive power supply or mutually
exclusive working mode. That is, when other modules in
the EPD are in normal power supply, the modules of the
power-off monitoring apparatus is powered off; When
other modules in the EPD are abnormally powered off,
the power-off monitoring apparatus is triggered and
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launched for warning operation.
[0036] Therefore, the disclosure can make the EPD be
powered from the dedicated power outlet and not stop
to work when the EPD is abnormally powered off, so as
to effectively prevent the safety problem by powering off
the EPD.
[0037] As a preferred embodiment, the power-off mon-
itoring apparatus includes a main control module with
data processing function, which is realized by a Micro-
programming controller (MCU), a single board computer
(SBC) or a programmable logic controller (PLC), for ex-
ample. It can detect whether there is an abnormal power-
off state through the working state of the power-taking
switch-on module (relay), and send instructions to the
warning module according to the detection results.
[0038] As a preferred embodiment, the warning mod-
ule can send out the warning information according to
the detection and/or the command of the main control
module. The warning mode is, for example, by sound,
flash and/or screen flash, etc.
[0039] As a preferred embodiment, the power-off mon-
itoring apparatus also includes a storage module for stor-
ing the status information of abnormal power-off. The
state information can include: power-off time, abnormal
power-off times, and device information. The storage
module can be realized by a variety of memories, such
as RAM or non-volatile memory (EPROM), preferably
dual-port non-volatile memory, and further preferably
Flash memory. By presetting the storage module, the
disclosure can effectively record the status information
of abnormal power-off and provide data support for sub-
sequent power-off analysis.
[0040] As a preferred embodiment, the storage module
is shared with other modules of the EPD. For example,
the storage module can simultaneously connect the pow-
er-off monitoring apparatus and the control module of the
EPD. Since the power-off monitoring apparatus and other
working modules of the EPD are not powered at the same
time, the storage module can write information respec-
tively through the control of the power-off monitoring ap-
paratus and the EPD. Since the power-off monitoring ap-
paratus and EPD are mutually exclusive in power supply
and operation, the storage module can use either single
port or dual-port. There is no situation where two chan-
nels work at the same time to affect the normal operation
of the memory, and electronic switches are no longer
required to control the connection of different lines.
[0041] According to a preferred embodiment of the dis-
closure, the power-off monitoring apparatus also in-
cludes a communication module for transmitting the
warning information to an external receiving device. For
example, the external receiving device is a server or client
of the control center, such as a rights management serv-
er, a staff client, and so on. Specifically, the power-off
monitoring apparatus can transmit the warning informa-
tion to the management server through the communica-
tion module. The communication module can communi-
cate through any existing communication technology,

such as wired network, wireless network, Bluetooth, etc.
[0042] According to a preferred embodiment of the dis-
closure, the communication module is a network com-
munication module, which shares MAC address and IP
address with the network communication module of the
EPD. That is to say, the communication module of the
power-off monitoring apparatus and the communication
module of the EPD can further preferably adopt the
shared network interface design to share the MAC ad-
dress and IP address of the network interface.
[0043] The disclosure also discloses a power-off mon-
itoring method, which is used for monitoring and warning
the abnormal power-off of EPD. The EPD is electrically
connected to the protected device and takes over the
input and output functions of the protected device to pre-
vent the illegal data transmission of the protected device.
The method includes the following steps: providing a ded-
icated power outlet, which is not connected to the power
supply circuit of the EPD; Monitoring to determine wheth-
er the EPD has abnormal power-off, and when abnormal
power-off is detected, launching the power-taking mode
of taking power from the dedicated power-taking outlet
for warning operation.
[0044] As a preferred embodiment, power is taken from
the dedicated power outlet to store the status information
of abnormal power-off. As another preferred embodi-
ment, power is taken from the dedicated power outlet to
transmit the warning information to the external receiving
device.
[0045] Preferably, when abnormal power-off is found
during monitoring, the stored device-working-status in-
formation is updated or modified to indicate the status
information of "abnormal power-off", and the warning in-
formation is reported. In addition, to prevent the user from
cutting out the communication line maliciously to prevent
reporting, it can be set to clear the status information of
"abnormal power-off" until the report-success-confirma-
tion information is received.
[0046] The disclosure also provides an external pro-
tective device (EPD), which is electrically connected to
the protected device and takes over the input and output
functions of the protected device to prevent illegal data
transmission of the protected device. At the same time,
it also includes the aforementioned power-off monitoring
apparatus to monitor and warn the abnormal power-off
of the EPD.
[0047] Although the power-off monitoring apparatus
can work as an external device of the EPD, as a preferred
embodiment, the power-off monitoring apparatus is in-
stalled inside the casing of the EPD. In other words, the
power-off monitoring apparatus can work independently,
but can be installed in the enclosure as an additional
device of EPD, which reduces the possibility of the power-
off monitoring apparatus being maliciously cut off, in-
creases the safety protection performance, and also
makes the device structure more concise.
[0048] In addition, as mentioned above, the dedicated
power outlet of the power-off monitoring apparatus is re-
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alized by the USB port of the protected device. Therefore,
the circuit of the power-off monitoring apparatus for con-
necting the dedicated power outlet can be integrated into
the connection interface of the EPD and the protected
device.
[0049] Exemplary embodiments of the present disclo-
sure will be described in more detail below with reference
to the accompanying drawings. Although exemplary em-
bodiments of the disclosure are shown in the accompa-
nying drawings, it should be understood that the disclo-
sure can be implemented in various forms and should
not be limited by the embodiments described herein. On
the contrary, these embodiments are provided so that
the disclosure can be more thoroughly understood and
the scope of the disclosure can be completely commu-
nicated to those skilled in the art.
[0050] The term "and/or" in this article is only an asso-
ciation relationship that describes the association object,
indicating that there can be three kinds of relationships,
for example, "A and/or B" can indicate that there are three
cases: A alone, A and B together, and B alone. In addition,
the character "/" in this article generally indicates that the
front and back associated objects are an "or" relationship.

First embodiment

[0051] Fig. 1 is the structural diagram of the first em-
bodiment of the power-off monitoring apparatus applied
to the external terminal protection device of the disclo-
sure. As shown in Fig. 1, the power-off monitoring appa-
ratus 300 is used to monitor and warn the abnormal pow-
er-off of the EPD 100. The EPD 100 is connected with
the corresponding interface of the protected device 200
through the internal interface 102, and one or more ex-
ternal devices are accessed through the external inter-
face 101. The internal interface 102 and external inter-
face 101 can be one or multiple. In the figure, only the
connection relationship of the interface is schematically
represented by blocks. The actual type and number of
interfaces can vary according to specific application sce-
narios.
[0052] As shown in Fig. 1, the EPD 100 and the pro-
tected device 200 are powered by their power supplies
respectively. The external protective device 100 is elec-
trically connected to the protected device 100 through
the internal interface. When the external device needs
to be connected to the protected device, it needs to be
connected to one or more of the external interfaces 101
of the EPD 100, and connected to the protected device
200 under the safety control of the EPD 100, thus taking
over the input and output functions of the protected de-
vice 200 to prevent illegal data transmission of the pro-
tected device. The structure and operation method of the
EPD 100 can adopt any structure or method of the prior
art, which should not be limited in the disclosure.
[0053] Further, in the first embodiment, the power-off
monitoring apparatus 300 includes a power-taking line
301, a power-taking switch-on module 302, and a warn-

ing module 303. The power-taking line 301 is used to
connect the power-off monitoring apparatus 300 to a ded-
icated power outlet 201, and the dedicated power outlet
201 is connected with the power supply circuit of the pro-
tected device 200. It is worth noting that when both the
EPD 100 and the protected device 200 are turned on and
working normally, the power-taking line 301 is switched
off and disconnected, so the warning module 303 located
in the power-off monitoring apparatus 300 does not work.
[0054] The power-taking switch-on module 302 is lo-
cated in the EPD 100, which is used to monitor whether
the EPD 100 has an abnormal power-off, and when the
abnormal power-off is detected, the power-taking line
301 is switched on, so that the power supply monitoring
device 300 starts by taking power from the dedicated
power outlet 201; The warning module 303 sends out
warning information when the power-off monitoring ap-
paratus 300 starts. It can be seen that the power-off mon-
itoring apparatus 300 of this embodiment has a design
of mutually exclusive power supply with other working
modules of the EPD 100, and can be connected to the
dedicated power outlet 201 for operation when the EPD
100 is abnormally powered off, thus effectively prevent-
ing the safety problems caused by power-off of the EPD
100.
[0055] As described above, the dedicated power outlet
201 of the first embodiment is connected to the power
supply circuit in the protected device 200. However, the
disclosure should not be limited to this. One of the pur-
poses of the disclosure is to prevent the abnormal power-
off of the EPD 100, which is a problem that cannot be
effectively and safely controlled. Therefore, the power-
off monitoring apparatus 300 of the disclosure is no long-
er connected to the power supply circuit of the EPD, but
to a safer power-taking line. The more secure power-
taking line can also be, for example, a standby power
supply, a standby battery, a wireless power supply or
other safe power supply device. The dedicated power
outlet 201 in this embodiment is provided by the power
supply circuit of the protected device 200, because it is
a more reliable choice. The advantage is that if the user
wants to illegally invade the protected device, it needs to
be ensured that the power supply of the protected device
is normal for being read, written or date transmitted.
[0056] Fig. 1 just schematically shows the dedicated
power outlet 201 of the protected device 200 in the first
embodiment. The dedicated power outlet 201 can be set
at any power-taking point on the power supply circuit of
the protected device, but it is more preferably at a power-
taking point that does not substantially affect the internal
circuit structure of the protected device. The dedicated
power outlet can be provided by line pins directly, or can
be provided by the pins of existing interfaces that can
supply power, such as USB port and serial port connect-
ed to the power supply circuit.
[0057] In the first embodiment, the power power-taking
switch-on module 302 includes an automatic switch con-
nected to the power detection port 103 of the EPD 100,
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and the automatic switch is realized by a relay, for ex-
ample. The power detection port 103 is an access point
on the power supply circuit (not shown) of the EPD 100.
The electrical performance (such as voltage change) of
the access point should be directly related to the power-
off state of the power supply of the EPD 100, but not
limited to the specific access location. For example, it
can be directly connected to the output end of the power
supply, or to various interfaces directly associated with
the power supply, such as USB port, serial port, etc.
[0058] The automatic switch of the first embodiment
includes a control end and two connection ends, the con-
trol end is electrically connected to the power detection
port 103, and the two connection ends are respectively
connected to the dedicated power outlet 201 and the
warning module 303. In addition, when the power detec-
tion port 103 has a voltage difference between the two
connection ends and the voltage difference is higher than
the threshold value (indicating that the power supply of
the EPD 100 is normal), the automatic switch is in the
switched-off state. When the power detection port 103
has the voltage difference lower than the threshold value
(indicating that the power supply of the EPD 100 stops
supplying power), the automatic switch automatically
switches to the switched-on state. Thus, the power-taking
switch-on module 302 can determine whether the EPD
100 has an abnormal power-off, and turn on the switch
to connect with the power-taking line 301 when an ab-
normal power-off is detected, so that the warning module
303 can be powered. Therefore, the power-off monitoring
apparatus 300 takes power from the dedicated power
outlet 201 and launches.
[0059] In this first embodiment, the warning module
303 sends out a warning message when the power-off
monitoring apparatus 300 launches, that is, when the au-
tomatic switch is automatically switched to the switched-
on state, the warning module 303 sends out a warning
message immediately after power is taken. The present
disclosure should not be limited to the way to send warn-
ing information, including various warning information
transmission modes through sound, light, electricity as
the medium, such as sending out alarm sounds, flashing
lights, dialing calls, sending information to specific termi-
nals, etc. As an embodiment, the warning module 303
includes a loud speaker, LED lamp, and automatically
send out alarm sound and/or flash when the power is
turned on.
[0060] As another embodiment, the dedicated power
outlet 201 also includes terminals/pins for information in-
put, thus, the dedicated power outlet 201 can also receive
the information sent by the power-off monitoring appa-
ratus 300 when the power-off monitoring apparatus 300
launches. Thus, the warning module 303 can include a
signal generation module for sending specific warning
information to the dedicated power outlet 201 when the
warning module 303 is powered, so that the protected
device 200 can carry out specific warning actions after
receiving the warning information, such as various warn-

ing actions carried out by the warning device of the pro-
tected device 200 itself, such as alarm sound, screen
flashing, etc.
[0061] In the first embodiment, the automatic switches
of the warning module 303 and the power-taking switch-
on module 302 are both located outside the EPD 100.
Therefore, they can be constructed as an independent
device with a case. One end of the device is connected
to the dedicated power outlet 201 of the protected device
(such as a USB interface), and the other end is connected
to the power detection port 103 of the EPD 100 (such as
a USB interface). It can be seen that the embodiment
adds an additional power detection module on the basis
of the existing EPD, so that the existing EPD is upgraded
to a device with abnormal power-off protection function.

Second embodiment

[0062] Fig. 2 is the structural diagram of the second
embodiment of the power-off monitoring apparatus ap-
plied to the EPD of the disclosure. As shown in Fig. 2, it
is different from the first embodiment that the automatic
switches of the warning module 303 and the power-taking
switch-on module 302 of the second embodiment are
located inside the EPD 100, or the second embodiment
of the power-off monitoring apparatus 300 is installed
inside the case of the EPD 100. The power-taking line
301 can be connected to the dedicated power outlet 201
of the protected device 200 through an interface of the
EPD 100. Similarly, the dedicated power outlet 201 is
connected to the power supply circuit in the protected
device 200. The ports of the EPD 100 used by the power-
taking line 301 can be a dedicated power port or a data
port, such as serial port, USB port, etc.
[0063] In the second embodiment, the warning module
303 can be realized by using the warning device of the
EPD 100 itself, such as a loudspeaker LED lights, etc.
[0064] It can be seen that in this embodiment, the pow-
er-off monitoring apparatus 100 is not implemented as
an independent device, but as a module included in the
power-off monitoring apparatus 100. In this way, the pow-
er-off monitoring apparatus 100 can be realized by mod-
ifying the internal hardware structure of the EPD 100, so,
no additional separate devices are required, and it can
makes wiring easier.

Third Embodiment

[0065] Fig. 3 is the structural diagram of the third em-
bodiment of the power-off monitoring apparatus applied
to the EPD of the disclosure. As shown in Fig. 3, on the
basis of the second embodiment, the power power-taking
line 301 of the third embodiment is connected to the ded-
icated power outlet 201 of the protected device 200
through the internal interface 102 of the EPD 100. Sim-
ilarly, the dedicated power outlet 201 is connected to the
power supply circuit in the protected device 200.
[0066] The internal interface 102 of the EPD 100 is an

11 12 



EP 4 443 268 A1

8

5

10

15

20

25

30

35

40

45

50

55

existing interface with specific functions. The internal in-
terface 102 is electrically connected to the protected de-
vice 100 and switched on and off under the control of the
internal control module of the EPD 100, so that the ex-
ternal input data can be transmitted to the protected de-
vice 200 under the control of the EPD 100. The internal
interface 102 is a general term for one or more interfaces,
which can be USB interface, serial port, network port,
etc., and is connected to the internal power supply circuit
of the protected device 200. Therefore, on this basis, one
of the internal interfaces 102 (such as USB interface) can
be used to connected to the dedicated power outlet 201,
or an additional interface dedicated to connecting to the
dedicated power outlet 201 is added as one of the internal
interfaces 10. Although an interface (such as USB inter-
face) of the internal interface 102 is used as a dedicated
power outlet 201, it also can be normally used as a data
exchange interface when the EPD is working properly,
while when the EPD is powered off, it supplies power to
the power-off monitoring apparatus. From that, the shar-
ing of interfaces can be realized.
[0067] Different from other interfaces of the internal in-
terface 102, the internal interface used to connect to the
power-taking line 301 is also connected to the automatic
switch with the power-off monitoring function, the auto-
matic switch is directly switched on and off by the power
supply, while other internal interfaces are generally con-
trolled by the dedicated interface control module.
[0068] It can be seen that, compared with the second
embodiment, the third embodiment can increase the
power-off monitoring function and further simplify the cir-
cuit and hardware connection structure without increas-
ing the number of interfaces of EPD through the sharing
of interfaces and circuit. In addition, when the connecting
line connecting the EPD to the interface of the protected
device has the function of plugging and unplugging de-
tection and alarm, it also plays the role of protecting the
connecting line of the dedicated power outlet.

Fourth embodiment

[0069] Fig. 4 is the structural diagram of the fourth em-
bodiment of the power-off monitoring apparatus applied
to the EPD of the disclosure. As shown in Fig. 4, the
power-off monitoring apparatus of the embodiment also
includes a storage module 304 and a communication
module 305. Similar to the warning module 303, they are
connected to one end of the automatic switch of the pow-
er-taking switch-on module 302. Wherein, the storage
module 304 is used to store the status information of
abnormal power-off, and the communication module 305
is used to transmit the warning information to the external
receiving device.
[0070] The storage module 304 can be realized by any
memory, such as RAM, or dual-port nonvolatile memory,
such as Flash, or other general storage devices. The
status information of abnormal power-off refers to the
information of abnormal power-off of EPD 100. As men-

tioned above, abnormal power-off refers to the power-off
of the EPD 100 not through normal shutdown operation,
such as pulling out the power supply plug from the power
outlet or cutting off the power cord, or powering off by
long pressing the power on/off button, or cutting off the
internal lines of the terminal protection device, etc. In one
embodiment, the status information of abnormal power-
off is the status record of the inconsistency between the
operation of the protected device 200 and the EPD 100.
That is, it stores the information about the on-off state of
the protected device and the working state of the EPD
under two working states (the EPD is powered on or the
EPD is powered off). When the power-off monitoring ap-
paratus is launched, it indicates that the EPD 100 has an
abnormal power-off event and the power is successfully
taken from the protected device 200, that is, the working
states of the two are inconsistent at this time. For exam-
ple, a data bit "1" indicates inconsistent working status.
[0071] As a further embodiment, additional status in-
formation can be stored in the storage module, for ex-
ample, the time when the working status is inconsistent
can be stored in the storage module. If one or more ad-
ditional sensors are added, the voltage or current chang-
es detected by the sensor when the EPD 100 is powered
off can be recorded. This can effectively record the status
information of abnormal power-off and provide data sup-
port for subsequent power-off analysis. Preferably, the
storage module 304 is a memory shared with other mod-
ules of the EPD 100. At this time, the memory can be a
general memory accessed by both the module of the
power-off monitoring apparatus 300 and the EPD 100.
Since the power-off monitoring apparatus 300 and EPD
100 are mutually exclusive, when the general memory is
used, there is no situation where two channels work at
the same time to affect the normal operation of the mem-
ory. Preferably, a dual-port memory device can be used
without the need for electronic switch control.
[0072] The communication module 305 is used to
transmit the warning information to an external receiving
device. The external receiving device can be any device
that can receive information, such as the server located
in the control center, or the client of the staff in the control
center. For example, the server is a rights management
server for EPD. Specifically, the power-off monitoring ap-
paratus can transmit the warning information to the serv-
er or client through the communication module. The com-
munication module 305 can communicate through any
existing communication technology, such as wired net-
work, wireless network, Bluetooth, etc.
[0073] As a preferred embodiment of the disclosure,
the communication module 305 is a network communi-
cation module, which shares MAC address and IP ad-
dress with the network communication module of the
EPD 100. That is, the communication module 305 of the
power-off monitoring apparatus 300 and the communi-
cation module 305 of the EPD can further preferably
adopt the shared network interface design to share the
MAC address and IP address of the network interface.
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Fifth embodiment

[0074] Fig. 5 is the structural diagram of the fifth em-
bodiment of the power-off monitoring apparatus applied
to the EPD of the disclosure. As shown in Fig. 5, the
power-off monitoring apparatus 300 of the embodiment
includes a main control module 306 with data processing
function, which is realized by a microcontroller unit
(MCU), a single board computer (SBC), or a program-
mable logic controller (PLC), for example. The warning
module 303, the storage module 304 and the communi-
cation module 305 are all connected to the main control
module 306, so that they can be controlled by the main
control module 306 to act. The main control module 306
is connected to one end of the automatic switch as the
power-taking switch-on module 302. Therefore, the main
control module 306 can detect whether there is an ab-
normal power off state through the connection state of
the automatic switch, and send instructions to the warn-
ing module according to the detection result.
[0075] Further, since the main control module 306 has
a data processing function, more predetermined func-
tions can be performed through the main control module
306. For example, when the main control module 306 is
powered on, it can control the alarm mode of the alarm
module 303, and can also control the state information
that records the storage module 304, and can also control
what kind of alarm information the communication mod-
ule 305 sends to where.
[0076] The embodiment also implements the specific
structure of external terminal protection device. As shown
in Fig. 5, the EPD 100 includes a system control board
106 and an interface control board, and the system con-
trol module 104 is electrically connected with the inter-
face control board.
[0077] The external interface 101 and the internal in-
terface 102 are both located on the interface control
board. The system control board 104 controls the security
authentication of the external devices accessed by one
or more external interfaces on the interface control board.
In addition, the interface control board includes an AD
acquisition module 105 and an exchange chip 104, and
also includes a storage module 304 shared with the pow-
er-off monitoring device of the disclosure. The AD acqui-
sition module 105 detects the status of each interface,
and the exchange chip 104 is responsible for the com-
munication between the protected device, EPD and ex-
ternal device (such as remote control center). Each in-
terface of the interface control board supports two control
modes when connecting to hardware, corresponding to
the two functions of USB devices, namely USB data im-
port and export mode and USB device direct connection
mode.
[0078] For the connection mode and functions of each
module and component of the EPD 100, please refer to
the relevant documents of prior art such as the interna-
tional patent application WO2020087781A1, which will
not be described here.

[0079] As a preferred implementation mode, the main
control module 306 can be designed and implemented
using a single chip microcomputer to support the Ether-
net interface. The communication module 305 is realized
by a shared network interface, and the internal design is
one divided into two. One is connected to the internal
interface of the EPD to achieve normal business logic,
and the other is connected to the main control device 306
of the power-off monitoring apparatus 300 to report the
working status of the abnormal power-off to the external
device (server) through the network. Since the interface
control board and the power-off monitoring apparatus are
mutually exclusive, there is no situation where two chan-
nels work at the same time to affect the normal commu-
nication of the network interface of the internal interface
of the interface control board.
[0080] Because the communication module adopts the
same network port that is shared, in order to prevent the
occurrence of different Ethernet MAC addresses may
cause the switch or other security equipment to think that
the abnormal situation, the power-off monitoring device
supports the cloning function of the IP and MAC address
of the network port, thereby ensuring the consistency of
the external communication IP and MAC address of the
power-off monitoring device and the EPD 100
[0081] Further preferably, in order to prevent the user
from maliciously pulling out the network cable of the net-
work interface to prevent reporting, once the interface
control board finds the abnormal state of the network
interface, it will update the working state of the device
stored in the memory on the interface control board, and
will not remove the abnormal state of the device until the
report is successful. Continuing to refer to Fig. 6, in this
fifth embodiment, the ports to be protected of the protect-
ed device and the EPD are connected through the con-
nection line, the EPD connects with the server through
the communication module 305 (network interface), re-
ceives the control commands and policies from the server
through the network, and reports the working status and
log information to the server through the network.

The Sixth embodiment

[0082] Fig. 6 is a flowchart of an embodiment of the
power-off monitoring method of the present disclosure.
This power-off monitoring method is used to monitor and
warn the abnormal power-off of EPD.
[0083] As shown in Fig. 6, after the protected device
is powered on, the EPD detects the interface voltage
state of the protected device through the connection line
between the protected device and the external protection
device, and detects the power-on or power-off state of
the protected device accordingly.
[0084] When the EPD 100 is also in the power-on state,
the system control board 106 in EPD will disconnect the
power supply of the power-off monitoring apparatus 300
through the power detection port 103 of the interface con-
trol board and the automatic switch as the power-taking
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switch-on module 302. The warning module 303 and the
main control module 306 of the power-off monitoring ap-
paratus 300 connected to the automatic switch will not
work. The EPD 100 checks whether there is abnormal
status information in the shared storage module 304,
which is designed to record the information of inconsist-
ent working state of the power-off monitoring apparatus
300 and the EPD 100. If the record information of incon-
sistent working status is found, the EPD 100 will report
to the server through the network until the server feed-
back is successful, and the related functions of the EPD
100 will be disabled. After reporting, the EPD 100 will
wait for the server control command and operation strat-
egy.
[0085] When the EPD 100 is in the power-off state, it
is connected to the dedicated power outlet 201 from the
protected device through the power-taking line 301 and
the power-taking switch-on module 302 for power supply.
The warning module 303 and the main control module
306 connected to the automatic switch of the power-off
monitoring apparatus 300 will be in the working state.
The main control module 306 checks whether the storage
module 304 has abnormal working status information
(status record information with inconsistent working sta-
tus). If abnormal working status information is found, the
main control module 306 controls the communication
module 305 to report the status information of all the pro-
tected device that are inconsistent with the working status
of the EPD 100 to the server, and at the same time, the
current information of inconsistent working status is re-
corded in the storage module 304. When the server feed-
back is reported successfully, the reported record will be
deleted. If the report fails, the report-failure record is up-
dated to the storage module 304.
[0086] The specific embodiments described above
have further described the purpose, technical scheme
and beneficial effects of the disclosure in detail. It should
be understood that the disclosure is not inherently related
to any specific computer, virtual device or electronic de-
vice, and various general devices can also realize the
disclosure. The above is only a specific embodiment of
the disclosure, and is not used to limit the disclosure. Any
modification, equivalent replacement, improvement, etc.
within the spirit and principle of the disclosure should be
included in the protection scope of the disclosure.

Claims

1. A power-off monitoring apparatus used to monitor
and warn the abnormal power-off of EPD which is
electrically connected to the protected device and
takes over the input and output functions of the pro-
tected device to prevent illegal data transmission of
the protected device, wherein:

the power-off monitoring apparatus comprises
a power-taking line, a power-taking switch-on

module and a warning module;
the power-taking line is used to connect the pow-
er-off monitoring apparatus to a dedicated pow-
er outlet, which is not connected to the power
supply circuit of the EPD;
the power-taking switch-on module is used to
monitor whether the EPD is abnormally powered
off, and to turn on the switch to connect with the
power-taking line when abnormal power-off is
detected, so that the power-off monitoring ap-
paratus can be launched by taking power from
the dedicated power outlet;
the warning module is used to send warning in-
formation when the power-off monitoring appa-
ratus is launched.

2. The power-off monitoring apparatus according to
claim 1, wherein the dedicated power outlet is pro-
vided by the power-taking line of the protected de-
vice.

3. The power-off monitoring apparatus according to
claim 1, wherein,

the power-taking switch-on module comprises
an automatic switch, and the control end of the
module is connected to the power supply line of
the EPD;
when the power-taking line of the EPD works
normally, the automatic switch disconnects the
power-taking line;
when the power-taking line of the EPD is abnor-
mally cut off, the automatic switch switches on
to connect to the power-taking line.

4. The power-off monitoring apparatus according to
claim 1, wherein the apparatus also includes a stor-
age module for storing the status information of ab-
normal power-off.

5. The power-off monitoring apparatus according to
claim 4, wherein the storage module is a memory
shared with other modules of the EPD.

6. The power-off monitoring apparatus according to
claim 1, wherein the apparatus also includes:

a communication module for transmitting the
warning information to an external receiving de-
vice; and
a main control module for detecting whether
there is an abnormal power off state according
to the working state of the power-taking switch-
on module and sending instructions to the warn-
ing module according to the detection results.

7. The power-off monitoring apparatus according to
claim 6, wherein the communication module shares
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MAC address and IP address with the communica-
tion module of the EPD.

8. A power-off monitoring method for monitoring and
warning the abnormal power-off of EPD which is
electrically connected to the protected device and
takes over the input and output functions of the pro-
tected device to prevent illegal data transmission of
the protected device, wherein the method comprises
the following steps:

Providing a dedicated power outlet which is not
connected to the power supply circuit of the
EPD;
Monitoring whether the EPD is abnormally pow-
ered off, and when abnormal power-off is de-
tected, launching the power-taking mode on the
basis of power supply from the dedicated power
outlet for warning operation.

9. The power-off monitoring method according to claim
8, wherein the dedicated power outlet is provided by
the power-taking line of the protected device.

10. The power-off monitoring method according to claim
8, where in the method also includes: taking power
from the dedicated power outlet to store the status
information of abnormal power-off.

11. The power-off monitoring method according to claim
8, wherein the method also includes: taking power
from the dedicated power outlet to transmit the warn-
ing information to the external receiving device.

12. An external protection device, which is electrically
connected to the protected device and takes over
the input and output functions of the protected device
to prevent illegal data transmission of the protected
device, wherein the device includes:
the power-off monitoring apparatus according to any
one of claims 1 to 7 is used to monitor and warn the
abnormal power-off of EPD.

13. The external protection device according to claim
12, wherein the power-off monitoring apparatus is
installed inside the casing of the EPD.

14. The external protective device according to claim 12,
wherein the dedicated power outlet of the power-off
monitoring apparatus is provided by the USB port of
the protected device.
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