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(57) ABSTRACT

A wireless device includes a transmitter and logic at least
one of coupled to or integrated within the transmitter. The
logic generates a frequency domain artifact within a portion
of a packet to be transmitted during a round trip timing
estimation of an enclosure having a receiver. The logic
causes a frequency of samples of bit patterns of the portion
of the packet to be modified based on the frequency domain
artifact before the transmitter transmits the packet to the
receiver.
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INSERTION OF TRAPS FOR IMPROVED
ATTACK DETECTION IN ROUND TRIP
TIMING ESTIMATION

RELATED APPLICATIONS

[0001] This application claims the priority and benefit of
U.S. Provisional Application No. 63/498,058, filed on Apr.
25,2023, and U.S. Provisional Application No. 63/506,813,
filed on Jun. 7, 2023, the entire contents of which are
incorporated by reference herein.

TECHNICAL FIELD

[0002] This disclosure relates to wireless networks and,
more specifically, to the insertion of traps for improved
attack detection in round trip timing (RTT) estimation.

BACKGROUND

[0003] Personal area networks (PANs), such as Blu-
etooth® (BT), Bluetooth® Low Energy (BLE), Zighee®,
infrared, and the like provide a wireless connection for
various personal, industrial, scientific, and medical applica-
tions. PANs generally use a packet-based protocol and have
an architecture that includes central devices (CDs) and
peripheral devices (PDs). A CD can communicate with
multiple PDs over the PAN.

[0004] Some PANSs, such as those based on BLE technol-
ogy, have communication ranges similar to BT networks but
have considerably smaller power consumption and cost.
Further, BLE devices often remain in a sleep mode and
transition to an active mode when data communication is
about to happen. BLE protocol also supports mesh network-
ing, in which data can flow over multiple paths, and which
does not rely on a rigid hierarchical structure of devices,
often allowing the same devices to serve as CDs or PDs,
depending on particular network conditions and topology.
[0005] Additionally, some PANs are used in wireless
devices (e.g., CDs) that are included in or associated with
lock mechanisms of enclosures (such as a residence, a
vehicle, a garage, a shed, or the like) and used to provide
secure keyless access to persons in possession of a keyed
PD, e.g., also referred to as keyless entry. The wireless CD
device, which may also include or be coupled with a mobile
device, may transmit a particular data pattern within a frame
delimiter of a packet using BLE distance estimation tech-
nology. A keyed PD (which could be a mobile device such
as a smartphone, for example) may estimate arrival time and
return a particular data pattern within a frame delimiter of a
packet using BLE distance estimation technology, e.g., in
order to estimate round trip timing (RTT) of packets. The
wireless CD device may estimate arrival time of the returned
packet. The wireless devices may perform frame synch
detection to verify that the particular data pattern matches an
expected data pattern used to, in part, provide a level of
security to the keyless entry based on distance ranging. This
RTT-based ranging is susceptible to attack at least partially
due to being able to be spoofed in certain ways of measuring,
including a ranging technique.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] FIG. 1A is a block diagram of a system useable for
inserting traps for improved attack detection in round trip
timing (RTT) estimation between a wireless device acting as
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a transmitter and a wireless device acting as a receiver,
according to at least one embodiment.

[0007] FIG. 1B is a simplified block diagram illustrating
the sending and receiving of packets during RTT estimation
between a wireless device acting as a transmitter and a
wireless device acting as a receiver, according to at least one
embodiment.

[0008] FIG. 2 is a simplified block diagram of the com-
munication interface of a wireless device that has traps-
transmitting capabilities, according to at least one embodi-
ment.

[0009] FIG. 3 is a simplified block diagram illustrating a
packet structure of a wireless device, according to at least
one embodiment.

[0010] FIG. 4 is a flow diagram of a method of inserting
traps for improved attack detection in round trip timing
(RTT) estimation, according to at least one embodiment.
[0011] FIG. 5 is a simplified graph illustrating the fre-
quency of a transmitted signal over time, according to at
least one embodiment.

DETAILED DESCRIPTION

[0012] The following description sets forth numerous spe-
cific details such as examples of specific systems, devices,
components, methods, and so forth, in order to provide a
good understanding of various embodiments of frame syn-
chronization detection between wireless devices associated
with a PAN. The disclosed principles may generally be
applied to (Gaussian) Frequency Shift Keying ((G)FSK)
modulation or (Binary) Phase Shift Keying ((B)PSK) modu-
lation. Frame synchronization (or frame synch) detection
may refer to detecting a frame delimiter, also referred to as
a start frame delimiter (SFD), in a network packet identify-
ing or signaling that data is to follow within a frame of the
packet.

[0013] In certain PAN devices, frame synchronization
detection can be used to aid in communication between
wireless devices by identifying or signaling the data (i.e.,
payload data) that is to follow in a packet. Optionally, frame
synchronization can also identify the sender of the packet. In
certain PAN devices, frame synchronization or frame syn-
chronization with data can be used as part of BLE distance
estimation. BLE distance estimation is achieved through a
phase-based distance ranging method, through packet
exchanges in round trip timing (RTT) estimation, or a
combination thereof to provide localization between wire-
less devices. In one example, data patterns (e.g., a sequence
of digital “0s” and “1s”) are used in RTT estimation to
estimate the time of arrival (ToA) of a packet, and data
patterns are used in RTT estimation to estimate the time of
departure (ToD) of a packet. In another example, BLE
distance estimation can use the frequency estimated during
the RTT estimation to synchronize the BLE distance esti-
mation device to other BLE distance estimation devices
through the correction of clocking errors and to estimate the
frequency offset between devices. Additionally, BLE dis-
tance estimation can use data patterns to estimate frequency
for use in security features, such as intrusion detection
models. As such, there is a need for improved security
features for BLE distance estimation devices.

[0014] As discussed previously, RTT-based ranging tech-
niques employed for security can be spoofed and are thus
susceptible to an impersonation attack. For example, RTT-
based ranging can be spoofed by an attacker (such as a
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man-in-the-middle impersonator) using a method known as
early commit late detect (ECLD) or early detect late commit
(EDLC). In an ECLD spoof, an attacker device assumes
change at each symbol of the data pattern before the actual
bit value is intercepted from the transmitter that is attempt-
ing to access an enclosure or resource secured by one of
coupled devices. The attacker device then makes a detection
of the actual symbol value, and if the guess was incorrect,
changes the transmitted symbol before ending transmission
of the symbol to the receiver to still perform frame synch
detection using the symbol. In an EDLC spoof, an attacker
device detects each actual symbol as early as possible and,
if needed, quickly changes the symbol quickly to compen-
sate for the latency of the detection. Upon the receiver
detecting a matching data pattern, the attacked device can
gain access to the enclosure. Certain security techniques
have been used to address spoofing, such as obfuscation
(e.g., increasing the noise level of a transmitted signal,
transmitting a packet with a companion signal in an adjacent
frequency to confuse potential intruders, etc.), adding a
security signature to a transmitted signal, creating a small
frequency offset that is difficult for potential intruders to
detect. However, these security techniques are often insuf-
ficient to prevent intrusion, can require prior agreements
between the transmitter and receiver devices in order for the
receiver device to identify the security signature or other
security techniques used, and can require hardware modifi-
cation, which can make them costly to implement. Thus, an
additional layer of security is sought to ensure access to the
enclosure is secured despite other spoofing techniques.

[0015] Accordingly, to resolve the security vulnerabilities
associated with BLE distance estimation employing RTT-
based ranging techniques, the present disclosure involves a
transmitter and a receiver, and related systems and methods,
that add at least one “trap” (also referred to herein as an
“artifact”) to a packet in a transmitted signal, according to
various embodiments. For example, in some embodiments,
a wireless device (e.g., a transmission device) includes
transmission logic coupled to or integrated within a trans-
mitter of the wireless device. This transmission logic is
adapted to generate a frequency domain artifact based on bit
patterns (e.g., symbols) within a frame synch pattern or
another portion of a packet (e.g., the payload of the packet).
The bit patterns within the packet are then transmitted
during a round trip timing estimation and/or a keyless access
attempt of an enclosure having a receiver. For example, the
transmission logic can include Boolean logic to be per-
formed on some or all of the bit patterns. The transmission
logic can then cause a frequency of one or more bit wave-
forms (e.g., bit waveforms of one or more bit patterns) to be
modified based on the frequency domain artifact before the
transmitter transmits the packet to the receiver. The modified
part of the bit waveform can temporarily appear as a
different value and can contain compensation for this
manipulation in order for the receiver to receive the original
value.

[0016] Further, according to various embodiments, the
receiving device is adapted to detect an intrusion to the
frame synch pattern or to other parts of the packet, such as
to portions of the payload of the packet. More specifically,
in some embodiments, receiving logic is coupled to or
integrated within the receiver. The receiving logic in one of
the coupled devices (e.g., a BLE device in a car) can then
enable access to an enclosure (or resource) protected by the
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receiving device. Access is provided if the intrusion attempt
is not detected. The receiving logic can detect an intrusion
attempt in a BLE packet by using the frequency domain
artifact within the frame synch pattern and/or other portions
of the packet, such as in the payload of the packet. The
receiving logic can also detect an intrusion attempt in the
BLE packet by using corresponding frequency and/or time
shift correction values that compensate for the modified
frequency of the frame synch pattern and/or the other
portions of the packet. The modified frequency can be
caused by the frequency domain artifact, as described above.
In some embodiments, the receiving device can detect an
intrusion of the frame synch pattern and/or the other portions
of the packet and send a notification (e.g., a report, message,
packet, etc.) that identifies the intrusion to the transmission
device.

[0017] The present disclosure includes a number of advan-
tages, including the ability to add additional aspects of
security to distance estimations (e.g., the RT'T-based ranging
of BLE), which can be used to provide secure access to
resources such as enclosures (e.g., a building or a vehicle),
devices and/or device functionality, software, and any other
resources to which any type of access or control is desired.
Further, the traps can force intruders to make mistakes that
are more obvious at the location within the packet where the
traps are used. The traps can make the intruders’ mistakes
easier to detect by causing incorrect bit value (e.g., symbol)
estimation that forces intruders to use a larger value of a
detection threshold for distance manipulation, which can
increase distortions of the intruder signal(s). In addition, if
an intruder uses a simple “state” machine algorithm in order
to perform its intrusion, the traps can cause the state machine
to malfunction. Further, there is no need for there to be an
agreement between the transmitting and receiving devices
(e.g., legitimate devices that are unaware of the use of the
traps), as required for certain other security techniques. In
addition, the present disclosure involves small changes to
existing infrastructure, thus avoiding the cost increases
associated with other security techniques.

[0018] FIG. 1Ais a block diagram of a system 100 useable
for inserting traps for improved attack detection in round trip
timing (RTT) estimation between a wireless device 150 and
awireless device 101, according to an example embodiment.
The wireless device 101 can act as a transmitter to set
transmission time, and the wireless device 150 can act as a
receiver, according to an example embodiment. In some
embodiments, the wireless device 101 can act as a receiver
to detect reception time, and the wireless device 150 can act
as a transmitter. The difference between the reception time
and the transmission time can be referred to as round trip
timing, which is described in further detail with respect to
FIG. 1B. The system 100 can include a secured resource 50,
e.g., that is secured using a lock mechanism 60, where the
wireless device 150 is adapted to gain access to the secured
resource 50 via the lock mechanism 60. The secured
resource 50 can be, for example, an enclosure such as a
vehicle, a building, a residence, a garage, a shed, a vault, or
the like. The secured resource 50 can also be a computer
system, industrial equipment, or other items requiring
secured access via the lock mechanism 60, which can be a
digital locking mechanism, for example. In some embodi-
ments, the lock mechanism 60 is integrated together with the
wireless device 101.
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[0019] In various embodiments, the wireless device 150 is
any one of multiple peripheral wireless devices PD1 150A
... PDN 150N, as the wireless device 101 can be adapted
to communicate with any or all of the peripheral wireless
devices PD1 150A . . . PDN 150N. In differing embodi-
ments, the wireless device 150 is a mobile device such as a
mobile phone, a smart phone, a pager, an electronic trans-
ceiver, a tablet, or the like. In these embodiments, the
wireless device 150 can be adapted to gain access to the
secured resource 50 by transmitting data including a frame
delimiter and an enclosed frame. In some embodiments, the
frame is encapsulated in a frame synch packet, and one or
more frame synch packets 111 can be transmitted from the
wireless device 150 to the wireless device 101. While the
wireless device 101 is illustrated in detail, the wireless
device 150 can also include the same or similar components
as the wireless device 101, but and are not repeated for
simplicity. There can be transmission-reception symmetry
between two wireless devices (however, the wireless device
150 is considered as a transmitter, and the wireless device
101 is considered as a receiver for simplification purposes).
[0020] In at least some embodiments, the wireless device
101 includes, but is not limited to, a transmitter 102 or TX
(e.g., a PAN transmitter), a receiver 104 or RX (e.g., a PAN
receiver), a communications interface 106, one or more
antenna 110, a memory 114, one or more input/output (I/O)
devices 118 (such as a display screen, a touch screen, a
keypad, and the like), and a processor 120. These compo-
nents can all be coupled to a communications bus 130.
[0021] In some embodiments, a separate antenna is
employed for each of the transmitter 102 and receiver 104,
and so the antenna 110 is illustrated for simplicity. In at least
some embodiments, the memory 114 can include storage to
store instructions executable by the processor 120 and/or
data generated by the communication interface 106. In
various embodiments, frontend components such as the
transmitter 102, the receiver 104, the communication inter-
face 106, and the one or more antenna 110 described herein
within various devices may be adapted with or configured
for PAN-based frequency bands, e.g., Bluetooth® (BT),
BLE, Wi-Fi®, Zigbee®, Z-wave™, and the like.

[0022] In some embodiments, the communications inter-
face 106 is integrated with the transmitter 102 and the
receiver 104, e.g., as an RF front-end (RFFE) circuitry of the
wireless device 101. The communication interface 106 may
coordinate, as directed by the processor 120, to request/
receive packets from the peripheral wireless device 150. The
communications interface 106 can further process data sym-
bols received by the receiver 104 in a way that the processor
120 can perform further processing, including verifying
correlation between phase-based samples of data values
obtained from a frame of a packet and an expected data
pattern as part of a security protocol, as discussed herein.
[0023] FIG. 1B is a simplified block diagram 170 illus-
trating the sending and receiving of packets during RTT
estimation between a wireless device 175 acting as an
initiator 171 (e.g., a CD) and a wireless device 177 acting as
a reflector 173 (e.g., a PD), according to at least one
embodiment. In some embodiments, the initiator 171 can
send (e.g., transmit) a packet 178 to the reflector 173. The
reflector 173 can receive the packet 178 and can, for
example, estimate arrival time of the packet 178. The
reflector 173 can return a different packet 179 to the initiator
171 after a defined period from the arrival time. The initiator
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171 can receive the returned packet 179 and can, for
example, estimate arrival time of the returned packet 179.
The initiator 171 can estimate time of flight (or round trip
timing) by subtracting times of sending and receiving events
to estimate distance between the wireless device 175 and the
wireless device 177, etc. In some embodiments, round trip
timing, RTT, can be computed using a mathematical equa-
tion, such as:

RIT =

(ToAmiiator = T0Dinitiator) — (TODreﬂecrm - TOAreﬂecrm)
> >

[0024] where ToD,,;,;....» refers to time of departure of the
packet 178 at the initiator 171, ToA,,;;;.,., refers to time of
arrival of the packet 179 at the initiator 171, ToA, 4.,
refers to the time of arrival of the packet 178 at the reflector
173, and ToD, 4, ., refers to the time of departure of the
packet 179 at the reflector 173. In some embodiments, the
reflector 173 and the initiator 171 can have an agreement on
which device is to compute the round trip timing estimation.
For example, if the reflector 173 is to compute the round trip
timing estimation, then the initiator 171 can send the value
of ToA,,.inror—TOD pinamy 10 the reflector 173 to use in
computation of the round trip timing estimation. If the
initiator 171 is to compute the round trip timing estimation,
then the reflector 173 can send the value of ToD,,..,,,—
ToA, pecror to the initiator 171 to use in computation of the
round trip timing estimation.

[0025] In some embodiments, intrusion detection is per-
formed on both devices. However, traps can be used by one
or both wireless devices.

[0026] FIG. 2 is a simplified block diagram of the wireless
device 101 and/or 150A that acts in transmission mode of
FIG. 1A, according to at least one embodiment. Recall that
the components of the wireless device 101 of FIG. 1A can
also be included in the wireless devices 150A . . . 150N of
FIG. 1A. Thus, the wireless device 150A can include a
transmitter 202A and a communication interface 206A that
can be adapted with Bluetooth® low energy (BLE) distance
estimation capability. In various embodiments, the transmit-
ter 202A includes a local oscillator (LO) 234A to generate
packets transmitted at a particular frequency that is associ-
ated with a channel. The communication interface 206A can
direct the transmitter 202A to send out frame synch packets
at the particular frequency in order to establish a secure
wireless connection with the wireless device 101.

[0027] In these embodiments, the communication inter-
face 206A includes RF circuitry 240A, which in turn
includes logic such as an artifact generator 254A. In some
embodiments, the logic of the RF circuitry 240A is at least
one of coupled to or integrated within the transmitter 202A.

[0028] In at least one embodiment, the artifact generator
254A generates a distortion based on bit patterns within a
portion of a packet (e.g., the frame synch 111) to be
transmitted during a keyless access attempt of the resource
50. The artifact generator 254 A can use all of the bit patterns
or a subset of the bit patterns of the frame synch packet
and/or other portions of the packet (e.g., the payload of the
packet) to generate one or more distortions. The artifact
generator 254A or other logic of the RF circuitry 240A can
then cause one or more bit patterns of the packet to be
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modified by the one or more distortions before the trans-
mitter 202A transmits the packet to the receiver 104 of the
wireless device 101.

[0029] In some embodiments, the transmitter 202A is one
of a heterodyne, a superheterodyne, and/or a direct conver-
sion transmitter. In these embodiments, the transmission
logic (e.g., of the transmitter 202A and/or the RF circuitry
240A) causes the frequency of one or more bit waveforms
of a portion of the packet to be modified via a digital low
intermediate frequency filter (e.g., a digital low IF filter
235A) of the transmitter 202A. In some embodiments, the
RF circuitry 240A is implemented as a programmable pro-
cessor, such as an application-specific integrated circuit
(ASIC), field programmable gate array (FPGA), a process-
ing unit (such as a CPU or a GPU), or other microprocessor
device that can include a combination of circuit-based
hardware, logic, firmware, and/or software.

[0030] FIG. 3 is a simplified block diagram illustrating a
packet structure 311 received from a wireless device (e.g.,
the wireless device 150 in FIG. 1A), in accordance with
some implementations. As illustrated in FIG. 3, the packet
structure 311 can include, but is not limited to, a preamble
311a, a start frame delimiter 3115, and data 311c. The
preamble 311a is typically a fixed number of bytes (e.g.,
seven bytes) that indicate or identify that data is to follow
within a frame of a packet received by a receiver (e.g., the
receiver 104 of FIG. 1A). The preamble 311a allows wire-
less devices (e.g., the wireless device 101 of FIG. 1A) to
synchronize their receiver clocks with the transmitter clocks
of wireless devices (e.g., the wireless device 150 in FIG.
1A). The start frame delimiter 3115 is typically another fixed
number of bytes (e.g., one byte) that indicates the end of the
preamble 311a and the start of the frame with payload data
(e.g., the data 311c¢).

[0031] FIG. 4 is a flow diagram of a method 400 of
inserting traps for improved attack detection in round trip
timing (RTT) estimation, according to various embodi-
ments. The method 400 can be performed by processing
logic that can include hardware (e.g., processing device,
circuitry, dedicated logic, programmable logic, microcode,
hardware of a device, integrated circuit, etc.), software (e.g.,
instructions run or executed on a processing device), or a
combination thereof. In some embodiments, the method 400
is performed by the transmitting device 150A (e.g., as
illustrated in FIG. 1A).

[0032] At operation 410, the processing logic generates a
frequency domain artifact (also referred to herein as a
“trap”) within a portion (e.g., a frame synchronization
pattern, a payload portion, etc.) embedded within a packet
(e.g., the packet illustrated in FIG. 3). In some embodiments,
the packet is to be transmitted during a round trip timing
estimation and/or during a keyless access attempt of a
resource (e.g., the secured resource 50 of FIG. 1A) having
a receiver (e.g., the receiver 104 of FIG. 1A). In some
embodiments, the packet is to be transmitted by a transmis-
sion device (e.g., transmitter) (e.g., the transmitter 202A of
FIG. 2). In some embodiments, the frequency domain arti-
fact can be generated by the artifact generator 254 compo-
nent of the wireless device 150A illustrated in FIG. 2.
[0033] In some embodiments, to generate the frequency
domain artifact, the processing logic can identify one or
more bit patterns within the packet. In some embodiments,
the processing logic can generate an oversampled sequence
of one or more bit waveforms associated with one or more
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of the identified one or more bit patterns. Each bit pattern
can include one or more samples (e.g., bit waveforms).
Generating the oversampled sequence can include causing a
frequency of one or more samples of the one or more bit
patterns to be modified based on the frequency domain
artifact.

[0034] In some embodiments, identifying the one or more
bit patterns can include identifying one or more pseudo-
random sequences of bit patterns within a first portion (e.g.,
a beginning portion) of the packet. For example, the first
portion can be a portion of bit patterns within the data
portion of the packet (e.g., the data 311¢ of packet 311 as
illustrated in FIG. 3) and/or a portion within the packet that
follows the preamble (e.g., the preamble 311a of FIG. 3) and
the start frame delimiter (e.g., the start frame delimiter 3114
of FIG. 3) of the packet. In some embodiments, identifying
the one or more pseudo-random sequences can include
pseudo-randomly performing a Boolean operation on the
one or more bit patterns, where performing the Boolean
operation changes a value of a portion of a bit waveform of
the one or more bit patterns. For example, the Boolean
operation can be a “NOT” operation.

[0035] In response to identifying the one or more bit
patterns, the processing logic can modify one or more bit
waveforms of one or more bit patterns of the identified one
or more bit patterns. Modifying the bit waveform to generate
the frequency domain artifact can include modifying a
frequency of part or a whole of the bit waveform. For
example, a frequency of a first portion of the bit waveform
can be increased, a frequency of another (e.g., second)
portion of the bit waveform can be decreased, etc. In some
embodiments, the first portion of the bit waveform cannot be
used for bit estimation during RTT estimation due to the
modified bit waveform. In some embodiments, the second
portion of the bit waveform can include a compensation
(e.g., a correction value as described herein) to provide a
correct value estimation during RTT estimation by the
receiver. In some embodiments, including the compensation
can include modifying (e.g., shifting) a portion of the bit
waveform (e.g., using NOT “or” Boolean logic) in the time
domain associated with the portion of the packet to com-
pensate for the effect of the frequency domain artifact. In
some embodiments, the first modified portion of the bit
waveform can correspond to a bit value between a “0” and
“1” state.

[0036] In some embodiments, to generate the frequency
domain artifact, the processing logic can identify one or
more bit patterns within a portion of the packet, as described
herein above. In response to identifying the one or more bit
patterns, the processing logic can modify and/or replace a
whole or a portion of one or more pre-filtered bit waveforms
in a frequency modulation (FM) domain associated with the
portion of the packet. For example, the one or more pre-
filtered waveforms can include one or more waveforms of
different lengths and/or different shapes. In some embodi-
ments, the first modified portion of the bit waveform can
correspond to a bit value between a “0” and “1” state.
[0037] In some embodiments, to generate the frequency
domain artifact, the processing logic can identify one or
more bit patterns within a portion of the packet, as described
herein above. In response to identifying the one or more bit
patterns, the processing logic can insert the frequency
domain artifact at one or more bit waveforms of the iden-
tified one or more bit patterns by adding the frequency
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domain artifact to the one or more bit waveforms by at least
one of: (i) a sum in the FM domain, or a product in an
in-phase quadrature (IQ) domain.

[0038] In some embodiments, to generate the frequency
domain artifact, the processing logic can further generate at
least one of: (i) a frequency offset correction value that
corresponds to the frequency domain artifact, or (ii) a
transmitter signal time shift correction value that corre-
sponds to the frequency domain artifact. In some embodi-
ments, the frequency offset correction value can be a value
that the receiver can use to compensate for a modification
(e.g., change) in the frequency of the bit waveforms that can
be caused based on the frequency domain artifact (e.g.,
compensate for the correct frequency modulation). In some
embodiments, the transmitter signal time shift correction
value can be a value that the receiver can use to compensate
for a modification (e.g., change) in the time domain of the
frame synchronization pattern that can be caused based on
the frequency domain artifact (e.g., compensate for the
correct frequency modulation).

[0039] At operation 430, the processing logic causes a
frequency of one or more bit waveforms of the identified one
or more bit patterns in the portion of the packet to be
modified based on the frequency domain artifact. For
example, as illustrated in FIG. 5, a frequency 503 of
transmitted signal 507 pertaining to portion of the packet can
be modified (e.g., changed) due to the insertion of an artifact
501 (e.g., the frequency domain artifact) over time 505. In
some embodiments, this can cause potential intruders to use
a larger value of a detection threshold for distance manipu-
lation, thus making it easier for the receiver to detect an
intruder signal 509 as an intrusion for the portion of the
packet.

[0040] At operation 440, the processing logic causes the
packet to be transmitted to the receiver. In some embodi-
ments, in response to transmitting the packet to the receiver,
a notification (e.g., report, message, packet, etc.) can be
received from the receiver, where the notification indicates
that an intrusion associated with the packet was detected by
the receiver. In some embodiments, detecting the intrusion
can be performed by the receiver using at least one of: (i) the
frequency offset correction value that corresponds to the
frequency domain artifact, or (ii) the transmitter signal time
shift correction value that corresponds to the frequency
domain artifact. In some embodiments, the frequency offset
correction value can be a value that the receiver can use to
compensate for a modification (e.g., change) in the fre-
quency of the one or more bit waveforms of the one or more
identified bit patterns of the packet that can be caused based
on the frequency domain artifact (e.g., compensate for the
correct frequency modulation). In some embodiments, the
transmitter signal time shift correction value can be a value
that the receiver can use to compensate for a modification
(e.g., change) in the time of the packet that can be caused
based on the frequency domain artifact (e.g., compensate for
the correct frequency modulation).

[0041] In some embodiments, the processing logic causes
an agreement to be transmitted to the receiver. In some
embodiments, the agreement can be another packet, a noti-
fication, message, etc., that includes information about the
frequency domain artifact inserted within the frame syn-
chronization pattern.

[0042] FIG. 4 is not intended to limit the methods
described therein to certain combinations, permutations, or
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assignment of actors, i.e., whether a PD or CD actually
performs a particular operation. Rather, they are meant to be
indicative of some implementations of this disclosure, and
one skilled in the art will recognize that some operations
may be rearranged for particular applications, some opera-
tions need not always be performed, some operations may be
omitted, etc.

[0043] FIG. 5 is a simplified graph illustrating the fre-
quency of a transmitted signal over time, according to at
least one embodiment. FIG. 5 is described with further
details with respect to FIG. 4 herein above.

[0044] It will be apparent to one skilled in the art that at
least some embodiments may be practiced without these
specific details. In other instances, well-known components,
elements, or methods are not described in detail or are
presented in a simple block diagram format in order to avoid
unnecessarily obscuring the subject matter described herein.
Thus, the specific details set forth hereinafter are merely
exemplary. Particular implementations may vary from these
exemplary details and still be contemplated to be within the
spirit and scope of the present embodiments.

[0045] Reference in the description to “an embodiment,”
“one embodiment,” “an example embodiment,” “some
embodiments,” and “various embodiments” means that a
particular feature, structure, step, operation, or characteristic
described in connection with the embodiment(s) is included
in at least one embodiment. Further, the appearances of the
phrases “an embodiment,” “one embodiment,” “an example
embodiment,” “some embodiments,” and “various embodi-
ments” in various places in the description do not necessar-
ily all refer to the same embodiment(s).

[0046] The description includes references to the accom-
panying drawings, which form a part of the detailed descrip-
tion. The drawings show illustrations in accordance with
exemplary embodiments. These embodiments, which may
also be referred to herein as “examples,” are described in
enough detail to enable those skilled in the art to practice the
embodiments of the claimed subject matter described herein.
The embodiments may be combined, other embodiments
may be utilized, or structural, logical, and electrical changes
may be made without departing from the scope and spirit of
the claimed subject matter. It should be understood that the
embodiments described herein are not intended to limit the
scope of the subject matter but rather to enable one skilled
in the art to practice, make, and/or use the subject matter.
[0047] The description includes references to the accom-
panying drawings, which form a part of the detailed descrip-
tion. The drawings show illustrations in accordance with
exemplary embodiments. These embodiments, which may
also be referred to herein as “examples,” are described in
enough detail to enable those skilled in the art to practice the
embodiments of the claimed subject matter described herein.
The embodiments may be combined, other embodiments
may be utilized, or structural, logical, and electrical changes
may be made without departing from the scope and spirit of
the claimed subject matter. It should be understood that the
embodiments described herein are not intended to limit the
scope of the subject matter but rather to enable one skilled
in the art to practice, make, and/or use the subject matter.
[0048] Certain embodiments may be implemented by
firmware instructions stored on a non-transitory computer-
readable medium, e.g., such as volatile memory and/or
non-volatile memory. These instructions may be used to
program and/or configure one or more devices that include
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processors (e.g., CPUs) or equivalents thereof (e.g., such as
processing cores, processing engines, microcontrollers, and
the like), so that when executed by the processor(s) or the
equivalents thereof, the instructions cause the device(s) to
perform the described operations for USB-C/PD mode-
transition architecture described herein. The non-transitory
computer-readable storage medium may include, but is not
limited to, electromagnetic storage medium, read-only
memory (ROM), random-access memory (RAM), erasable
programmable memory (e.g., EPROM and EEPROM), flash
memory, or another now-known or later-developed non-
transitory type of medium that is suitable for storing infor-
mation.
[0049] Although the operations of the circuit(s) and block
(s) herein are shown and described in a particular order, in
some embodiments the order of the operations of each
circuit/block may be altered so that certain operations may
be performed in an inverse order or so that certain operation
may be performed, at least in part, concurrently and/or in
parallel with other operations. In other embodiments,
instructions or sub-operations of distinct operations may be
performed in an intermittent and/or alternating manner.
[0050] In the foregoing specification, the disclosure has
been described with reference to specific exemplary embodi-
ments thereof. It will, however, be evident that various
modifications and changes may be made thereto without
departing from the broader spirit and scope of the disclosure
as set forth in the appended claims. The specification and
drawings are, accordingly, to be regarded in an illustrative
sense rather than a restrictive sense.
What is claimed is:
1. A wireless device comprising:
a transmitter; and
logic at least one of coupled to or integrated within the
transmitter, the logic to:
generate a frequency domain artifact within a portion of
a packet to be transmitted during a round trip timing
estimation of an enclosure having a receiver; and
cause a frequency of samples of bit patterns of the
portion of the packet to be modified based on the
frequency domain artifact before the transmitter
transmits the packet to the receiver.
2. The wireless device of claim 1, wherein to generate the
frequency domain artifact, the logic is to:
identify one or more bit patterns within the portion of the
packet; and
modify one or more bit waveforms of the one or more
identified bit patterns.
3. The wireless device of claim 2, wherein to identify the
one or more bit patterns, the logic is further to:
randomly perform a Boolean operation on the one or more
bit patterns to change a value of a portion of a bit
waveform of the one or more bit patterns.
4. The wireless device of claim 2, wherein to modify the
one or more bit waveforms, the logic is to:
modify a portion of the one or more bit waveforms in a
time domain associated with the portion of the packet.
5. The wireless device of claim 1, wherein to generate the
frequency domain artifact, the logic is to:
identify one or more bit patterns associated within the
portion of the packet; and
modify one or more pre-filtered waveforms in a frequency
modulation (FM) domain associated with the portion of
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the packet, wherein the pre-filtered waveforms com-
prise one or more different lengths or different shapes.
6. The wireless device of claim 1, wherein to generate the
frequency domain artifact, the logic is to:
identify one or more bit patterns within the portion of the
packet; and
insert the frequency domain artifact at one or more bit
waveforms of the one or more bit patterns by adding the
frequency domain artifact by at least one of: (i) a sum
in a frequency modulation (FM) domain associated
with the portion of the packet, or (ii) a product in an
in-phase quadrature (IQ) domain associated with the
portion of the packet.
7. The wireless device of claim 1, wherein to generate the
frequency domain artifact, the logic is to:
generate at least one of: (i) a frequency offset correction
value corresponding to the frequency domain artifact,
or (ii) a transmitter signal time shift correction value
corresponding to the frequency domain artifact.
8. The wireless device of claim 1, wherein the logic is
further to:
receive, from the receiver, a notification indicating an
intrusion detection associated with the portion of the
packet.
9. A method comprising:
generating, by logic of a transmitter, a frequency domain
artifact within a portion of a packet to be transmitted
during a round trip timing estimation of an enclosure
having a receiver; and
causing a frequency of samples of bit patterns of the
portion of the packet to be modified based on the
frequency domain artifact before the transmitter trans-
mits the packet to the receiver.
10. The method of claim 9, wherein generating the
frequency domain artifact comprises:
identifying one or more bit patterns within the portion of
the packet; and
modifying one or more bit waveforms of the one or more
identified bit patterns.
11. The method of claim 10, wherein identifying the one
or more bit patterns comprises:
randomly performing a Boolean operation on the one or
more bit patterns to change a value of a portion of a bit
waveform of the one or more bit patterns.
12. The method of claim 10, wherein modifying the one
or more bit waveforms further comprises:
modifying a portion of the one or more bit waveforms in
atime domain associated with the portion of the packet.
13. The method of claim 9, wherein generating the
frequency domain artifact comprises:
identifying one or more bit patterns within the portion of
the packet; and
modify one or more pre-filtered waveforms in a frequency
modulation (FM) domain associated with the portion of
the packet, wherein the pre-filtered waveforms com-
prise one or more different lengths or different shapes.
14. The method of claim 9, wherein generating the
frequency domain artifact comprises:
identifying one or more bit patterns within the portion of
the packet; and
inserting the frequency domain artifact at one or more bit
waveforms of the one or more bit patterns by adding the
frequency domain artifact by at least one of: (i) a sum
in a frequency modulation (FM) domain associated
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with the portion of the packet, or (ii) a product in an
in-phase quadrature (IQ) domain associated with the
portion of the packet.
15. The method of claim 9, wherein generating the
frequency domain artifact further comprises:
generating at least one of: (i) a frequency offset correction
value corresponding to the frequency domain artifact,
or (ii) a transmitter signal time shift correction value
corresponding to the frequency domain artifact.
16. The method of claim 9, further comprising:
receiving, from the receiver, a notification indicating an
intrusion detection associated with the portion of the
packet.
17. A system comprising:
an antenna,
a transmission device that is to transmit a packet;
a receiving device to receive the pattern; and
logic at least one of coupled to or integrated with the
transmission device, the logic to:
generate a frequency domain artifact within a portion of
the packet to be transmitted during a round trip
timing estimation of an enclosure having the receiv-
ing device; and
cause a frequency of samples of bit patterns of the
portion of the packet to be modified based on the
frequency domain artifact before the transmission
device transmits the packet to the receiving device.
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18. The system of claim 17, wherein to generate the
frequency domain artifact, the logic is to:
identify one or more bit patterns within the portion of the
packet; and
modify one or more bit waveforms of the one or more
identified bit patterns.
19. The system of claim 17, wherein to generate the
frequency domain artifact, the logic is to:
identify one or more bit patterns within the portion of the
packet; and
modify one or more pre-filtered waveforms in a frequency
modulation (FM) domain associated with the portion of
the packet, wherein the pre-filtered waveforms com-
prise one or more different lengths or different shapes.
20. The system of claim 17, wherein to generate the
frequency domain artifact, the logic is to:
identify one or more bit patterns within the portion of the
packet; and
insert the frequency domain artifact at one or more bit
waveforms of the one or more bit patterns by adding the
frequency domain artifact by at least one of: (i) a sum
in a frequency modulation (FM) domain associated
with the portion of the packet, or (ii) a product in an
in-phase quadrature (IQ) domain associated with the
portion of the packet.
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