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FILTERING ELECTRONIC MESSAGES messages having the URI , and similar ones . A total score 
BASED ON DOMAIN ATTRIBUTES may be computed from the weighted scores . Furthermore , 

WITHOUT REPUTATION the message may be evaluated for an unsolicited message 
determination by comparing the total score against a prede 

CROSS - REFERENCE TO RELATED 5 termined threshold . 
APPLICATION These and other features and advantages will be apparent 

from a reading of the following detailed description and a 
This Application is a continuation under 35 U . S . C . $ 120 review of the associated drawings . It is to be understood that 

of co - pending U . S . patent application Ser . No . 13 / 970 , 484 both the foregoing general description and the following 
filed on Aug . 19 , 2013 , by the same inventors , commonly 10 detailed description are explanatory and do not restrict 
assigned herewith . The disclosure of the U . S . Patent Appli - aspects as claimed . 
cation is hereby incorporated by reference in its entirety . 

BRIEF DESCRIPTION OF THE DRAWINGS 
BACKGROUND 

15 FIG . 1 illustrates an example concept diagram of filtering 
In a networked environment , email may be routed from a electronic messages based on domain attributes without a 

sending client over the network to one or more destination reputation according to some embodiments ; 
recipient mailbox servers . Conventional email routing FIG . 2 illustrates an example message with uniform 
involves routing an email message through mail transport resource identifiers ( URI ) without reputations according to 
agents or servers using simple mil transfer protocol ( SMTP ) . 20 embodiments ; 
Typically , when an email message passes through a mail FIG . 3 illustrates an example sequence diagram summa 
transport agent , data associated with the email message may rizing message filtering based on domain attributes without 
be only briefly stored on the mail transport agent for a period a reputation according to embodiments ; 
long enough to receive the email message from the sender FIG . 4 is a networked environment , where a system 
and to send the email message to the next server on the email 25 according to embodiments may be implemented ; 
transmission route . FIG . 5 is a block diagram of an example computing 

Email applications are widely used by users on a variety operating environment , where embodiments may be imple 
of client devices for non - real time correspondence . With the mented ; and 
proliferation of computing and networking technologies , FIG . 6 illustrates a logic flow diagram for a process 
email use has become an inextricable part of daily personal 30 filtering electronic messages based on domain attributes 
and professional lives . The increased reliance on email without a reputation according to embodiments . 
brings with it the disadvantage of how to deal with increas 
ingly large numbers of emails . It is a common occurrence to DETAILED DESCRIPTION 
receive and transmit massive amounts of email through 
limited resources such as mail transport agents . 35 As briefly described above , a messaging application may 

Typically , a substantial portion of email transmitted and filter electronic messages based on domain attributes with 
received is unsolicited email ( also known as spam ) . Legacy out a reputation . The messaging application may receive a 
anti - unsolicited email protection technologies rely on exist - message with a uniform resource identifier ( URI ) . The URI 
ing knowledge of messaging factors such as sender , recipi - may be determined not to be included within a trusted or a 
ent , sender domain , IP address , and associated reputation . 40 block list . A total score may be computed from weighted 
Reputation has a high value role in making a determination scores of factors associated with the message . And , the 
about a message being an unsolicited email . If reputation for message may be evaluated for an unsolicited message deter 
message factors is not available , unsolicited email determi mination by comparing the total score against a predeter 
nation becomes a significant obstacle for protection tech - mined threshold . 
nologies . 45 In the following detailed description , references are made 

to the accompanying drawings that form a part hereof , and 
SUMMARY in which are shown by way of illustrations specific embodi 

ments or examples . These aspects may be combined , other 
This summary is provided to introduce a selection of aspects may be utilized , and structural changes may be made 

concepts in a simplified form that are further described 50 without departing from the sprit or scope of the present 
below in the Detailed Description . This summary is not disclosure . The following detailed description is therefore 
intended to exclusively identify key features or essential not to be taken in a limiting sense , and the scope of the 
features of the claimed subject matter , nor is it intended as present disclosure is defined by the appended claims and 
an aid in determining the scope of the claimed subject their equivalents . 
matter . 55 While the embodiments will be described in the general 

Embodiments are directed to filtering electronic messages context of program modules that execute in conjunction with 
based on domain attributes without a reputation . According an application program that runs on an operating system on 
to some embodiments , a messaging application may receive a computing device , those skilled in the art will recognize 
a message with a uniform resource identifier ( URI ) . The that aspects may also be implemented in combination with 
message may be an email . The URI may be determined not 60 other program modules . 
to be included within a trusted or a block list . The URI may Generally , program modules include routines , programs , 
be determined to be without a reputation . components , data structures , and other types of structures 
Next weighted scores may be assigned to factors associ - that perform particular tasks or implement particular abstract 

ated with the message . The factors may include statistics data types . Moreover , those skilled in the art will appreciate 
about the URI , a sender , a geo - location of the sender , a size 65 that embodiments may be practiced with other computer 
of the message , a recipient , a recipient count , a recipient system configurations , including hand - held devices , multi 
domain , a recipient domain count , number of additional processor systems , microprocessor - based or programmable 
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consumer electronics , minicomputers , mainframe comput - input to enable the user 114 to interact with the filtered 
ers , and comparable computing devices . Embodiments may message 112 including , but not exclusive to , touch based , 
also be practiced in distributed computing environments gesture based , keyboard , mouse , audio , video , eye - tracking , 
where tasks are performed by remote processing devices that and similar input . 
are linked through a communications network . In a distrib - 5 FIG . 2 illustrates an example message with URIs without 
uted computing environment , program modules may be reputations according to embodiments . Diagram 200 dis 
located in both local and remote memory storage devices . plays a message 202 including a first URI 208 and a second 

Embodiments ma be implemented as a computer - imple - URI 210 . 
mented process ( method ) , a computing system , or as an The message 202 may be an email . The message 202 may 
article of manufacture , such as a computer program product 10 have attributes including sender 204 and recipient 206 . The 
or computer readable media . The computer program product message may also include the first URI 208 and the second 
may be a computer storage medium readable by a computer URI 210 . The first URI 208 and the second URI 210 may be 
system and encoding a computer program bat comprises determined to be without reputations . 
instructions for causing a computer or computing system to The messaging application may evaluate the message for 
perform example process ( es ) . The computer - readable stor - 15 an unsolicited message determination in response to detect 
age medium is a computer - readable memory device . The ing the first URI 208 and / or the second URI 210 without a 
computer - readable storage medium can for example be reputation . Lack of reputation may indicate an inability to 
implemented via one or more of a volatile computer locate a domain of the first URI 208 and the second URI 210 
memory , a non - volatile memory , a hard drive , a flash drive , within a trusted or a block list . A trusted list may provide a 
a floppy disk , or a compact disk , and comparable media . 20 list of trusted domains . A block list may provide a list of 

Throughout this specification , the term " platform ” may be untrusted domains . In addition , the trusted list or the block 
a combination of software and hardware components for list may be retrieved from a local resource . Alternatively , the 
filtering electronic messages based on domain attributes trusted or the block list may be retrieved from a trusted 
without a reputation . Examples of platforms include , but are external resource . 
not limited to , a hosted service executed over a plurality of 25 FIG . 3 illustrates an example sequence diagram summa 
servers , an application executed on a single computing rizing message filtering based on domain attributes without 
device , and comparable systems . The term “ server ” gener a reputation according to embodiments . Diagram 300 dis 
ally refers to a computing device executing one or more plays scoring of factors associated with a message and 
software programs typically in a networked environment . evaluating the factors against a predetermined threshold . 
However , a server may also be implemented as a virtual 30 The message application may detect a message 302 with 
server ( software programs ) executed on one or more com - a URI . A reputation of the URI may be determined by 
puting devices viewed as a server on the network . More locating the URI on a trusted or a block list . A negative 
detail on these technologies and example operations is reputation may be confirmed by locating the URI within a 
provided below . block list . A positive reputation may be confirmed by 

FIG . 1 illustrates an example concept diagram of filtering 35 locating the URI within a trusted list . A positive or a negative 
electronic messages based on domain attributes without a reputation determination may end 304 the process of evalu 
reputation according to some embodiments . The compo - ating the message 302 . 
nents and environments shown in diagram 100 are for Processes associated with additional filtering may be 
illustration purposes . Embodiments may be implemented in executed in response to not locating the URI within a trusted 
various local , networked , cloud - based and similar comput - 40 or a block list . The messaging application may determine 
ing environments employing a variety of computing devices factors including a message size 306 of the message . The 
and systems , hardware and software . message size may be assigned a first weighted score . Next 

A local message server 104 may receive an electronic a URI count 308 may be incremented . The URI count may 
message 110 such as an email from an external message be a number associated with number of URI without repu 
server 102 . The local message server 104 may be executing 45 tations located within the message . The incremented URI 
a messaging application managing incoming and outgoing count may be assigned a second weighted score . 
messages . The message 110 may be evaluated for an unso - In addition , the messaging application may determine a 
licited message determination ( also known as spam ) . The set of messages sent to other recipients within a predefined 
messaging application may filter the message 110 . The group having the URI . The set of messages may include the 
message 110 may be determined to include a URI . The URI 50 message with the URI that was initially received . The set of 
may be determined to be without a reputation . A reputation message may also include additional messages with match 
identifies the URI with a classification such as a trusted ing URI ' s . A number of recipients 310 of the set of messages 
source or an untrusted source . may be computed . The number of recipients may be 

The local message server 104 may label the message 110 assigned a third weighted score . Furthermore , the number of 
as an unsolicited message in response to evaluating scored 55 recipient domains 312 may be computed for the set of 
factors associated with the message against a predetermined messages . The number of recipient domains may be 
threshold . Alternatively , a tittered message 112 may be assigned a fourth weighted score . 
forwarded to a client device 106 in response to determining Moreover , a time and / or a rate of arrival 314 of the set of 
the message 110 not to be an unsolicited message . The messages with the URI may be computed . The time and / or 
filtered message 112 may be displayed in a client device 106 60 the rate of arrival may be assigned a fifth weighted score . 
by a client messaging application or client instance of the The geo - location 316 of the sender may also be determined 
messaging application executing in the local message server for the message . The geo - location may also be assigned a 
104 . The client device may display the filtered message 112 sixth weighted score . The first , second , third , fourth , fifth , 
to a user 114 . and / or the sixth weighted scores may be added to determine 

The client device 106 may include a tablet device , a 65 a total score for the message . The total score may be 
desktop computer , a laptop computer , a smart phone , and evaluated against a predetermined threshold to make an 
similar ones . The client device 106 may accept a variety of unsolicited message determination 318 . In response to the 



US 9 , 979 , 685 B2 

total score exceeding the predetermined threshold , the unso Many other configurations of computing devices , appli 
licited message determination of the message may be con - cations , data sources , and data distribution systems may be 
firmed . In response to the total score remaining within the employed to filter electronic messages based on domain 
predetermined threshold , the unsolicited message determi attributes without a reputation . Furthermore , the networked 
nation of the message may be rejected . 5 environments discussed in FIG . 4 are for illustration pur 

The predetermined threshold and / or weighted scores may poses only . Embodiments are not limited to the example 
be dynamically adjusted based on unsolicited message activ applications , modules , or processes . 
ity , recipient ( s ) , and similar ones . Assigning weighted scores FIG . 5 and the associated discussion are intended to 
may also be adjusted over time based on accumulated data provide a brief , general description of a suitable computing 
and statistics associated with the factors . In an example environment in which embodiments may be implemented . 
scenario a machine - learning algorithm may be used to adjust With reference to FIG . 5 , a block diagram of an example 
weighted scores over time using the accumulated data and computing operating environment for an application accord 
statistics associated with factors . ing to embodiments is illustrated , such as computing device 

Example of factors to determine weighted scores associ - 1 500 . In a basic configuration , computing device 500 may 
ated with an unsolicited message determination are not include at least one processing unit 502 and system memory 
provided in a limiting sense . Other factors associated with 504 . Computing device 500 may also include a plurality of 
the message , the URI , or additional messages sharing similar processing units that cooperate in executing programs . 
attributes may be utilized to determine weighted scores . The Depending on the exact configuration and type of computing 
weighted scores may be added to a total score for compari - 20 device , the system memory 504 may be volatile ( such as 
son against a predetermined threshold . RAM ) , non - volatile ( such as ROM , flash memory , etc . ) or 

The example scenarios and schemas in FIG . 2 through 3 some combination of the two . System memory 504 typically 
are shown with specific components , data types , and con - includes an operating system 505 suitable for controlling the 
figurations . Embodiments are not limited to systems accord operation of the platform , such as the WINDOWS® and 
ing to these example configurations . Filtering electronic 25 WINDOWS PHONE® operating systems from MICRO 
messages based on domain attributes without reputation may SOFT CORPORATION of Redmond , Wash . The system 
be implemented in configurations employing fewer or addi memory 504 may also include one or more software appli 
tional components in applications and user interfaces . Fur cations such as program modules 506 , a messaging appli thermore , the example schema and components shown in cation 522 , and a weighted scoring module 524 . FIG . 2 through 3 and their subcomponents may be imple - 30 A messaging application 522 may receive a message with mented in a similar manner with other values using the a URI . The messaging application 522 may determine the principles described herein . URI not to be included within a trusted list or a block list . FIG . 4 is a networked environment , where a system 
according to embodiments may be implemented . Local and The weighted scoring module 524 may assign weighted 
remote resources may be provided by one or more servers 35 SCO 5 scores to factors associated with the message . The messag 
414 or a single server ( e . g . web server ) 416 such as a hosted ing application 522 may evaluate the message for an unso 
service . An application may execute on individual comput licited message determination by comparing the total score 
ing devices such as a smart phone 413 , a tablet device 412 . computed from the weighted scores against a predetermined 
or a laptop computer 411 ( client devices ' ) and communicate threshold . This basic configuration is illustrated in FIG . 5 by 
with email providers / recipients through network ( s ) 410 . 40 those components within dashed line 508 . 

As discussed above , a messaging application ma detect a Computing device 500 may have additional features or 
message with a URI . The URI may be determined not to be functionality . For example , the computing device 500 may 
included within a trusted or a block list . A total score may also include additional data storage devices ( removable 
be computed from weighted scores assigned to factors and / or non - removable ) such as , for example , magnetic 
associated with the message . The message may be evaluated 45 disks , optical disks , or tape . Such additional storage is 
for an unsolicited message determination by comparing the illustrated in FIG . 5 by removable storage 509 and non 
total score to a predetermined threshold . Client devices removable storage 510 . Computer readable storage media 
411 - 413 may enable access to applications executed on may include volatile and nonvolatile , removable and non 
remote servers ) ( e . g . one of servers 414 ) as discussed removable media implemented in any method or technology 
previously . The server ( s ) may retrieve or store relevant data 50 for storage of information , such as computer readable 
from / to data store ( s ) 419 directly or through database server instructions , data structures , program modules , or other data . 
418 . Computer readable storage media is a computer readable 

Network ( s ) 410 may comprise any topology of servers , memory device . System memory 504 , removable storage 
clients , Internet service providers , and communication 509 and non - removable storage 510 are all examples of 
media . A system according to embodiments may have a 55 computer readable storage media . Computer readable stor 
static or dynamic topology . Network ( s ) 410 may include age media includes , but is not limited to , RAM , ROM , 
secure networks such as an enterprise network , an unsecure EEPROM , flash memory or other memory technology . CD 
network such as a wireless open network , or the Internet . ROM , digital versatile disks ( DVD ) or other optical storage , 
Network ( s ) 410 may also coordinate communication over magnetic cassettes , magnetic tape , magnetic disk storage or 
other networks such as Public Switched Telephone Network 60 other magnetic storage devices , or any other medium which 
( PSTN ) or cellular networks . Furthermore , network ( s ) 410 can be used to store the desired information and which can 
may include short range wireless networks such as Blu - be accessed by computing device 500 . Any such computer 
etooth or similar ones . Network ( s ) 410 provide communi - readable storage media may be part of computing device 
cation between the nodes described herein . By way of 500 . Computing device 500 may also have input device ( s ) 
example , and not limitation , network ( s ) 410 may include 65 512 such as keyboard , mouse , pen , voice input device , touch 
wireless media such as acoustic , RF , infrared and other input device , and comparable input devices . Output 
wireless media . device ( s ) 514 such as a display , speakers , printer , and other 
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types of output devices may also be included . These devices additional steps , as well as in different order of operations 
are well known in the art and need not be discussed at length using the principles described herein . 
here . The above specification , examples and data provide a 

Computing device 500 may also contain communication complete description of the manufacture and use of the 
connections 516 that allow the device to communicate with 5 composition of the embodiments . Although the subject 
other devices 518 , such as over a wireless network in a matter has been described in language specific to structural 
distributed computing environment , a satellite link , a cellu features and / or methodological acts , it is to be understood 
lar link , and comparable mechanisms . Other devices 518 that the subject matter defined in the appended claims is not 

necessarily limited to the specific features or acts described may include computer device ( s ) that execute communica 
tion applications , storage servers , and comparable devices . 10 above . Rather , the specific features and acts described above 
Communication connection ( s ) 516 is one example of com are disclosed as example forms of implementing the claims 

and embodiments . munication media . Communication media can include What is claimed is : therein computer readable instructions , data structures , pro 1 . A method executed on a computing device for filtering gram modules , or other data in a modulated data signal , such 15 an electronic message based on domain attributes , the as a carrier wave or other transport mechanism , and includes method comprising : 
any information delivery media . The term “ modulated data receiving the electronic message with a uniform resource 
signal ” means a signal that has one or more of its charac identifier ( URI ) ; 
teristics set or changed in such a manner as to encode determining whether the URI is associated with a repu 
information in the signal . By way of example , and not 20 tation ; 
limitation , communication media includes wired media such associating the URI with the reputation when a domain of 
as a wired network or direct - wired connection , and wireless the URI is located within a list of trusted domains or a 
media such as acoustic , RF , infrared and other wireless list of untrusted domains ; and 
media . if the URI lacks an association with the reputation : 

Example embodiments also include methods . These 25 assigning weighted scores to one or more factors asso 
methods can be implemented in any number of ways , ciated with an attribute and a content of the elec 
including the structures described in this document . One tronic message , the one or more factors comprising 
such way is by machine operations , of devices of the type one or more of a message size , a URI count , a 
described in this document . number of recipients , a number of recipient domains , 

Another optional way is for one or more of the individual 30 a time of arrival , a rate of arrival , or a geo - location 
operations of the methods to be performed in conjunction of a sender ; 
with one or more human operators performing some . These computing a total score from the weighted scores ; 
human operators need not be co - located with each other , but dynamically adjusting one or more of the weighted 
each can be only with a machine that performs a portion of scores , the total score , and a predetermined threshold 
the program . 35 based on accumulated data and statistics associated 

FIG . 6 illustrates a logic flow diagram for a process with the one or more factors ; and 
filtering electronic messaged based on domain attributes evaluating the electronic message to determine whether 
without a reputation according to embodiments . Process 600 the electronic message is an unsolicited electronic 
may be implemented by a messaging application in some message by comparing the total score against the 
examples . 40 predetermined threshold . 

Process 600 may begin with operation 610 where the 2 . The method of claim 1 , further comprising : 
messaging application may receive a message with a URI . determining the electronic message is an unsolicited elec 
At operation 620 , the URI may be determined not to be tronic message in response to the total score exceeding 
included within a trusted or a block list . The trusted or block the predetermined threshold . 
list may be retrieved from a local resource or from a trusted 45 3 . The method of claim 1 , further comprising : 
resource . determining the electronic message is not an unsolicited 

Factors associated with the message may be assigned electronic message in response to the total score 
weighted scores at operation 630 . The factors may include remaining within the predetermined threshold . 
attributes associated with the message , the URI , and addi - 4 . The method of claim 1 , wherein assigning the weighted 
tional messages having the URI . A total score may be 50 scores to the one or more factors associated with the 
computed from the weighted scores at operation 640 . The electronic message comprises : 
weighted scores may be added to calculate the total score . determining the message size of the electronic message ; 
Next , the message may be evaluated for an unsolicited and 
message determination b comparing the total score against a assigning a first weighted score to the message size . 
predetermined threshold , at operation 650 . 55 5 . The method of claim 1 , wherein assigning the weighted 
Some embodiments may be implemented in a computing scores to the one or more factors associated with the 

device that includes a communication module , a memory , electronic message comprises : 
and a processor , where the processor executes a method as incrementing the URI count ; and 
described above or comparable ones in conjunction with assigning a second weighted score to the URI count . 
instructions stored in the memory . Other embodiments may 60 6 . The method of claim 5 , wherein the URI count is a 
be implemented as a computer readable storage medium number of URIs without reputations located within the 
with instructions stored thereon for executing a method as electronic message . 
described above or similar ones . 7 . The method of claim 1 , wherein assigning the weighted 

The operations included in process 600 are for illustration scores to the one or more factors associated with the 
purposes . Filtering electronic messages based on domain 65 electronic message comprises : 
attributes without a reputation , according to embodiments , determining a set of electronic messages sent to other 
may be implemented by similar processes with fewer or recipients within a predefined group having the URI ; 
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computing the number of recipients of the set of elec 12 . The computing device of claim 11 , wherein the 
tronic messages ; and messaging application is further configured to : 

assigning a third weighted score to the number of recipi forward the electronic message to another computing 
ents . device for display in response to a determination that 

8 . The method of claim 7 , further comprising : the total score remains within the predetermined thresh 
computing the number of recipient domains for the set of old and the electronic message is not an unsolicited 

electronic messages ; and electronic message . assigning a fourth weighted score to the number of 13 . The computing device of claim 11 , wherein the recipient domains . messaging application is further configured to : 9 . The method of claim 7 , further comprising : 
computing at least one of : the time of arrival and the rate dynamically adjust the predetermined threshold and the 

of arrival of the set of electronic messages ; and weighted scores based on at least one of : a current 
assigning a fifth weighted score to the at least one of : the unsolicited message activity and a recipient of the 

time of arrival and the rate of arrival of the set of electronic message . 
electronic messages . 14 . A system for filtering an electronic message based on 15 

10 . The method of claim 1 , wherein assigning the domain attributes , the system comprising : 
weighted scores to the one or more factors associated with a communication connection configured to facilitate 
the electronic message comprises : transmission of the electronic message between one or 

determining the geo - location of the sender of the elec more servers over a network ; 
tronic message ; and an external message server configured to provide the 

assigning a sixth weighted score to the geo - location . electronic message with a uniform resource identifier 
11 . A computing device for filtering an electronic message ( URI ) to a local message server ; and 

based on domain attributes , the computing device compris the local message server configured to : 
determine whether the URI is associated with a repu ing : 

a memory configured to store instructions ; and 25 tation ; 
a processor coupled to the memory , the processor execut associate the URI with the reputation when a domain of 

the URI is located within a list of trusted domains or ing a messaging application in conjunction with the 
instructions stored in the memory , wherein the mes a list of untrusted domains ; and 

if the URI lacks an association with the reputation : saging application is configured to : 
receive the electronic message with a uniform resource 30 assign weighted scores to one or more factors asso 

identifier ( URI ) from another computing device ; ciated with an attribute and a content of the 
determine whether the URI is associated with a repu electronic message , the one or more factors com 

tation ; prising one or more of a message size , a URI 
associate the URI with the reputation when a domain of count , a number of recipients , a number of recipi 

the URI is located within a list of trusted domains or 35 ent domains , a time of arrival , a rate of arrival or 
a list of untrusted domains ; and a geo - location of a sender ; 

if the URI lacks an associated with the reputation : compute a total score from the weighted scores ; 
assign weighted scores to one or more factors asso dynamically adjust one or more of the weighted 

ciated with an attribute and a content of the scores , the total score , and a predetermined thresh 
electronic message , the one or more factors com - 40 old based on accumulated data and statistics asso 
prising one or more of a message size , a URI ciated with the one or more factors ; and 

evaluate the electronic message to count , a number of recipients , a number of recipi determine 
whether the electronic message is an unsolicited ent domains , a time of arrival , a rate of arrival , or 

a geo - location of a sender ; electronic message by comparing the total score 
compute a total score from the weighted scores ; 45 against the predetermined threshold . 

15 . The system of claim 14 , wherein the local message dynamically adjust one or more of the weighted 
scores , the total score , and a predetermined thresh server is configured to receive the list of trusted domains and 
old based on accumulated data and statistics asso the list of untrusted domains from one of a local resource 

and a trusted external resource . ciated with the one or more factors ; and 
evaluate the electronic message to determine 50 16 . The system of claim 14 , wherein at least two of the 
whether the electronic message is an unsolicited assigned weighted scores are added to compute the total 
electronic message by comparing the total score score . 

against the predetermined threshold . * * * * * 


