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( 57 ) ABSTRACT 
The invention provides one or more consortia of networks 
that identify and share information about users and / or user 
devices interacting with the consortia . User devices may be 
identified , at least in part , by tag - based computer informa 
tion . Computers and other devices accessing the Web carry 
device tags with date and time information describing when 
they were issued by a security tag server . A server time 
stamp may be inserted into time based computer tags such 
as a cookies indicating when they were created . Such time 
stamp information can be encrypted and analyzed during 
future attempts to access a secure network such as a cus 
tomer attempting to log into an online banking account . 
When the time stamp information from the tag is compared 
to other selected information about the user , device and / or 
account , including but not limited to last account log - in 
date / time or account creation date , the invention may be 
used to detect suspicious activity . The invention may be use 
for identity - based applications such as network security , the 
detection of fraudulent transactions , identity theft , reputa 
tion - based communities , and law enforcement . 
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SYSTEMS AND METHODS OF SHARING online host . In some embodiments , a device identifier may 
INFORMATION THROUGH A TAG - BASED be assigned to a user device . Furthermore , tag - based infor 

CONSORTIUM mation , such as information about whether a tag resides on 
a user device and any information provided by the tag , may 

CROSS - REFERENCE 5 be collected . This information can be used to observe user 
behavior and activity , such as an account connecting from 

This application is a continuation of , and claims priority many different devices , or many accounts connecting from 
to U . S . patent application Ser . No . 12 / 732 . 034 . filed Mar . 25 . the same device . Such information may help validate 
2010 , which claims the benefit of U . S . Provisional Appli - devices and the status of the device may be verified as 
cation No . 61 / 163 . 430 filed Mar . 25 . 2009 , which each 10 acceptable to the online business based on the status rules of 
application is incorporated herein by reference in its entirety . the online business . In addition , this information can be used 

to cross - reference computing devices used by known 
FIELD OF THE INVENTION fraudulent accounts , and cross - reference other accounts used 

by specific devices . In some cases , the online hosts may 
The invention relates to network security and the detec - 15 communicate with an authentication repository , which may 

tion of fraudulent transactions and identity theft . More also include a centralized database of gathered information , 
particularly , the invention relates to one or more consortia of such as device identifiers , device tag - based information , or 
computer networks that identify and share information about fraud history , that can be updated and shared . 
users and / or computing devices . Accordingly , computing devices involved in suspicious or 

20 fraudulent activity , or devices associated with accounts 
BACKGROUND OF THE INVENTION involved in suspicious activity can be identified . This infor 

mation can be shared with other online hosts and networks 
Many methods and systems have been developed over the within one or more consortia . In this way , computer devices 

years to prevent or detect Internet fraud . Today , to gain associated with suspicious or fraudulent activity on one 
consumer confidence and prevent revenue loss , a website 25 network may be denied access to other networks . 
operator or merchant desires an accurate and trustworthy The invention may be applied to provide a fraud detection 
way of detecting possible Internet fraud . Merely asking for and prevention system that can significantly reduce the risk 
the user name , address , phone number , and e - mail address associated with Internet transactions and fraud . By sharing 
will not suffice to detect and determine a probable fraudulent information about potentially fraudulent users or devices , 
transaction because such information can be altered , 30 and identifying user devices as well as their association with 
manipulated , fraudulently obtained , or simply false . certain online activity , the system may allow businesses to 

Furthermore , a fraudulent user may conduct transactions avoid problem customers or devices associated with fraudu 
with numerous websites or online businesses . One website lent activity . The system can track device activity and user 
merely relying on information gathered during previous behavior over selected periods of time , thereby identifying 
transactions with that particular website may limit the scope 35 suspicious activity based on selected parameters established 
of fraud prevention potential . by online businesses . 

Accordingly , what is needed is a method and system that Information shared across a consortium may include 
overcomes the problems associated with a typical verifica tag - based information from a device . A device may have a 
tion and fraud prevention system for Internet transactions by tag , which may include information , such as information 
identifying each user and / or user device and sharing that 40 about a device and a time stamp , which may be associated 
information . Then , when a user seeks a second fraudulent with a device identifier . In some instances , the tag may be a 
transaction , whether the transaction is with the same or cookie , local shared object , flash object , text protocol , lines 
different website , the website operator may detect the fraud of code , or any type of object or application that may be on 
and take appropriate action . the memory of a device . Any discussion of any type of a tag 

45 ( e . g . , a cookie ) , may also apply to any other type of tag . 
SUMMARY OF THE INVENTION Information shared across a consortium may also include 

information from a tag of a device , or about a tag of the 
The invention provides methods and apparatus for pro - device , which may be associated with a device identifier . 

viding network security . Various aspects of the invention In accordance with another aspect , the invention provides 
described herein may be applied to any of the particular 50 systems and methods for creating and analyzing computer 
applications set forth below or for any other types of tag information for the prevention or detection of potential 
networks that is secured and user accessible . The invention fraud . Computers and other devices that access the Web may 
may be applied as a standalone tool or as part of an carry device tags in accordance with a preferable embodi 
integrated software solution against online fraud and iden - ment of the invention . These device tags may include date 
tify theft . The invention may include a consortium of online 55 and time information that describes when they were issued 
hosts that may share information with one another as a by a security tag server . For example , a server time stamp 
measure of fraud prevention . Some preferable embodiments may be inserted into in a computer tag such as a cookie 
of the invention can be optionally integrated into existing indicating when it was created . In a preferable embodiment 
networks and business processes seamlessly including those of the invention , the computer tag may be a time stamped 
used by financial and banking institutions . It shall be under - 60 cookie that includes “ date of creation ” or “ created " data 
stood that different aspects of the invention can be appre - portions . More preferably , such tag - generation time stamp 
ciated individually , collectively or in combination with each information can be encrypted and not apparent as is most 
other . cookie related information . Thus , a time - encrypted cookie 

The invention provides systems and methods that identify may be utilized for fraud detection or other applications . 
or differentiate users and / or user devices connecting to a 65 The computer tags provided herein may be analyzed 
network . Information about a user or user device may be during future attempts to access a secure network such as a 
collected during a transaction between a user device and an customer attempting to log into an online banking account . 

m 
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When the time stamp information from the tag is compared network device that connects to the web server over a 
to other selected information about the account , including communications network such as the Internet . The web 
but not limited to last account log - in date / time or account server may include a fraud detection means that analyzes a 
creation date , the invention may be able to detect suspicious time stamped computer tag stored on the network device . 
activity . For example , recently issued computer tags may be 5 When the network device connects to the web server , 
flagged as suspicious for accounts that have not been logged information is gathered about the network device tag to 
into for a long time or for online accounts that were created determine when it was created by the fraud detection means . for quite some time . Accordingly , physical devices involved The fraud detection means may also include a database and in suspicious or fraudulent activity , or devices associated means for receiving the time stamped computer tag , storing with accounts involved in suspicious activity can be pre - 10 the tag in the database and associating the tag with user vented from connecting to a network . Such information may information for possible future use in identifying discernable be incorporated into a tag - based consortium which may commonalities or patterns of fraudulent behavior . In some share tag - based information between online hosts . 

Another embodiment of the invention provides an instances , the database may be a database that is shared by 
advanced fraud detection and prevention system that can 15 a plurality of web servers . In other instances , a plurality of 
reduce the risk of Internet fraud and identity theft . The databases are provided wherein data from the databases may 
system allows a business to detect a potential problem or be shared or scanned . 
hacker by spotting a relatively large number or cluster of Additional aspects and advantages of the present disclo 
recently issued computer tags over a period of time . This sure will become readily apparent to those skilled in this art 
may suggest suspicious or illegal behavior based on param - 20 from the following detailed description , wherein only exem 
eters established by online merchants and others conducting plary embodiments of the present disclosure are shown and 
business on the Internet including banks and financial insti - described , simply by way of illustration of the best mode 
tutions . The system may also analyze other parameters , such contemplated for carrying out the present disclosure . As will 
as device timestamp format , for suspicious activity . This be realized , the present disclosure is capable of other and 
information can be also used so that a business can make 25 different embodiments , and its several details are capable of 
educated decisions about how or whether to authenticate modifications in various obvious respects , all without 
users or customers based at least in part on time stamps , departing from the disclosure . Accordingly , the drawings 
which may be encrypted preferably . The relevant times of and description are to be regarded as illustrative in nature , 
when tags and how many are issued for network devices and not as restrictive . 
may be also considered in comparison to the history of 30 
accounts or resources to which those devices are attempting INCORPORATION BY REFERENCE 
to access . Businesses within a consortium may share this 
tag - based information to expand the field of knowledge that All publications , patents , and patent applications men 
may help detect suspicious or illegal behavior . tioned in this specification are herein incorporated by ref 

In yet another embodiment of the invention , a method is 35 erence to the same extent as if each individual publication , 
provided for detecting fraud during a connection of a patent , or patent application was specifically and individu 
network device or computer to a server , such as a financial ally indicated to be incorporated by reference . 
institution server . Any discussion of financial institution 
server herein may apply to other types of servers , such as BRIEF DESCRIPTION OF THE DRAWINGS 
any online organization , merchant , or host server , or con - 40 
sortium server , and vice versa . Initially , an application is The features and advantages of the invention may be 
launched on a network device such as a Web browser further explained by reference to the following detailed 
through which an online session can begin . The financial description and accompanying drawings that sets forth illus 
server may determine that the network device is a registered trative embodiments . 
network device having an assigned computer tag with 45 FIG . 1 is a diagram illustrating a consortium having one 
embedded server time stamp information . In preferable or more user devices being connected to one or more online 
embodiments the computer tag may be a cookie or other tag businesses that share user device information with an 
with server time stamp information indicating when it was authentication repository that is part of the consortium in 
created . The cookie may include the tag - generation time accordance with the invention . 
stamp . The computer tag is then forwarded to a fraud 50 FIG . 2 is a diagram illustrating an example of an online 
detection system within a secure network environment in institution connected to one or more user computer in 
which the financial institution server also resides . In some accordance with the invention . 
instances , the fraud detection system may include a plurality FIG . 3 is a diagram illustrating a computer - implemented 
of financial institution servers , such that various financial electronic transaction network whereby network devices can 
institutions within the fraud detection system may share 55 access a computer network configured with a fraud detection 
information about the computer tag . The fraud detection system capable of analyzing time stamped tags associated 
system then analyzes the creation or issued date of the with the network devices . 
computer tag from the network device to determine if there FIG . 4 is a table of tag information with corresponding 
is suspected fraud or unauthorized access . This analysis may time stamps that may be analyzed by fraud detection sys 
include decryption procedures when the time stamp infor - 60 tems provided in accordance with the invention . 
mation is preferably encrypted . If the server time stamp FIG . 5 is a flowchart describing computer tagging and 
information does not suggest fraudulent or improper activ - fraud detection methods provided in accordance with the 
ity , then access to the financial server is granted to the invention . 
network device . FIG . 6 illustrates an implementation of the consortium in 

Another embodiment of the invention provides a network 65 a global setting . 
security and fraud detection / prevention system . The system FIG . 7 illustrates an implementation of sharing data 
protect a secure network with at least one web server and a within a user group . 
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DETAILED DESCRIPTION OF THE interface card , cable modem , a DSL modem , wireless 
INVENTION modem , telephone line modem and other hardware . The user 

device may further comprise one or more processors , 
While preferable embodiments of the invention have been memory storage devices , including an optical tape drive or 

shown and described herein , it will be obvious to those 5 optical drive , a hard disk drive , or flash memory , so the 
skilled in the art that such embodiments are provided by way device memory can store data even when the computer 
of example only . Numerous variations , changes , and substi - system is powered down . Also other a memory such as 
tutions will now occur to those skilled in the art without SRAM , DRAM , or SDRAM may be included to temporarily 
departing from the invention . It should be understood that store data being executed by the processor . Any discussion 
various alternatives to the embodiments of the invention 10 of a user device or any particular type of user device may be 
described herein may be employed in practicing the inven - applicable to any other type of user device . 
tion . The online organizations connected to the one or more 

The invention provides systems and methods that identify user devices may be any sort of host , such as an electronic 
users and / or user devices connecting to a network . The commerce business , an online merchant , a financial institu 
invention may also relate to one or more consortia of 15 tion , or any other type of website service provider that may 
communication networks that share information about users provide a service to a user or may interact with a user device . 
or user devices . Alternatively , aspects of the invention may Any discussion herein of any of the various types of online 
be implemented without a consortium , such that the systems organizations or hosts may apply to any other type of online 
and methods may be within a single communication net - organization or host . An online organization and a user 
work . The invention is applicable to network security and 20 device may perform an electronic transaction , such as a 
the detection of fraudulent transactions and identity theft . It purchase of a product or service , such as online banking In 
will be appreciated , however , that the systems and methods accordance with one aspect of the invention , each electronic 
in accordance with the invention can have greater utility ; for transaction may be susceptible to fraud and each user device 
example , the invention may also be applicable to any or user can be identified to reduce the risk of fraud . 
reputation based system where a user or user device iden - 25 The connection between a user device and an online 
tification may be relevant . One aspect of the invention is organization may be , for example , a connection between a 
creating associations , tracking behavior over time , and shar - client computer and a website server over a network . One or 
ing information with multiple networks or businesses that more servers may communicate with one or more client 
stand to benefit from sharing this type of information . computers across a network . The network , for example , can 

The invention may be applicable to any type of transac - 30 include a private network , such as a LAN , or interconnec 
tion in which it may be desirable to identify a user or device . tions to the online organizations over a communications 
For example , the invention may be used to detect fraud network , such as the Internet or World Wide Web or any 
being carried out by one or more network devices and user other network that is capable of communicating digital data , 
accounts over a communications network , or even detecting such as a wireless or cellular network . Each user device may 
and preventing potential fraud or identity theft by individu - 35 connect to any online organization over the network using 
als trying to complete a transaction remotely by phone or data protocols , such as HTTP , HTTPS and the like . 
mail , or even in person . One aspect of this system and When a user device is communicating with the consor 
method is to associate pieces of information about a trans - tium , the device memory may store an operating system 
action , monitor these associations , and share the information ( OS ) and a browser application . For example , the operating 
about these associations with other businesses within one or 40 system may operate to display a graphical user interface to 
more consortia . m the user and permit the user to execute other computer 

FIG . 1 is a diagram illustrating a consortium having one programs , such as the browser application . The browser 
or more user devices being connected to one or more online application , such as Microsoft Internet Explorer , when 
organizations or hosts that share user device information executed by the processor , permits the user to access the 
with an authentication repository that is part of the consor - 45 World Wide Web as is well known . The user device may 
tium in accordance with one embodiment of the invention . interact with an online organization that is part of the 
The one or more user devices may include user computers consortium , which may perform some fraud prevention and 
whether they be a personal computer , server computer , or detection functions and may generate a device identifier in 
laptop computer ; personal digital assistants ( PDAs ) such as accordance with the invention . The online organization or 
a Palm - based device or Windows CE device ; phones such as 50 consortium may also generate a tag for a user device , 
cellular phones ; a wireless device such as a wireless email provide a tag to the user device , read tag information from 
device or other device capable of communicating wirelessly the user device , retrieve a tag from the user device , and / or 
with a computer network ; any computing resource that has analyze tag information from the user device . 
the processor , memory and input / output capabilities to be In some embodiments , an online organization may have 
able to communicate with a computer network and handle 55 one or more web - based server computers , such as a web 
electronic transactions ; or any other type of network device server , an application server , a database server , etc . , that are 
that may communicate over a network and handle electronic capable of communicating with a user device over a net 
transactions . work , such as the Internet or a wireless network , and are 

The user device may also be a telephone , for example , to capable of downloading web pages to the user device . In 
order items from a mail order catalog . For many applications 60 some implementations , the online organization may com 
of the invention , the user device is a personal computer with prise one or more processors , one or more persistent storage 
a display such as cathode ray tube or liquid crystal display devices and a memory . For the online organization to 
( LCD ) for displaying information and images to the user of interact with the user devices , the memory may store ( and 
the user device . One or more input / output devices such as the processor ( s ) may execute ) a server operating system and 
keyboards and a mouse permit the user to operate the user 65 a transaction processing software system to facilitate an 
device and to permit it to access the Web . The device can be electronic transaction between the online organization and 
connected to a communications network via a network one or more user devices . Each online organization may 
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further comprise a database , such as a database server or a may connect through a user device , which in this case may 
data structure stored in the memory of the online organiza be user computer A1 . The online business A may receive 
tion , that stores the electronic transaction data for the online user and / or user information from the user computer and 
organization . In some embodiments , a server for an online may then pass the information to the authentication reposi 
organization may have greater computing or processing 5 tory . The online business may or may not store the infor 
power than a user device . Similarly , the server may have mation gathered through the user device that is passed onto 
more memory than a user device . the authentication repository . The online organization may control each device and / or In some implementations , the authentication repository each user ' s access to the resources of the online organization may generate a computer identifier which may be derived by , for example , denying access to a user or device in 10 from the information gathered . In other implementations , a particular circumstances . For example , if a user device has computer identifier may be generated at different stages . For been implicated in fraud , an online organization may prevent example , an online business A may gather information from a transaction with the user device from occurring . In another 
example , if a user has a ' bad ' or ' low ' reputation , an online Al and may generate a computer identifier for A1 , and may 
organization may prevent the user from participating in an 15 pa rom participating in an 15 pass the computer identifier to the authentication repository . 
electronic sales forum . The online business A may only pass the computer identifier , 

In a preferable embodiment of the invention , the online may only pass gathered information , or may pass a combi 
organizations may be connected to an authentication reposi nation of both to the authentication repository . 
tory . The authentication repository or fraud detection moni Information or data , such as a computer identifier , raw 
tor that is part of a fraud detection consortium may be 20 data , data used to make up the computer identifier , or any 
connected to the online organizations over a network . If the combination thereof may be stored in " pairs . ” Any type of 
central repository is connected to the network , then the data data may be coupled with the same or different type of data 
between the online organizations and the authentication when stored in memory . The paired data may be linked 
repository may be encrypted or may travel over a virtual within memory where they are stored , or may have some 
private network to ensure privacy and security . 25 other mechanism that associates them with one another . In 

Thus , the authentication repository may receive user one example , an email address and a computer identifier 
and / or user device information ( such as tag - based informa - may be stored as a pair . The email address and computer 
tion ) from each online organization , which may collect user identifier may be stored in memory together , as a unit of 
or user device information from each user device during an data . Alternatively , they need not be stored together but may 
online transaction . The repository may store some or all of 30 include pointers that associate them with one another . In 
the information received . In some implementations , the another example , a time stamp and other information from 
authentication repository may generate a device identifier a computer tag may be stored as a pair . Although the term 
that identifies each user device . In some cases , the device " pair ” may be used , any number of data items may be linked 
identifiers may be unique identifiers for each user device . In in memory . For example , two , three , four , five , six , seven , 
other cases , the device identifiers may not be unique for each 35 eight , ten , twelve , fifteen , twenty , thirty , forty , fifty , eighty , 
user device , but may be derived from information gathered one hundred , two hundred , or more items may be linked in 
about a user and / or user device which may or may not be memory . As discussed in greater detail below , any of these 
duplicative in another user device . In some cases , a device linked sets of data may be shared together . 
identifier may function as a “ fingerprint ” of a user device . The authentication repository may also generate and / or 
and include various parameters derived from gathered infor - 40 provide a tag for a user device . The tag may or may not 
mation about a user and / or user device . In some embodi - include information derived or gathered from the user 
ments , parameters derived from information about a user device . In some implementations , the authentication reposi 
and / or device may be provided in addition to a device tory may provide an application or instructions that may 
identifier . enable a tag to be generated at the user device . The authen 

Using the user and / or user device information in accor - 45 tication repository may provide a tag or application that 
dance with the invention , the authentication repository may enables generation of a tag to a user device A1 through an 
be able to detect fraudulent activities across the consortium . online business A , or may provide the tag or application 
In particular , the authentication repository may provide a directly to the user device A1 . Alternatively , the online 
centralized service utilizing this invention to identify user business A may provide the tag or application to the user 
devices , store user and device information ( such as tag - 50 device . In some implementations , the online business A may 
based information ) , identify suspicious activity from shared receive the capability to provide a tag or application from the 
user and / or device information , track end - user logins , asso - authentication repository or other party , while in other 
ciate an end - user account with one or more specific devices , implementations , the online business may not require 
associate a device with one or more end - user accounts , another party to provide the tag or tag - generating applica 
associate a device or end - user with fraudulent activity , and 55 tion . In some embodiments , the tag - generating application 
share this information with each online organization of the may be a script , such as a Javascript . 
consortium . The authentication repository may include a The authentication repository and / or the online organiza 
centralized database . tion A may be able to read or receive tag - based information 

Any action taken within a fraud detection consortium may from the user device A1 . In some embodiments an applica 
be directed by computer readable media , code , instructions , 60 tion or executable instructions ( such as a script ) may be 
or logic thereof . These may be stored in a memory , such as provided to the user device A1 to determine if a tag is present 
a memory of an authentication repository or the memory of on A1 , and if present on Al send the tag or information 
an online organization . collected from the tag to the authentication repository and / or 

In one example , a user computer , such as A1 , may request online organization . Tag - based information may be utilized 
access to the fraud detection consortium and a particular 65 with other implementations of a system . See , e . g . , U . S . Pat . 
online business , such as A . To gain access to A , complete a No . 7 , 330 , 871 , which is hereby incorporated by reference in 
transaction , or access a particular part of the network , a user its entirety . 
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In one embodiment , the authentication repository may implementations , the information shared between a first 
store some or all of the information . For example , the repository and second repository may be stored by both the 
authentication repository may store all of the information first and second repositories before being distributed to 
gathered by online business A , B , C , D , and any other connected online businesses . Alternatively , a repository may 
businesses in the consortium . Online businesses A , B , C , and 5 merely pass on information it receives from another reposi 
D may or may not also store the information that is stored tory . The information may be stored or shared in various 
by the authentication repository . The authentication reposi ways that are known in the art . 
tory may share some or all of the information gathered or For instance , any information stored by an authentication 
generated , such as device identifiers , tag - based information , repository may be stored in one or more database of the 
or detected fraud information , with the online businesses of 10 authentication repository . In one example , the database may 
the consortium . have a database table containing pertinent information . 

In an alternate embodiment , the fraud detection monitor However , the data may be stored in different databases and 
or repository may facilitate transfer of information between may include different database data structures that are within 
one or more online business without actually storing the the scope of this invention . In this example , a database table 
gathered information . For example , information gathered by 15 may include a host column , a unique user - account name 
online business A may be stored on A ' s server , and infor - column , tag - based information column , various parameter 
mation gathered by online business B may be stored on B ' s columns , and / or a user device identifier column that may 
server . The fraud detection monitor may enable transfer of permit the fraud detection system to associate a particular 
information from A to B , C , D , and any other businesses and host ( or online business ) with a particular user and a 
so forth for the other online businesses . The fraud detection 20 particular user device . As described above , the user - account 
monitor may also process information , with or without name and / or device identifier may represent end - user 
storing it on a fraud detection monitor server , such as accounts that are unique to each host . The tag - based infor 
generating computer identifiers or detecting fraud from mation may be derived from user devices that have con 
information gathered from one or more online business , and nected to at least one host . The individual rows in the 
may share this information with the online businesses of the 25 database table may represent unique combinations of host , 
consortium . The fraud detection monitor may detect fraud user - account names , tag - based information , parameters , 
by cross referencing the gathered information and tracking and / or user device identifiers . 
user and device behavior over time . In some cases , the fraud As previously discussed , information may be stored in 
detection monitor may only store processed information , " pairs , ” which may refer to any number of data items that 
such as device identifiers or fraud indicators . 30 may be somehow linked or connected together . A database 

In some embodiments , each online business may repre - table , as mentioned previously , may be an implementation of 
sent different private network environments operated by storing data in pairs . In a consortia or multiple consortia , 
independent organizations that do not share end - user iden such information may also be shared in “ pairs . ” For 
tities . The data storage system , such as a set of databases , example , a particular host may always link together a time 
used by each online business may be remotely located at the 35 stamp for a tag and other information stored within a tag . 
authentication repository and can be a service provided by a Such information may be stored and shared as a pair . In 
third party . Alternatively , online businesses may communi - some embodiments , each host may have uniform pairs of 
cate via a network , such as the Internet , such that end - user data that may be shared . For instance , all of the hosts within 
identifiers may be shared . an online consortium may store together a time stamp and 

Another example provides fraud detection and informa - 40 other tag - based information . Similarly , any time a time 
tion processing applications distributed across a plurality of stamp is shared or tracked across a consortium , other tag 
computing devices ( with no central authentication reposi - based information may also be shared and tracked with the 
tory and database ) . The computing devices may be the corresponding or similar time stamp . In another embodiment 
online businesses ' devices , the user devices , or a combina of the invention , different hosts may have different pairs of 
tion of the user devices and online businesses , such that each 45 data that are shared ( e . g . , one host may always pair an email 
may perform part of the functions of the fraud detection and address with a username , and another host may always pair 
prevention system in accordance with the invention . For an email address with a time stamp ) . Any of the data items 
instance , the various online businesses may share informa - or types , including computer identifiers , time stamps , or 
tion with one another in a peer to peer manner , and may other items discussed herein , may be paired . 
collectively detect fraud . In one case , online business A may 50 When data is stored and tracked as a pair , fraud detection 
detect an at - risk user device and share this information with and validation may be improved . For example , if a pair of 
online businesses B , C , D , and so forth . Online businesses A , identifying data is stored , and then the same pair appears 
B , C , and D may share information in a peer to peer manner again , the device or individual can be identified with greater 
such that they all have access to certain information . certainty as the same device or individual . Thus , consortia 

Those skilled in the art will appreciate that the fraud 55 members may be able to share pairs of information to track 
detection consortium may be implemented in various dif - a device or user . 
ferent manners that are within the scope of this invention , The database table may enable the same user connecting 
such that previous discussions are provided by way of to a different online business with the same user device to be 
example only and are not limiting . tracked and registered in the consortium . The database table 
One aspect of the invention provides for multiple consor - 60 may also enable the same device connecting to different 

tia that may interact with one another and share information . online businesses to be tracked and registered , regardless of 
For example , an authentication repository may communicate user information . A great deal of additional information may 
with another authentication repository . In some embodi - be maintained such as last successful login date and time , 
ments , information gathered from an online business may be last unsuccessful login date and time , total successful logins , 
shared between one or more authentication repositories , 65 total unsuccessful logins , tag - based time information , etc . as 
which may subsequently share the information with the well as any relevant personal and non - personal information , 
other online businesses that they are connected to . In some to be discussed in greater detail below . 
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Based on gathered information , and any information functions such as generating reports from the fraud detection 
generated by processing the gathered information , such as and prevention system and its database . 
tag - based information , to be described in more detail , the In some embodiments , hosts , such as online organizations 
likelihood of fraud being committed by a particular user or businesses , may be able to individually control their 
with the user computer Al may be determined and an 5 interactions with user devices . For example , hosts may set 
appropriate action can be taken . Assuming the user com up any number of device and user status levels , and establish 
puter Al is granted access to the network , the user computer any number of behavior patterns , each of which might 
performs its electronic transaction . Based on information require a different action , such as notify a particular email collected during the transaction , such as tag - based informa address , page a particular number , deny access to the net tion , a likelihood of fraudulent activity for that transaction or 10 work , allow access but change the status of the device , etc . device may be assessed . In some cases , each host can establish its own customized If a fraudulent activity occurs during that electronic rules for every aspect of the present validation method . transaction , that information may also be conveyed to the 
authentication repository and may be stored by the authen Because of this , the same circumstances that result in denied 
tication repository . Alternatively , if fraudulent activity 15 access for an end - user for one host may not result in denied 
occurs , the information may be conveyed to the other online access for another host . 
businesses . In this manner , the one or more online busi - Alternatively , an authentication repository may control a 
nesses may share fraud information between each other host ' s interaction with a user device . For example , an 
selectively so that a fraud committed against one online authentication repository may determine whether a user 
business , i . e . online business A , can be logged into and 20 device is at risk for fraud and may deny the user device 
tracked by the authentication repository in accordance with access to the consortium . In some cases , the authentication 
the invention . Alternatively , information about fraudulent repository ' s determination for fraud risk may be uniform for 
activity can be tracked by the consortium of online busi - all hosts . 
nesses without analysis by an authentication repository . Identifying information may be used for other applica 
Thus , a user or user computer that has committed fraudulent 25 tions in addition to fraud detection and prevention or net 
activities can be tracked even when the user or user device work security . For example , gathered information may relate 
logs into a different online business , i . e . online business B . to a user rating , which may or may not relate to fraud . Such 
Therefore , the fraudulent activities of a user or user com information can be shared across one or more online busi 
puter can be tracked across the consortium . nesses in a consortium , to track a user or user computer 
Some implementations of using an authentication reposi - 30 across the consortium . In another example , gathered identity 

tory in a consortium may involve repositories capable of information may have applications in national security and 
handling various tasks . An authentication repository may be law enforcement . 
one or more stand - alone computing resource , such as a The information gathered in accordance with the inven 
server computer , with a database or storage system , although tion may be customized for different user device types . For 
the functions of the authentication repository and the infor - 35 example , with a personal computer that connects to an 
mation storage may be distributed in any number of ways , online business , the information gathered may include an IP 
such as in examples described previously . The authentica - address or browser ID , tag - based information , and additional 
tion repository may include one or more processors , one or personal or non - personal information to identify the user 
more persistent storage devices and a memory . The authen - device . With a cellular phone , it is typically possible to 
tication repository may further include a database server / 40 extract data from the cellular phone , such as its serial 
manager that may store the data in accordance with the number , so that only non - personal information may be used 
invention . The structure and operation of the processor , to identify the cellular phone network device . For a PDA 
persistent storage device and memory may be any comput - user device , it may be typically possible to put data / infor 
ing device structure as known in the art . The memory may mation , such as a tag , onto the PDA only so that the certain 
store a server operating system , and one or more adminis - 45 tag - based parameters only may be used to identify the PDA . 
trator module that are executed by the processor to imple . Thus , depending on the user device , different information 
ment the fraud detection and prevention . may be gathered . In accordance with the invention , infor 

An administrator module may permit an administrator to m ation may also be gathered from a hardware device , such 
interact with an online business . For example , an adminis - as a smart card or PCMCIA card , which may have its own 
trator may determine the threshold for enabling a user or 50 unique identifier that may be used to uniquely identify the 
device to interact with the online business if the user or card , and tag - based information . Thus , information gather 
device may be at risk for fraud . An administrator may also ing in accordance with the invention may be implemented in 
configure items of the system , adjust query items and update a variety of different manners . 
items . An administrator module may also process the data A user device ' s information , which may include risk for 
stored or received by the repository , such as to generate a 55 fraudulent activity , may be shared with various hosts at 
device identifier . An administrator module may also analyze various times or manners . For example , transaction infor 
tag - based information received from a device . An adminis - mation may be shared with all hosts whenever a transaction 
trator module may enable an administrator to generate a occurs . In another example , transaction information may be 
query of , given a particular user device , what users have shared with all the hosts at particular times , i . e . updating 
used that network device or a query that asks , given a 60 each host every ten minutes , or whatever time an individual 
particular user , what network devices have been used by the host may wish to be updated . Alternatively , transaction 
particular user . The administrator may also configure a query information may be provided to a host upon request by the 
that asks , given a particular user device , what other online host . For instance , if the information is stored with an 
businesses set this network device to associate users / devices authentication repository , a host may choose to automati 
a predetermined number of levels deep or given a particular 65 cally update and access repository information whenever a 
user , what is that user ' s current status in the system . An transaction occurs between the host and a user device . In 
administrator module may perform additional administrative some cases , individual hosts may be able to determine when 
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14 
or how they receive or send shared information . In other stored only on the server - side . The client may include a tag . 
cases , information sharing may be uniform across a consor - In some implementations , the tag does not include the 
tium . timestamp , or any data about the client or the interaction 

For any of the systems and methods described herein , a between the server and the client . Instead , the tag may have 
consortium may operate with tags that may be generated at 5 a random hash of information . The hash of information may 
or placed on a user device . One or more consortia may be provided so that the same value can be provided to the tag 
utilize tags when they have a program to be downloaded to without storing the data in the tag itself . In various embodi 
a user device . For example , an online host and / or authenti m ents , the tag on the client may or may not include 
cation repository may collect information about a user or timestamp information or other client - related data , and may 
user device with the use of cookies , local shared objects , 10 or may not include some derivative ( e . g . , a hash ) of the 
flash objects , text parcels , or programs sent from a server to timestamp information or other client - related data . 
a client computer . A fraud detection consortium may be able In some instances , the time stamp and other client or 
to detect fraud by downloading a fraud detection program to interaction - related data may be stored on a database that 
a user device . A consortium may operate with tags that have may be external to the client . The database may or may not 
certain device - related information by collecting information 15 be associated with an online institution or authentication 
from a user device , generating information to be associated repository . In some instances , the data stored in the database 
with the user device , and / or utilizing time stamp information may be associated with one or more tag string . The one or 
from the user device . more tag string may correspond to a tag string stored on the 

In alternative embodiments of the invention , aspects of client . The tag string on the client may be a random hash or 
the systems and methods may be operated without a con - 20 generated string which may match the tag string associated 
sortium within a single communication network . For with the data in the database . In some instances , the tag 
example , any discussion relating to the tag - based identifi - string may be unique to the client . Alternatively , it may have 
cation , or use of timestamps may apply to a system utilizing a high probability of uniqueness to the client . In some 
an online organization server that need not share information instances , the tag string may be stored in the database as 
with other online organizations . Any discussion herein of 25 well . 
functions or components of an authentication repository may In some instances , an analysis may be provided for a 
be performed or fulfilled by the online organization . client or interaction between client and server . This analysis 

FIG . 2 is a diagram illustrating an example of an online may be used to determine a fraudulent transaction or to 
institution connected to one or more user computers or identify the client . The analysis may be based on timestamp 
devices in accordance with an embodiment of the invention . 30 information and / or other data collected about the client or 
An online institution may gather information from a user interaction with the server . In some instances , based on a tag 
computer . As discussed previously , the information may be provided on the client memory , a corresponding tag may be 
gathered during an online transaction and may be used to accessed in an external database . The corresponding tag in 
identify a user and / or user device . In accordance with the the database may be associated with the timestamp and other 
invention , the consortium may utilize a user or device 35 data , which may be analyzed to detect fraud or identify the 
identifier , a tag , or any other data that may be used to client . 
identify a user or device . In some embodiments , a user may Utilizing a tag on a user computer may exploit the 
be identified based on a number of parameters . Such param - tendencies of hackers and cyber criminals to remove or 
eters may include settings or attributes of a user device . A tag modify information that may track or otherwise draw atten 
may be provided and utilized to assist with identification , as 40 tion to their actions . By monitoring certain activity or events 
discussed further below . Tag - based information may be based on when they occur or occurred , an online institution 
utilized as part of , or in addition to , user or device - identi - can draw associations from account activity from its users 
fying parameters . The tag or information from the tag can be with potentially fraudulent transactions . Illustrated below 
extracted and analyzed . See , e . g . , U . S . Patent Publication are embodiments of the invention which employ time 
No . 2009 / 0083184 , which is hereby incorporated by refer - 45 stamped device or computer tags that may be created by a 
ence in its entirety . Other information or parameters may server or user device and may reside in the memory of a 
also be used to assist in identifying a user and / or user device . physical device 
An online institution B may interact with one or more user These tags may include information such as server time 

computers B1 , B2 , B3 , and so forth . User computers ( e . g . , stamp information which relates to when they were created 
B1 and B2 ) may have a tag residing in the memory of the 50 by the server or device . For instance , when the tag is created 
user computers . In some instances ( such as during an initial by a server , some embodiments of the invention may provide 
interaction with the online institution ) , a user computer ( e . g . , added security by encrypting the server time stamp infor 
B3 ) may not have a tag . A tag may then be provided to or m ation in the tag or the entire tag or cookie so it is less 
generated at the user computer B3 , so that the user computer obvious or apparent to would be hackers or others . In 
may also have a tag residing in memory . A tag may include 55 particular , the computer tags provided in accordance with 
a timestamp taken from a server ( e . g . , of online institution the invention may preferably exists as encrypted portions of 
B or a central repository of a consortium ) , or taken from the cookies stored in the memory of devices often sent by 
user computer . In some embodiments , a time stamp may be servers to Web browsers . 
embedded within the tag . Alternatively , a timestamp may be It shall be understood that the time stamped computer tags 
conveyed independently of the tag and / or may be somehow 60 herein may be used in combination with any other informa 
associated with a tag . For instance , a timestamp can be tion , such as a customer ID number or identifier , a phone 
stored in a database independent of a tag . number , a drivers license number , a social security number , 

In one example , a server may be interacting with a client . mailing address , ship to address , credit card number , email 
For example , the server may be provided for an online address , retail purchase location , and any other information 
institution , an authentication repository , or any other part of 65 captured during an online purchase or transaction , to iden 
a consortium that is not the client . The client may be a user tify and minimize transaction fraud and identity theft . For 
computer . In some embodiments , the time stamp may be instance , in a typical embodiment , when a customer decides 
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16 
to purchase services , goods , or information from a website , indicating when the tag was issued by fraud detection server 
the customer inputs additional , and more personal , identifi 16 or generated at or provided to a network device 10 . These 
cation information . This personal identification information and other computer analyzers used in accordance with the 
may commonly include the customer ' s name , address , bill invention herein include devices that analyze given data 
ing and shipping information , phone number , and / or e - mail 5 such as computer tag and cookie information . They can 
address . Any other personal information , such as a custom - examine in detail the contents or structure of the given data 
er ' s driver ' s license number , social security number , a and can try to find patterns and relationships between parts 
personal identification number , retail purchase location , or of the data or other information accessible by the fraud 
any other information that may be captured as part of an detection system . Such computer analyzers can be pieces of 
online transaction could be used to identify and minimize 10 hardware and / or software programs running on one or more 
transaction fraud and identity theft . The tag - based informa - computers within the systems provided herein . 
tion may also be utilized in conjunction with non - personal By analyzing the server time stamp information and 
information , such as settings or attributes of a customer comparing it to other known information about the particular 
device . Accordingly , the fraud detection systems and meth - account or resource accessible within the network in accor 
ods herein may utilize a time stamped computer tag alone or 15 dance with an embodiment of the invention , a fraud detec 
in combination with a device identifier or fingerprint , or t ion system may detect fraudulent activities across the 
other data that identifies a device in a relatively unique electronic transaction network . In some instances , the fraud 
manner . detection system may be comparing information and detect 

FIG . 3 is a diagram illustrating a computer - implemented ing fraudulent activities across a consortium . In particular , 
electronic transaction system consisting of one or more 20 the fraud detection servers / systems may also uniquely track 
network devices 10 connectable to a secure network 12 . The physical devices , register unique devices , track end - user 
network 12 may be operated by online businesses such as a logins , associate an end - user account with one or more 
financial institution which may offer online access to cus - specific devices , associate a device with one or more end 
tomers or other users . A fraud detection system 14 may be user accounts , and consider this information along with 
included as a part of or in communication with the network 25 other computer tag information . 
12 . For instance , the fraud detection system may be operated Apreferable embodiment of the invention provides down 
by the financial institution , or a third party ( such as a loaded computer tags or cookies having encrypted server 
consortium ) . A fraud detection server 16 and a time stamped time stamps indicating when they were created and / or 
computer tag database 22 may be included in the fraud delivered to devices or generated at devices . The use of 
detection system for issuing and storing time stamped com - 30 encrypted time stamps can be implemented with any of the 
puter tags in accordance with the invention . In addition , a embodiments of the invention described herein . For 
computer tag analyzer 20 may be incorporated into the fraud example , a cookie may be downloaded and stored in device 
detection system for analyzing information within tags such memory . When viewing the contents of the cookie , which is 
as server time stamp information . The fraud detection server often data in the form of a text file , it is preferable not to 
16 , time stamped computer tag database 22 , and / or computer 35 make apparent or obvious the existence of the time stamp in 
tag analyzer 20 may reside on the financial institution order to reduce the risk of cookie tampering . The time stamp 
system or a third party system . For example , they may reside information ( 7 / 31 / 2007 7 : 40 PM ) may be encrypted by the 
at or be a part of the authentication repository . fraud detection system according a selected encryption key 

The fraud detection system may be a standalone tool or or algorithm as known in the field . The seemingly irrelevant 
function as part of an overall secure network operated by the 40 or indecipherable set of characters ( ABC123GH XY45 ) may 
financial institution or consortium . For example , a financial have no meaning other than for purposes of the fraud 
institution network may be accessible to network devices detection system . When the network device attempts to 
over a private network or over a communications network access an account within the secure network , the time 
18 such as the Internet ( World Wide Web ) , a local area stamped cookie may be delivered to the fraud detection 
network ( LAN ) , or any other network that is capable of 45 system for analysis in accordance with the invention ( see 
communicating digital data , including a wireless or cellular FIG . 3 ) . The time stamp information may be decrypted by 
network . When the fraud detection server 16 is connected to the fraud detection system and reviewed to determine when 
the communications network 18 , the data between network it was issued by the fraud detection server / system . With this 
devices 10 such as those used by banking customers , and the time stamp information , the fraud detection analyzer and 
fraud detection server may be encrypted or travel over a 50 system may perform fraud prevention and detection func 
virtual private network to ensure privacy and security . The tions in accordance with other aspects of the invention 
network devices 10 may connect to a financial institution described herein . 
network as shown over the communications network 18 For certain applications of the invention , a network device 
using well known data protocols such as HTTP , HTTPS and may request access to an electronic transaction network and 
the like . A financial institution may provide a banking 55 a particular account for an online business such as e - Bay , 
service such as online account access to each network device Amazon . com , Bank of America , or other e - commerce com 
connected to it , and it may perform electronic transactions p any . To gain access to the account , complete a transaction , 
with network devices such as authorizing electronic pay - or access a particular part of the network , a user typically 
ment or transfer of funds . Such electronic transactions are completes a log in and authentication procedure through the 
susceptible to fraud and each network device can be tagged 60 network device . When the network device has been previ 
in accordance with the invention to reduce the risk of fraud . ously tagged in accordance with the invention , the tag 

The fraud detection server 16 and computer tag analyzer information along with its server time stamp information can 
20 may receive and process account information and time be passed onto the fraud detection server and system for 
stamped computer tag information from network devices 10 analysis . Preferably , at least the server time stamp informa 
accessing the secure network 12 . At least some of this 65 tion in the computer tag is encrypted by the fraud detection 
information can be analyzed by the tag analyzer 20 to server so it is not obvious and readily manipulated . The 
determine device related or server time stamp information encrypted time stamp information can be decrypted by the 
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18 
fraud detection server according to whatever encryption provided in accordance with the invention . The computer 
algorithms or methods are selected by and known only to or tags herein may constitute an entire cookie or included as 
controlled by the online business or financial institution . part of a cookie commonly used with Web browsers . In 
Moreover , the computer tag may exist in the form of a general , a cookie contains data or messages that facilitate 
cookie ( e . g . , a HTTP cookie , a Web cookie , a local shared 5 online sessions between network device and ( Web ) servers object , a flash object ) stored in the memory of the device or sites over the Internet . For example , a graphical user along with other information commonly used to facilitate the interface for a personal computer may permit the user to 
exchange of information between a browser and web server . execute a browser application program such as Mozilla Encrypted time stamp information may be included with the Firefox , Netscape Navigator and Microsoft Internet other data usually found in the cookie text files such as an 10 Explorer . expiration date , a path , and domain name . When the network 
devices have not been tagged previously , they may be Any discussion herein of cookies may include flash 

objects ( such as Adobe Flash local stored object ) , other local assigned a new computer tag by the fraud detection system 
in accordance with another embodiment the invention with shared objects , or any form of client - side persistence and 
a time stamp having a current issue date or time . A computer vice versa . In some implementations , the use of local shared 
tag may be downloaded to a device from the fraud detection 15 objects may be advantageous since their user security con 
system to perform its “ tagging . ” The system may subse trols are distinct from security controls for traditional cook 
quently request and determine if the device already has a ies , so that local shared objects may be enabled when 
time stamped computer tag from the server or will request a traditional cookies are not . In other embodiments , some web 
new time stamped computer tag if none exists for the browsers support a script - based persistence mechanism that 
network device . 20 allows a page to store information locally for later retrieval . 

Secure Networks Internet Explorer , for example , supports persisting informa 
The secure networks accessed by network devices herein tion in the browser ' s history , in favorites , in an XML store , 

may be a combination of one or more Web - based server or directly within a Web page saved to disk . With HTML 5 
computer ( s ) , such as web servers , an application server , a there may be a DOM Storage ( localStorage ) method , cur 
database server , etc . , that are capable of communicating with 25 rently only supported by some browsers . For Internet 
network devices over a communications network , such as Explorer 5 + , there may be a userData method available 
the Internet or a wireless network and is capable of down through DHTML Behaviours . Another mechanism may rely 
loading web pages or a software application to the network on browsers normally caching ( holding in memory instead 
device . The secure network may comprise one or more of reloading ) JavaScript programs used in web pages . As an 
processors , one or more persistent storage devices and 30 example , a page may contain a link such as < script 
memory . For the secure network to interact with the network type = " text / javascript " src = " example . js " > . The first time this 
devices , the network memory may store and the page is loaded , the program example . js may be loaded as 
processor ( s ) may run ) a server operating system and a well . At this point , the program can remain cached and need 
transaction processing software system to facilitate elec - not be reloaded the second time the page is visited . As a 
tronic transactions between the secure network and network 35 result , if this program contains a statement such as 
devices . id = 123abc ( global variable ) , this identifier may remain valid 

In another preferable embodiment of the invention , a and can be exploited by other JavaScript code the next times 
computer tag system may include server computers within a the page is loaded , or another page linking the same program 
secure network that can also access databases with related is loaded . Thus , any discussion herein of cookies or tags may 
user account history and log - in information . A computer tag 40 be applied to any mechanisms known in the art that may 
may be created , delivered and stored on a client computer provide some sort of persistence of data to a client - side 
preferably as a small block of data or ( persistent ) cookie that device . 
facilitates exchanges with the secure network . The computer The browser options may be selected to enable or allow 
tag includes server time stamp information , preferably the download of cookies or computer tags with server time 
encrypted by the computer tag system before delivery to the 45 stamp information from fraud detection systems described 
client . In addition , the computer tag may be stored within a herein . The information or data within cookies can be 
computer memory residing on the client computer that is modified in accordance with a preferable embodiment of the 
analyzed when connected to the secure network . Further invention with time stamp information while still allowing 
more , the computer tag can be delivered to the client them to fulfill their common purpose of identifying users 
computer through conventional methods and imbedded 50 and preparing customized or personalized web pages . One of 
within a common software product like a web browser , or the benefits of provided by this aspect of the invention is the 
even imbedded in hardware or memory , any of which would ability to exploit a relatively small amount of data in a 
be accessible when a connection to the network is estab - manner that can largely escape the attention of a hacker . 
lished . A computer tag can also be delivered on demand , Server time stamp information may be a piece of informa 
through a JavaScript , ActiveX control , or similar technology 55 tion that can be used as a marker for fraudulent activity when 
as a user connects to a secure network through a web pieced together with other account information as described 
browser . Alternatively , an application or script may be herein . When encrypted / decrypted , this information may 
executed on a user browser , which may cause the generation become even less noticeable or of concern to hackers yet 
of a computer tag at the client computer . Other user related exploited and recognized in particular by fraud detection 
information that is accessible to the secure network can be 60 systems herein . 
considered together with time stamped computer tag or During online sessions between user devices and a Web 
cookie information provided herein . site , cookies can be sent back to servers , such as an online 

Browsers and Cookies organization server or an authentication repository , when 
When network devices are communicating with secure logging on or when pages are requested . When a user enters 

networks as described herein , they may run browser soft - 65 a Web site that uses cookies , certain information about that 
ware or similar applications . Browsers may be configured to person such as name and preferences can be requested and 
store into a computer memory time stamped computer tags retained . This information can be packaged into a cookie 
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20 
along with server time / date ( time stamp ) information memory token a portable memory device that interfaces to 
according to a server computer clock that will be sent back a personal computer through a USB port , such as the USB 
to the Web browser and stored for future use . Persistent or Memory Key or the like . Although a cookie is selected in 
permanent cookies are preferably selected herein and stored this described embodiment , other types of encrypted data or 
in a device memory ( hard drive ) between sessions and logins 5 files , certificates or other similar data structures may be used 
until it expires at a certain expiration date or is deleted . The in accordance with the concepts of the invention . 
next time the user logs on or requests a page or information Cookie Analysis 
from the Web site , the browser can send the previously A user may request a page from a Web site through a 
issued cookie along with its package information and time browser during a session with an online business such as a 
stamp information in accordance with the invention . 10 bank or financial institution . The browser may send a request 

While the server can use the cookie information to present to a server within a secure network via communication 
customized web pages for the user , a fraud detection system interfaces and network . The communication interfaces can 
within a site network can also detect the possibility of fraud pass the request to a Web application running within the 
in accordance with the invention . The time stamp informa - secure network , which can be conventional application 
tion can be analyzed by the fraud detection system provided 15 programs modified for various applications such as online 
herein to determine if the cookie was recently issued . The banking . The Web application may authenticate the user and 
time stamp information may be analyzed at an online facilitate various kinds of transactions . 
organization level , or may be compared with information During user authentication or any other time during a 
provided by other online organizations to be shared at a session , the fraud detection systems herein may read the 
consortium level . 20 encrypted cookie provided by the browser from a cookie 

For many authorized users who would not ordinarily storage area . The encrypted cookie may be passed to a fraud 
delete computer cookies or tags , such time stamp informa detection server and cookie analyzer ( see FIG . 3 ) , which can 
tion would not be particularly recent ( e . g . , weeks , months be configured with a cookie decryptor to decrypt the 
old ) . Meanwhile , fraudsters or hackers will often delete encrypted cookie , and then separate or consider the time 
cookies from their computers before attacking web servers 25 stamp information aside from the remainder of the cookie 
and computer systems . In some instances , recently issued for analysis such as determining how old is the cookie or 
cookies may be only a few minutes or hours old in com - when it was created . 
parison to days or weeks . So hacker accesses to web servers Additional Fraud Analysis 
will usually result in having either no cookies , in which case In another embodiment of the invention , a secure network 
they can be immediately issued new time stamped cookies 30 administrator or fraud analyst can actively screen informa 
as described herein , or recently issued cookies as determined tion for various accounts . These accounts may be identified 
by a fraud detection system or methods herein . The fraud by the fraud detection system according to time stamped 
detection system can consider the frequency and number of computer tags sharing the same or substantially the same 
recently issued cookies in combination with other patterns or creation date / time . Suspicious accounts may be identified 
parameters relied upon in detecting potential fraud as des - 35 for further investigation by fraud analysts . For example , a 
ignated or relied upon by the online business . number of accounts with stated addresses may be logged in 

Cookie Building and Storage from the same network device with all newly created 
The fraud detection server may initiate the storage of a computer tags — this may be flagged or identified as suspi 

time stamped cookie ( a . k . a . time - encrypted cookie ) on a user cious . The fraud detection and preventing systems herein 
computer system in a variety of ways . For example , to build 40 may also automatically or manually generate information 
and store the cookie , the fraud detection server may generate related to collected time stamped computer tag information 
an identifier to a cookie builder which may correspond to a to identify spikes or large numbers of computer tags issued 
particular user or not ( random or arbitrary ) . The cookie or created with a particular server creation date / time . 
builder may include the user identifier into the cookie and Furthermore , the invention takes into consideration that 
may add other status information to the cookie , plus a server 45 many attackers or hackers are likely to access relatively 
time stamp . The identifier and the other information may be large numbers of different accounts within a particular 
processed by a cookie signer optionally , which may sign the network and within a particular time frame . Large or mas 
cookie using conventional cryptographic techniques , such as sive scale hacking may be performed quickly with auto 
by hashing the identifier , and optionally the other informa - mated computers and programs . By comparing accesses to 
tion , using a secret hash key to produce a hash result referred 50 multiple accounts by a device bearing the same or near same 
to herein as the cookie signature . The cookie signer may computer tag and recent time stamp information , it may be 
provide the cookie signature , identifier and time stamp possible to detect patterns of unauthorized access . It shall be 
information ( collectively referred to as the cookie ) to a understood that the invention may be applied with other 
cookie encryptor , which preferably encrypts the cookie systems and methods which authenticate or uniquely iden 
using conventional encryption techniques , such as using the 55 tify devices according to a device fingerprint or identifier 
public key of a public key / private key pair or using a including but not limited to those described in U . S . Patent 
symmetric key . The cookie encryptor may then direct the Publication Number 2007 / 0239606 , U . S . Patent Publication 
cookie to a user browser for storage of the encrypted cookie Number 2010 / 0004965 , U . S . Patent Publication Number 
in cookie storage location on the user computer or device via 2009 / 0083184 , U . S . Patent Publication Number 2006 / 
various communication and network interfaces , and option - 60 0048211 ( Pierson et al . ) and U . S . Pat . No . 7 , 100 , 049 ( Gas 
ally over an SSL connection . parini et al . ) which are incorporated by reference in their 

It shall be understood that the storage of the cookies entirety herein . 
provided herein may be accomplished in conventional Additional information about users may be maintained 
memory or disk storage and may be a portion ( cookie folder ) and also used for further fraud analysis by the systems and 
thereof used for the storage of cookies . Alternatively , the 65 methods herein such as last successful login date and time , 
memory may be another part of the user computer system or last unsuccessful login date and time , total successful logins , 
may reside in a removable device such as a smart card , USB total unsuccessful logins , etc . 
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FIG . 4 is a computer tag information table listing corre sites and servers . Other conditions or possible indicators of 
sponding time stamps for a set of exemplary tags . Various unauthorized access include a device trying to access a 
tag and time stamp tables provided in accordance with this relatively older account that was created long time ago . It 
aspect of the invention can be stored in databases and has been observed that many attackers or hackers are likely 
analyzed by fraud detection systems provided herein ( see 5 to remove computer tags such as cookies stored on their 
FIG . 3 ) . A tag number ( TAG # 1 ) can be any arrangement of computer or device before attempting to access numerous 
numbers and / or characters that are issued by a fraud detec - accounts within a secure network . By deleting the cookie or 
tion server for devices previously without tags . The time computer tag and / or by accessing a relatively large number 
stamp information of a time - encrypted tag can be set to a of accounts to an online business or financial institution , a 
selected computer clock , preferably to a server computer 10 significant number of new computer tags may be generated 
clock for one or more of the fraud detection servers within and flagged for possible fraud in accordance with the 
a fraud detection system . Alternatively , the time - encrypted invention . 
tag can be set to a user computer clock . Any format In some embodiments , a database may also include tag 
indicating time can be applied to the invention that includes based time stamp information that may relate to the time 
date and / or time information . For example , when time 15 format provided by the device rather than a server . As 
stamps include date information , the month / day / year ( 7 / 12 / discussed previously , different devices may provide time 
07 ) format can be used as illustrated or other formats can be stamps with different formats . In some embodiments , a tag 
used ( 7 / 12 / 2007 , 12 / 7 / 07 , Jul . 12 , 2007 ) . Time stamps of a device may be encrypted with a time provided from the 
provided here can also include hour and minute information device . The time - encrypted tag may utilize an algorithm , 
in various formats too ( 4 : 25 pm , 4 : 25 : 55 , 16 : 25 pm PDT ) . 20 hash function , or any other method that may encrypt the time 
It shall be understood that the various kinds of time stamp stamp . In some embodiments , when the encryption is 
information described herein can be stored , modified and decrypted , the various time stamp formats may be preserved 
encrypted / decrypted as known by those skilled in the art . and provided to the database . The database may be analyzed 

In some embodiments , a time - encrypted tag may also to determine if time stamp formats vary from device to 
include a time stamp taken from user computer . For 25 device . Time stamp formats may be one of the parameters 
example , time stamps taken from computer clocks of user stored in the database and analyzed . 
computers may have different formats . As discussed previ In an alternative embodiment of the invention , a network 
ously , a date time stamp may have different formats such as device may be initially granted access to the network and an 
1 / 01 / 01 ; 01 / 01 / 2001 ; Jan . 1 , 2001 ; 1 Jan . 2001 , and so forth . online account to perform an electronic transaction . If 
Similarly , hour and minute time stamps may have different 30 fraudulent activity occurs during this electronic transaction , 
formats such as 1 : 00 PM , 1 : 00 : 00 PM , 13 : 00 : 00 , 13 : 00 PST , the time stamp information associated with the network 
18 : 00 : 00 UTC , and so forth . The format of a time stamp may device may be also stored in a database within the fraud 
be utilized as a parameter when comparing user computers detection system for possibly detecting other instances of 
to detect fraud . For example , if purportedly the same user fraud with network devices having similarly dated computer 
computer is being utilized in multiple transactions , but 35 tags . In this manner , the online business can utilize such 
different time stamp formats are utilized , this may be cause fraud information selectively so that a fraud committed in 
for suspicion . User computer time stamp formats may be a one account is logged into and tracked by the fraud detection 
parameter that may be tracked for user computers across a system . In some instances , a plurality of online businesses 
consortium . within a consortium can utilize the fraud information , so that 

A preferable embodiment of the invention provides a 40 fraud committed at one account is logged and tracked by the 
fraud detection system that can monitor suspected fraudulent fraud detection system across the entire consortium . Accord 
activity by utilizing one or more time stamp databases stored ingly , a user or network device that has committed fraudu 
in a computer readable memory . A fraud detection server lent activities may be tracked even when the network device 
( whether the fraud detection server may be a financial is used to log into a different account , or when the network 
institution server or a third party consortium server ) can 45 device is accessing a different online business . 
access and update a time stamp database with information Furthermore , the fraud detection server / system and com 
obtained from computer tags retrieved from devices trying puter tag systems herein may comprise administrative com 
to access a secure network ( see FIG . 3 ) . The time stamped ponents including a web admin module or a reports module . 
computer tags on devices may be analyzed by the fraud The web admin module may permit administrator level 
detection system to indicate when it was generated and if it 50 management of the secure network to perform various 
was recently issued . Based on the time stamp information functions such as to tuning or setting its fraud tolerance 
retrieved from the network device , by itself or in combina - levels , inspecting and changing individual customers fraud 
tion with other available information from an online busi - status , and checking relationships and activity of customers 
ness , the likelihood of fraud being committed by the par - to one another . For example , a financial institution may be 
ticular end - user with the network device is determined so 55 able to detect an influx or sudden spike of newly created 
that appropriate action may be taken . computer tags associated for the accounts for its online 

For example , when a ( threshold ) number of accounts are customers within a particular period of time , or a consortium 
accessed within a predetermined period of time all having may be able to detect the influx or sudden spike of newly 
recently issued computer tags within a particular period of created computer tags across the consortium . A reports 
time ( e . g . , 1 hour ) , some or all of these accounts may be 60 module may also help a business keep apprised of existing 
flagged for potential fraud and further investigation . In other accounts suspected of fraud as well as their historical 
instances where there may be suspected fraud , a recently information . 
issued tag may be received from a device trying to access an Fraud Detection Servers and Modules 
account that had not been logged into for a long time . Unless The fraud detection servers herein may be a stand - alone 
expired or intentionally deleted by a user for a valid purpose , 65 computing device , such as a server computer , although its 
computer tags or cookies are not deleted or disabled from a functions may be distributed among various devices as 
device in order to permit interaction with most Internet Web described above . The fraud server may include one or more 
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processors and persistent storage devices and memory as device . In some instances , a time stamp may be taken from 
described above . The fraud server may further include a the user device and provided as part of the tag information , 
database server / manager that stores the time stamped com - every time the network device connects to a secure network , 
puter tag in accordance with the invention . A fraud detection or may be performed at various points and intervals through 
server memory may store a server operating system , an a 5 out an online session . This may determine whether the time 
variety of software modules including an administrator provided by time stamp changes in a predictable or erratic 
software module , a fraud detector software module , a reports manner , or whether the time stamp format remains consis 
software module and a tagger software module wherein each tent or varies from session to session , or within a session . 
module comprises a plurality of instructions ( and associated In preferable embodiments , these methods can unobtru 
data ) that are executed by the processor to implement the 10 sively store encrypted tags or at least the time stamped 
fraud detection and preventing system and methods herein . portions thereof . This aspect of the invention includes other 

The administrator module , in a preferable embodiment methods of utilizing the features and functionality provided 
may generate administrator web pages that determine how a by the fraud detection and prevention systems described 
user can interact with the system and configuring the system . above . 
For example , the administrator web pages may permit 15 In accordance with some embodiments of the invention , 
modification of how the fraud detection server and analyzers a device identifier , such as a customer computer identifier , 
process time stamped computer tag information herein . may be generated for use in detecting fraud in connection 

The reports software module can provides reports with with online commercial transactions . The customer com 
information from the fraud detection and prevention system puter identifier may be used to identify any user device . For 
and its databases . For example , the system may generate a 20 instance , a fraud detection server may receive customer 
report showing the daily change report such as a fraud report personal information , such as name , address , phone number , 
listing the network devices that possessed similar computer etc . A web server may also receive non - personal information 
tags or cookies created at or around the same date / time , their from the customer such as IP address and Browser ID . The 
status , or a shared computer report listing all of the network web server may be able to receive tag - based information 
devices that have multiple computer tags or cookies asso - 25 from the customer computer . The web server may capture 
ciated with them . the local time and the time zone at the customer computer . 

The fraud detector software module may contain the Any of the data collected as fields , or may be hashed or 
instructions and logic to process analyzed data relating to the encrypted of the data , a combination thereof , or stored as any 
network devices and users . This program may determine form of data derived from the collected data . Any one or 
relationships and possible correlations between network 30 more of these steps may be used in combination with each 
devices and the time stamped computer tags provided other and in a different order of operation depending on 
herein . selected applications . It should be further understood that 

Another aspect of the invention provides protocols and processes in accordance with this embodiment of the inven 
methods for detecting possible fraud by analyzing time tion may provide tag - based information as described else 
stamped computer tags . As illustrated in FIG . 5 , computer 35 where herein and also used together with other aspects of the 
tagging and fraud detection methods are provided herein . invention . 
For example , when a user attempts to log on to a Web site In one implementation of the invention , a particular 
server , the fraud detection system / analyzer may be alerted to subset of selected parameters or fields , including tag - based 
check or analyze a time stamped computer tag retrieved information such as time stamp information , can combined 
from the user device . If the device does not have one already , 40 or analyzed to detect fraud or track a device . These selected 
then a new time stamped computer tag can be generated by parameters are not meant to be limiting and other informa 
the fraud detection server as described herein . New devices tion or fraud parameters described herein or otherwise 
can be tagged herein by a variety of methods including the known to those of ordinary skill may be analyzed . 
downloading of time stamped cookies containing encrypted An online merchant or a consortium may include , remove , 
creation time / date information stored in device memory . If 45 and weigh each parameter . For example , the merchant may 
the device already has a time stamped computer tag , it can choose to only use the server time stamp from a computer 
be analyzed so that time stamp information can be retrieved . tag . In another example , the server time stamp may be 
A decryption step may be performed by a computer tag analyzed with reference to other parameters which may help 
analyzer when time stamp information is encrypted accord - in identifying a computer . Accordingly , the merchant may 
ing to methods selected ahead of time by the fraud detection 50 set a matching parameter to fit a level of comparison 
system . between a first and subsequent transaction . In some 

Other embodiments of the invention described below instances , some parameters may slightly vary over time . The 
provide alternative methods of tagging network devices in merchant may set the matching parameter to include a range 
accordance with the invention . Such methods can determine of parameter values , instead of an exact match . This way , 
how old is a computer tag or when it was created according 55 even if some parameter values vary slightly , the matching 
to a server time stamp . This may be performed every time a parameter can still identify the subsequent transaction as a 
device connects to a secure network , and may also be potential fraudulent one based on other information within 
performed at various points and intervals throughout an the computer identifier . 
online session periodically . When a network device attempts In a consortium with one or more online merchants , each 
to connect to a network for the very first time , these methods 60 merchant may be able to autonomously choose how to 
ensure that the device is tagged with computer tag such as weigh each parameter of a computer identifier . Alternatively , 
a downloaded cookie containing a creation date / time . in a consortium , a central repository may determine the 

Similarly , the invention may provide methods of tagging weight of each computer identifier parameter for each of the 
network devices , which take a time stamp from the network online merchants . 
device . This time stamp , in addition to providing time 65 Accordingly , once a merchant determines that a first 
information about the network device , may also provide fraudulent transaction may have been made , the merchant 
information about the time stamp format of the network can flag the device identifier , or parameters associated with 
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the device . Then , a matching parameter can be used to devices may be normalized . This may occur at the host level , 
identify a subsequent transaction which reveals a user or or at the authentication repository level , or any other level . 
device with an identical set of parameters . The matching is For example , when multiple authentication repositories are 
typically implemented by software , for example , on a hard communicating with one another , the repositories may nor 
disk , floppy disk , or other computer - readable medium . The 5 malize the collected data in a consortium , and when com 
subsequent transaction may occur with the same merchant or municating with another authentication repository , may con 
another merchant in the consortium . vert the data from another authentication repository into a In some embodiments , once a merchant web server deter standard format to share with the hosts of its own consor mines the set of parameters for a first transaction and a tium . Any data formatting system or method may be set up subsequent transaction , a comparison can be made as 10 or developed in order to accommodate the sharing of infor between the two sets of parameters . The sets of parameters mation from multiple sources across one or more consortia . may include tag - based information . The two transactions FIG . 7 shows an exemplary implementation of the con may or may not be with the same merchant . After the 
comparison has been made , a computer implemented soft sortium . A plurality of organizations , such as Airlines 1 - 6 
ware program may continue to execute the next step of 15 may be part of a user group , where the members of the user 
assigning a matching parameter value to the pair of trans group may agree to share selected data . For example , each 
actions based on the similarities between the first and of the airlines of the user group may agree to share fraud 
subsequent transactions . The website server running the related data . Each airline of the group may interact with one 
comparison program may inform a merchant of a matching or more device . For example , user computers may access a 
parameter value , which in turn may provide information 20 server of an airline . In some embodiments , the same user 
suggesting to cancel or confirm the transaction , inform the computers may interact with multiple airlines . Any descrip 
costumer status order , demand more information , or the like . tion herein relating to an airline ( or figures referring to 
The merchant may then choose its desired course of action . airlines ) may also be interchangeable with a banking orga 
It shall be understood that the memory of a merchant web nization , any other financial institution , a merchant , or any 
server may contain software programs with instructions to 25 other organization . 
perform any combination of these steps to provide these and The user group may also include a user management 
any other methods described herein in accordance with the module . The user management module may allow members 
invention . of the group ( such as the airlines ) to agree to share selected 

Such a method may be used for a standalone merchant fraud related data . In some embodiments , the user manage 
with customer computers or devices . Similarly , the method 30 ment module may facilitate the actual sharing of data . For 
may be applied to one or more consortia . Either a merchant example , the user management module may store some of 
web server or an authentication repository may be deter - the fraud related data . Alternatively , the user management 
mining the computer identifier and either may assign a module may assist with the transfer of data from one 
matching parameter value . For example , the authentication airline ' s server to another airline ' s server . In other embodi 
repository may inform a merchant of a value and suggest 35 ments , it may assist with running the user group without 
confirming or denying the transaction . In some cases , the actually implementing the data sharing . 
repository may determine a merchant ' s course of action . In The airlines may be sharing any data with one another . 
one or more consortia , the matching parameter may be For example , the airlines may be sharing computer identi 
determined from information gathered from any transactions fiers ( CI ) and / or computer tags with one another . A CI can 
with any organizations in the consortia . Also , information 40 consist of one or more personal and non - personal param 
gathered or processed by a merchant may be shared with eters . An example of a non - personal parameter may be a 
other merchants in the consortia . delta of time parameter . The airlines may share any other 

In some embodiments an online host may standardize the personal or non - personal data , which may include name , 
information gathered from one or more user devices . Fur - credit card number , email address , home address , or any 
thermore , in some embodiments of the invention , an authen - 45 other fraud - related data as discussed herein . Similarly , a 
tication repository may standardize the information gathered computer tag may include time stamp information , and any 
from one or more hosts . In other embodiments , the online other information , which may include personal and non 
hosts of a consortium may standardize the information personal parameters . The time stamp information may relate 
gathered from user devices in the same manner , such that to an action relating to the computer tag ( e . g . , generation of 
they are already standardized with respect to one another . In 50 the computer tag ) or an online transaction ( e . g . , when a user 
some embodiments , the information may not be standard device is accessed ) . 
ized , or different in information formats may be noted and user management module may obtain data elements that 
utilized as a parameter to detect fraud . may be shared across the user group . The shared data 

For example , a time - encrypted tag may include a time elements may include personal information , such as email 
stamp based on a computer clock provided by the user 55 address , billing address , name , etc . , as well as non - personal 
device . The time stamp from the user device may have a information , such as time stamp information or PCPrint 
particular format , which may vary from user device to user information , which may be extracted from a device and be 
device . The differences within the time stamp formats may based on a composite of the information extracted from the 
be analyzed or tracked as a parameter to detect fraud . In device . In some embodiments a PCPrint may be a hash 
some instances , the differences within the time stamp for - 60 string based on information collected from the device . In 
mat , may also be standardized in order to compare the some embodiments , a time stamp may be obtained sepa 
content of the time stamp across different formats . Thus , a rately or in addition to the PCPrint . The combination of the 
time stamp format may be both standardized and / or not PCPrint and time stamp may or may not be hashed . 
standardized for various parameters , and the format and / or Preferably , data collected to form a computer identifier , 
content of a time stamp may be utilized . 65 such as a PCPrint may be read or extracted from a device . 

Similarly , when one or more consortia are in communi - Data may be read from the device from a computer tag 
cation with one another , the information gathered from user which may be stored on the device . 
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FIG . 6 illustrates an implementation of the consortium in It should be understood from the foregoing that , while 
a global setting . When collecting information about a user particular implementations have been illustrated and 
device in a consortium , where a user device may interact described , various modifications can be made thereto and 
with one or more online hosts , accommodations may be are contemplated herein . It is also not intended that the 
made to account for different time zones provided by a user 5 invention be limited by the specific examples provided 
device and multiple hosts . In some instances , the time on the within the specification . While the invention has been 
various hosts may be synchronized to a consortium refer - described with reference to the aforementioned specifica 
ence time . Alternatively , the differences in time between the tion , the descriptions and illustrations of the preferable 
various hosts may be tracked . In some embodiments , the embodiments herein are not meant to be construed in a 
differences in time between various devices may also be 10 limiting sense . Furthermore , it shall be understood that all 
tracked . aspects of the invention are not limited to the specific 
As discussed previously , a consortium time may be any depictions , configurations or relative proportions set forth 

reference time , which in some cases may be the UTC time . herein which depend upon a variety of conditions and 
Also , any other reference time may be used , including an variables . Various modifications in form and detail of the 
arbitrary time , or an authentication repository clock time , 15 embodiments of the invention will be apparent to a person 
which may be the local time according to an authentication skilled in the art . It is therefore contemplated that the 
repository clock or which may be synchronized to another invention shall also cover any such modifications , variations 
time , such as UTC time . and equivalents . 

In some embodiments , one or more of the parameters 
provided for fraud detection or other application may 20 What is claimed is : 
include a time component . For example , a server time stamp 1 . A system comprising : 
from a computer tag may reflect the time setting at the server a network interface configured to communicate with a 
that generated or delivered the time stamp . In some embodi plurality of network service devices comprising a first 
ments , to gain a global sense of when a tag was created , the network service device associated with a first institu 
time stamp may be encrypted as a consortium reference 25 tion , a second network service device associated with a 
time , or the difference between the time stamp and a second institution , and a third network service device 
consortium reference time may be tracked . Thus , even if a associated with a third institution ; 
tag were created in different time zones , such as at server C a data store configured to store computer - executable 
in UTC time server B in UTC - 5 time , the server time stamps instructions ; and 
for the tags will reflect the actual difference in time when 30 a processor in communication with the data store , the 
they were created , rather than just a local time reflecting processor , when executing the computer - executable 
when they were created . For example , if a first tag is created instructions , configured to , during an online transac 
at 8 : 00 AM UTC time , which is server C local time , and a tion : 
second tag were created at 3 : 05 AM at server B ' s local time , retrieve a first transaction tag from a customer com 
they were in actuality created 5 minutes apart , and the time 35 puting device , wherein the first transaction tag is 
stamp may be standardized to a consortium reference time , associated with a first electronic transaction between 
such as UTC time , in which case the time stamp for the first the customer computing device and a first network 
tag may say 8 : 00 AM , and the time stamp for the second tag service device , and wherein the first transaction tag 
may say 8 : 05 AM . is issued by the first network service device and is 

Preferably , the local server clocks may be synchronized so 40 associated with the customer computing device and 
that the time stamps from servers in different time zones may a first account associated with the first institution , the 
automatically be synchronized to a reference time . Alterna first transaction tag comprising : 
tively , the difference between local server clocks may be a first timestamp indicative of a first time of creation 
tracked so that time stamps taken from servers in different of the first transaction tag by the first network 
time zones with different local clock times can be synchro - 45 service device ; and 
nized with a reference time by incorporating the difference identification information corresponding to the cus 
between the local server clock time and reference time . For tomer computing device ; 
example , if the local server clock states that the time is 3 : 05 retrieve a second transaction tag from the customer 
AM and it is known that the local server clock is 5 hours computing device , wherein the second transaction 
behind the reference time , the time stamp may be synchro - 50 tag is associated with a second electronic transaction 
nized to the reference time , at 8 : 05 AM . associated with the customer computing device and 

The same synchronization techniques may be applied to a second network service device , and wherein the 
time stamps taken from a user device . The difference second transaction tag is issued by the second net 
between a user device time and a reference time can be work service device and is associated with the cus 
tracked . Similarly , multiple steps may be utilized to syn - 55 tomer computing device and a second account asso 
chronize a user device . For instance , the difference between ciated with the second institution which is different 
a user device and server may be tracked , as well as the from the first account , the second transaction tag 
difference between a server time and a reference time , in comprising : 
order to set a time stamp to the reference time . a second timestamp indicative of a second time of 
By somehow standardizing or tracking the relative times 60 creation of the second transaction tag by the 

of the server or device time stamps for a tag , a fraud second network device ; and 
detection system may more accurately assess whether there the identification information corresponding to the 
was a spike in tag generation on a global scale . customer computing device ; 

Also , by standardizing or tracking the relative times for a automatically analyze the first transaction tag and the 
device time stamp for a tag , a fraud detection system can 65 second transaction tag using a fraud detection pro 
analyze the device time stamp content for suspicious activity tocol , wherein the fraud detection protocol provides 
across a global consortium . an indication of an increased risk of fraud associated 
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with transaction tags with times of creation that are 10 . A computer - implemented method comprising : 
within a predetermined time interval ; accessing computer - executable instructions from at least 

determine , based at least in part on the first timestamp one computer - readable storage medium ; and 
and the second timestamp , that the first transaction executing the computer - executable instructions , thereby 
tag and the second transaction tag were created 5 causing computer hardware comprising at least one 
within the predetermined time interval ; computer processor to perform operations comprising : 

associate an increased risk of fraud with the customer receiving , from a first institution device of a consor 
computing device , based at least in part on the tium , a first transaction tag associated with a first determination that the first transaction tag and the electronic transaction involving a first network ser second transaction tag were created within the pre - 10 vice device of the first institution device and a determined time interval , wherein the increased risk customer computing device , the first transaction tag of fraud is indicative of the customer computing being associated with the customer computing device conducting transactions with different insti 
tutions within a short period of time ; device and a first account associated with a first 

generate a risk data packet configured for transmission 15 institution , and comprising a first timestamp and a 
to at least one of the first network service and the first set of device identification information associ 
second network service , the risk data packet com ated with the customer computing device , wherein 
prising encrypted identifying information corre the first transaction tag is issued to the customer 
sponding to the customer computing device and an computing device by the first institution device dur 
electronic indication of the increased risk of fraud 20 ing the first electronic transaction ; 
associated with the customer computing device ; and receiving , from a second institution device of the 

share the risk data packet with the third network service consortium , a second transaction tag for a second 
device which indicates to the third network service electronic transaction involving a second network 
device that the customer computing device is asso service device of the second institution device and 
ciated with the increased risk of fraud . the customer computing device , the second transac 

2 . The system of claim 1 , wherein the processor is further tion tag being associated with the customer comput 
configured to cause transmission of the risk data packet to at ing device and a second account associated with a 
least one of the first network service device and the second second institution which is different from the first 
network service device . account , and comprising a second timestamp and a 

3 . The system of claim 1 , wherein the risk data packet 30 second set of device identification information asso 
further comprises the predetermined time interval . ciated with the customer computing device , wherein 

4 . The system of claim 1 , wherein the processor is further the second transaction tag is issued to the customer 
configured to receive a timestamp of the customer comput computing device by the second institution device 
ing device in a first format and associated with a clock of the during the second electronic transaction ; 
customer computing device . determine whether the first account and the second 

5 . The system of claim 4 , wherein the determining that account are on the same computing device based at 
there is an increased risk of fraud associated with the least in part on the first set of device identification 
customer computing device is further based on the time information and the second set of device identifica 
stamp of the customer computing device . tion information associated with the first electronic 

6 . The system of claim 1 , wherein the first transaction tag 40 transaction and the second electronic transaction ; 
further comprises a first transaction timestamp indicative of automatically analyzing the first transaction tag and the 
a time of the first electronic transaction , and the second second transaction tag using a fraud detection pro 
transaction tag further comprises a second transaction time tocol , wherein the fraud detection protocol indicates 
stamp indicative of a time of the second electronic transac an increased risk of fraud associated with at least one 
tion . 45 

7 . The system of claim 6 , wherein the processor is further a plurality of transaction tags created within a pre 
configured to : determined time interval of each other ; or 

determine , based at least in part on the first transaction a plurality of electronic transactions , each of the 
timestamp and a previous electronic transaction asso plurality of electronic transactions involving a 
ciated with the first network service device , a first 50 respective network service , each of the plurality of 
duration of account inactivity ; and electronic transactions preceded by a respective 

determine , based at least in part on the second transaction time interval of inactivity between the respective 
timestamp and a previous electronic transaction asso network service and the computing device , 
ciated with the second network service device , a second wherein each respective time interval of inactivity 
duration of account inactivity . 55 exceeds a respective threshold ; 

8 . The system of claim 6 , wherein the fraud detection determining , based at least in part on the fraud detec 
protocol further provides an indication of an increased risk tion protocol , that at least one of the first transaction 
of fraud associated with durations of account inactivity tag and the second transaction tag indicates an 
exceeding a predetermined threshold . increased risk of fraud ; 

9 . The system of claim 8 , wherein the processor is further 60 determining , based at least in part on the determination 
configured to determine that the first duration of account that at least one of the first transaction tag and the 
inactivity and the second duration of account inactivity second transaction tag indicates an increased risk of 
exceed the predetermined threshold , and wherein the deter fraud , an increased risk of fraud associated with the 
mination that there is an increased risk of fraud associated computing device ; and 
with the customer computing device is further based at least 65 generating an encrypted data packet , the encrypted data 
in part on the determination that - the first duration and the packet comprising identifying information corre 
second duration exceed the predetermined threshold . sponding to the computing device and an electronic 
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indication of the increased risk of fraud associated identifying a first previous electronic transaction between 
with the customer computing device . the first network service device and the customer 

11 . The computer - implemented method of claim 10 fur computing device ; 
ther comprising causing transmission of the encrypted data identifying a second previous electronic transaction 
packet to at least one of the first institution and the second 5 between the second network service device and the institution . 

12 . The computer - implemented method of claim 10 fur customer computing device ; 
ther comprising causing transmission of the encrypted data identifying a first previous timestamp associated with the 
packet to a third institution of the consortium . first previous electronic transaction ; 

13 . The computer - implemented method of claim 10 , 1 identifying a second previous timestamp associated with 
wherein the first timestamp comprises a first creation time the second previous electronic transaction ; 
associated with the first transaction tag , and wherein the determining , based at least in part on the first timestamp 
second timestamp comprises a second creation time associ and the first previous timestamp , a first time interval of ated with the second transaction tag . inactivity ; 14 . The computer - implemented method of claim 13 , 
wherein determining that at least one of the first transaction 15 determining , based at least in part on the second time 
tag and the second transaction tag indicates an increased risk stamp and the second previous timestamp , a second 
of fraud comprises determining that the first timestamp and time interval of inactivity ; 
the second timestamp are within the predetermined time determining that the first time interval of inactivity 
interval of each other . exceeds a first predetermined threshold ; and 15 . The computer - implemented method of claim 13 , 20 determining that the second time interval of inactivity wherein the encrypted data packet further comprises the 
predetermined time interval . exceeds a second predetermined threshold . 

16 . The computer - implemented method of claim 10 , 18 . The computer - implemented method of claim 10 fur 
wherein the first timestamp comprises a first transaction ther comprising receiving a timestamp of the customer 
timestamp indicative of a time of the first electronic trans - 75 computing device in a first format and associated with a 
action , and wherein the second timestamp comprises a clock of the customer computing device . 
second transaction timestamp indicative of a time of the 19 . The computer - implemented method of claim 18 , 
second electronic transaction . wherein the determining an increased risk of fraud associ 17 . The computer - implemented method of claim 16 , ated with the customer computing device is further based on wherein determining that at least one of the first transaction 
tag and the second transaction tag indicates an increased risk » 30 the timestamp of the customer computing device . 
of fraud comprises : * * * * 


