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(57) ABSTRACT

An error variance detection method of CAN communication
system according to an exemplary embodiment of the pres-
ent invention may include storing an error information that
corresponds to the communication error in a network man-
agement start message, if an communication error is
occurred in the CAN communication system, by at least one
of a plurality of slave ECU, transferring the network man-
agement start message to a master ECU, by at least one of
a plurality of slave ECU, determining whether there is or is
not the error information in response to the network man-
agement start message, by the master ECU, detecting the
error information from the network management start mes-
sage, if there is the error information, by the master ECU,
and transmitting the error information detected by a demand
of a diagnosis device to the diagnosis device, by the master
ECU.

10 Claims, 3 Drawing Sheets
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ERROR VARIANCE DETECTION METHOD
OF CAN COMMUNICATION SYSTEM AND
THE CAN COMMUNICATION SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims priority to and the benefit of
Korean Patent Application No. 10-2014-0175707 filed in the
Korean Intellectual Property Office on Dec. 9, 2014, the
entire contents of which are incorporated herein by refer-
ence.

BACKGROUND

1. Field of the Invention

The present invention related to an error variance detec-
tion method of CAN communication system and a CAN
communication system.

2. Description of the Related Art

Recently, various electric control apparatus (ECU) are
combined with a vehicle. The electric control apparatus are
connected to one common network bus that includes one or
two wires those are disposed along a vehicle body and is a
type that connects desk top PCs of an office such that wiring
thereof and production cost are dramatically reduced in a
vehicle. This network is called a CAN controller area
Network.

The electric control apparatus that are used in a CAN
communication are connected to one common network bus
and each control apparatus uses a CAN controller included
in the electric control apparatus to receive and transmit
independent control information such that it can optimally
maintain the condition of the vehicle. Also, the electric
control apparatus re-transmit or ignores the received signal,
if a bit error or a form error is generated from a message
about the received/transmitted control information. Therein,
the error can be generated when the reception and the
transmission of the message is not performed by a failure of
a CAN controller or a short circuit/a disconnection of a CAN
communication line, and the error or the failure can be called
“CAN communication error”. In this configuration, a con-
ventional diagnosis device is connected to a Can bus line and
monitors a CAN message or an error frame that is trans-
mitted or received between electric control apparatus those
are connected to a CAN bus so as to detect a CAN failure
or error.

However, when a CAN communication error is generated
during the reception/transmission between electric control
apparatus, a CAN controller and a CAN controller that
detects the failure or error repeatedly transmits an error
frame to deteriorate the performance of the network and the
CAN communication bus line can become not available.
That is, a conventional diagnosis device is difficult to
diagnosis a condition of a CAN controller that performs a
substantial CAN communication or a condition of software
that is related to a CAN communication Due to an inopera-
tive condition of a CAN communication bus line, when a
CAN communication error is generated.

The above information disclosed in this Background
section is only for enhancement of understanding of the
background of the invention and therefore it may contain
information that does not form the prior art that is already
known in this country to a person of ordinary skill in the art.

SUMMARY OF THE INVENTION

The present invention has been made in an effort to
provide an error variance detection method and device
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having advantages of being able to detect a failure of a
controller included in ECU or a disconnection or a short
circuit of a CAN communication line by using a network
management start message, as it is, that is used in ECU of
a vehicle.

The objects of the present invention is not limited to the
said objects, another objects and merits of the present
invention that is not said can be understand by below
description, and these can be more clearly understood by an
exemplary embodiment of the present invention. Also, it can
be easily known that the objects and merits of the present
invention can be realized by means and a combination
thereof described in a patent claim range.

An error variance detection method of CAN communi-
cation system according to an exemplary embodiment of the
present invention may include storing an error information
that corresponds to the communication error in a network
management start message, if an communication error is
occurred in the CAN communication system, by at least one
of a plurality of slave ECU, transferring the network man-
agement start message to a master ECU, by at least one of
a plurality of slave ECU, determining whether there is or is
not the error information in response to the network man-
agement start message, by the master ECU, detecting the
error information from the network management start mes-
sage, if there is the error information, by the master ECU,
and transmitting the error information detected by a demand
of a diagnosis device to the diagnosis device, by the master
ECU.

Also, a CAN communication system that detects a vari-
ance of a communication error may include a plurality of
slave ECU that is configured to store an error information
that corresponds to the communication error in a network
management start message, if an communication error is
occurred in the CAN communication system, and transfers
the network management start message to a master ECU,
and a master ECU that is configured to determine whether
there is or is not the error information in response to the
network management start message, by the master ECU, and
is configured to detect the error information from the net-
work management start message, if there is the error infor-
mation, by the master ECU, and is configured to transmit the
error information detected by a demand of a diagnosis
device to the diagnosis device.

In accordance with the present invention as describe
above, there are effects that a network management start
message that is used in ECU of a vehicle is used as it is to
be able to detect a failure of a controller included in ECU or
a disconnection and a short circuit of a CAN communication
line.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic diagram of a CAN communication
system according to an exemplary embodiment of the pres-
ent invention.

FIG. 2 is a flowchart showing an operation of a slave
ECU.

FIG. 3 is a flowchart showing an operation of a master
ECU.

DETAILED DESCRIPTION OF THE
EMBODIMENTS

The said objects, characteristics, and merits will be
described with reference to the attached drawings, and such
that those skilled in the art can easily realize the invention.
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In describing the present invention, a detailed description of
known functions or constructions related to the present
invention will be omitted if it is deemed that they would
make the gist of the present invention unnecessarily vague.
Hereinafter, an exemplary embodiment will be described
according to the present invention with reference to the
drawings, the present invention.

Like reference numerals designate like or similar ele-
ments throughout the specification and the drawings.

FIG. 1 is a schematic diagram of a CAN communication
system according to an exemplary embodiment of the pres-
ent invention.

Referring to FIG. 1, a CAN communication system 100
includes a diagnosis device 10, a master ECU 20, and a
plurality of slave ECU 31-N, and the diagnosis device 10,
the master ECU 20, the plurality of slave ECU 31-N
respectively can transmit and receive error information
through a CAN communication line 15.

At this time, a CAN communication system 100 can
determine a master ECU 20 and a plurality of slave ECU
31-N based on a node identifier value. Here, the node
identifier value can be an intrinsic number that a plurality of
ECU have in a vehicle. More specifically, a CAN commu-
nication system 100 determines an ECU having smallest
node identifier value as a master ECU 20 and can determine
a plurality of ECU having a larger value than the smallest
node identifier value as a plurality of slave ECU 31-N.

A diagnosis device 10 of FIG. 1 can receive error infor-
mation that a master ECU 20 and a plurality of slave ECU
31-N responses, because a demand message for diagnosing
a communication error that is generated from a CAN com-
munication system 100 is transmitted to a master ECU 20
and a plurality of slave ECU 31-N through a CAN commu-
nication line 15. Here, a communication error can include at
least one of a failure of a controller 41-M included in a
plurality of slave ECU 31-N, and a disconnection or a short
circuit of a CAN communication line 15 connecting a
plurality of slave ECU 31-N and a master ECU 20. Accord-
ing to an exemplary embodiment, a diagnosis device 10 can
transmit a demand message respectively to a master ECU 20
and a plurality of slave ECU 31-N through a CAN commu-
nication line 15 in accordance with each node identifier
value. According to another exemplary embodiment, a diag-
nosis device 10 can transmit a demand message to a master
ECU 20 and a plurality of slave ECU 31-N through a can
communication line 15 in the order of a node identifier
value.

Here, a CAN communication line 15 can be a data bus or
a data communication line that includes two data line that
uses inverted signal which are different from each other.

A plurality of slave ECU 31-N according to an exemplary
embodiment of the present invention can diagnosis a com-
munication error through each controller 41-M, if a com-
munication error is generated from a CAN communication
system 100. At this moment, each controller 41-M diagnoses
a communication error, and can generate and transmit a
network management start message based on a diagnosed
communication error.

Also, a plurality of slave ECU 31-N can store error
information that corresponds to a diagnosed communication
error into a network management start message. More
specifically, a plurality of slave ECU 31-N stores error
information that corresponds to a diagnosed communication
error into a storage portion, reads error information from the
storage portion, and can store error information into a
network management start message.
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After this, a plurality of slave ECU 31-N can transmit a
generated or a stored network management start message to
a master ECU 20 through a CAN communication line 15.
That is, if a communication error is generated from a CAN
communication system 100, a plurality of slave ECU 31-N
reset a plurality of slave ECU 31-N through a controller
41-M included in a plurality of slave ECU 31-N, and a
plurality of slave ECU 31-N can transmit a network man-
agement start message to a master ECU 20 through a CAN
communication line 15.

Accordingly, a master ECU 20 can determine an existence
of error information that is transmitted from at least one of
a plurality of slave ECU 31-N in response to a network
management start message that is transmitted through a
CAN communication line 15. More specifically, a master
ECU 20 can detect error information from the network
management start message, in a case that error information
exist in the transmitted network management start message.
According to another exemplary embodiment, in a case that
error information is not in a transmitted network manage-
ment start message, a master ECU 20 detects whether there
is a communication error of a CAN communication system
100, and can generate error information corresponding to a
communication error, if a communication error is detected.

And, a master ECU 20 can transmit detected error infor-
mation or generated error information to a diagnosis device
10 in accordance with a demand of a diagnosis device 10.

Accordingly, a diagnosis device 10 can receive a com-
munication error that is generated from a CAN communi-
cation system 100 that is detected from at least one of a
plurality of slave ECU 31-N through a mast ECU 20, based
on detected error information and error information that is
generated from at least one of a plurality of slave ECU 31-N
or a master ECU 20.

Hereinafter, an operation order that detects a variance of
a communication error of a CAN communication system
100 will be described with reference to FIG. 2 and FIG. 3.
An exemplary operation of one slave ECU 31 of a plurality
of'slave ECU 31-N will be explained so as to simply explain
each operation order of a plurality of slave ECU in the
present invention.

FIG. 2 is a flowchart showing an operation of a slave
ECU.

Referring to FIG. 2, a slave ECU 31 detects a communi-
cation error S100, if a communication error is generated
from a CAN communication system 100. At this moment, a
slave ECU 31 reads error information corresponding to a
communication error from a controller 41 and stores itin a
network management start message S110. Also, the slave
ECU 31 resets a slave ECU 31 through a controller 41 S120,
if a communication error is generated in a CAN communi-
cation system 100. After this, a slave ECU 31 transmits a
network management start message to a master ECU 20
through a CAN communication line 15 S130.

After this, a detailed operation of a master ECU 20 will
be described in FIG. 3.

FIG. 3 is a flowchart showing an operation of a master
ECU.

Referring to FIG. 3, a master ECU 20 receives a network
management start message that is transmitted through a
CAN communication line 15 from a slave ECU 31 S200.
And, a master ECU 20 determines whether there is error
information in response to a received network management
start message S210. At this moment, a master ECU 20
detects error information in a network management start
message S220, in a case that there is error information in a
network management start message that is received from a
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slave ECU 31. In accordance with another exemplary
embodiment, in a case that there is not error information in
a network management start message that is received from
a slave ECU 31, a master ECU 20 detects whether commu-
nication error of a CAN communication system 100 is
generated S230, and if a communication error is detected, a
master ECU 20 generates error information corresponding to
communication error S240. After this, a master ECU 20
transmits detected or generated error information to a diag-
nosis device 10 in accordance with a demand of a diagnosis
device 10 S250. According to exemplary embodiment, a
master ECU 20 stores detected error information and after-
ward can transmit stored error information to a diagnosis
device 10 according to a demand of a diagnosis device 10.
According to the present invention, ECU in a vehicle is
configured by a master ECU and a slave ECU and a network
management start message that is used in ECU of a vehicle
is used at it is, error information is distributed and is able to
be monitored, and thus it is not necessary to replace or to add
a separate device for detecting a CAN communication error.
Also, according to the present invention, a network man-
agement start message that is used in ECU of a vehicle is
used as it is such that a failure of a controller included in
ECU or a disconnection and a short circuit of a CAN
communication line can be determined.
While this invention has been described in connection
with what is presently considered to be practical exemplary
embodiments, it is to be understood that the invention is not
limited to the disclosed embodiments, but, on the contrary,
is intended to cover various modifications and equivalent
arrangements included within the spirit and scope of the
appended claims.
What is claimed is:
1. An error variance detection method of Controller Area
Network (CAN) communication system, comprising:
storing error information that corresponds to a commu-
nication error in a network management start message,
if the communication error occurs in the CAN Com-
munication system, by at least one of a plurality of
slave Electronic Control Units (ECUs);
transferring the network management start message to a
master ECU, by at least one of a plurality of slave
ECUs;

determining whether there is the error information in
response to the network management start message, by
the master ECU;

detecting the error information from the network man-

agement start message, if there is the error information,
by the master ECU; and

transmitting the error information detected by a demand

of a diagnosis device to the diagnosis device, by the
master ECU.

2. The error variance detection method of claim 1, com-
prising: determining the master ECU and the plurality of
slave ECUs from a plurality of ECUs of a vehicle based on
a node identifier value, wherein the node identifier value is
an intrinsic number that the master ECU and the plurality of
slave ECUs have.

3. The error variance detection method of claim 1, further
comprising:
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detecting whether there is a communication error of the
CAN communication system, if there is not the error
information, and

generating the error information corresponding to the
communication error, if the communication error is
detected, by the master ECU.

4. The error variance detection method of claim 1, further
comprising resetting the plurality of slave ECUs through a
controller included in the plurality of slave ECUs, by the
plurality of slave ECUs, if a communication error is gener-
ated from the CAN communication system.

5. The error variance detection method of claim 1,
wherein the communication error includes at least one of a
malfunction of a controller included in the plurality of slave
ECUs, and a disconnection or a short-circuit of a commu-
nication line that connects the plurality of slave ECUs and
the master ECU.

6. A Controller Area Network (CAN) communication
system that detects a variance of a communication error,
comprising:

a plurality of slave Electric Control Units (ECUs) that is
configured to store error information that corresponds
to the communication error in a network management
start message, if a communication error occurs in the
CAN communication system, and transfers the network
management start message to a master ECU; and

the master ECU that is configured to determine whether
there is the error information in response to the network
management start message, by the master ECU, and is
configured to detect the error information from the
network management start message, if there is the error
information, by the master ECU, and is configured to
transmit the error information detected by a demand of
a diagnosis device to the diagnosis device.

7. A CAN communication system of claim 6, wherein the
master ECU and the plurality of slave ECUs are determined
from a plurality of ECUs of a vehicle based on a node
identifier value, wherein the node identifier value is an
intrinsic number that the master ECU and the plurality of
slave ECUs have.

8. A CAN communication system of claim 6, wherein the
master ECU, detects whether there is a communication error
of the CAN communication system, if there is not the error
information, and generates the error information corre-
sponding to the communication error, if the communication
error is detected.

9. A CAN communication system of claim 6, wherein the
plurality of slave ECUs, resets the plurality of slave ECUs
through a controller included in the plurality of slave ECUs,
if a communication error is generated from the CAN com-
munication system.

10. A CAN communication system of claim 6, wherein
the communication error includes at least one of a malfunc-
tion of a controller included in the plurality of slave ECUs,
and a disconnection or a short-circuit of a communication
line that connects the plurality of slave ECUs and the master
ECU.



