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1
SYSTEM AND METHOD FOR PREVENTING
AND/OR LIMITING USE OF A MOBILE
DEVICE

TECHNICAL FIELD

The present invention generally relates to mobile devices,
and more particularly, to a system and a method for pre-
venting and/or limiting use of mobile devices.

BACKGROUND

As mobile devices enable easier, faster communication
among their users, occurrences of communicating during
activities that require focused concentration (e.g., operating
heavy equipment and driving an automobile) has increased.
This has led to situations where the focus of a person is not
on such an activity but on communicating on his or her
mobile device. Examples of this include traffic accidents
where drivers are texting using their mobile devices. Studies
have shown that text messaging is significantly more dan-
gerous than talking, on a mobile phone, while talking on a
mobile phone is less dangerous than trying to make a phone
call.

In response to such studies, many states, municipalities,
etc. have established laws that prohibit people from using
their mobile devices during certain activities, such as driv-
ing. However, these laws are difficult to enforce, resulting in
a significant amount of drivers still operating their mobile
devices while performing other activities, e.g., driving.
Further, current technology does not adequately prohibit the
use of mobile devices during other activities.

SUMMARY

In a first aspect of the invention, a method includes
receiving, by a mobile device, a message indicating that the
mobile device is in a certain location, and determining a
user-configured security policy of the mobile device based
on the certain location. The method further includes at least
one of disabling and enabling, by the mobile device, one or
more functions of the mobile device based on the deter-
mined user-configured security policy.

In another aspect of the invention, a system implemented
in hardware, including a computer infrastructure operable to
receive a message indicating that the computer infrastructure
is in an area of a field created by a transmitter, the message
including one or more attributes associated with the area.
The computer infrastructure is further operable to determine
a user-configured security profile of the computer infrastruc-
ture based on the received message, and at least one of
disable and enable one or more functions of the computer
infrastructure based on the determined user-configured secu-
rity profile.

In an additional aspect of the invention, a computer
program product including a computer usable storage
medium having readable program code embodied in the
medium is provided. The computer program product
includes at least one component operable to receive a
message indicating that a mobile device is in a certain
location, and determine a user-configured security policy of
the mobile device based on the certain location. The at least
one component further operable to at least one of disable and
enable one or more functions of the mobile device based on
the determined user-configured security policy.

In another aspect of the invention, a method for prevent-
ing or limiting use of a mobile device, including providing
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a computer infrastructure operable to create a short range
field detectable by the mobile device in an area of the short
range field, and detect that the mobile device is in the area.
The computer infrastructure is further operable to send a
message to the mobile device indicating that the mobile
device is in the area, to trigger a user-configured security
profile of the mobile device that is used to at least one of
disable and enable one or more functions of the mobile
device.

In a further aspect of the invention, a computer system for
preventing or limiting use of a mobile device, including a
CPU, a computer readable memory and a computer readable
storage media. First program instructions receive a message
indicating that the computer system is in an area of a field
created by a transmitter, the message including one or more
attributes associated with the area. Second program instruc-
tions access a security manager to determine a user-config-
ured security profile of the computer system based on the
received message, the security manager including one or
more user-configured security profiles of the computer sys-
tem. Third program instructions at least one of disable and
enable one or more functions of the computer system based
on the determined user-configured security profile. The
user-configured security profile includes at least one attri-
bute associated with the area. The determining of the user-
configured security profile includes matching the at least one
attribute of the user-configured security profile to the one or
more attributes of the message. The first, second and third
program instructions are stored on the computer readable
storage media for execution by the CPU via the computer
readable memory.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

The present invention is described in the detailed descrip-
tion which follows, in reference to the noted plurality of
drawings by way of non-limiting examples of exemplary
embodiments of the present invention.

FIG. 1 shows an illustrative environment for implement-
ing the steps in accordance with aspects of the invention;

FIG. 2 shows another illustrative environment for imple-
menting the steps in accordance with aspects of the inven-
tion; and

FIGS. 3-6 show exemplary flows in accordance with
aspects of the invention.

DETAILED DESCRIPTION

The present invention generally relates to mobile devices,
and more particularly, to a system and a method for pre-
venting and/or limiting use of a mobile device during certain
activities. More specifically, the present invention provides
a mobile device (e.g., a mobile phone, a laptop, a video
camera, etc) with one or more security profiles implemented
by a security tool. The security profiles include the capabil-
ity to prevent or limit the use of one or more functions of the
mobile device (e.g., receiving and sending a mobile phone
call) during certain activities (e.g., driving) or when detected
to be in certain locations. The security profile can, for
example, be enabled or disabled when the mobile device is
in a specific location or area of influence (e.g., a passenger
vehicle driver’s seat).

In embodiments, the activation of the security profile is
accomplished using secure transmissions between the
mobile device and a transmitter, e.g., a radio-frequency
identification (RFD) transmitter, which creates a short range
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field detectable by the mobile device in an area of influence
(e.g., a passenger vehicle driver’s seat). For example, the
transmitter transmits a message to the mobile device that
indicates that the mobile device is in the area of influence,
which may trigger an associated security profile to enable or
disable functions (e.g., receiving and sending a mobile
phone call) of the mobile device. Advantageously, the pres-
ent invention enables enforcement of functionality restric-
tions of a mobile device, which provides security and safety
of its users while they are in areas requiring focus and
concentration, e.g., a passenger vehicle driver’s seat.

In embodiments, the present invention further provides a
security manager, which manages one or more security
profiles associated with various areas of influence. For
example, a user may access the security manager to create,
configure, and store one or more security profiles, and the
mobile device may access the security manager to determine
and load the one or more user-configured security profiles
based on information received from a transmitter in a
specific area of influence. The one or more security profiles
may be password-protected, and/or may be managed by,
e.g., a user of a mobile device and/or a third party, via the
security manager. Advantageously, the present invention
allows security profiles to be managed by only a responsible
third party (e.g., a parent) to ensure the security and safety
of users of a mobile device, and prevents the security
profiles from being altered by non-authorized users.

System Environment

As will be appreciated by one skilled in the art, aspects of
the present invention may be embodied as a system, method
or computer program product. Accordingly, aspects of the
present invention may take the form of an entirely hardware
embodiment, an entirely software embodiment (including
firmware, resident software, micro-code, etc.) or an embodi-
ment combining software and hardware aspects that may all
generally be referred to herein as a “circuit,” “module” or
“system.” Furthermore, aspects of the present invention may
take the form of a computer program product embodied in
one or more computer readable medium(s) having computer
readable program code embodied thereon.

Any combination of one or more computer readable
medium(s) may be utilized. The computer readable medium
may be a computer readable signal medium or a computer
readable storage medium. A computer readable storage
medium may be, for example, but not limited to, an elec-
tronic, magnetic, optical, electromagnetic, infrared, or semi-
conductor system, apparatus, or device, or any suitable
combination of the foregoing. More specific examples (a
non-exhaustive list) of the computer readable storage
medium would include the following: an electrical connec-
tion having one or more wires, a portable computer diskette,
a hard disk, a random access memory (RAM), a read-only
memory (ROM), an erasable programmable read-only
memory (EPROM or Flash memory), an optical fiber, a
portable compact disc read-only memory (CD-ROM), an
optical storage device, a magnetic storage device, or any
suitable combination of the foregoing. In the context of this
document, a computer readable storage medium may be any
tangible medium that can contain, or store a program for use
by or in connection with an instruction execution system,
apparatus, or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
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variety of forms, including, but not limited to, electro-
magnetic, optical, or any suitable combination thereof. A
computer readable signal medium may be any computer
readable medium that is not a computer readable storage
medium and that can communicate, propagate, or transport
a program for use by or in connection with an instruction
execution system, apparatus, or device.

Program code embodied on a computer readable medium
may be transmitted using any appropriate medium, includ-
ing but not limited to wireless, wireline, optical fiber cable,
RF, etc., or any suitable combination of the foregoing.

Computer program code for carrying out operations for
aspects of the present invention may be written in any
combination of one or more programming languages,
including an object oriented programming language such as
Java, Smalltalk, C++ or the like and conventional procedural
programming languages, such as the “C” programming
language or similar programming languages. The program
code may execute entirely on the user’s computer, partly on
the user’s computer, as a stand-alone software package,
partly on the user’s computer and partly on a remote
computer or entirely on the remote computer or server. In the
latter scenario, the remote computer may be connected to the
user’s computer through any type of network, including a
local area network (LAN) or a wide area network (WAN), or
the connection may be made to an external computer (for
example, through the Internet using an Internet Service
Provider).

Aspects of the present invention are described below with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to embodiments of the invention. It will be
understood that each block of the flowchart illustrations
and/or block diagrams, and combinations of blocks in the
flowchart illustrations and/or Mock diagrams, can be imple-
mented by computer program instructions. These computer
program instructions may be provided to a processor of a
general purpose computer, special purpose computer, or
other programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data
processing apparatus, create means for implementing the
functions/acts specified in the flowchart and/or block dia-
gram block or blocks.

These computer program instructions may also be stored
in a computer readable medium that can direct a computer,
other programmable data processing apparatus, or other
devices to function in a particular manner, such that the
instructions stored in the computer readable medium pro-
duce an article of manufacture including instructions which
implement the function/act specified in the flowchart and/or
block diagram block or blocks.

The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series of operational steps
to be performed on the computer, other programmable
apparatus or other devices to produce a computer imple-
mented process such that the instructions which execute on
the computer or other programmable apparatus provide
processes for implementing the functions/acts specified in
the flowchart and/or block diagram block or blocks.

FIG. 1 shows an illustrative environment 10 for managing
the processes in accordance with the invention. To this
extent, the environment 10 includes a mobile device or other
computing system 12 that can perform the processes
described herein. In embodiments, the mobile device 12 may
include any mobile computing device, such as a mobile
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phone, a laptop, a video camera, etc. In particular, the mobile
device 12 includes a computing device 14. The computing
device 14 can be resident on a network infrastructure or
computing device of a third party service provider (any of
which is generally represented in FIG. 1).

The computing device 14 also includes a processor 20,
memory 22A, an I/O interface 24, and a bus 26. The memory
22A can include local memory employed during actual
execution of program code, bulk storage, and cache memo-
ries which provide temporary storage of at least some
program code in order to reduce the number of times code
must be retrieved from bulk storage during execution. In
addition, the computing device includes random access
memory (RAM), a read-only memory (ROM), and an oper-
ating system (O/S).

The computing device 14 is in communication with the
external /O device/resource 28 and the storage system 22B.
For example, the 1/O device 28 can comprise any device that
enables an individual to interact with the computing device
14 (e.g., user interface) or any device that enables the
computing device 14 to communicate with one or more
other computing devices using any type of communications
link. The external I/O device/resource 28 may be for
example, a handset, keyboard, etc.

In general, the processor 20 executes computer program
code (e.g., program control 44), which can be stored in the
memory 22A and/or storage system 22B. Moreover, in
accordance with aspects of the invention, the program
control 44 controls a security tool 105, e.g., the processes
described herein. The security tool 105 can be implemented
as one or more program code in the program control 44
stored in memory 22A as separate or combined modules.
Additionally, the security tool 105 may be implemented as
separate dedicated processors or a single or several proces-
sors to provide the function of this tool. Moreover, it should
be understood by those of ordinary skill in the art that the
security tool 105 is used as a general descriptive term for
providing the features and/or functions of the present inven-
tion.

In embodiments, the security tool 105 enforces a security
profile 110 on the mobile device 12. The security profile 110
will, for example, enable or disable functionality of the
mobile device 12, under predefined circumstances or at
predefined locations. More specifically, the enforcement of
the security profile 110 is accomplished using secure trans-
missions between the security tool 105 and a transmitter 115.
In embodiments, the transmitter 115 may include a radio-
frequency identification (RFID) transmitter, a Bluetooth®
transmitter, a near field communication (NFC) transmitter,
and/or any other type of transmitter that creates a short range
field (e.g., having a start and end within a certain predefined
distance) detectable by the mobile device 12. (Bluetooth is
a trademark of the Bluetooth Special Interest Group and
registered in many jurisdictions worldwide.) In addition, the
transmitter 115 may be located in various areas, e.g., a
passenger vehicle, a movie theater, etc. The security profile
110 may include different profiles for limiting, preventing,
or altering functionality of the mobile device 12 during
certain activities or within certain locations, as discussed in
more detail below.

In accordance with aspects of the invention, the transmit-
ter 115 transmits a message to the security tool 105 indi-
cating that the mobile device 12 is in a specific area of
influence, which may trigger the security profile 110 to
enable or disable functionality of the mobile device 12. For
example, the transmitter 115 may transmit to the security
tool 105 information or attributes associated with a certain
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6

location of the transmitter 115, such as a passenger vehicle
driver’s seat, a passenger vehicle front passenger seat, a
passenger vehicle back seat, a movie theater, etc. Based on
the attributes associated with the area, the security tool 105
may then determine and load a security profile (e.g., the
security profile 110) associated with the area (e.g., with
matching location attributes), and enforce functionality
restrictions of that security profile, such as disable voice,
disable Short Message Service (SMS), disable data, and/or
disable other functions, of the mobile device 12.

For example, the transmitter 115 may be located in an area
of influence of a passenger vehicle driver’s seat, and when
the mobile device 12 is detected to be within a short range
field of the transmitter 115, the transmitter 115 may transmit
to the security tool 105 attributes associated with the pas-
senger vehicle driver’s seat. Based on these attributes, the
security tool 105 determines and loads a security profile
(e.g., the security profile 110) associated with (e.g., includ-
ing attributes of) the passenger vehicle driver’s seat. Such a
security profile may indicate disablement of certain func-
tions of the mobile device 12, such as initiating a phone call,
displaying incoming SMS messages, sending SMS mes-
sages, etc. The security tool 105 then enforces functionality
restrictions of the loaded security profile while the mobile
device 12 is located in the area of the passenger vehicle
driver’s seat.

In embodiments, a security manager 120 manages one or
more security profiles including the security profile 110,
associated with various areas and/or activities. For example,
a user may access the security manager 120 to create,
configure, and store the one or more security profiles, and
the security tool 105 may access the security manager 120
to determine and load the user-configured one or more
security profiles based on attributes associated with an area
that are received from the transmitter 115. In embodiments,
the security manager 120 may be located on the mobile
device 12 and/or in a carrier network. In addition, the one or
more security profiles may be password-protected, and/or
may be managed by, e.g., an account holder and/or another
third party, via the security manager 120. Advantageously,
the present invention allows security profiles to be managed
by only a responsible third party (e.g., a parent) to prevent
the security profiles from being altered by a non-authorized
user.

In accordance with further aspects of the invention, the
transmitter 115 may transmit to the security tool 105 attri-
butes of an area of influence that activate a security profile
with less functionality restrictions. For example, the attri-
butes of the area may indicate that the mobile device 12 has
been moved from an area requiring focus and concentration
(e.g., a passenger vehicle driver’s seat) to another area which
does not require focus and concentration (e.g., a passenger
vehicle back seat). In this case, the security tool 105 may
determine and load a security profile enabling additional
functions, such as initiating a phone call and sending SMS
messages.

In another example, the attributes of the area may include
one or more “states” of the area. For example, states of a
passenger vehicle driver’s seat may include a velocity of the
passenger vehicle, and/or an indication that an emergency
situation has been detected, e.g., a passenger vehicle air bag
has been deployed. In the cases where the velocity is zero
and/or there is an emergency situation, the security tool 105
may determine and load a security profile which permits less
functionality restrictions or reinstates certain functions, even
though the mobile device 12 may be located in the passenger
vehicle driver’s seat.
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Table 1 below describes various examples of user-con-
figured security profiles, their areas of influence (e.g., loca-
tions) and states, and their associated functions in the areas
of influence and states.

8
case, a user carrying the portable transmitter will be pro-
vided full functionality of the mobile device. Thus, if the
mobile device is separated from the portable transmitter
(e.g., is stolen), the mobile device will not fully work.

TABLE 1
Where is mobile Transmitter in area Mobile device Mobile device
device of influence functions disabled functions enabled
Outside area of No action None Electronic book
influence (e-book), texting,
phone, 911, browser,
global positioning
system (GPS)
Inside area of 1) Send attributes of  None e-Book, texting,

influence (first
time entering
area)

Inside area of
influence (state:
velocity is zero)
Inside area of

area of influence

2) Begin sending
states of area

Send state of area of
influence

Send state of area of

e-Book, texting,
browser

e-Book, texting,

phone, 911, browser,
GPS

Phone, 911, GPS

911

influence (state: influence

velocity is not zero)

phone, browser, GPS

Inside area of Send state of area of  None

influence (state: influence

emergency) (emergency) GPS
Outside area of 1) Recognize that None.

mobile device has left
area of influence

2) Go into ‘no action’
state

influence (leaving

area) GPS

e-Book, texting,
phone, 911, browser,

e-Book, texting,
phone, 911, browser,

Advantageously, the present invention enables predeter-
mined and flexible controls (e.g., restrictions) to be applied
to a user of a mobile device based on user-engaged activities
(e.g., functions) and/or locations of the user. For example,
the present invention allows parents to disable mobile device
functions deemed inappropriate by the parents while their
child is, e.g., driving an automobile and/or operating a
motored vehicle. In another example, the system of the
present invention enables trucking or shipping companies to
load a “driving safety profile” onto company-provided
mobile devices, or as a condition of employment, onto
employees’ personal mobile devices. This profile may
enforce the companies’ policies on restricting mobile device
user while driving.

In embodiments, the present invention can also allow law
enforcement personal to restrict use of a mobile device
during certain activities of a user, as a condition of proba-
tion, other violations, etc. For example, when a user has a
history of reckless behavior, e.g., when the user has a
violation of a car accident linked to dialing or texting while
driving, the resolution of the violation may include a secu-
rity profile disable mobile device use in a vehicle. The
present invention may further provide a limited-use device,
or one that is rented at, e.g., a conference, and works only
at the conference and/or conference-related areas, e.g.,
hotels. In this case, a security profile of the limited-use
device does not limit functionality but rather enables func-
tionality above what is defined in a default profile when the
device is used at the conference or other designated loca-
tions.

In accordance with further aspects of the invention, the
present invention allows a mobile device to function only
when a portable transmitter (e.g., the transmitter 115) and
the mobile device (e.g., the mobile device 12) are in a same
area. For example, the portable transmitter may be embed-
ded in an easily-carried fob-like accessory, such as a key fob
on a key ring, a clip on a belt, a necklace pendent, etc. In this
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Advantageously, the present invention may prevent stolen
mobile devices and their potentially secret content and files
from being accessed.

In other non-limiting, illustrative examples, the present
invention may include a mobile device containing a profile
that disables the mobile device’s camera when in “no photo
areas”, such as an art museum and/or a military base. The
present invention may also include a transmitter (e.g., the
transmitter 115) on an airplane that may indicate, to mobile
devices, states of the airplane (e.g., “taxi out”, “takeoff”, “in
flight”, “landing”, and “taxi in”). In this case, security
profiles on the mobile devices may, for example, disable
transmissions of the mobile devices if a user has the mobile
devices powered on during “taxi out”, “takeoff”, and/or
“landing”. These security profiles may further, for example,
enable transmissions of the mobile devices during “in flight”
and “taxi in”. In embodiments, security profiles may be
configured to be mutually exclusive. That is, a mobile device
may load two different security profiles at a same time and
only enable functionalities allowed in both profiles.

While executing the computer program code, the proces-
sor 20 can read and/or write data to/from memory 22A,
storage system 22B, and/or /O interface 24. The program
code executes the processes of the invention, for example,
functions of the security tool 105. The bus 26 provides a
communications link between each of the components in the
computing device 14.

The computing device 14 can comprise any general
purpose computing article of manufacture capable of execut-
ing computer program code installed thereon (e.g., a per-
sonal computer, server, etc.). However, it is understood that
the computing device 14 is only representative of various
possible equivalent-computing devices that may perform the
processes described herein. To this extent, in embodiments,
the functionality provided by the computing device 14 can
be implemented by a computing article of manufacture that
includes any combination of general and/or specific purpose
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hardware and/or computer program code. In each embodi-
ment, the program code and hardware can be created using
standard programming and engineering techniques, respec-
tively.

Similarly, the mobile device 12 is only illustrative of
various types of computer infrastructures for implementing
the invention. For example, in embodiments, the mobile
device 12 comprises two or more computing devices (e.g.,
a server cluster) that communicate over any type of com-
munications link, such as a network, a shared memory, or the
like, to perform the process described herein. Further, while
performing the processes described herein, one or more
computing devices on the mobile device 12 can communi-
cate with one or more other computing devices external to
the mobile device 12 using any type of communications link.
The communications link can comprise any combination of
wired and/or wireless links; any combination of one or more
types of networks (e.g., the Internet, a wide area network, a
local area network, a virtual private network, etc.); and/or
utilize any combination of transmission techniques and
protocols.

FIG. 2 shows an illustrative environment 200 for manag-
ing the processes in accordance with the invention. The
environment 200 includes a passenger vehicle 205 that, in
embodiments, may include any type of automobile, such as
a car, a truck, etc. In the passenger vehicle 205, there are two
mobile devices 210 and 215 (e.g., mobile phones), which
may be used by two persons 220 and 225, respectively. More
specifically, the mobile device 210 may be used by the
person 220 in an area of a passenger vehicle driver’s seat,
while the mobile device 215 may be used by the person 225
in an area of a passenger vehicle back seat. The passenger
vehicle 205 includes transmitters 230 and 235 creating short
range fields 240 and 245, respectively. In particular, the
transmitter 230 creates the short range field 240 in or around
the passenger vehicle driver’s seat, and the transmitter 235
creates the short range field 245 in or around the passenger
vehicle back seat. In embodiments, the transmitters 230, 235
may include radio-frequency identification (RFID) transmit-
ters, Bluetooth® transmitters, near field communication
(NFC) transmitters, and/or any other type of transmitters
that creates short range fields detectable by mobile devices.

In embodiments, a parent may want to restrict his or her
child’s mobile device use while in the passenger vehicle
205. To do so, the parent may access the mobile device’s
security manager (e.g., the security manager 120 in FIG. 1)
directly on the mobile device 210 or through a website,
acting as an account holder of the security manager with
proper permissions. In the security manager, the parent may
create and save a security profile (e.g., the security profile
110) called “While Driving a Car” and may indicate attri-
butes associated with locations or areas of influence that
activate the security profile, to include a driver seat of the
passenger vehicle 205 and a front passenger seat of the
passenger vehicle 205. The created security profile may
further include enable or disable functionalities of the
mobile device as shown in Table 2.

TABLE 2
Display incoming calls Enable
Allow answer of white (user-defined) list calls Enable
Allow answer of non-white list calls Disable
Initiate call to emergency list (911) Enable
Initiate call to white list Enable
Initiate call to non-white list Disable
Display incoming SMS messages Disable
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TABLE 2-continued

Disable
Disable

Send SMS messages
Data transmission

In accordance with further aspects of the invention, the
child’s mobile device 210 continues to fully function until
he or she enters the passenger vehicle 205 in the driver’s
seat, specifically, until the mobile device 210 enters the short
range field 240 created by the transmitter 230. When the
transmitter 230 detects that the mobile device 210 enters the
short range field 240, the transmitter 230 transmits to the
mobile device 210 a message indicating that the mobile
device 210 has entered a specific area of influence, namely,
the driver’s seat of the passenger vehicle 205. In embodi-
ments, the message may include attributes and/or states of
the area, such as a velocity of the passenger vehicle 205
and/or an indication whether an emergency situation (e.g., a
passenger vehicle accident) has been detected. Based on the
message, the mobile device 210 determines and loads the
security profile “While Driving a Car” from the security
manager, and enforces the security profile. In other words,
based on the loaded security profile “While Driving a Car”,
the mobile device 210 disables, for example, displaying of
incoming SMS messages and sending SMS messages, as
indicated above in Table 2. Advantageously, the mobile
device 210 enforces functionality restrictions on itself to
ensure the security of the person 220, while driving the
passenger vehicle 205.

In embodiments, the security profile “While Driving a
Car” is not applied to the mobile device 215, which may be
operated by the person 225 in or around the back seat of the
passenger vehicle 205. This is because the mobile device
215 is not within the short range field 240 created by the
transmitter 230, but is within the short range field 245
created by the transmitter 235. Further, the security profile
“While Driving a Car” may be removed from the mobile
device 210 if the person 220, e.g., unable to make a call to
a friend while driving, hands the mobile device 210 to the
person 225 in the back seat. In this case, the mobile device
210 enters the short range field 245, and the transmitter 235
detects this and transmits to the mobile device 210 a
message indicating that the mobile device 210 has entered a
new area of influence, specifically, the back seat. Since the
security profile “While Driving a Car” does not include the
area of the back seat, the mobile device 210 determines and
loads a default profile from the security manager that
restores functionalities of the mobile device to normal. If the
authorized users, e.g., the parent, so chooses, he or she may
add the area of the back seat to the created security profile
to restrict mobile phone use anywhere in the passenger
vehicle 205.

In accordance with further aspects of the invention, the
parent or user may create various security profiles for each
location or areas of influence in the passenger vehicle. For
example, the user may create various security profiles for
each of the mobile devices 210, 215 that may be operated by
different members of a family, e.g., the person 220 may be
another parent of the family and thus, a security profile of the
mobile device 210 may not restrict functionality. Further, the
user may create various security profiles, and each of these
profiles may include a high, medium, low, or default level of
security. The user may then choose locations of the passen-
ger vehicle 205 for which each of the different-level security
profiles is applied.
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FIGS. 3-6 show exemplary flows for performing aspects
of the present invention. The steps of FIGS. 3-6 may be
implemented in the environments of FIGS. 1-2, for example.

The flowcharts and block diagrams in the Figures illus-
trate the architecture, functionality, and operation of possible
implementations of systems, methods and computer pro-
gram products according to various embodiments of the
present invention. In this regard, each block in the flow-
charts or block diagrams may represent a module, segment,
or portion of code, which comprises one or more executable
instructions for implementing the specified logical function
(s). It should also be noted that, in some alternative imple-
mentations, the functions noted in the block may occur out
of the order noted in the Figures. For example, two blocks
shown in succession may, in fact, be executed substantially
concurrently, or the blocks may sometimes be executed in
the reverse order, depending upon the {functionality
involved. It will also be noted that each block of the block
diagrams and/or flowchart illustrations, and combinations of
blocks in the block diagrams and/or flowchart illustrations,
can be implemented by special purpose hardware-based
systems that perform the specified functions or acts, or
combinations of special purpose hardware and computer
instructions.

Furthermore, the invention can take the form of a com-
puter program product accessible from a computer-usable or
computer-readable medium providing program code for use
by or in connection with a computer or any instruction
execution system. The software and/or computer program
product can be implemented in the environments of FIGS.
1-2. For the purposes of this description, a computer-usable
or computer readable medium can be any apparatus that can
contain, store, communicate, propagate, or transport the
program for use by or in connection with the instruction
execution system, apparatus, or device. The medium can be
an electronic, magnetic, optical, electromagnetic, infrared,
or semiconductor system (or apparatus or device) or a
propagation medium. Examples of a computer-readable
storage medium include a semiconductor or solid state
memory, magnetic tape, a removable computer diskette, a
random access memory (RAM), a read-only memory
(ROM), a rigid magnetic disk and an optical disk. Current
examples of optical disks include compact disk-read only
memory (CD-ROM), compact disc-read/write (CD-R/W)
and DVD.

FIG. 3 depicts an exemplary flow for a process 300 in
accordance with aspects of the present invention. The pro-
cess 300 involves two players: the mobile device 12 (via the
security tool 105) and the security manager 120, in FIG. 1.
The process 300 is performed when the mobile device 12 is
starting up, to setup the mobile device 12 with an initial
security profile, which includes functions (e.g., receiving
and sending short message service (SMS) messages) of the
mobile device 12 and whether they are enabled or disabled.
In embodiments, the security manager 120 may be located
wholly or partly in a carrier network and synced to the
mobile device 12, and/or may reside locally on the mobile
device 12, e.g., via an application download. At step 305, the
process starts, and the mobile device 12 initiates startup of
the mobile device 12. In embodiments, the startup may be
initiated when an on button of the mobile device 12 is
pressed.

At step 310, the mobile device 12 sends to the security
manager 120 a request for the initial security profile, e.g., the
security profile 110 in FIG. 1. In embodiments, the initial
security profile may indicate to the mobile device 12 that all
of'its functions are enabled, and may be configured by a user
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of the mobile device 12 and/or a third party, via an Internet
web browser and/or directly on the mobile device 12 itself.
In addition, the sending of the request may include estab-
lishing a secure channel between the mobile device 12 and
the security manager 120. Moreover, the sending of the
request may be performed at a certain time of day.

At step 315, the security manager 120 builds or deter-
mines the requested initial security profile of the mobile
device 12, from a repository of security profiles in the
security manager 120. In embodiments, the building of the
initial security profile may include establishing a session for
the mobile device 12. At step 320, the security manager 120
sends to the mobile device 12 the built initial security
profile. At step 325, the mobile device 12 applies the initial
security profile by enabling or disabling the functions of the
mobile device 12, as indicated in the initial security profile.
At step 325, the process ends.

FIG. 4 depicts an exemplary flow for a process 400 in
accordance with aspects of the present invention. The pro-
cess 400 involves three players: the transmitter 115, the
mobile device 12 (via the security tool 105), and the security
manager 120, in FIG. 1. The process 400 is performed when
the mobile device 12 enters a short field range created by the
transmitter 115. At step 405, the process starts, and the
transmitter 115 sends to the mobile device 12 a message
associated with an area of influence of the short field range
entered upon by the mobile device 12. In embodiments, the
message associated with the area may include information or
attributes associated with the area, such as a description of
the area (e.g., a passenger vehicle driver’s seat) and/or a
state of the area (e.g., a velocity of the passenger vehicle).
In addition, the sending of the message may include estab-
lishing a secure channel between the transmitter 115 and the
mobile device 12.

At step 410, the mobile device 12 forwards to the security
manager 120 the message associated with the area. At step
415, the security manager 120 determines and loads a
security profile associated with the area based on the mes-
sage and its attributes. In embodiments, the determining of
the security profile may include determining or looking up
the security profile with attributes associated with a certain
area that match the attributes associated with the area. For
example, if the attributes associated with the area indicate
that the mobile device 12 has entered a passenger vehicle
driver’s seat, then the security manager 120 may locate and
apply a security profile with attributes associated with the
passenger vehicle driver’s seat that disables, for example,
receiving and sending SMS messages. If the message from
the transmitter 115 is not transmitted to the security manager
120, then the security manager 120 applies a default profile
(e.g., the initial security profile) to the mobile device 12.

At step 420, the security manager 120 updates and sends
to the mobile device 12 a current security profile based on
the determined security profile associated with the area. In
embodiments, the updating of the current security profile
may include applying or setting the determined security
profile associated with the area to the mobile device 12
and/or updating the current security profile of the mobile
device 12 with at least one attribute of the determined
security profile. At step 425, the mobile device 12 applies the
current security profile by enabling or disabling the func-
tions of the mobile device 12, as indicated in the determined
security profile. At step 425, the process ends. Advanta-
geously, when the mobile device 12 enters a short field range
or area of influence, the present invention provides a change
to a security profile of the mobile device 12 without user
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intervention after the security profile associated with the
area is in place and a message from a transmitter is received.

FIG. 5 depicts an exemplary flow for a process 500 in
accordance with aspects of the present invention. The pro-
cess 500 involves three players: the mobile device 12 (via
the security tool 105) and the security manager 120, in FIG.
1. The process 500 also involves a transmitter 505. The
process 500 is performed when the mobile device 12 exits a
short field range created by the transmitter 115. At step 510,
the process starts, and the transmitter 505 sends to the
mobile device 12 a message associated with a new area of
influence of a short field range entered upon by the mobile
device 12 and created by the transmitter 505. In embodi-
ments, the message associated with one of the arecas may
include information or attributes associated with the new
area, such as a description of the new area (e.g., a passenger
vehicle back seat) and/or a state of the new area (e.g., a
velocity of the passenger vehicle). In addition, the sending
of the message may include establishing a secure channel
between the transmitter 505 and the mobile device 12.

At step 515, based on the message associated the new
area, the mobile device 12 determines that a signal between
the transmitter 115 and the mobile device 12 is lost. At step
520, the mobile device 12 sends to the security manager 120
an exit message indicating that the mobile device 12 has
exited the previous area or short field range created by the
transmitter 115. At step 525, the security manager 120
determines and loads a security profile associated with the
previous area of the transmitter 115 based on the message
and its attributes. In embodiments, the determining of the
security profile may include determining or looking up the
security profile with attributes associated with a certain area
that match the attributes associated with the previous area of
the transmitter 115. For example, if the attributes associated
with the area indicate that the mobile device 12 has exited
a passenger vehicle driver’s seat, then the security manager
120 may locate a security profile with attributes associated
with the passenger vehicle driver’s seat.

At step 530, the security manager 120 updates and sends
to the mobile device 12 the current security profile. In
embodiments, the updating of the current security profile
includes removing the determined security profile associated
with the area of the transmitter 115 from the current security
profile of the mobile device 12. For example, the security
manager 120 may remove the located security profile for the
passenger vehicle driver’s seat from the current security
profile. At step 535, the mobile device 12 applies the current
security profile by enabling or disabling the functions of the
mobile device 12, as indicated in the current security profile.
At step 535, the process ends.

FIG. 6 depicts an exemplary flow for a process 600 in
accordance with aspects of the present invention. The pro-
cess 600 involves two players: the mobile device 12 (via the
security tool 105) and the security manager 120, in FIG. 1.
The process 600 is performed when the mobile device 12 is
shutting down, to clear the mobile device 12 of its security
profile, which includes functions (e.g., receiving and send-
ing short message service (SMS) messages) of the mobile
device 12 and whether they are enabled or disabled. At step
605, the process starts, and the mobile device 12 initiates
shutdown of the mobile device 12. In embodiments, the
shutdown may be initiated when an off button of the mobile
device 12 is pressed.

At step 610, the mobile device 12 sends to the security
manager 120 a shutdown message indicating that the mobile
device 12 is in the process of shutting down. At step 615, the
security manager 120 clears a configuration of the mobile
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device 12 that includes a security profile of the mobile
device 12. In embodiments, the clearing of the configuration
may include clearing or resetting the security profile of the
mobile device 12, and/or clearing or resetting all configu-
ration settings of the mobile device 12 to default states based
on needs of the mobile device 12 when it powers on again.
For example, the security profile of the mobile device 12
may be reset to a default profile in which all of functions of
the mobile device 12 are enabled. At step 620, the mobile
device 12 continues its shutdown process, and the process
ends.
In embodiments, a service provider, such as a Solution
Integrator, could offer to perform the processes described
herein. In this case, the service provider can create, main-
tain, deploy, support, etc., the computer infrastructure that
performs the process steps of the invention for one or more
customers. These customers may be, for example, any
business that uses technology. In return, the service provider
can receive payment from the customer(s) under a subscrip-
tion and/or fee agreement and/or the service provider can
receive payment from the sale of advertising content to one
or more third parties.
The terminology used herein is for the purpose of describ-
ing particular embodiments only and is not intended to be
limiting of the invention. As used herein, the singular forms
“a”, “an” and “the” are intended to include the plural forms
as well, unless the context clearly indicates otherwise. It will
be further understood that the terms “comprises” and/or
“comprising,” when used in this specification, specify the
presence of stated features, integers, steps, operations, ele-
ments, and/or components, but do not preclude the presence
or addition of one or more other features, integers, steps,
operations, elements, components, and/or groups thereof.
The corresponding structures, materials, acts, and equiva-
lents of all means or step plus function elements in the
claims, if applicable, are intended to include any structure,
material, or act for performing the function in combination
with other claimed elements as specifically claimed. The
description of the present invention has been presented for
purposes of illustration and description, but is not intended
to be exhaustive or limited to the invention in the form
disclosed. Many modifications and variations will be appar-
ent to those of ordinary skill in the art without departing
from the scope and spirit of the invention. The embodiment
was chosen and described in order to best explain the
principals of the invention and the practical application, and
to enable others of ordinary skill in the art to understand the
invention for various embodiments with various modifica-
tions as are suited to the particular use contemplated.
Accordingly, while the invention has been described in
terms of embodiments, those of skill in the art will recognize
that the invention can be practiced with modifications and in
the spirit and scope of the appended claims.
What is claimed is:
1. A method, comprising:
receiving, by a user’s mobile device, a message from a
transmitter indicating that the user’s mobile device is in
a certain location within one of a plurality of short
range fields, wherein the message includes both loca-
tion attribute information and a state of events currently
occurring at the certain location, and the location
attribute information describes attributes associated
with the one of the plurality of short range fields;

forwarding the message, by the user’s mobile device,
including both the location attribute information and
the state of events, to a remote security manager located
on a mobile device carrier network;
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loading, by the user’s mobile device, a third party-
configured security profile from a plurality of saved
security profiles associated with the user’s mobile
device, wherein the saved security profiles each include
a high, medium and low default level of security, and
the third party-configured security profile is selected
and sent by the remote security manager based on the
location attribute information and the state of events,
the third party-configured security profile including one
or more functionalities for disabling one or more func-
tions of the user’s mobile device;

disabling, by the user’s mobile device, the one or more

functions of the user’s mobile device based on the third
party-configured security profile;

sending, by the user’s mobile device, a shutdown message

to the remote security manager indicating that the
user’s mobile device is in the process of shutting down;
and

resetting, by the user’s mobile device, all configuration

settings of the user’s mobile device, including the third
party-configured security profile, to a default profile
enabling all functions of the user’s mobile device based
on the shutdown message,

wherein the state of events currently occurring includes a

velocity of a vehicle and an indication of whether an
emergency has been currently detected at the certain
location.

2. The method of claim 1, wherein the third party-
configured security profile comprises:

at least one event associated with the certain location;

the one or more functionalities of the user’s mobile

device; and

an indication whether each of the one or more functions

is to be disabled or enabled when the user’s mobile
device is in the certain location associated with the
location attribute information and the event is occur-
ring.

3. The method of claim 1, wherein the certain location is
an area of the one of the plurality of short range fields of the
transmitter comprising at least one of:

a radio-frequency identification (RFID) transmitter; and

a near field communication (NFC) transmitter.

4. The method of claim 3, wherein the transmitter is
configured to create the one of the plurality of short range
fields detectable by the user’s mobile device.

5. The method of claim 1, further comprising accessing
the security manager to determine the third party-configured
security profile, the security manager comprising one or
more third party-configured security profiles of the user’s
mobile device.

6. The method of claim 5, wherein the one or more third
party-configured security profiles are at least one of:

password-protected; and

managed by a third party via the security manager.

7. The method of claim 5, wherein the third party-
configured security profile is updated on the user’s mobile
device during start up of the user’s mobile device, and upon
entering or exiting any of the plurality of short range fields.

8. The method of claim 5, wherein the third party-
configured security profile is saved on the user’s mobile
device and remains active until the selected third party-
configured security profile is received and replaces the third
party-configured security profile.

9. The method of claim 1, wherein:

the third party-configured security profile comprises at

least one event associated with the location attribute
information; and
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the selecting of the third party-configured security profile
comprises matching the at least one event of the third
party-configured security profile to the state of events
currently occurring from the message.
10. The method of claim 1, further comprising:
sending a request for an initial third party-configured
security profile of the mobile device at a startup of the
mobile device.

11. The method of claim 1, wherein the selecting of the
third party-configured security profile comprises determin-
ing one or more third party-configured security profile
comprising at least one event associated with at least one of
the location attribute information and a previous location
attribute information.

12. The method of claim 1, wherein a service provider at
least one of creates, maintains, deploys, and supports a
computer infrastructure configured to the steps of claim 1.

13. The method of claim 1, wherein the steps of claim 1
are provided by a service provider on a subscription, adver-
tising, and/or fee basis.

14. The method of claim 1, wherein:

the selecting the third party-configured security profile

comprises determining the third party-configured secu-
rity profile with events that match the state of events
currently occurring at the certain location; and

the state of events include at least one user-engaged

activity currently occurring at the certain location.

15. The method of claim 14, wherein:

the selecting the third party-configured security profile is

performed on the security manager; and

the events of the third party-configured security profile are

defined by a third party.

16. The method of claim 1, wherein the emergency being
currently detected at the current location comprises a vehicle
accident being currently detected at the current location.

17. The method of claim 16, wherein the vehicle accident
being currently detected at the current location comprises
detecting that a vehicle air bag has been deployed at the
current location.

18. A method of deploying a system for preventing or
limiting use of a mobile device, comprising:

providing a computer infrastructure configured to:

create a plurality of short range fields detectable by the
mobile device in an area of at least one of the
plurality of short range fields;

detect that the mobile device is in the area; and

send a message to the mobile device indicating that the
mobile device is in the area, attribute information
about the area, and a state of events that are currently
occurring within the area, to trigger a user-config-
ured security profile of the mobile device selected
based on the area, the attribute information and the
state of events, wherein the attribute information
describes attributes associated with the one of the
plurality of short range fields, and the selected user-
configured security profile is used to at least one of
disable and enable one or more functions of the
mobile device, wherein the user-configured security
policy is located on the mobile device; and

providing a security manager configured to:

receive the message, including both the attribute infor-
mation and the state of events from the mobile
device;

determine a new user-configured security profile to be
sent to the mobile device based on the attribute
information and the state of events;
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send the new user-configured security profile to the
mobile device;
send a shutdown message to the remote security man-
ager indicating that the mobile device is in the
process of shutting down; and
reset all configuration settings of the mobile device,
including the received user-configured security
policy, to a default profile enabling all functions of
the mobile device based on the shutdown message,
wherein the security manager is on a mobile device
carrier network,
wherein the state of events currently occurring includes a
velocity of a vehicle and an indication of whether an
emergency has been currently detected at the certain
location.
19. The method of claim 18, wherein the computer
infrastructure comprises at least one of:
a radio-frequency identification (RFID) transmitter; and
a near field communication (NFC) transmitter.
20. A computer system for preventing or limiting use of
a mobile device, comprising:
a CPU, a computer readable memory and a computer
readable storage media;
program instructions to receive a message from a trans-
mitter indicating that the mobile device is in an area of
one of a plurality of fields created by one of a plurality
of transmitters, the message including both location
attribute information associated with the area and a
state of events currently occurring in the area, and the
location attribute information describes attributes asso-
ciated with the one of the plurality of fields;
program instructions to forward the message, including
both the location attribute information and the state of
events to a security manager located on a network;
program instructions to access the security manager to
obtain, by the mobile device, a user-configured security
profile determined by the security manager based on
the location attribute information and the state of
events, the security manager comprising one or more
user-configured security profiles of the mobile device;
program instructions to change a present user-configured
security profile on the mobile device to the obtained
user-configured security profiles; and
program instructions to at least one of disable and enable
one or more functions of the computer system based on
the determined user-configured security profile set for
the attributes associated with the one of the plurality of
fields,
wherein:
the obtained user-configured security profile comprises
at least one event associated with the area;
the determining of the user-configured security profile
by the security manager comprises matching the at
least one event of the user-configured security profile
to the state of events currently occurring from the
message;
the obtained user-configured security profile includes
one or more functionalities for the at least one of
disabling and enabling the one or more functions of
the mobile device;
the present user-configured security profile is updated
on the mobile device during start up of the mobile
device and upon entering or exiting any of the
plurality of fields;
the present user-configured security profile is saved on
the mobile device and remains active until the
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obtained user-configured security profile is received
and replaces the present user-configured security
profile; and
the program instructions are stored on the computer
readable storage media for execution by the CPU via
the computer readable memory, and
program instructions to send a shutdown message to the
security manager indicating that the mobile device is in
the process of shutting down; and
program instructions to reset all configuration setting of
the user’s mobile device, including the present user-
configured security profile, to a default profile enabling
all functions of the user’s mobile device based on the
shutdown message;
wherein the state of events currently occurring includes a
velocity of a vehicle and an indication of whether an
emergency has been currently detected at the certain
location.
21. The computer system of claim 20, wherein the
obtained user-configured security profile further comprises:
one or more functions of the mobile device; and
an indication whether each of the functionalities is to be
disabled or enabled when at least one of the mobile
device is in the area and the at least one event of the
user-configured security profile matches the state of
events currently occurring from the message.
22. A system implemented in hardware, comprising:
a computer infrastructure configured to:
receive a first message from a first transmitter indicating
that the computer infrastructure is in a first area within
a field created by the first transmitter, wherein the
message includes location attribute information regard-
ing the first area;
forward the first message, including the location attribute
information, to a remote security manager located on a
mobile device carrier network;
load a first user-configured security profile selected and
sent by the remote security manager based on the
location attribute information in the first message, the
first user-configured security profile including one or
more functionalities for at least one of disabling and
enabling one or more functions of the computer infra-
structure;
receive a message from a second transmitter indicating
that the computer infrastructure is in a second area
within a field created by the second transmitter,
wherein the message includes location attribute infor-
mation regarding the second area;
forward the second message, including the location attri-
bute information, to the remote security manager
located on the mobile device carrier network;
load a second user-configured security profile selected
and sent by the remote security manager based on the
location attribute information in the second message,
the second user-configured security profile including
one or more functionalities for the at least one of
disabling and enabling the one or more functions of the
computer infrastructure;
at least one of disable and enable one or more functions
of the computer infrastructure based on only function-
ality allowed in both the first user-configured security
profile and the second user-configured security profile;
send a shutdown message to the remote security manager
indicating that the computer infrastructure is in the
process of shutting down; and
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reset all configuration settings of the computer infrastruc-
ture to a default profile enabling all functions of the
computer infrastructure based on the shutdown mes-
sage.

23. The system of claim 22, wherein the first user-
configured security profile comprises:

at least one event associated with the first area;

one or more functionalities of the computer infrastructure;

and

an indication whether each of the functions is to be

disabled or enabled when the computer infrastructure is
in the first area and the at least one event of the first
user-configured security profile matches the status of
the one or more events currently occurring from the
message.

24. The system of claim 22, wherein the computer infra-
structure is further configured to access the security manager
to determine the first user-configured security profile and the
second user-configured security profile.

25. The system of claim 22, wherein:

the first user-configured security profile comprises at least

one event associated with the first area; and

the selecting of the first user-configured security profile

comprises matching the at least one event of the first
user-configured security profile to the status of the one
or more events currently occurring from the first mes-
sage.

26. A computer program product comprising a computer
usable storage memory or device having readable program
code embodied in the storage memory or device, the com-
puter program product includes at least one component
configured to:

request an initial user-configured security policy of a

mobile device at a startup of the mobile device from a
remote security manager on a mobile device carrier
network;

receive from the remote security manager the initial

user-configured security policy;

store the initial user-configured security policy as a cur-

rent user-configured security policy on the mobile
device;

receive a message indicating that the mobile device is in

a certain location within one of a plurality of short
range fields, wherein the message is received from one
of a plurality of transmitters positioned at the certain
location and the message includes both location attri-
bute information and a state of events currently occur-
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ring at the certain location, and the location attribute
information describes attributes associated with the one
of the plurality of short range fields;

forward the message, including both the location attribute
information and the state of events to the remote
security manager;

receive, by the mobile device, a user-configured security
policy selected from a plurality of saved security pro-
files each include a high, medium and low default level
of security, and sent by the remote security manager
based on the location attribute information and the state
of events;

update the current user-configured security policy on the
mobile device based on the received user-configured
security policy;

at least one of disable and enable one or more functions
of the mobile device based on only enable functional-
ities allowed in both the current user-configured secu-
rity policy and the received user-configured security
policy for the attributes associated with the one of the
plurality of short range fields,

send a shutdown message to the remote security manager
indicating that the mobile device is in the process of
shutting down; and

reset all configuration settings of the mobile device,
including the received user-configured security policy,
to a default profile enabling all functions of the mobile
device based on the shutdown message,

wherein:

the received user-configured security policy includes one
or more functionalities for the at least one of disabling
and enabling the one or more function of the mobile
device; and

wherein the state of events currently occurring includes a
velocity of a vehicle and an indication of whether an
emergency has been currently detected at the certain
location.

27. The computer program product of claim 26, wherein

the user-configured security policy comprises:

at least one event associated with the certain location;

the one or more functionalities of the mobile device; and

an indication whether each of the one or more functions
is to be disabled or enabled when the mobile device is
in the certain location associated with the location
attribute information and the event is occurring.
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