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A trusted guard module stores one or more identifiers , each 
identifier uniquely identifying a respective electronic com 
ponent of one or more electronic components in a circuit , 
wherein each electronic component is previously pro 
grammed with its respective identifier . In one embodiment , 
the one or more electronic components are in communica 
tion with the guard module via a test data channel . A query 
is sent from the guard module to one of the components via 
the test data channel , requesting that the queried component 
provide its respective identifier to the guard module . The 
guard module then receives a response from the queried 
component via the test data channel . The guard module 
compares the response to the stored identifier for the queried 
component . If the response fails to correspond to the stored 
identifier for the queried component , the guard module 
asserts an alarm condition . 
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DETECTION OF HARDWARE TAMPERING 
TECHNICAL FIELD 

internal integrity check . Alternatively or in addition , imple 
mentation of the trusted guard module may include hard 
ware measures and other physical precautions to protect the 
integrity of the trusted guard module and its logic . 

The present disclosure relates to tamper detection in 5 
electronic devices . Example Embodiments 

BACKGROUND The apparatus and methods discussed herein detect unau 
thorized replacement of an electronic component in a circuit . 

The electronics industry has long been vexed by the 10 Detection of unauthorized replacement of a component is 
problem of unauthorized modification of electronic products performed by using a test data channel in the circuit . The test 
or devices . Unscrupulous parties often take legitimate elec data channel electrically connects some or all of the com 
tronic products and replace components to illegally upgrade ponents in a circuit board for example . This connection of 
or otherwise modify those products . the components is sometimes called a boundary scan chain . Currently there is no good way to assure a customer that 15 An example of a test data channel is that described in the the components in an electronic product are those that were IEEE 1149 . 1 Standard Test Access Port and Boundary - Scan shipped with the product , and that the components in the Architecture that originated in 1990 with the work of the device have not been swapped out with components that Joint Test Action Group ( JTAG ) . This architecture is some contain compromised logic . 20 times known as the JTAG architecture , named after the 

BRIEF DESCRIPTION OF THE DRAWINGS working group . A JTAG interface is a standards - based 
hardware interface that normally supports the use of the test 

FIG . 1 is a block diagram of a circuit that incorporates the data channel for legitimate development and manufacturing 
functionality described herein , according to an example activities . A JTAG interface allows low level test port access 
embodiment . 25 to various components on circuit boards . The JTAG inter 

FIG . 2 is a flow chart illustrating the processing of the faces are widely used to support low level debugging , 
system described herein , according to an example embodi - firmware programming , boundary scans , etc . As a result of 
ment . this wide use , there is an entire ecosystem that exists to 

FIG . 3 is a flow chart illustrating the processing of the create software and hardware interfaces to the JTAG inter 
system described herein , according to an example embodi - 30 faces . 
ment . On many circuit boards today , there can be multiple 

FIG . 4 is a block diagram illustrating a challenge and components that have JTAG interfaces ( e . g . , FPGAs and a 
response protocol , according to an example embodiment . CPU on the same board ) . These interfaces are chained 

FIG . 5 is a flow chart illustrating the processing at a together from a wiring perspective and presented on the 
queried module , according to an example embodiment . 35 board through a single header for connectivity to a tooling 

FIG . 6 is a block diagram illustrating the reporting of ecosystem , for example . The boundary scan chain provides 
comparison results to an analysis module , according to an low - level access to components . Once attached to this 
example embodiment . header , a user is able to perform a wide range of actions , 

FIG . 7 is a block diagram illustrating a software or even while the system is running . Specifically , the user can 
firmware embodiment of a guard module , according to an 40 read memory out of a running circuit board ( regardless of 
example embodiment . software or CPU - based access controls ) for purposes of 

debugging , for example , or can reprogram flash ( even if the 
DESCRIPTION OF EXAMPLE EMBODIMENTS software on the circuit board has access controls that prevent 

others from doing so ) , for example . It is also possible to test 
Overview 45 for certain faults . Such faults may include shorts , opens , and 

logic errors for example . This testing may be performed 
In an embodiment , a trusted guard module stores one or after manufacturing , or , in some cases , while the board is in 

more identifiers , each identifier each uniquely identify a operation . 
respective electronic component of one or more electronic In an embodiment , a guard module is incorporated on the 
components in a circuit , wherein each electronic component 50 circuit board and connected to the test data channel . Using 
is previously programmed with its respective identifier . The the guard module ' s access to the test data channel , the guard 
one or more electronic components are in communication module can interact with components in the chain . This 
with the trusted guard module via a test data channel . A interaction will involve fingerprinting a target component by 
query is sent from the trusted guard module to a first looking at identifying information in the component . One 
electronic component of the one or more electronic compo - 55 example of such information is the Electronic Chip Identifier 
nents one of the electronic components , the query requesting ( ECID ) . The ECID is described in IEEE 1149 . 1 - 2013 and 
that the first electronic component provide its respective represents component ( i . e . , chip ) identification . The ECID is 
identifier to the trusted guard module . The guard module programmed into the component by the chip manufacturer . 
then receives a response from the first electronic component . This , in conjunction with supplemental identification infor 
The trusted guard module compares the response to a stored 60 mation such as an IDCODE ( i . e . , ID code and revision 
identifier for the first electronic component . If the response information for the chip itself ) , results in an aggregate 
fails to correspond to the stored identifier for the first identifier comparable to a vehicle identification number 
electronic component , the trusted guard module asserts an ( VIN ) of an automobile . Such an identifier maps uniquely to 
alarm condition . In one embodiment , the logic of the trusted each component connected to the test data channel . Option 
guard module may be trusted . Generally , the trust in the 65 ally , another area of the target component or chip may also 
guard module logic may be derived through a process store provisioned unique identifiers , apart from the ECID 
internal to the logic , such as a signature process or other and / or IDCODE . 
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The identifiers can be accessed by the guard module turing process for the component . At 220 , the identifiers for 
during the manufacturing process , in an embodiment . The components in the circuit are stored in the guard module . In 
identifiers can then be stored in protected storage in the an embodiment , this may be performed during manufactur 
guard module . These values may be signed by a key to ing of the circuit . The identifiers may be stored in a secure 
assure that the values themselves have not been subjected to 5 storage location in the guard module , and may be signed to 
tampering . assure their integrity . 
Upon product boot in a customer ' s environment , the At 230 , a determination is made as to whether all the 

guard module will query the components and compare components have been queried . If not , then at 240 , a first 
received values with the previously stored values . Success electronic component is queried by the guard module . Here , 
or failure of the comparison may result in assertion of an 10 the guard module asks the first electronic component to 
alarm condition . This may result in alerts sent to the user or provide its identifier . When the identifier is received , it is 
administrator , or the guard module changing the behavior of compared to the corresponding value stored in the guard 
the circuit ( e . g . , not allowing it to boot , or powering down module and a determination is made at 250 as to whether 
the circuit ) . In an embodiment , the values received as a there is a match . If not , the first electronic component may 
result of the query may be made available outside of the 15 be a replacement component , and an alarm condition is 
device for analysis . asserted at 260 . The alarm condition may include , but is not 

Given the role of the guard module , the logic executed in limited to including , halting operation of the circuit , output 
the guard module may need to be certified as to its integrity ting a warning to a user or operator , and / or raising an 
in order to be trusted . To do this , a trust anchor may be relied exception . As will be described below , the alarm condition 
upon to provided trust in the functionality of the guard 20 may also result in reporting information regarding the alarm 
module . As will be described below , the trust anchor may be to a centralized location in a network with which the circuit 
a common source of trust with other components and is in communication . Otherwise , the process continues at 
processes , such as a secure boot of a central processing unit 230 . If all the components have been queried ( as determined 
( CPU ) on the circuit board . Trust in the guard module may at 230 ) , the process may end at 270 . If there are one or more 
then be derived from this secure boot process . 25 electronic components that still need to be queried , then the 

FIG . 1 illustrates a circuit board in which unauthorized next component is queried at 240 . 
replacement of components can be detected , according to an In an embodiment , operations 230 - 270 may take place 
embodiment . A circuit board 100 may have a number of during a start up process for the circuit . These operations 
components mounted thereon . These components may may be repeated periodically or aperiodically during opera 
include integrated circuits ( ICS ) , shown here as IC 0 , . . . IC 30 tion of the circuit in other embodiments . 
n . The ICs on the circuit board 100 are connected ( i . e . , FIG . 3 illustrates processing according to an alternative 
electrically chained ) together . A physical manufacturing embodiment . Here , the interaction between the guard mod 
header 110 is also connected to the chain . The header 110 is ule 150 and each electronic component includes a query for 
an interface that allows programming and / or testing of the an identifier , and also includes a challenge and response . At 
components on the circuit board 100 and of the board as a 35 310 , each electronic component to be mounted in a circuit is 
whole , during and / or after manufacture . Using the header programmed with a unique identifier and a secret value . In 
110 , test equipment ( not shown ) may be connected to the an embodiment , the secret value may be unique per com 
circuit board 100 via a bus 120 . The electrical path 140 that ponent and may be randomly generated . As discussed above , 
connects the ICs and the header 110 represents the test data each identifier may include an ECID , other ID code , and / or 
channel . In the illustrated embodiment , the header 110 is 40 revision information . In an embodiment , the programming 
connected to the ICs through a bus 120 and a multiplexer of an identifier and secret value into an electronic compo 
130 . The signals provided to the ICs during testing may nent is done during the manufacturing process for the 
include a test _ data _ in ( TDI ) signal . An output signal is component . At 320 , the identifiers and secret values for 
shown as test _ data _ out ( TDO ) . Other signals provided to the components in the circuit are stored in the guard module . In 
ICs may include test _ clock ( TCK ) , test _ mode _ select ( TMS ) 45 an embodiment , this may be performed during manufactur 
and test _ reset ( TRST ) . ing of the circuit . The identifiers and secret values may be 

A guard module 150 is also shown connected to the test stored in a secure storage location in the guard module , and 
data channel 140 . In the illustrated embodiment , the guard may be signed to assure their integrity . 
module 150 is implemented as a field programmable gate At 330 , a determination is made as to whether all the 
array ( FPGA ) . The logic programmed into the guard module 50 electronic components have been queried . If not , then at 340 , 
150 may be trusted , with its trust derived from a trust anchor . a first electronic component is queried by the guard module . 
In an embodiment , the guard module 150 may be pro - Here , the guard module asks the component to provide its 
grammed using a configuration flash device 155 . In an identifier . In addition , a challenge is issued by the guard 
alternative embodiment ( not shown ) , the guard module 150 module to the first electronic component . When the identifier 
may be implemented as a programmable processor or con - 55 is received , it is compared to the corresponding value stored 
troller that executes software to perform the processing in the guard module . A response to the challenge is also 
described herein . In such an embodiment , the code executed received at the guard module and compared to the secret 
by the guard module 150 may be trusted . The operation of value corresponding to the first electronic component . A 
the guard module 150 and the granting of its trusted status determination is made at 350 as to whether there is a match 
will be discussed below . 60 for the stored identifier and whether the received secret 

FIG . 2 illustrates processing related to the guard module value is valid . If either fails , the first electronic component 
150 , according to an embodiment . At 210 , each component may be a replacement component , and an alarm condition is 
to be mounted in a circuit ( e . g . , on a circuit board ) is asserted at 360 . The alarm condition may include halting 
programmed with a unique identifier . As discussed above , operation of the circuit , outputting a warning to a user or 
each identifier may include an ECID , other ID code , and / or 65 operator , and / or raising an exception . As will be described 
revision information . In an embodiment the programming of below , the alarm condition may also result in reporting 
an identifier into a component is done during the manufac information regarding the alarm to a centralized location in 
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a network to which the circuit is in communication . Other In an embodiment consistent with these goals , assertion of 
wise , the process continues at 330 . If all the electronic an alarm condition may include reporting of the alarm to a 
components have been queried , the process may end at 370 . central location . Such reporting may include the identifier of 
If there are electronic components that still need to be the component in question and the identity of the circuit 
queried , then the next electronic component is queried and 5 ( e . g . , circuit board ) on which the component in question is 
challenged at 340 . located , or should have been located . The identity of the 

In an embodiment , the secret value may change over time , circuit may include a model or series number for example , 
in order to make it difficult for an unauthorized party to or more specific information that identifies the particular 
spoof . In such an embodiment , the process by which this circuit . The reported information can then be analyzed , 
value changes will be the same at both the component and od 10 along with any other reports from other circuits . This data in 

aggregate , along with other supporting data , may reveal at the guard module . This process may be deterministic and trends . Such trends may include , for example , a specific pseudorandom , and may be cryptographically based . model or type of circuit that is being targeted more than In an embodiment , operations 330 - 370 may take place others , a specific component that is being targeted , or a 
during a start up process for the circuit . These operations 15 specific operational location , distribution channel . or manu 
may be repeated periodically or aperiodically during opera facturing facility where circuits tend to be targeted , etc . The 
tion of the circuit in other embodiments . determination of such trends and correlations would allow 

FIG . 4 illustrates the interaction between a guard module the development of focused countermeasures to the sus 
150 and a component shown as IC n ( reference 430 ) . A query pected tampering . 
410 is issued by the guard module 150 to the IC 430 , after 20 A system for such reporting and analysis is illustrated in 
which the IC 430 provides an identifier 415 to the guard FIG . 6 , according to an embodiment . A number of circuits 
module 150 . A challenge 420 is also sent to the IC 430 ; a are shown , 610 - 1 , 610 - 2 , . . . 610 - m . Each may generally be 
response to challenge 420 is then sent by the IC 430 to the configured in the manner shown in FIG . 1 , each having a 
guard module 150 . If either the identifier 415 or the response respective guard module in communication with compo 
425 fail to match the expected respective values at guard 25 nents in the circuit via test data channel . These circuits may 
module 150 , or if either the identifier 415 or the response or may not be of the same model or functionality . If an alarm 
425 is not received , then an alarm condition is asserted by condition is generated in any of the circuits 610 - 1 , 
guard module 150 . 610 - 2 , . . . 610 - m ( in the manner illustrated in FIG . 2 or 3 , 

Processing at a component of a circuit is illustrated in for example ) , the alarm condition is reported to a central 
FIG . 5 . At 510 , the component receives a query from the 30 location , such as a database 650 . In the illustrated embodi 
guard module . At 515 , the component sends its identifier to ment , the database 650 is located remotely from the circuits 
the guard module . At 515 , the component receives a chal - 610 - 1 , 610 - 2 , . . . 610 - m and receives the report via a 
lenge from the guard module . At 520 , the component network 640 . In this sense , the report is sent to a location 
constructs a response . As discussed above , the response may ( i . e . , database 650 ) “ in the cloud . ” 
not be a static value ; in this situation , the component may 35 The database 650 may already store data related to 
have to execute a process at 520 in order to construct the circuits 610 - 1 , 610 - 2 , . . . 610 - m and / or to other circuits . This 
appropriate response . At 525 , the response is sent to the previously stored data may include information that allows 
guard module . and supports the analysis of the reported information . Such 

In another embodiment , the guard module 150 counts the data may include the manufacturing locations of various 
clock cycles needed for the different devices on the test data 40 types and lots of circuits , configuration control information 
channel to respond to its query . An adversary could , for for circuits , supply chains through which the circuits may 
example , build and insert a chip , module , or other circuitry have passed , and the facilities in which the circuits are 
in an attempt to spoof the guard module 150 . Such inserted deployed , for example . This data , along with the reported 
circuitry would be configured to answer the guard module information , can be used to identify trends and correlations 
150 with the expected response ( s ) . In this embodiment , 45 in suspected tampering activity . Tampering may be targeted 
however , such circuitry would not only have to emulate the at specific types or models of circuits , for example , or at 
component responses , but would then also have to match the specific types of components . Tampering may be targeted at 
timing of the emulated components . Failure to provide a circuits that have been manufactured at a particular facility , 
response in the expected number of clock cycles would or that passed through a particular warehouse , for example . 
suggest tampering , and would trigger an alarm condition at 50 Such patterns may be revealed through the analysis of the 
the guard module . reported information resulting from the alarm conditions in 

In some cases , global visibility to large numbers of the circuits , where the analysis is supported by the data 
products can yield a unique perspective on adversarial already stored in database 650 . Such trends may be identi 
activity . There can be benefit to externalizing the results of fied in an automated manner , using an analysis module 660 . 
guard modules ( i . e . , alarm conditions ) as they perform the 55 In an embodiment , such analysis may be performed by a 
above processing in multiple respective installations . Such suitably programmed processor 670 , wherein analysis mod 
results can be sent to a cloud based service . This data would ule 660 represents the analytic software executed by pro 
then have statistical algorithms applied , which would help cessor 670 . In the illustrated embodiment , an analyst 670 
identify additional issues not seen with localized visibility . interfaces with the analysis module 660 to direct the opera 
For instance , reconciliation between the configuration of a 60 tion of module 660 . In an alternative embodiment , the 
device as it left manufacturing and what the product is analysis may be strictly a human process . In this case , the 
reporting from a deployment , could yield a confirmation of analysis may be performed by analyst 670 using the data in 
integrity , or reveal a need for further investigation . When database 650 , without using any analytic tools . 
multiple deployed devices are considered , statistical data Referring again to FIG . 1 , the processing performed by 
can be collected on a larger scale , revealing anomalous 65 the guard module 150 can be a trusted operation . If the 
situations and patterns . Such analysis would be enabled by processing of this module were subverted , then its ability to 
a broad ( or even global ) correlation capability . detect tampering could be compromised . Therefore , in set 
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tings where subversion of this module ( or the logic therein ) respond , to an expected time value . An alarm module 780 
is considered a possibility , measures may be taken to assure may be responsible for asserting an alarm condition if any of 
the trustworthiness of guard module 150 . the comparisons fail . 

If guard module 150 is implemented as an FPGA , trust in A trusted guard module therefore stores one or more 
the logic as programmed into the FPGA may be ensured 5 identifiers , each identifier uniquely identifying a respective 
through a secure signature process . A key may be used to electronic component of one or more electronic components 
sign the logic , so that at start - up the logic may be trusted . In in a circuit , wherein each electronic component is previously 
an embodiment , the logic in the monitoring module may programmed with its respective identifier . The one or more 
derive its trust from a trust anchor . This trust anchor may electronic components are in communication with the guard 

also represent a source of trust from which other logic in the 10 module via a test data channel . A query is sent from the 
guard module to a first electronic component of the one or circuit board derives trust . For example , in an embodiment more electronic components , the query requesting that the the key may be the same as that used in a secure boot process first electronic component provide its respective identifier to for central processor 160 on the circuit board , or may have the guard module . The guard module then receives a its trust derived from the same digital certificate used to 15 response from the first electronic component . The guard 

establish trust in the boot process of the processor 160 . module compares the response to the stored identifier for the 
Generally , the trust in the guard module ' s logic may be first electronic component . If the response fails to corre 
derived through a process internal to the logic , such as a spond to the stored identifier for the first electronic compo 
signature process or other internal integrity check . Alterna - nent , the guard module asserts an alarm condition . 
tively or in addition , implementation of the guard module 20 In one form , the above processing includes storing one or 
150 may include hardware measures and other physical more identifiers in a trusted guard module , where each 
precautions to protect the integrity of the module and its identifier uniquely identifying a respective electronic com 
logic . ponent of one or more electronic components in a circuit , 

In an embodiment , the functions of the guard module 150 wherein each electronic component is previously pro 
may be implemented as a programmable processor execut - 25 grammed with its respective identifier . The processing also 
ing software or firmware ( or a combination thereof ) . A includes sending a query from the trusted guard module to 
software or firmware embodiment of these operations is a first electronic component of the one or more electronic 
illustrated in FIG . 7 . Computing system 700 includes one or components via a test data channel , the query requesting that 
more memory devices , shown collectively as memory 710 . the first electronic component provide its respective identi 
Memory 710 is in communication with one or more pro - 30 fier to the trusted guard module , and receiving a response 
cessors 720 and with one or more input / output units 730 . An from the first electronic component via the test data channel . 
example of an I / O unit is a network processor unit that may The process also includes comparing the response to the 
have associated network ports or other ports 732 ( 1 ) - 732 ( K ) . stored identifier for the first electronic component and , when 
In an embodiment , queries may be sent via I / O 730 to the response fails to correspond to the stored identifier for 
components on the circuit board ; a response to the query 35 the first electronic component , asserting an alarm condition . 
may also be received via I / O 730 . The I / O 730 may include The one or more electronic components are in communica 
one or more Application Specific Integrated Circuits tion with the trusted guard module via a test data channel . 
( ASICs ) that are configured with digital logic gates to In another form , an apparatus comprises one or more 
perform various networking and security functions ( routing , electronic components ; a trusted guard module ; and a test 
forwarding , deep packet inspection , etc . ) . 40 data channel connecting the one or more electronic compo 
Memory 710 may comprise , but is not limited to com - nents and the trusted guard module in a boundary scan 

prising , read only memory ( ROM ) , random access memory system . The trusted guard module includes trusted logic 
( RAM ) , magnetic disk storage media devices , optical stor configured to store one or more identifiers , each identifier 
age media devices , flash memory devices , electrical , optical , uniquely identifying a respective one of the one or more 
or other physically tangible ( i . e . , non - transitory ) memory 45 electronic components , wherein each electronic component 
storage devices . Memory 710 stores data as well as execut - is previously programmed with its respective identifier . The 
able instructions 740 . Instructions 740 are executable on trusted guard module is further configured to send a query 
processor ( s ) 720 . The processor ( s ) 720 comprise , for from the trusted guard module to a first electronic compo 
example , a microprocessor or microcontroller that executes n ent of the one or more electronic components via the test 
instructions 740 . Thus , in general , the memory 710 may 50 data channel , the query requesting that the first electronic 
comprise one or more tangible ( non - transitory ) computer component provide its respective identifier to the trusted 
readable storage media ( e . g . , memory device ( s ) ) encoded guard module , and to receive a response from the first 
with software or firmware that comprises computer execut - electronic component via the test data channel . The trusted 
able instructions . When the instructions are executed ( by the guard module is further configured to compare the response 
processor ( s ) 720 ) the software or firmware is operable to 55 to a stored identifier for the first electronic component . 
perform the operations of the guard module described When the response fails to correspond to the stored identifier 
herein . for the first electronic component , an alarm condition is 

In the illustrated embodiment , the executable instructions asserted . 
740 may include several logic modules . These include a In another form , one or more non - transitory computer 
query module 750 responsible for formulating and sending 60 readable storage media are encoded with software compris 
queries and / or challenges to components on the circuit ing computer executable instructions that , when executed on 
board . A timing module 760 may be responsible for deter - a programmable processor , are operable to store one or more 
mining the time ( measured in clock cycles , for example ) that identifiers , each identifiers uniquely identifying a respective 
it takes for a component to respond to a query or challenge . one of one or more electronic components , wherein each 
Instructions 740 may also include a comparison module 770 65 electronic component is previously programmed with its 
for comparing a response to an expected value . This module respective identifier ; send a query to a first electronic 
may also compare the time taken by a component to component of the one or more electronic components via 
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test data channel , the query requesting that a first electronic 4 . The method of claim 1 , further comprising : 
component provide its respective identifier to a processor ; sending information regarding the alarm condition to an 
receive a response from the first electronic component via analysis module that is remote from the circuit ; and 
the test data channel ; compare the response to a stored sending information identifying the first electronic com 
identifier for the first electronic component ; and when the 5 ponent to the analysis module . 

5 . An apparatus , comprising : response fails to correspond to the stored identifier for the one or more electronic components ; 
first electronic component , assert an alarm condition . a guard module ; and 

While various embodiments are disclosed herein , it a test data channel connecting the one or more electronic 
should be understood that they have been presented by way components and the guard module in a boundary scan 
of example only , and not limitation . It will be apparent to system , 
persons skilled in the relevant art that various changes in wherein the guard module comprises trusted logic that is 
form and detail may be made therein without departing from configured to : 
the spirit and scope of the methods and systems disclosed store one or more identifiers in the guard module , each 
herein . Functional building blocks are used herein to illus - 16 identifier uniquely identifying a respective one of the 

one or more electronic components , wherein each elec trate the functions , features , and relationships thereof . At tronic component of the one or more electronic com least some of the boundaries of these functional building ponents is previously programmed with its respective blocks have been arbitrarily defined herein for the conve identifier ; nience of the description . Alternate boundaries may be send a query from the trusted guard module to a first defined so long as the specified functions and relationships 20 electronic component of the one or more electronic 
thereof are appropriately performed . The breadth and scope components via the test data channel , the query 
of the claims should not be limited by any of the example requesting that the first electronic component provide 
embodiments disclosed herein . its respective identifier to the guard module ; 

receive a response from the first electronic component via 
What is claimed is : 25 the test data channel ; 
1 . A method comprising : compare the response to a stored identifier for the first 
storing one or more identifiers in a trusted guard module , electronic component ; and 

each identifier uniquely identifying a respective elec when the response fails to correspond to the stored 
tronic component of one or more electronic compo identifier for the first electronic component , assert an 
nents in a circuit , wherein each electronic component 30 alarm condition , 
of the one or more electronic components is previously wherein the one or more identifiers each comprises a 
programmed with its respective identifier ; unique secret value different from the one or more 

sending a query from the trusted guard module to a first identifiers , and wherein the unique secret value changes 
electronic component of the one or more electronic over time , 
components via a test data channel , the query request - 35 wherein a same process by which the secret value changes 
ing that the first electronic component provide its is a pseudorandom process that is performed in both the 
respective identifier to the guard module ; first electronic component and the trusted guard mod 

receiving a response from the first electronic component ule , 
via the test data channel ; wherein the one or more identifiers each comprises an 

comparing the response to a stored identifier for the first 40 electronic chip identifier ( ECID ) , and 
electronic component ; and wherein the guard module derives its trust from a secure 

when the response fails to correspond to the stored trust anchor . 
identifier for the first electronic component , asserting 6 . The apparatus of claim 5 , wherein the test data channel 
an alarm condition , is configured to operate in a manner consistent with IEEE 

wherein the one or more identifiers each comprises a 45 Standard 1149 . 1 . 
unique secret value different from the one or more 7 . The apparatus of claim 5 , wherein the guard module is 
identifiers , and wherein the unique secret value changes further configured to : 
over time , count a number of clock cycles between sending the query 

wherein a same process by which the secret value changes and receipt of the response ; 
is a pseudorandom process that is performed in both the 50 determine when the number of clock cycles is equal to an 
first electronic component and the trusted guard mod expected number of clock cycles for the first electronic 

component ; and 
wherein the one or more identifiers each comprises an when the number of clock cycles is not equal to an 

electronic chip identifier ( ECID ) , and expected number of clock cycles for the first electronic 
wherein the trusted guard module derives its trust from a 55 component , assert the alarm condition . 

secure trust anchor . 8 . The apparatus of claim 5 , wherein the guard module is 
2 . The method of claim 1 , wherein the test data channel further configured to : 

operates in a manner consistent with IEEE Standard 1149 . 1 . send information regarding the alarm condition to an 
3 . The method of claim 1 , further comprising : analysis module that is remote from the apparatus ; and 
counting a number of clock cycles between the sending of 60 send information identifying the first electronic compo 

the query and the receipt of the response ; nent to the analysis module . 
determining when the number of clock cycles is equal to 9 . One or more non - transitory computer readable storage 

an expected number of clock cycles for the first elec - media encoded with software comprising computer execut 
tronic component ; and able instructions that , when executed on a programmable 

when the number of clock cycles is not equal to the 65 processor , are operable to in a guard module : 
expected number of clock cycles for the first electronic store one or more identifiers , each identifier uniquely 
component , asserting the alarm condition . identifying a respective one of one or more electronic 

ule , 
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components , wherein each electronic component of the wherein the guard module derives its trust from a secure 
one or more electronic components is previously pro trust anchor . 
grammed with its respective identifier ; 10 . The computer readable storage media of claim 9 , 

send a query to a first electronic component of the one or wherein further comprising instructions operable to com 
more electronic components via a test data channel , the 5 the 5 municate over the test data channel in a manner consistent 

with IEEE Standard 1149 . 1 . query requesting that the first electronic component 11 . The computer readable storage media of claim 9 , provide its respective identifier to a processor ; further comprising instructions that , when executed , are receive a response from the first electronic component via operable to : 
the test data channel ; count the number of clock cycles between the sending of 

compare the response to a stored identifier for the first the query and the receipt of the response ; 
electronic component ; and determine when the number of clock cycles is equal to an 

when the response fails to correspond to the stored expected number of clock cycles for the first electronic 
identifier for the first electronic component , assert an component ; and 
alarm condition , when a number of clock cycles is not equal to an expected 

wherein the one or more identifiers each comprises a number of clock cycles for the first electronic compo 
unique secret value different from the one or more nent , assert the alarm condition . 
identifiers , and wherein the unique secret value changes 12 . The computer readable storage media of claim 9 , 
over time , and further comprising instructions that , when executed , are 

wherein a same process by which the secret value changes 20 . Operable to : operable to : 
send information regarding the alarm condition to an is a pseudorandom process that is performed in both the analysis module that is remote from the processor ; and first electronic component and the trusted guard mod 

ule , send information identifying the first electronic compo 
wherein the one or more identifiers each comprises an nent to the analysis module . 

electronic chip identifier ( ECID ) , and * * * * * 
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