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1
COMMUNICATION APPARATUS,
COMMUNICATION SYSTEM,
NOTIFICATION METHOD, AND PROGRAM
PRODUCT

CROSS REFERENCES TO RELATED
APPLICATIONS

The present application is a continuation of U.S. appli-
cation Ser. No. 14/188,085, filed on Feb. 24, 2014, which is
a continuation of U.S. application Ser. No. 13/911,633, filed
Jun. 6, 2013, which is a continuation of U.S. application Ser.
No. 12/502,760, filed on Jul. 14, 2009, which claims priority
to Japanese Patent Application JP 2008-182183, filed in the
Japan Patent Office on Jul. 14, 2008, the entire content of
each of which is hereby incorporated by reference herein.

BACKGROUND

The present application relates to a communication appa-
ratus, a communication system, a notification method, and a
program product.

In recent years, wireless communication functions are
mounted on many electronic devices, and correspondingly,
various wireless communication standards have been estab-
lished. Typical examples of personal wireless technologies,
for example, include a wireless LAN and the Bluetooth
(trademark) (hereinafter, referred as BT). These wireless
technologies are used for multifunctional home appliances
such as a personal computer (hereinafter, referred as PC), a
mobile phone, and a personal digital assistance (hereinafter,
referred as PDA), small built-in devices such as a digital
camera, and a printer, and the like. Hereinafter, a device
equipped with such wireless communication function is
referred as a wireless device.

These wireless devices have been in widespread use and
have been used in many scenes, and accordingly, user’s
convenience is improved. On the other hand, unauthorized
invasion to wireless devices and security damages such as
outflow of personal information have become problematic,
and therefore, security enhancement in the wireless devices
has been strongly desired.

Under such background, many systems for security
enhancement have been provided, and at the same time, it
has become a large burden for general users who lack
expertise to set proper security settings for each device.
Consequently, as one method which is for achieving security
setting of wireless devices by a simple operation, there is
proposed a working referred as handover in which setting
information and the like necessary for authentication is
automatically exchanged between devices using a commu-
nication method having a narrow communication range, and
then, the communication method is switched to a commu-
nication method having a wider communication range.

For example, Japanese Patent Application Laid-Open No.
2004-364145 discloses a configuration of handover in which
protocol information and the like that can be used by another
communication apparatus is exchanged using a first com-
munication means and the communication means is
switched to a second communication means using the
exchanged protocol information and the like. In addition,
Japanese Patent Application Laid-Open No. 2006-14076
discloses a communication system which improves security
by performing handover after a session key produced with a
random number is encrypted and exchanged. In addition,
Japanese Patent Application Laid-Open No. 2007-74598
discloses a method which exchanges protocol information
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2

among not less than three devices which support different
communication methods and realizes communications by
switching a communication method to an optimum one.

SUMMARY

However, in specifications of the handover which have
been proposed so far, means for notifying a user of a state
of switching from the first communication means to the
second communication means is not specified. For example,
if a device which performs a handover is a terminal device
and the like in which a display screen is provided, it is
conceivable to make the terminal device display a state of
the handover on the display screen. However, there is a case
where a display screen is not provided depending on
devices. In addition, when a process time taken to the
handover becomes long, for example, in the case where a
process of the handover becomes complicated in the future
or in the case of achieving advanced security, convenience
is impaired if a user has to continue to pay particular
attention to a screen.

The present application has been made in view of the
above issues, and it is desirable to provide a novel and
improved communication apparatus, a communication sys-
tem, a notification method, and a program product, which
are capable of notifying a state of progress of handover
without making a user pay particular attention to a screen.

According to an embodiment, there is provided a com-
munication apparatus including: a first communication unit
having a first communication range; a second communica-
tion unit having a second communication range wider than
the first communication range; a control unit which trans-
mits a request signal for starting communication via the
second communication unit from the first communication
unit to another communication apparatus, and transmits
authentication information from the second communication
unit to the another communication apparatus in the case
where it is determined that communication with the another
communication apparatus via the second communication
unit is possible based on a response signal after the first
communication unit receives the response signal in response
to the request signal; and a notification unit which notifies a
user after the second communication unit receives a result of
authentication based on the authentication information.

According to such a configuration, in a handover situa-
tion, the request signal for starting communication via the
second communication unit is first transmitted from the first
communication unit to another communication apparatus.
Then, the first communication unit receives a response
signal transmitted from the another communication appara-
tus in response to the request signal. After that, the control
unit determines whether or not communication with the
another communication apparatus via the second commu-
nication unit is possible based on the response signal. Then,
in the case where the communication with the another
communication apparatus via the second communication
unit is possible, the second communication unit transmits
the authentication information to the another communica-
tion apparatus. Then, after the second communication unit
receives a result of authentication based on the authentica-
tion information, the notification unit, for example, notifies
a user using an arbitrary means for stimulating sensory
organs of the user such as a visual sense, acoustic sense, and
tactile sense.

Furthermore, the notification unit may notify a user after
the response signal in response to the request signal is
received by the first communication unit.
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Furthermore, the notification unit may continuously
notify a user after the request signal is transmitted from the
first communication unit to the another communication
apparatus until the response signal in response to the request
signal is received by the first communication unit.

Furthermore, the notification unit may notify a user in
different notification patterns depending on availability of
communication with the another communication apparatus
via the second communication unit, the availability of the
communication being determined by the control unit.

Furthermore, the notification unit may continuously
notify a user after the authentication information is trans-
mitted from the second communication unit to the another
communication apparatus until the result of the authentica-
tion based on the authentication information is received by
the second communication unit.

Furthermore, the notification unit may notify a user in
different notification patterns depending on whether the
authentication based on the authentication information suc-
ceeded or not or depending on the type of success or failure
of the authentication.

Furthermore, the communication apparatus may further
include an application unit which provides a user with an
application service using communication with the another
communication apparatus via the second communication
unit in the case where the authentication based on the
authentication information succeeds, and the notification
unit may notify the user in the case where the provision of
the application service is started by the application unit.

Furthermore, the notification unit may notify a user in the
case where the provision of the application service by the
application unit is not able to be started due to an error after
the authentication based on the authentication information
succeeds.

Furthermore, the notification unit may notify a user in
different notification patterns depending on a communica-
tion method specified in the response signal after the
response signal in response to the request signal is received
by the first communication unit.

According to another embodiment, there is provided a
communication apparatus including: a first communication
unit having a first communication range; a second commu-
nication unit having a second communication range wider
than the first communication range; a control unit which
transmits a response signal in response to a request signal
from the first communication unit to the another communi-
cation apparatus after the first communication unit receives
the request signal for starting communication via the second
communication unit from the another communication appa-
ratus, and transmits a result of authentication based on
authentication information from the second communication
unit to the another communication apparatus after the sec-
ond communication unit receives the authentication infor-
mation from the another communication apparatus; an
authentication unit which authenticates the communication
with the another communication apparatus via the second
communication unit based on the authentication information
and outputs the result of the authentication; and a notifica-
tion unit which notifies a user after the authentication is
performed by the authentication unit based on the authen-
tication information.

Furthermore, the notification unit may continuously
notify a user during a carrier wave for detecting a commu-
nication party is output from the first communication unit.

Furthermore, the notification unit may notify a user after
the first communication unit receives the request signal from
the another communication apparatus.
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Furthermore, the notification unit may notify a user in
different notification patterns depending on whether the
authentication performed by the authentication unit based on
the authentication information succeeded or not or depend-
ing on the type of success or failure of the authentication.

Furthermore, the communication apparatus may further
include an operation unit which accepts an operation indi-
cating whether or not communication via the second com-
munication unit is admitted after the response signal is
transmitted by the first communication unit, and the notifi-
cation unit may notify a user after the operation unit accepts
the operation which admits the communication via the
second communication unit.

According to another embodiment, there is provided a
communication system including a communication appara-
tus of the request side and a communication apparatus of the
response side, the communication apparatus of the request
side including: a first communication unit of the request side
having a first communication range; a second communica-
tion unit of the request side having a second communication
range wider than the first communication range; a control
unit of the request side which transmits a request signal for
starting communication via the second communication unit
of the request side from the first communication unit of the
request side to the communication apparatus of the response
side, and transmits authentication information from the
second communication unit of the request side to the com-
munication apparatus of the response side in the case where
it is determined that communication with the communica-
tion apparatus of the response side via the second commu-
nication unit of the request side is possible based on a
response signal after the first communication unit of the
request side receives the response signal in response to the
request signal; and a notification unit of the request side
which notifies a user after the second communication unit of
the request side receives a result of authentication based on
the authentication information, and the communication
apparatus of the response side including: a first communi-
cation unit of the response side capable of communicating
with the first communication unit of the request side; a
second communication unit of the response side capable of
communicating with the second communication unit of the
request side; and a control unit of the response side which
transmits the response signal from the first communication
unit of the response side to the communication apparatus of
the request side after the first communication unit of the
response side receives the request signal from the commu-
nication apparatus of the request side, and transmits the
result of the authentication based on the authentication
information from the second communication unit of the
response side to the communication apparatus of the request
side after the second communication unit of the response
side receives the authentication information from the com-
munication apparatus of the request side.

According to another embodiment, there is provided a
notification method including the steps of: transmitting a
request signal for starting communication by a second
communication method having a second communication
range wider than a first communication range using a first
communication method having the first communication
range from a first communication apparatus to a second
communication apparatus; transmitting a response signal in
response to the request signal from the second communica-
tion apparatus to the first communication apparatus; deter-
mining whether or not the communication by the second
communication method with the second communication
apparatus is possible based on the response signal in the first
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communication apparatus; transmitting authentication infor-
mation from the first communication apparatus to the second
communication apparatus in the case where it is determined
that the communication by the second communication
method is possible; transmitting a result of authentication
based on the authentication information from the second
communication apparatus to the first communication appa-
ratus; and carrying out a notification for a user after receiv-
ing the result of the authentication based on the authentica-
tion information in the first communication apparatus.

According to another embodiment, there is provided a
computer program product having instructions that when
read by a CPU cause an information processing apparatus,
which controls a communication apparatus including a first
communication unit having a first communication range, a
second communication unit having a second communication
range wider than the first communication range, and a
notification unit which carries out a notification for a user, to
perform a function as a control unit which transmits a
request signal for starting communication via the second
communication unit from the first communication unit to the
another communication apparatus, transmits authentication
information from the second communication unit to the
another communication apparatus in the case where it is
determined that communication with the another communi-
cation apparatus via the second communication unit is
possible based on the response signal after the first commu-
nication unit receives a response signal in response to the
request signal, and causes the notification unit to carry out
a notification for the user after the second communication
unit receives a result of authentication based on the authen-
tication information.

According to another embodiment, there is provided a
computer program product having instructions that when
read by a CPU cause an information processing apparatus,
which controls a communication apparatus including a first
communication unit having a first communication range, a
second communication unit having a second communication
range wider than the first communication range, and a
notification unit which carries out a notification for a user, to
perform a function as a control unit which transmits a
response signal in response to the request signal from the
first communication unit to the another communication
apparatus after the first communication unit receives a
request signal for starting communication via the second
communication unit from the another communication appa-
ratus, transmits a result of authentication based on the
authentication information from the second communication
unit to the another communication apparatus after the sec-
ond communication unit receives authentication information
from the another communication apparatus, and causes the
notification unit to carry out a notification for the user to
after performing the authentication based on the authenti-
cation information; and an authentication unit which authen-
ticates the communication with the another communication
apparatus via the second communication unit based on the
authentication information and outputs the result of the
authentication.

As described above, according to the communication
apparatus, the communication system, the notification
method, and the program product, it is possible to notify a
state of progress of handover without making a user pay
particular attention to a screen.

Additional features and advantages are described in, and
will be apparent from, the following Detailed Description
and the figures.
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BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 is a typical view showing outline of a communi-
cation system according to an embodiment.

FIG. 2 is a block diagram showing a hardware configu-
ration of a first communication apparatus and a second
communication apparatus according to an embodiment.

FIG. 3 is a block diagram showing a logical configuration
of the first communication apparatus according to an
embodiment

FIG. 4 is a block diagram showing a logical configuration
of the second communication apparatus according to an
embodiment.

FIG. 5 is a sequence diagram showing an example of a
handover process flow and a notification process.

FIG. 6 is a sequence diagram showing another example of
a notification process.

FIG. 7 is a sequence diagram showing a further different
example of the notification process.

FIG. 8 is a sequence diagram showing a further different
example of the notification process.

FIG. 9 is a sequence diagram showing a further different
example of the notification process.

FIG. 10 is a sequence diagram showing a further different
example of the notification process.

FIG. 11 is a sequence diagram showing a further different
example of the notification process.

FIG. 12 is a sequence diagram showing a further different
example of the notification process.

FIG. 13 is a sequence diagram showing a further different
example of the notification process.

FIG. 14 is a sequence diagram showing a further different
example of the notification process.

FIG. 15 is a sequence diagram showing a further different
example of the notification process.

DETAILED DESCRIPTION

Embodiments of the present application will be described
below in detail with reference to the drawings. Note that, in
this specification and the appended drawings, structural
elements that have substantially the same function and
structure are denoted with the same reference numerals, and
repeated explanation of these structural elements is omitted.

The embodiments will be described with the following
sections [1] to [3]:

Outline of Communication System;

Basic Configuration Example of Communication Appa-
ratuses; and

Example of Handover Process Flow and Notification
Process.

Outline of Communication System

First, an outline of the communication system 1 according
to an embodiment will be described with reference to FIG.
1.

FIG. 1 is a schematic view showing a communication
system 1 according to an embodiment. Referring to FIG. 1,
the communication system 1 includes a first communication
apparatus 100 and a second communication apparatus 200.

In FIG. 1, there is shown a mobile phone terminal as the
first communication apparatus 100 and a video display
device as the second communication apparatus 200, how-
ever, the first communication apparatus 100 and the second
communication apparatus 200 are not limited to such
examples. The first communication apparatus 100 or the
second communication apparatus 200 may be, for example,
a PC, a PDA, a sound reproducing apparatus, an information
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processing apparatus such as a digital camera, or a wireless
communication module connected to such devices and the
like.

As shown in FIG. 1, such first communication apparatus
100 and second communication apparatus 200 can commu-
nicate with each other by two types of communication
methods including a first communication method and a
second communication method. The first communication
method is typically realized as a proximity communication
method which is for communicating between very short
distances, for example, a distance of approximately 10 cm.
As the first communication method, for example, a non-
contact communication method according to the NFC (near
field communication) standards can be used.

On the other hand, the second communication method is
a communication method capable of communicating in a
wider range than the first communication method. The
second communication method is typically realized as a
relatively high speed communication method with a wider
bandwidth than the first communication method. As the
second communication method, for example, a communi-
cation method such as the wireless LAN and the BT can be
used.

In the case where handover is performed in the commu-
nication system 1 shown in FIG. 1, setting information for
communication by the second communication method is
first exchanged using the first communication method
between the first communication apparatus 100 and the
second communication apparatus 200. Exchange of setting
information is performed, for example, through a transmis-
sion of a request signal which requests starting handover and
a reception of a response signal in response to the request
signal.

After that, when the exchange of setting information is
completed, authentication is performed between the first
communication apparatus 100 and the second communica-
tion apparatus 200 using the second communication method.
Then, after the authentication using the second communi-
cation method succeeds, the handover is finally done, and an
application service between the first communication appa-
ratus 100 and the second communication apparatus 200 is
started.

At this time, for example, there is a case where a certain
amount of time is necessary from a request for handover till
completion of handover in case that an authentication pro-
cess accompanies with high processing cost in order to
achieve advanced security, or depending on a specific situ-
ation of communication environment, and the like. In addi-
tion, there are some possibilities that a handover will fail
because of a communication error, a connection refusal by
a user, and the like. And so, as described in detail later, the
first communication apparatus 100 and the second commu-
nication apparatus 200 according to the present embodiment
provide a scheme which notifies a user of various states of
progress such as success, failure, during attempt of the
handover and soon.

Basic Configuration Example of Communication Appara-
tuses

Next, basic configuration examples of the first commu-
nication apparatus 100 and the second communication appa-
ratus 200 will be described using FIGS. 2 to 4.

FIG. 2 is an illustrative diagram showing an example of
a hardware configuration of the first communication appa-
ratus 100 according to an embodiment. Referring to FIG. 2,
the first communication apparatus 100 includes a first com-
munication circuit 50, a second communication circuit 56,
an MPU (micro processing unit) 60, a RAM (random access
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memory) 62, a ROM (read only memory) 64, a recording
medium 66, an input and output interface 70, an input device
72, display device 74 and a notification device 76. In
addition, these constituent elements are connected with each
other by a bus 68 serving as a data transmission path.

The first communication circuit 50 is a device provided in
order that the first communication apparatus 100 performs
communication by a first communication method. As the
first communication method, for example, in the case of
using the NFC method, the first communication circuit 50
includes a resonance circuit having predetermined induc-
tance and capacitance, a demodulation circuit which
demodulates a signal received by the resonance circuit, and
a transmission circuit which amplifies a carrier wave and
transmits it from the resonance circuit. Alternatively, the first
communication circuit 50 may be, for example, an infrared
port and the like according to the IrDA (Infrared Data
Association) standards.

The second communication circuit 56 is a device provided
in order that the first communication apparatus 100 performs
communication by the second communication method. The
second communication circuit 56 may be, for example, a BT
port according to standard specifications by IEEE 802.15.1,
or a wireless LAN port and the like according to standard
specifications such as IEEE 802. 11a, b, g, and n. In addition,
a plurality of the second communication circuits 56 accord-
ing to different types of communication methods may be
provided in the first communication apparatus 100.

The MPU 60 serves as a control unit which controls the
whole of the first communication apparatus 100. The RAM
62 temporarily stores, for example, programs, data, and the
like executed and used by the MPU 60. In addition, the
ROM 64 stores, for example, control data such as programs,
and process parameters, which are used by the MPU 60.

The recording medium 66 is configured, for example,
using a magnetic recording medium such as a hard disk and
a non-volatile memory such as a flash memory. The record-
ing medium 66 stores data such as setting information,
authentication information, and application information of
the first communication apparatus 100, various types of
programs, and the like.

The input and output interface 70 connects, for example,
the bus 68 with the input device 72, the display device 74,
and the notification device 76. As the input and output
interface 70, for example, a USB (Universal Serial Bus)
terminal, a DVI (Digital Visual Interface) terminal, and the
like can be used.

The input device 72 is configured, for example, using a
button, a direction key, a joystick, a keyboard, a mouse, and
the like, and accepts an operation from a user. The display
device 74 is configured, for example, using a CRT (Cathode
Ray Tube), a liquid crystal display, an organic LED (Organic
Electro-Luminescence) display, and the like, and displays
information to the user.

The notification device 76 may be an arbitrary device
which stimulates user’s sensory organs. For example, if a
LED (light emitting diode) is used, it is possible to notify by
stimulating a user’s visual sense with blinking patterns,
displayed colors, and the like. In addition, for example, if
speakers, bells, and the like are used, it is possible to notify
by stimulating a user’s acoustic sense with sonant patterns,
musical scales, rthythms, and the like. Further, if a vibrator
by an eccentric motor and the like is used, it is possible to
notify by stimulating a user’s tactile sense with vibration
patterns, vibration intensities, and the like.

The hardware configuration of the first communication
apparatus 100 according to an embodiment using FIG. 2 has
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been described so far. In the present embodiment, the
hardware configuration of the second communication appa-
ratus 200 is also configured as shown in FIG. 2.

Next, FIG. 3 is a block diagram showing a logical
configuration of the first communication apparatus 100 in
the present embodiment.

Referring to FIG. 3, the first communication apparatus
100 includes a first communication unit 110, a second
communication unit 120, a display unit 130, an operation
unit 140, a control unit 150, a storage unit 160, an applica-
tion unit 170, and a notification unit 180.

The first communication unit 110 mediates communica-
tion with the second communication apparatus 200 by the
first communication method using the first communication
circuit 50 described using FIG. 2. In the present embodi-
ment, the first communication unit 110 of the first commu-
nication apparatus 100 transmits a request signal (request
message) which requests start of communication via the
second communication unit to be described later to the
second communication apparatus 200 in response to an
instruction from the control unit 150. That is, in the present
embodiment, the first communication apparatus 100
becomes a terminal on the side of requesting handover. After
that, a response signal (select message) returned from the
second communication apparatus 200 in response to the
request signal is received, and then, the communication via
the second communication unit 120 is started.

The second communication unit 120 mediates communi-
cation with the second communication apparatus 200 by the
second communication method using the second communi-
cation circuit 56 described using FIG. 2. As the second
communication method, for example, the BT method, the
wireless LAN system, and the like are used as described
before. In the case where the communication using the
second communication method is started by the second
communication unit 120, a specific authentication process is
performed between the second communication unit 120 and
the communication party.

The display unit 130 displays text information and image
information output from the control unit 150, for example,
to a user using the display device 74 described using FIG. 2.
The operation unit 140 generates an input signal correspond-
ing to each operation and outputs it to the control unit 150
when a user performs, for example, operation for starting
handover, accepting a connection, and the like with the input
device 72 described using FIG. 2.

The control unit 150 is connected to the first communi-
cation unit 110, the second communication unit 120, the
display unit 130, the operation unit 140, the storage unit 160,
the application unit 170, and the notification unit 180, and
controls function of each constituent element. The control
unit 150 mainly uses the MPU 60, the RAM 62, and the
ROM 64 described using FIG. 2.

For example, when the control unit 150 receives the input
signal indicating that a handover start is designated from the
operation unit 140, the control unit 150 transmits a request
signal which requests a handover from the first communi-
cation unit 110. Then, after a response signal in response to
the transmitted request signal from, for example, the second
communication apparatus 200 is received, the control unit
150 determines whether a communication with the second
communication apparatus 200 via the second communica-
tion unit 120 is possible or not based on setting information
and the like included in the received response signal.

In this case, as the setting information, for example,
information related to address information for the second
communication method and an authentication system to be
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supported, information related to applications provided
within each device, or the like are contained in the response
signal. Therefore, with the setting information, the control
unit 150 can confirm whether or not the first communication
apparatus 100 can use, for example, the authentication
system supported by the second communication apparatus
200 , whether or not the second communication apparatus
200 has, for example, an application which is in common
with the first communication apparatus 100, or the like. In
addition, in the case where connection availability informa-
tion is contained in the response signal, the control unit 150
can determine whether or not the connection is allowed
using the connection availability information.

Then, the control unit 150 further transmits authentication
information from the second communication unit 120 to the
second communication apparatus 200 in the case where it is
determined that the communication with the second com-
munication apparatus 200 via the second communication
unit 120 is possible. In this case, the authentication infor-
mation transmitted by the second communication unit 120
includes, for example, public keys, certificates, and the like
in the public key cryptosystem which is adopted in the
standards such as the BT and the wireless LAN. This allows
the second communication apparatus 200 to start commu-
nication with guaranteed security through an authentication
process with the first communication apparatus 100.

The storage unit 160 stores, for example, a program
executed by the control unit 150 and the application unit
170, or data such as setting information necessary for
communication via the first communication unit 110 or the
second communication unit 120, using the recording
medium 66 described using FIG. 2.

The application unit 170 mainly uses the MPU 60, the
RAM 62, and the ROM 64 described using FIG. 2, similarly
to the control unit 150. The application unit 170 provides a
user with an arbitrary application service using communi-
cation function between the first communication apparatus
100 and the second communication apparatus 200. Among
these services, services which require exchanging data of
which data size exceeds a certain capacity, such as data
sharing services of image data and music data or data backup
services are performed using the second communication
method via the second communication unit 120 through a
handover process to be described later.

The notification unit 180 is configured using the notifi-
cation device 76 described using FIG. 2. For example, the
notification unit 180 notifies a user of states of progress such
as success, failure, or during attempt of the handover with
the second communication apparatus 200 based on an
instruction from the control unit 150. In this case, the
notification unit 180 may use a plurality of different notifi-
cation patterns depending on the state of progress of the
handover process.

The notification patterns may be identified, for example,
by illuminating colors, the amount of light, blinking inter-
vals, and the like in the case where the notification device 76
is a light emitting device such as LEDs. Further, the noti-
fication patterns may be identified, for example, by musical
scales, sound volume, rhythms, and the like in the case of an
audio output unit such as speakers. Furthermore, the noti-
fication patterns may be identified, for example, by vibration
intensities, intervals, and the like in the case of a vibration
device such as vibrators.

A flow of a series of the handover process and the
notification process performed and controlled by the control
unit 150 will be further described in detail in the following
section.
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Next, FIG. 4 is a block diagram showing a logical
configuration of the second communication apparatus 200 in
the present embodiment.

Referring to FIG. 4, the second communication apparatus
200 includes a first communication unit 210, a second
communication unit 220, a display unit 230, an operation
unit 240, a control unit 250, a storage unit 260, an applica-
tion unit 270, a notification unit 280, and an authentication
unit 290. Herein, the functions similar to the first commu-
nication unit 110, the second communication unit 120, the
display unit 130, the operation unit 140, the storage unit 160,
the application unit 170, and the notification unit 180 of the
first communication apparatus 100 described above using
FIG. 3 will not be repeated.

The first communication unit 210 of the second commu-
nication apparatus 200 mediates communication by the
above first communication method with the first communi-
cation apparatus 100. In the present embodiment, the first
communication unit 210 of the second communication appa-
ratus 200 receives a request signal transmitted from the first
communication apparatus 100 for starting communication
via the second communication unit. Then, the first commu-
nication unit 210 transmits a response signal to the first
communication apparatus 100 in response to an instruction
from the control unit 250. That is, in the present embodi-
ment, the second communication apparatus 200 becomes a
terminal on the side of responding to the handover request.

On the other hand, the second communication unit 220 of
the second communication apparatus 200 mediates commu-
nication by the above second communication method with
the first communication apparatus 100, using the second
communication circuit 56.

When the above request signal transmitted from the first
communication apparatus 100 is received by the first com-
munication unit 210, the control unit 250 obtains, for
example, setting information and the like such as address
information for the above second communication method
from the storage unit 260. Then, the control unit 250 makes
the first communication unit 210 transmit the response
signal including the obtained setting information to the first
communication apparatus 100.

After that, when authentication information, which is for
authenticating communication by the second communica-
tion method, transmitted from the first communication appa-
ratus 100 is received by the second communication unit 220,
the control unit 250 receives and transmits the authentication
information to the authentication unit 290 and requests to
perform an authentication. Then, the control unit 250 makes
the second communication unit 220 transmit the authenti-
cation result output by the authentication unit 290 to the first
communication apparatus 100.

In this case, in the present embodiment, authentication by
the authentication unit 290 can be performed in accordance
with an arbitrary authentication system or standard specifi-
cations such as, for example, EAP-TLS (EAP-Transport
Layer Security) or PEAP (Protected EAP).

In the present embodiment, an example that an authenti-
cation request is sent from the first communication apparatus
100 to the second communication apparatus 200 when a
handover is performed. However, alternatively, an authen-
tication request may be sent from the second communication
apparatus 200 to the first communication apparatus 100. In
that case, function equivalent to the authentication unit 290
is additionally provided to a logical configuration of the first
communication apparatus 100 shown in FIG. 3.

So far, an example of the hardware configuration and the
logical configurations of the first communication apparatus
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100 and the second communication apparatus 200 have been
described using FIGS. 2 to 4. Next, an example of a
handover process flow and a notification process, performed
between the first communication apparatus 100 and the
second communication apparatus 200 with such configura-
tions will be described.

Example of Handover Process Flow and Notification Pro-
cess Typical Flow

FIG. 5 is a sequence diagram showing an example of the
handover process flow which is performed between the first
communication apparatus 100 and the second communica-
tion apparatus 200.

In the example shown in FIG. 5, first, a user performs a
specific operation on the first communication apparatus 100,
and accordingly, the handover process is started (S302). For
example, the first communication apparatus 100 may start
the handover process when a specific button of the operation
unit 140 is pressed.

Next, the control unit 150 of the first communication
apparatus 100 makes the first communication unit 110
transmit a request signal for starting communication by the
second communication method, that is, for starting a han-
dover to the second communication apparatus 200 (S304).
Herein, for example, in the case of the NFC method, a
communication range (first communication range) of the
first communication unit 110 is a range of an adjacent
distance such as approximately 10 cm. Consequently, for
example, the display unit 130 of the first communication
apparatus 100 displays a screen which induces a user to
bring (touch) the first communication apparatus 100 close to
the second communication apparatus 200. This makes the
user touch the first communication apparatus 100 to the
second communication apparatus 200, and the request signal
for the handover transmitted from the first communication
unit 110 reaches the second communication apparatus 200.

The request signal of the handover which has reached the
second communication apparatus 200 is received by the first
communication unit 210 of the second communication appa-
ratus 200. Then, the control unit 250 of the second commu-
nication apparatus 200 makes the first communication unit
210 transmit the response signal including setting informa-
tion and the like for authentication of communication by the
second communication method to the first communication
apparatus 100 as a response to the received request signal
(S306).

In the first communication apparatus 100, when the
response signal transmitted from the second communication
apparatus 200 is received, the control unit 150 of the first
communication apparatus 100 makes the notification unit
180 notify the user that the touch has been succeeded (HI).
This enables the user to recognize that he or she may move
the first communication apparatus 100 away from the second
communication apparatus 200. Such notification is not lim-
ited to notification by sound as shown in FIG. 5. For
example, the notification may be performed by LED blink-
ing, vibrator vibration, and the like. In addition, notification
patterns may be changed depending on types of application
to be connected and the like.

Herein, a sequence of handover request and response of
S304 and S306 is not limited to the case where the sequence
is completed with one request/response reciprocation as
shown in FIG. 5. In the case where S304 and S306 are
repeated plural times, for example, it can be determined that
a time point at which a communication completion com-
mand of the first communication method is finally received
is a time point at which the touch has been succeeded.
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After that, in the second communication apparatus 200,
for example, operation admitting the handover is performed
by the user (S308). For example, the display unit 230 of the
second communication apparatus 200 displays a screen for
asking a user whether the handover is to be admitted or not,
and the operation for admission or refusal by the user may
be accepted by the operation unit 240. Herein, in the case
where setting which automatically admit the handover is
given in advance, 5308 may be omitted and a subsequent
process may be automatically proceeded without asking a
user about admission.

Meanwhile, after S306, the control unit 150 of the first
communication apparatus 100 makes the second communi-
cation unit 120 transmit authentication information for
authentication of communication by the second communi-
cation method. Typically, after S306, the authentication
information is recurrently transmitted from the second com-
munication unit 120 until the authentication result is replied
from the second communication apparatus 200 or a certain
time has been passed and time out occurs (S310). During
that time, for example, a screen of “during connection
(connecting.)” showing that authentication by the present
second communication method is attempted is displayed on
the display unit 130 of the first communication apparatus
100.

After that, in the second communication apparatus 200 in
which the handover is admitted by the user, the control unit
250 requests the authentication unit 290 to perform an
authentication using the received authentication information
after the second communication unit 220 receives the
authentication information (S312). Then, the control unit
250 transmits the authentication result output by the authen-
tication unit 290 from the second communication unit 220 to
the first communication apparatus 100 (S314).

In the first communication apparatus 100, when the
authentication result is received from the second communi-
cation apparatus 200 as a response to the authentication
request, the control unit 150 of the first communication
apparatus 100 makes the notification unit 180 notify the user
that the authentication is performed (H2). This makes the
user aware that the handover has succeeded or failed.

After that, for example, basic information that is not
application-specific information is exchanged between the
first communication apparatus 100 and the second commu-
nication apparatus 200 using the second communication
method (S316). In this case, the basic information includes,
for example, profile information and the like of a user who
uses each device.

Further, after exchanging the basic information, applica-
tion-specific detail information is exchanged between the
second communication units 120 and 220 (S318). In this
case, the control unit 150 of the first communication appa-
ratus 100 or the control unit 250 of the second communi-
cation apparatus 200 may be further determined whether or
not it is possible to start an application based on the
exchanged detail information of applications.

Then, after exchanging the detail information of applica-
tions, under communication environment with guaranteed
security, application service provision using the second
communication method is started (S320).

Modified Embodiment

The handover process flow and typical notification pro-
cess have been described in FIG. 5. However, in the present
embodiment, various notification processes by different pat-
terns or different timings from those of FIG. 5 can be
achieved. Hereinafter, a modified embodiment of a notifi-
cation process will be described using FIGS. 6 to 15.
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In FIG. 6, notification is continuously performed (H3)
after transmission of a handover request signal from the first
communication unit 110 of the first communication appa-
ratus 100 is started (S304) until a response signal from the
second communication apparatus 200 is received (S306).
Such notification which continues for a certain period of
time can be performed, for example, by repetition of sonant,
by repetition of LED illumination or blinking, or the like.
That makes the user recognize that it is necessary to keep
touching during the notification.

In FIG. 7, in the case where the control unit 150 deter-
mines that communication with the second communication
apparatus 200 is not able to be started based on a response
signal when the response signal is replied from the second
communication apparatus 200 (S307), notification indicat-
ing that the handover has failed is performed (H4). For
example, in the case where the capability of the first com-
munication apparatus 100 and the second communication
apparatus 200 is unmatched or in the case where connection
availability information indicating that handover is refused
is included in the response signal, it can be determined that
the handover has failed. As an example in which capabilities
are unmatched may be a case of no existence of correspond-
ing application, a variance of version, lack of a necessary
device or a control profile, or the like. Causes of such
handover failure may be notified to a user by using different
notification patterns. That makes a user to be able to
recognize the causes and the like in the case of success or
failure of handover without paying particular attention to,
for example, a display unit 130.

In FIG. 8, in the case that there is no response from the
second communication apparatus 200 even when a prede-
termined period of time has passed after transmission of the
handover request signal from the first communication unit
110 is started (S304), notification representing that request
has failed because of time out is performed (H5). In such a
case, notification may be performed in a form that can
enable the user to recognize the type of failure by using a
different notification pattern from the notification (H4)
shown in FIG. 7. In addition, as described above, in the case
where S304 and S306 are repeated plural times, for example,
when a communication completion command is not con-
firmed even if the predetermined period of time has passed,
notification showing the same time out as H5 may be
performed.

In FIG. 9, after the handover request (S304) and response
(S306), in the case where operation for admitting or refusing
the handover is performed by the user on the second
communication apparatus 200 (S308), notification repre-
senting that the handover is admitted or refused is performed
(H6). Such notification is performed, for example, by giving
an instruction from the control unit 250 to the notification
unit 280 of the second communication apparatus 200. In
addition, notification may be performed in different patterns
depending on whether the handover is admitted or refused.

In FIG. 10, in the case where the control unit 150
determines that authentication is failed when the authenti-
cation result of the communication by the second commu-
nication method is replied from the second communication
apparatus 200 (S315), notification which represents authen-
tication failure is performed (H7).

In FIG. 11, in the case where the authentication result is
not replied from the second communication apparatus 200
even when the predetermined period of time has passed after
the authentication request from the second communication
unit 120 is transmitted (S310), notification which represents
that the authentication is failed with time out is performed
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(H8). In such a case, notification may be performed in the
form that types of the authentication failure can be recog-
nized using a different notification pattern from the notifi-
cation (H7) which represents the authentication failure
shown in FIG. 10. That makes the user to be able to
recognize causes of not only success or failure of the
authentication, but also the cause of authentication failure.

In addition to S310, in the case where there is no response
from a communication party during the predetermined
period after executing respective steps such as S314, S316,
and S318 shown in FIG. 5, notification related to the same
time out may be performed.

In FIG. 12, in the case where it is turned out that
capabilities of applications are unmatched (S319) after the
basic information and detail information of applications are
exchanged between the first communication apparatus 100
and the second communication apparatus 200 (S316), noti-
fication is performed (H9).

FIG. 13 shows an example in which states of progress of
the handover process shown in FIG. 5 is notified each time
the state changes. In FIG. 13, each notification is performed
on handover start operation (S302 and H1 1), on handover
request (S304 and H12), on handover response (S306 and
H13), during authentication request (S310 and H14), on
authentication response (5314 and H15), on basic informa-
tion exchange (S316 and H16), on application detail infor-
mation exchange (S318 and H17), and on application start
(S320 and H18).

In addition, as described in connection with the descrip-
tion of the second communication circuit 56 shown in FIG.
2, there is a case where a plurality of types of the second
communication methods are used between the first commu-
nication apparatus 100 and the second communication appa-
ratus 200. In that case, as shown in FIG. 14, in the second
communication apparatus 200 in which a request signal of
handover from the first communication apparatus 100 is
received, it is possible to let a user select the second
communication method which is to be handover target from
a plurality of candidates. In FIG. 14, as an example, two
options including communication methods A and B are
shown on the screen. For example, in FIG. 14, the commu-
nication method A may be a BT method and the communi-
cation method B may be a Wi-Fi method or the like.

In the example shown in FIG. 14, information which
specifies a communication method selected by the user is
included in a response signal replied from the second
communication apparatus 200 (S306). The first communi-
cation apparatus 100 which receives such response signal
may perform different notification patterns depending on the
specified communication method, for example, in a manner
of H21 in the case where the BT method is specified or in
a manner of H22 in the case where the Wi-Fi method is
specified.

Herein, in FIG. 14, the example of letting the user select
the second communication method is shown, however, alter-
natively, the second communication method may be auto-
matically selected by the first communication apparatus 100
or the second communication apparatus 200 according to
previously set priority or the like.

In addition, in proximity communication such as the NFC
used as the first communication method, a device served as
a reader/writer outputs a carrier wave to detect a commu-
nication party. In the present embodiment, the second com-
munication apparatus 200 serves as the reader/writer. Then,
there is a case where the carrier wave is triggered to start
outputting or is constantly output. Consequently, the notifi-
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cation unit 280 may notify the user whether or not the carrier
wave is being output from the second communication appa-
ratus 200.

In FIG. 15, triggered by a user’s operation for starting
outputting a carrier wave, the output of the carrier wave is
started from the first communication unit 210 of the second
communication apparatus 200 (S303), and notification is
performed during the carrier wave is being output (H31).
That enables the user to recognize the time at which it makes
the first communication apparatus 100 touch the second
communication apparatus 200.

Examples of the handover process flow and the notifica-
tion process according to an embodiment have been
described so far using FIGS. 5 to 15. Herein, the examples
that notifications are performed using the notification unit
180 of the first communication apparatus 100 have been
shown by the respective drawings except for FIGS. 9 and 15.
However, notifications may be performed using the notifi-
cation unit 280 of the second communication apparatus 200
at the notification timing shown in each drawing. In addi-
tion, it is possible to notify using both the first communi-
cation apparatus 100 and the second communication appa-
ratus 200. In this regard, however, in order to avoid user’s
confusion, it is preferable that notification related to the
handover process is performed while maintaining sensation
of unity, for example, the notification is performed by only
one device on the side of requesting/responding.

According to the present embodiment, it is possible to
make a user appropriately recognize a state of progress of
handover without making the user pay particular attention to
a screen. In addition, the state of progress of the handover
can be expressed even with a communication apparatus in
which a display screen is not provided. This improves
convenience of secure and seamless communication utiliz-
ing the handover, and utilization of proximity communica-
tion and short-distance communication in more multiple
scenes is expected.

It should be understood by those skilled in the art that
various modifications, combinations, sub-combinations and
alterations may occur depending on design requirements and
other factors insofar as they are within the scope of the
appended claims or the equivalents thereof.

The application is claimed as follows:

1. A communication apparatus, comprising:

a first communication unit configured to receive, using a
first communication method, a response message
including information indicating at least a second com-
munication method from an information processing
apparatus, in response to a request message, wherein
the second communication method is included in the
request message and different from the first communi-
cation method;

a second communication unit configured to exchange data
with the information processing apparatus, using the
second communication method; and

a notification unit, comprising at least a device, config-
ured to be activated at a predetermined stage of a
communication process.

2. The communication apparatus according to claim 1,
wherein the device includes a motor configured to cause a
vibration.

3. The communication apparatus according to claim 2,
wherein the device is activated when the first communica-
tion unit receives the response message.

4. The communication apparatus according to claim 1,
wherein the response message includes setting information
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for communication with the information processing appa-
ratus via the second communication unit.

5. The communication apparatus according to claim 4,
wherein the setting information is address information.

6. The communication apparatus according to claim 5,
wherein the first communication method is a proximity
communication method.

7. The communication apparatus according to claim 6,
wherein the proximity communication method is a non-
contact communication method according to near field com-
munication standards.

8. A communication method, comprising:

receiving, by a first communication unit using a first

communication method, a response message including
information indicating at least a second communication
method from an information processing apparatus, in
response to a request message, wherein the second
communication method is included in the request mes-
sage and different from the first communication
method;

exchanging data, by a second communication unit, with

the information processing apparatus, using the second
communication method; and
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activating a notification unit, comprising at least a device,

at a predetermined stage of a communication process.

9. The communication method according to claim 8,
wherein the device includes a motor that causes a vibration.

10. The communication method according to claim 9,
wherein the device is activated when the first communica-
tion unit receives the response message.

11. The communication method according to claim 8,
wherein the response message includes setting information
for communication with the information processing appa-
ratus via the second communication unit.

12. The communication method according to claim 11,
wherein the setting information is address information.

13. The communication method according to claim 12,
wherein the first communication method is a proximity
communication method.

14. The communication method according to claim 13,
wherein the proximity communication method is a non-
contact communication method according to near field com-
munication standards.
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