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METHOD AND SYSTEM FOR scheduling and dropping . In 802 . 11 Wi - Fi networks , access 
CONTROLLING TRAFFIC IN A WIRELESS to the transmission medium has been traditionally controlled 

LAN using the Distributed Coordination Function ( see : http : / / 
en . wikipedia . org / wiki / Distributed _ Coordination _ Function ) . 

RELATED APPLICATIONS 5 In its basic form , this mechanism attempts to make access 
to the medium " fair , ” in the sense that each station has an 

The present application is a National Phase entry of PCT equal chance of being the next one to put a packet on the air . 
Application No . PCT / GB2014 / 000123 , filed Mar . 27 , 2014 . Essentially each station is allowed to transmit the same 
which claims priority to EP 13250045 . 5 , filed Mar . 28 , 2013 , number of packets as each of the others . 
the contents of which are incorporated herein by reference in 10 WMM QoS ( a profile of the IEEE802 . 1le Quality of 
their entireties . Service spec ) modifies the DCF to allow for the prioritiza 

tion of certain types of traffic based on a number of traffic 
TECHNICAL FIELD categories : Voice , Video , Best Efforts and Background . 

As described at http : / / en . wikipedia . org / wiki / 
Embodiments provide a method and system for control - 15 IEEE _ 802 . 11e - 2005 , IEEE802 . 11e enhances the DCF and 

ling data traffic in a wireless LAN , such as an IEEE 802 . 11x the point coordination function ( PCF ) , through a new coor 
LAN . In particular , embodiments provide for traffic shaping dination function : the hybrid coordination function ( HCF ) . 
and / or policing to be performed between users connected via Within the HCF , there are two methods of channel access , 
a common wireless access point in dependence on user similar to those defined in the legacy 802 . 11 MAC : HCF 
priority , and / or the modulation scheme being used to trans - 20 Controlled Channel Access ( HCCA ) and Enhanced Distrib 
mit data to uted Channel Access ( EDCA ) . Both EDCA and HCCA 

define Traffic Categories ( TC ) . For example , emails could be 
BACKGROUND assigned to a low priority class , and Voice over Wireless 

LAN ( VOWLAN ) could be assigned to a high priority class . 
Existing Wi - Fi systems have to share a finite resource of 25 With EDCA , high - priority traffic has a higher chance of 

a given radio channel between all stations wanting to use the being sent than low - priority traffic : a station with high 
medium . The current standard mechanism ( the Distributed priority traffic waits a little less before it sends its packet , on 
Coordination Function ( DCF ) , described further below ) for average , than a station with low priority traffic . This is 
sharing out this resource treats all stations as equal , regard - accomplished through the TCMA protocol , which is a varia 
less of whether they are access points or mobile terminals , 30 tion of CSMA / CA using a shorter arbitration inter - frame 
and is “ fair ” in the sense of giving each station the same space ( AIFS ) for higher priority packets . The exact values 
chance of being the next station to get a packet onto the air depend on the physical layer that is used to transmit the data . 
interface . While this mechanism is robust , it does not always In addition , EDCA provides contention - free access to the 
provide an optimal method of sharing out the available channel for a period called a Transmit Opportunity ( TXOP ) . 
resource . In particular , it takes no account of the following 35 A TXOP is a bounded time interval during which a station 
factors : can send as many frames as possible ( as long as the duration 

1 / There is no concept of user priority , and hence it is not of the transmissions does not extend beyond the maximum 
possible to differentiate between users who may be duration of the TXOP ) . If a frame is too large to be 
expecting different classes of service . transmitted in a single TXOP , it should be fragmented into 

2 / The standard mechanisms deployed in commercial 40 smaller frames . The use of TXOPs prevents stations from 
access points take no account of the proportion of the sending large numbers of high priority frames in a single go 
available air interface resource that any given station is at low modulation rates . Alternatively , it allows fast stations 
consuming Stations at different ranges from an access to send several frames in one go . ( TXOP is set to low values 
point will use different modulation rates when trans - for the high priority access categories . ) 
mitting . For example , a station close to an access point 45 A TXOP time interval of O means it is limited to a single 
might transmit at 54 Mbps , where one at the edge of MAC service data unit ( MSDU ) or MAC management 
coverage might be transmitting at only 1 Mbps . As the protocol data unit ( MMPDU ) . Best effort traffic generally 
DCF allows them to send the same number of packets , has a TXOP of zero , which does mean just one MSDU , but 
if they send the same size packets , the edge of coverage at the edge of coverage with a low modulation rate , that 
station will be using 54 times as much airtime as the 50 could be quite a lot of airtime . 
station close to the access point . This may not be the The levels of priority in EDCA are called access catego 
optimal use of resources . ries ( ACs ) . The contention window ( CW ) can be set accord 

3 / For public Wi - Fi access via private access points ( as ing to the traffic expected in each access category , with a 
used in the Applicant ' s public access Wi - Fi network wider window needed for categories with heavier traffic . The 
known as BT FON ) , the standard mechanisms do not 55 CWmin and CWmax values are calculated from aCWmin 
take air interface usage into account in differentiating and aCWmax values , respectively , that are defined for each 
between public and private users . In this respect , pres physical layer supported by 802 . 11e . 
ently only backhaul usage is typically taken into In other prior art , in Li , B . J . , and Soung , C . L . Propor 
account , which does not have a 1 : 1 relationship with air tional Fairness in Wireless LANs and Ad Hoc Networks The 
interface usage . That is , the present BT WiFi network 60 Chinese University of Hong Kong ( available online at 
currently separates public and private Wi - Fi traffic , and http : / / www . ie . cuhk . edu . hk / fileadmin / staff _ upload / soung 
offers bandwidth protection to the private users on the Conference / C56 . pdf ) , Li and Soung disclose a method for 
basis of backhaul traffic flow rates . ensuring fairness in terms of equal airtime where they 

Traffic control is a well known concept in computer consider infrastructure WLANs in which all WSs commu 
networking . For example Linux Traffic Control ‘ tc ' ( see 65 nicate with an AP . They assume the AP maintains a separate 
http : / / unixhelp . ed . ac . uk / CGI / man - cgi ? tc + 8 ) implements a queue for each WS so that for the downlink traffic , it can 
mechanism for implementing traffic policing , shaping , allocate different bandwidths to the queues in a flexible 
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manner . For downlink traffic , the AP acts as the coordinator wireless access point ; calculating wireless traffic load on the 
to allocate the air - time equally to the WSs . For uplink traffic WLAN in dependence on wireless station data rates and 
scheduling they disclose either : modulation rates ; and for a wireless station , setting a traffic 

1 . Using equal TXOP length in each WS flow control limit in dependence on the wireless station 
A straightforward approach to implement proportional 5 priority level and the calculated wireless traffic load ; 

fairness for uplink traffic in a WLAN is to utilize packet wherein the setting comprises reducing a traffic flow control 
bursting from WSs , as defined in 802 . 11e standard [ 11 ] , limit when the wireless traffic load is above a threshold level , 
while keeping the CWs unchanged identical for all the and increasing the traffic flow control limit when the wire 
WSs ) . The bursting lengths ( i . e . , TXOP lengths , expressed in less traffic load is below the threshold level . 
" seconds ” ) are set as the same for all WSs to achieve equal 10 From another aspect there is also provided traffic flow 
air - time usage , independent of the WSs ' individual data control limit calculator for use with a wireless local area 
rates . Since 802 . 11 MAC implicitly provides long - term network access point , the calculator being arranged to : i ) 
equal access probability to all the WSs , equal TXOP for all determine respective priority levels from a user priority store 
the WSs leads to equal airtime occupancy in a long term ; or for wireless stations communicating with a wireless access 

2 . Adjusting Initial CWs of different WSs 15 point ; ii ) calculate wireless traffic load on the WLAN in 
It is also possible to alternatively tune the initial CWs dependence on wireless station data rates and modulation 

( CWMin ' s ) of the WSs to achieve this goal for uplink traffic . rates as determined by a modulation rate detector ; and iii ) for 
The value of CWMin ' s can be distributed from the AP to the a wireless station , set a traffic flow control limit in depen 
WSs , since the AP knows the individual air - time used by one dence on the wireless station priority level and the calculated 
burst from each WS . 20 wireless traffic load ; wherein the setting comprises reducing 

Thus , whilst Li and Soung teach a method for upstream a traffic flow control limit when the wireless traffic load is 
air - time fairness , they do not use upstream policing . Their above a threshold level , and increasing the traffic flow 
approach ( 1 ) using equal TxOP length cannot blend different control limit when the wireless traffic load is below the 
user priorities with air - time fairness as all users get the same threshold level . 
TxOP . Their approach ( 2 ) using varying CWmin values per 25 In some embodiments the traffic flow control limit is a 
station has practical limitations in terms of the rate at which traffic shaper limit or traffic policer limit . 
it can adapt to changing load and in the generation of Moreover , in some embodiments the traffic flow control 
additional Probe Request / Response pairs which run at the limit calculator forms part of a wireless LAN access point , 
lowest modulation rate , and therefore will cause additional the access point further including a wireless network inter 
congestion . It will also increase packet fragmentation and 30 face ; upstream and downstream traffic control systems ; a 
therefore decrease the overall efficiency of the channel modulation rate detector ; and a user priority store . In other 
usage . Moreover , adopting any upstream policing technique embodiments the calculator may be physically separate from 
requires adaptation at the actual sending client device , which the access point , for example in a WLAN architecture where 
imposes practical implementation difficulties in terms of lightweight access points are controlled by a separate net 
manufacturer adoption and compatibility with legacy 35 work controller . 
devices . Further features and advantages of embodiments will be 

apparent from the appended claims . 
SUMMARY 

BRIEF DESCRIPTION OF THE DRAWINGS 
Embodiments attempt to address the two issues of user 40 

prioritization and fairer sharing of available bandwidth Further features and advantages of the disclosure will 
identified above , by making modifications to the traffic become apparent from the following description of embodi 
control system within access points in a wireless LAN ments thereof , presented by way of example only , and by 
( WLAN ) network , leaving the mobile stations unchanged , reference to the accompanying drawings , wherein like ref 
and without changing the network ' s physical or MAC layer . 45 erence numerals refer to like parts , and wherein : 

Embodiments therefore define a new traffic control sys - FIG . 1 is a block diagram of a wireless access point in 
tem for WLAN access points . The traffic control system accordance with an embodiment . 
works in dependence on a first new input - user priority FIG . 2 is a block diagram of the arrangement of traffic 
( supplied by an authentication server ) . This allows different queues in an embodiment . 
service levels to be provided to different classes of customer . 50 FIG . 3 is a flow diagram illustrating the operation of an 
In addition , the traffic control system polices and / or shapes embodiment . 
traffic based on a second new input - a modulation rate FIG . 4 is a flow diagram illustrating the operation of a 
detector , which measures the modulation rate at which each “ tighten shaping ” mode of operation of an embodiment . 
connected client is sending its traffic , and uses it to indirectly FIG . 5 is a flow diagram illustrating the operation of a 
cause fairer use of the available air interface capacity ( e . g . 55 “ relax shaping ” mode of operation of an embodiment . 
by causing TCP streams to back off when they detect packet 
loss ) . Finally , for some embodiments where public Wi - Fi is DESCRIPTION OF THE EMBODIMENTS 
being delivered through private Wi - Fi access points ( such as 
the BT Wi - Fi service https : / / www . bt . com / btfon ) , the traffic Embodiments relate to channel capacity allocation and 
control system is able to manage the air interface utilization 60 utilization by multiple wireless stations in a wireless local 
split between public and private Wi - Fi users , to ensure that area network . The typical usage scenario is where a wireless 
private users do not have their Wi - Fi air interface network access point operating in accordance with one or more of the 
capacity unduly impaired by public users . IEEE 802 . 11 family of standards provides network access to 

In view of above , from a first aspect there is provided a one or more wireless stations operated by users . The wire 
method of controlling data traffic in a wireless local area 65 less stations may be any mix of computers such as laptops , 
network ( WLAN ) , comprising : determining respective pri - tablet devices such as iPads® and the like , or other mobile 
ority levels for wireless stations communicating with a devices such as smartphones . The users may be a mix of 
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public users and private users , the distinction being that In order to explain the operation of the access point of the 
private users will typically access the wireless access point present embodiment , we shall describe an example scenario 
using an encrypted connection using the WEP , WPA or where four users ( Client 1 , Client 2 , Client 3 , and Client 4 ) 
WPA2 security protocols , and will typically be granted a connect to the same access point , with differing user priori 
greater share of the access point ' s resources than public 5 ties and data traffic requirements . Each client is a conven 
users . In addition , private users will have access to the local tional WLAN enabled device , such as a computer , smart 
LAN as well as the internet , whereas public users will phone , or tablet . 
generally only have access to the internet . In some embodi The first step is to perform authentication for each client . 
ments , however , all or almost all of the users may be public Authentication is performed using the Extensible Authenti 
users , such as for access points located to provide network 10 cation Protocol , defined in RFC 3748 and related IETF 

standards . The authentication process is as follows : access to users in public locations such as hotels , airports , 1 . Client 1 connects to public SSID on the AP and railway stations and the like . performs EAP - SIM based authentication . ( AP forwards A purpose of embodiments is to provide a traffic control authentication request to Radius proxy which forwards system for WLAN traffic that provides for fairer use of the 15 to MNO . ) Standard authentication process is followed . 
wireless resource based on concepts of user priority , and When user successfully authenticates , an EAP - SUC 
wireless resource utilization . In particular , embodiments try CESS message is sent , encapsulated in Radius , with a 
to provide a higher priority user with a greater share of use vendor specific attribute identifying the user priority as 
of the wireless resource than a lower priority user . In priority Public - 1 " Gold " ( out of 3 possible public 
addition , embodiments also try to prevent “ inefficient ” users 20 levels ) . The authenticator then passes the user identifier 
with low modulation rates from capturing the wireless together with the priority level to the User Priority 
resource , and blocking the use thereof by more efficient Selector / Store . 
users who are able to user higher modulation rates . For 2 . Client 2 connects to public SSID on the AP and 
example , a user at the edge of coverage who has to use a less performs EAP - SIM based authentication . ( AP forwards 
efficient modulation scheme than a closer user who can use 25 authentication request to Radius proxy which forwards 
a more efficient modulation scheme should be prevented to MNO . ) Standard authentication process is followed . 
from using more than his share of the wireless bandwidth . When user successfully authenticates , an EAP - SUC 

FIG . 1 is a block diagram of an access point according to CESS message is sent , encapsulated in Radius , with a 
an embodiment . The access point includes a backhaul inter vendor specific attribute identifying the user priority as 
face which is arranged to provide backhaul for upstream and 30 priority Public - 1 “ Gold ” ( out of 3 possible public 
downstream data from the access point to a core network , levels ) . The authenticator then passes the user identifier 
such as the Internet . For downstream data the backhaul together with the priority level to the User Priority 
interface passes downstream data to a downstream traffic Selector / Store . 
control system , comprising in turn a policer module , a queue 3 . Client 3 connects to public SSID on the AP and follows 
system and a scheduler . The scheduler passes user data to the 35 the same process as above , but the EAP - SUCCESS 
Wi - Fi interface module for transmission over the wireless message is accompanied by a priority level of Public - 3 
interface to the user wireless devices . ( Bronze ) . The authenticator then passes the user iden 

In other embodiments , different access point architectures tifier together with the priority level to the User Priority 
may be used , for example controller based architectures Selector / Store . 
where the access point functionality is split between a 40 4 . Client 4 connects to the private SSID of the AP using 
lightweight access point ( AP ) and a separate WLAN con WPA2 - PSK ( pre - shared key ) . The AP authenticator 
troller . automatically allocates this user to the priority class 

In addition to the downstream path , an upstream traffic “ Private . " The authenticator then passes the user iden 
control system comprises a policer , a queue system and tifier together with the priority level to the User Priority 
scheduler , arranged in order to receive upstream user data 45 Selector / Store . 
from the Wi - Fi interface . The scheduler outputs the user data The table below therefore summarizes the present priority 
to the backhaul interface for onward transmission over the status of the four example users . 
Internet or other network to which the access point is 
connected . 

In addition to the upstream and downstream traffic control 50 Client ID 
systems , the access point also comprises control elements , in ( MAC address ) Priority 
the form of an authenticator and a user priority selector and Client 1 MAC Public - 1 
store . The authenticator stores user priority information as Client 2 MAC Public - 3 

well as information as to whether a user is a public user or Client 3 MAC Public - 1 
Client 4 MAC Private a private user . This information is passed when required to 55 

the user priority selector and store . In turn the user priority 
selector passes user priority information to the policer in the Consider now example traffic demand from the clients , as 
upstream traffic control system , and also to the scheduler in follows : 
the downstream traffic control system . 1 . Client 1 initiates a video call , which includes two UDP 

Additionally provided is a modulation rate and airtime 60 streams , one in the uplink direction and one in the 
usage detector . This receives information from the Wi - Fi downlink direction . Client 1 is close to the access point 
interface relating to upstream packets and utilization of the and when sending / receiving is working at a physical 
air interface . rate of 54 Mbps . 

FIG . 2 illustrates example traffic queues for different data 2 . Client 2 starts downloading a large download ( e . g . a 
traffic types for different users , and how they can be policed 65 new version of its Operating System ) using TCP . This 
or shaped depending on whether the traffic is being sent creates high volumes of downlink data packets and 
upstream or downstream . corresponding uplink acknowledgements . Client 2 is 
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close to the access point and when sending / receiving is access point is above a total threshold measure , for example 
working at a physical rate of 54 Mbps . 80 % of the channel capacity . If it is , then at 3 . 8 a " tighten 3 . Client 3 starts downloading a large download ( e . g . a 
new version of its Operating System ) using TCP . This shaping ” operation is undertaken , as will be described in 
creates high volumes of downlink data packets and 5 more detail below . Alternatively , if the total traffic is below corresponding uplink acknowledgements . Client 3 is 
far away from the access point and when sending the total threshold measure , then at 3 . 6 a “ relax shaping ” 
receiving is working at a physical rate of 1 Mbps . operation is undertaken , again as will be described in more 

4 . Client 4 also starts a large download . This creates a 
TCP stream with data packets downstream and detail later . Whichever operation is undertaken , the process 
acknowledgements upstream . Client 3 is close to the then proceeds to a wait state 3 . 2 , where a timer counts down 
access point and when sending / receiving is working at to the next assessment time to evaluate the condition of 3 . 4 . a physical rate of 54 Mbps . 

5 . Other clients of different access points and those other In such a manner the traffic shaping and / or policing arrange 
access points are also consuming a portion of the available m ent of the present embodiment can run repeatedly . For 
airtime . example , traffic shaping may be undertaken every 0 . 1 sec 6 . While Client 1 has significant but finite peak rate traffic 

demands , Clients 2 , 3 and 4 are attempting to download onds or so . 
data at the maximum possible rate . In more detail : 

Conventionally , without the benefits of the present 1 . The Modulation Rate / Air time Usage Detector detects 
embodiment , the following would be the outcome of such a 21 the current modulation rates of each client and mea 
usage scenario : sures the % of available airtime used by each client for 

1 . Client 1 uses WMM QoS ( Video ) and manages to get each QoS class ( upstream + downstream ) over a speci 
its packets onto the air . Its user is happy . fied period ( e . g . 0 . 1 second ) and passes the information 

2 . Clients 2 , 3 , and 4 compete for the remaining available to the Upstream and Downstream Traffic Control Sys 
airtime . Each has an equal chance of getting their tems . 

20 

% Airtime * 
Used for 
QoS Class : 

Voice 

Modulation 
Rate 

( Mbps ) 

% Airtime * 
Used for 
QoS Class : 

Video 

% Airtime * 
Used for % Airtime * 
QoS Class : Used for 
Best Efforts QoS Class : 

( or no WMM QOS ) Background 
Client ID 
( MAC address ) 

25 Client 1 MAC 
Client 2 MAC 
Client 3 MAC 
Client 4 MAC 

54 
1 

54 
54 

* This figure is the % of airtime available to this access point and its clients and excludes that proportion of airtime 
used by other access points and their clients . ) 

40 ) packets onto the air , so each end up with the same 
packet rate . However , Client 3 ' s packets occupy 54 * 
times as much airtime as those of Clients 2 or 4 . As a 
result , Clients 2 , 3 and 4 all end up running at the ( slow ) 
rate of Client 2 . Client 3 is happy , as he is getting as 
much as he can expect . Clients 2 and 4 are unhappy ; 
they are being slowed down by Client 2 , a Public 
Bronze grade customer at the edge of coverage . 

In order to address the above problem , the present 
embodiment provides a method and system to adapt the 
traffic shaping and / or policing that is applied to transmitted 
packets . In particular , as shown in FIG . 3 , the present 
embodiment provides a method and system which runs 
repeatedly , and repeatedly performs an evaluation at 3 . 4 as 
to whether the total traffic that is being transmitted via the 

2 . The Downstream Scheduler & Upstream Policer cal 
culate the total airtime usage and determine that the 
medium is over utilised ( utilisation above a threshold 
percentage — e . g . 80 % ) . This means that it is likely that 
some clients are not getting as much air - time access as 
they would like . It therefore determines that active 
traffic shaping / policing is required . 

3 . The Downstream Scheduler & Upstream Policer cal 
culate the effective data rate for each client in each QoS 
class ( e . g . by multiplying the channel utilisation by the 
modulation rate ) . ( Alternatively , this could be observed 
and provided directly by the Modulation Rate / Air time 
Usage Detector , in addition to the above information . ) 

Example values before the system has been applied are 
shown in the table below : 

50 

Client ID 
( MAC 
address ) 

% Airtime 
Used ( Data rate % Airtime 

% Airtime % Airtime Mbps ) for QoS Used ( Data rate 
Modulation Used ( Data rate Used ( Data rate Class : Best Mbps ) for 

Rate Mbps ) for QoS Mbps ) for QoS Efforts ( or QoS Class : 
( Mbps ) Class : Voice Class : Video no WMM QOS ) Background Priority 

Public - 1 54 25 ( 13 . 5 ) 

Public - 3 

Client 1 
MAC 
Client 2 
MAC 
Client 3 
MAC 

54 ( 0 . 54 ) 

Public - 1 54 1 ( 0 . 54 ) 
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- continued 

% Airtime 
Used ( Data rate % Airtime 

% Airtime % Airtime Mbps ) for QoS Used ( Data rate 
Modulation Used ( Data rate Used ( Data rate Class : Best Mbps ) for 

Rate Mbps ) for QoS Mbps ) for QoS Efforts ( or QoS Class : 
( Mbps ) Class : Voice Class : Video no WMM QoS ) Background 

Client ID 
( MAC 
address ) Priority 

Client 4 
MAC 

Private 54 1 ( 0 . 54 ) 

4 . Operation of the system then proceeds according to Thus , for private users the available capacity is either 
FIG . 3 , as described above . With usage of the available shared equally to meet the capacity limit , or adapted over 
airtime at 81 % ( above the 80 % Total - Threshold value ) , iterations such that it distributes spare private capacity to 
the system proceeds down the Tighten Shaping Flow those stations demanding extra capacity , but ensures that 
chart , as shown in FIG . 4 . each private station receives at least a minimum entitlement . 

With reference to FIG . 4 , here is shown two separate For public users the right hand branch of FIG . 4 is 
shaping processes that are applied for private and public followed . Here , at s . 4 . 12 the airtime public traffic load is 
traffic respectively . The left hand column of 4 . 2 to 4 . 10 are found to be the sum over all public users of the ratio of each 

20 user ' s data rate to its modulation rate i . e . performed in respect of the private users , and the right hand 
column of 4 . 12 to 4 . 22 are performed for the public users . Public _ traffic _ load = > ( user _ data _ rate / 

modulation _ rate ) With respect to the private users , at 4 . 2 the private traffic 
load is calculated to be the sum over all the private users of Then , at 4 . 14 an evaluation is carried out to determine if 
the ratio of user data rate to modulation rate , i . e . the public traffic load is above a preset public traffic thresh 

25 old Pub _ threshold , e . g . 30 % , as discussed previously . If this 
Private _ traffic _ load = 2 ( userdata _ rate / modulation _ rate ) is the case , then the traffic shaping should be tightened , using 

where the summation is taken across each private user . 4 . 18 to 4 . 22 . Otherwise , the tighten shaping procedure can 
Next , at 4 . 4 a comparison is made of the calculated private end . In many embodiments the relax shaping procedure can 

traffic load to determine whether it is above a preset private then be invoked , often depending on the outcome of the 
threshold level Pri threshold . Pri threshold may be set at for 30 flowchart of FIG . 3 on its next iteration . 
example 70 % of the available channel capacity , thus leaving Assuming that the traffic shaping is to be tightened , at 
30 % available for public use . That is , the sum of the private 4 . 18 a priority weighted public user count is found to be the 

sum over all public users of the variable ( 4 - user _ priori threshold level and a public threshold level Pub _ threshold 
should equal to 100 % of the available channel capacity ty _ level ) , where user _ priority _ level takes a value of 1 to 3 , 
( which may itself be only a fraction , e . g . 80 % , of the 35 heco 

Priority _ weighted public _ user _ count = ( 4 - user _ pri theoretical maximum , due to user interfering wireless users ority _ level ) . on adjacent access points ) . 
Where the private traffic load is above the private thresh Hence , higher priority public users ( i . e . priority = 1 ) con 

old level , then it is necessary to tighten the private traffic tribute to this count more than lower priority users ( i . e . 
shaping conditions , and this is performed at 4 . 6 to 4 . 10 . In 40 pro In 40 priority = 3 ) . More generally , where there are n priority 

levels , the priority weighted public user count can take the particular , at 4 . 6 a variable is set equal to the number of 
value : private users registered with the access point , i . e . 

private _ user _ count = number of private users . This variable Priority _ weighted _ public _ user _ count = 3 ( ( n + 1 ) 
user _ priority _ level ) . is then used at 4 . 8 to calculate a minimum private airtime 

threshold equal to the quotient of the preset private threshold 45 Next , at 4 . 20 a minimum priority - weighted public airtime 
and the private user count , i . e . threshold is calculated to be the quotient of the public 

threshold Pub _ threshold and the priority weighted public Minimum _ private _ airtime _ usage = Pri _ threshold / pri 
vate _ user _ count user count i . e . : 

Minimum _ priority _ weighted _ public _ This gives a minimum private airtime that should be 50 airtime _ threshold = Pub _ threshold / 
allocated to each private user , by simply dividing the avail Priority _ weighted _ public _ 
able airtime between the number of private users . user _ count 
However , it may be that the above solution is not optimal , The minimum priority weighted public airtime threshold 

particularly if some users do not actually need an equal provides the lowest unit of airtime that may be allocated , as 
division of airtime because their data needs are low , or they 55 will be seen from 4 . 22 . 
are transmitting using very efficient modulation . Therefore , More particularly , at 4 . 22 , an airtime shaper limit is set for 
at 4 . 10 a choice is made for each private user as to whether each public user , using the above found variables . In par 
to grant them either the calculated minimum private airtime ticular , the limit is set to the maximum value of either : i ) the 
usage , or whether to scale their current usage by the ratio of product of the user ' s present threshold with the ratio of 
the private threshold to the current private traffic load , i . e . 60 preset public threshold level to the actual public traffic load : 

Airtime _ shaper _ limit = Max [ ( ( Pri _ threshold / Priva or ii ) the product of the minimum priority weighted public 
te _ traffic _ load ) * current _ user _ threshold ) , ( Min airtime threshold with a variable dependent on the user 
imim _ private _ airtime _ usage ) ] priority , calculated as ( ( n + 1 ) - user _ priority ) , where there are 

where the maximum of the two choices is chosen . In this n priority levels . In the presently described embodiment 
respect , the current _ user _ threshold is the current threshold 65 there are three priority levels , although in other embodi 
limit for that user . This equation calculates the new threshold ments there may be more than or fewer than three . Hence , 
for that user . in ii ) a higher priority user will be allocated more airtime 
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than a lower priority user . Again , the choice of taking the downstream traffic are considered for calculating an 
maximum of these two choices is to make the system individual client ' s usage . Each user ' s total airtime 
flexible in that if one user is not using all of their allocation usage quota is calculated as shown , but it is allocated 
then others can use it . between upstream and downstream traffic in a similar 5 . In view of the above , and returning to the worked 5 manner to the way traffic is allocated between users . example , traffic shaping is applied in the downstream Upstream traffic is policed , where the downstream direction ( see FIG . 2 ) . User traffic quotas are enforced 

at the relevant client shapers . The QoS shapers are only traffic is shaped . ) 
used to prevent abuse of the higher WMM QoS classes For the present example values after the system has 
( e . g . 100 kbps for Voice , 15 Mbps Video ) . ( Note : for 10 converged are shown in the table below where 50 % of total 
simplicity , details of upstream policing have been omit - usable capacity ( i . e . 50 % of 80 % = 40 % ) is reserved for 
ted . In the full implementation , both upstream and Private users , when they need it . 

Client ID 
( MAC 
address ) . 

% Airtime % Airtime 
Modulation Used ( Data rate Used ( Data rate 

Rate Mbps ) for QoS Mbps ) for QoS 
( Mbps ) Class : Voice Class : Video 

54 17 ( 11 . 3 ) 

% Airtime 
Used ( Data rate % Airtime 
Mbps ) for QoS Used ( Data rate 

Class : Best Mbps ) for 
Efforts ( or QoS Class : 

no WMM QoS ) Background Priority 

Public - 1 

Public - 3 - 6 ( 0 . 06 ) 

Client 1 
MAC 
Client 2 
MAC 
Client 3 
MAC 
Client 4 
MAC 

Public - 1 17 ( 9 . 1 ) 

Private 40 ( 21 . 6 ) 

Thus , as will be seen from the table above , there is a fairer 
split between the percentage of airtime user for the two 
public clients of priority 1 , and the private user is also 
allocated an appropriate amount of the bandwidth . However , 
the public user with priority class 3 is no longer able to 
dominate the airtime , and his data rate has become severely 
restricted to allow for the higher priority clients that are able 

35 to send and receive at much higher data rates . Hence , the 
various users no longer end up with the performance of the 
lowest performing client , as in the prior art , and are instead 
able to share the wireless resource in a manner that allows 
service differentiation between different classes of user , and 

40 improves overall data throughput to most clients . 
6 . Sometime later , the private user completes his down 

load and does not make any further use of the channel . 
The channel is now running below capacity so the 
system operates the Relax Shaping process of FIG . 5 , 
as described below . After convergence the traffic load 
looks as follows ( note that Client 1 is now running at 
its requested rate , and would be permitted to run faster 
if it wanted to ) : 

45 

% Airtime 
Used ( Data rate % Airtime 

% Airtime % Airtime Mbps ) for Used ( Data rate 
Modulation Used ( Data rate Used ( Data rate QoS Class : Best Mbps ) for 

Rate Mbps ) for QoS Mbps ) for QoS Efforts ( or no QoS Class : 
( Mbps ) Class : Voice Class : Video WMM QOS ) Background 

Client ID 
( MAC 
address ) Priority 

Public - 1 54 27 ( 14 ) 

faili : i : i : i : 11111 Public - 3 

Client 1 
MAC 

Client 2 
MAC 
Client 3 
MAC 

Client 4 

13 ( 0 . 13 ) 

Public - 1 40 ( 21 . 9 ) 

Private 0 ( 0 ) 
MAC 
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I . e . , 

With reference to FIG . 5 , the relax shaping process of 3 . 6 priority level ) ( where n is the number of user priority 
is performed as follows . Firstly , at 5 . 2 and 5 . 4 the private levels ) to the priority weighted public user count ; or 
and public traffic loads are calculated , in the same manner as iv ) the greater of the public threshold , or the total thresh 
previously described in 4 . 2 and 4 . 12 , respectively , previ old minus the current private traffic load . 
ously . Then , a free _ airtime _ fraction value is found at 5 . 6 , 5 l . e . , 
which is equal to the total available airtime , minus the min [ ( current _ user _ threshold + ( free _ airtime _ fraction * 
amount that is being used already for public and private ( ( n + 1 ) - user _ priority level ) / priority _ 

weighted _ public _ user _ count ) ) , max ( To 
users . In this respect , recall that the relax shaping process is tal _ Threshold - private _ traffic _ load , Pub _ Thresh 
being used because there should now be free airtime from at old ) ] 
least one of the public or private allocations , because a 10 Thus , again the relax shaping process for public users 
previous user has stopped transmitting or receiving . takes into account the priority of the users , in that the user 

Having calculated the free airtime fraction , for private priority level is used as an adjustment factor to allow the 
users a private _ user _ count variable is then found at 5 . 8 , calculated airtime for higher priority users to be larger than 
equal to the number of private users , and this is then for lower priority users . 
deployed in 5 . 10 to determine each user ' s airtime shaper 15 Thus , the described embodiment provides mechanisms to 
limit to be the lower of : allow for the sharing of a Wi - Fi access point between both 

i ) the sum of the current user threshold plus the ratio of the private and public users , and to allow for different classes of 
free airtime fraction to the private user count ; or user to be differentiated therebetween . Moreover , the mecha 

ii ) the greater of the private threshold , or the total thresh nisms also take into account the modulation being used by 
old minus the current public traffic load . 20 a particular WS , to prevent a WS at the edge of coverage or 

transmitting with low power and hence using an inefficient 
modulation scheme from using up more than its fair share of 

min [ ( current _ user _ threshold + ( free _ airtime _ fraction the wireless resource . Taken together , the mechanisms pro 
private _ user _ count ) ) , max ( Total _ Threshold - pub vide for a fairer distribution of the wireless access point lic _ traffic _ load , Pri _ Threshold ) ] resources between the wireless stations , whilst allowing the 

Thus , as in the tighten shaping procedure , the relax 25 wireless access point operator to provide for classes of user 
shaping procedure either sets the new airtime shaper limit to and to be able to influence the wireless resource allocation 
be a function of the old limit plus a share of the free airtime between such user classes . 
that is available , or to a set figure depending on a difference In terms of the elements that are performing the operation 
between the total and public loads , or the private threshold , in the described embodiment , the modulation rate detector , 
whichever is the smallest . The objective is to relax the traffic 30 user priority store , and policers and schedulers ( as appro 
shaping as quickly as possible once capacity becomes avail priate ) are involved in the calculation and enforcement of 
able , without overshooting so that traffic tightening then the traffic flow control limits , and in some embodiments the 
becomes necessary . relevant elements or functionality of each may be collec 

With respect to the public users , at 5 . 12 a priority tively considered as a traffic flow control calculator . 
135 Various modifications may be made to the above weighted public user count is found to be the sum over all described embodiment to provide further embodiments . For public users of the variable ( ( n + 1 ) - user _ priority _ level ) , example , in a further embodiment there may be different where n is the number of user priority levels . In the rules regarding sharing of unused private or public capacity 

described embodiment user _ priority _ level takes a value of 1 to those described . In addition , in a yet further embodiment 
to 3 , i . e . 40 different amounts of different Access Category traffic for 

Priority _ weighted _ public _ user _ count = 2 ( 4 - user _ pri different priority users may be allowed . 
ority _ level ) . Further embodiments , provided by way of modification 

Hence , higher priority public users ( i . e . priority = 1 ) con either by addition , deletion , or substitution of features of the 
above described embodiment will be apparent to the tribute to this count more than lower priority users ( i . e . intended reader being a person skilled in the art , and are priority = 3 ) . More generally , however , the count can be 45 intended to be encompassed by the appended claims . 

found as : The invention claimed is : 
Priority _ weighted _ public _ user _ count = E ( ( n + 1 ) 1 . A method for controlling data traffic in a wireless local 

user _ priority _ level ) area network ( WLAN ) , comprising : 
where n is the number of priority levels . determining respective priority levels for wireless stations 

Next , at 5 . 14 a minimum priority - weighted public airtime communicating with a wireless access point ; 
calculating wireless traffic load on the WLAN as a sum threshold is calculated to be the quotient of the public across the wireless stations of a ratio of a wireless threshold Pub _ threshold and the priority weighted public station data rate to a modulation rate ; and 

user count , i . e . : for a wireless station , setting a traffic flow control limit in 
Minimum _ priority _ weighted _ dependence on the wireless station priority level and 

public _ airtime _ threshold = Pub _ threshold / Prior the calculated wireless traffic load ; ity _ weighted _ public _ user _ count wherein the setting comprises reducing a traffic flow 
The minimum priority weighted public airtime threshold control limit when the wireless traffic load is above a 

provides the lowest unit of airtime that may be allocated , as threshold level , and increasing the traffic flow control 
will be seen from 5 . 16 . Note that 5 . 12 and 5 . 14 are identical 60 limit when the wireless traffic load is below the thresh 
to 4 . 18 and 4 . 20 described previously during the tighten old level . 
operation . 2 . A method according to claim 1 , wherein the setting 

Finally , the above calculated values are then deployed in further comprises : 
5 . 16 to determine each user ' s airtime shaper limit to be the determining a priority weighted user count in dependence 
lower of : 65 on the user priority levels , wherein a higher priority 

iii ) the sum of the current user threshold plus the ratio of user contributes to the count more than a lower priority 
the product of the free airtime fraction and ( ( n + 1 ) - user user ; and 

50 50 

55 55 
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using the priority weighted user count to calculate a iii ) for a wireless station , set a traffic flow control limit 
minimum priority weighted airtime threshold in depen in dependence on the wireless station priority level 
dence on a traffic threshold value and the priority and the calculated wireless traffic load ; 
weighted user count ; wherein the setting comprises reducing a traffic flow 

wherein the traffic flow control limit is further set in 5 control limit when the wireless traffic load is above 
dependence on the minimum priority weighted airtime a threshold level , and increasing the traffic flow 
threshold . control limit when the wireless traffic load is below 

3 . A method according to claim 2 , wherein for reducing a the threshold level . 
wireless station ' s traffic flow control limit , the limit is set to 9 . A wireless local area network access point according to 
the higher of : 10 claim 8 , wherein the setting further comprises : 

i ) a first value calculated in dependence on the wireless determining a priority weighted user count in dependence 
station ’ s present limit and a ratio of the traffic threshold on the user priority levels , wherein a higher priority 
value and the calculated wireless traffic load ; or user contributes to the count more than a lower priority 

ii ) a second value calculated in dependence on the mini - 15 15 user , and 
mum priority weighted airtime threshold and the wire using the priority weighted user count to calculate a 
less station priority level , wherein a higher wireless minimum priority weighted airtime threshold in depen 
station priority level results in a higher calculated dence on a traffic threshold value and the priority 
second value . weighted user count ; 

4 . A method according to claim 2 , wherein for increasing 20 wherein the traffic flow control limit is further set in 
a wireless station ' s traffic flow control limit , the limit is set dependence on the minimum priority weighted airtime 
to the lower of : threshold . 

i ) a third value calculated in dependence on the wireless 10 . A wireless local area network access point according 
station ' s present limit , a free air time amount , the to claim 9 , wherein for reducing a wireless station ' s traffic 
wireless station priority level , and the priority weighted 25 flow control limit , the limit is set to the higher of : 
user count ; or i ) a first value calculated in dependence on the product of 

ii ) a fourth value calculated in dependence on a difference the wireless station ' s present limit and a ratio of the 
between a total available traffic level and a current traffic threshold value and the calculated wireless traffic 
traffic load for a further class of wireless stations , and load ; or 
the traffic threshold value . ii ) a second value calculated in dependence on the mini 

5 . A method according to claim 4 , wherein the wireless mum priority weighted airtime threshold and the wire 
stations are public wireless stations , the further class of less station priority level , wherein a higher wireless 
wireless stations comprising private wireless stations . station priority level results in a higher calculated 

6 . A method according to claim 5 , further comprising , for 35 second value . 
a private wireless station , when reducing a private wireless 11 . A wireless local area network access point according 
station ' s traffic flow control limit , the limit is set to the to claim 10 , wherein for increasing a wireless station ' s traffic 
greater of : flow control limit , the limit is set to the lower of : 

i ) a fifth value corresponding to the wireless station ' s i ) a third value calculated in dependence on the wireless 
present airtime allocation scaled by a scaling value 40 station ' s present limit , a free air time amount , the 
calculated in dependence on a private airtime threshold wireless station priority level , and the priority weighted 
and total private airtime usage ; or user count ; or 

ii ) a sixth value corresponding to a substantially equal ii ) a fourth value calculated in dependence on a difference 
distribution of the private airtime threshold over the between a total available traffic level and a current 
number of private wireless stations . 45 traffic load for a further class of wireless stations , and 

7 . A method according to claim 6 , further comprising , for the traffic threshold value . 
a private wireless station , when increasing a private wireless 12 . A wireless local area network access point according 
station ' s traffic flow control limit , the limit is set to the lesser to claim 11 , wherein the wireless stations are public wireless 

stations , the further class of wireless stations comprising 
i ) a seventh value calculated in dependence on the wire - 50 private wireless stations . 

less station ' s present airtime allocation , a free airtime 13 . A wireless local area network access point according 
amount and the number of private users ; or to claim 12 , further comprising , for a private wireless 

ii ) an eighth value corresponding to the greater of : station , when reducing a private wireless station ' s traffic 
a ) a difference between the total available traffic level se flow control limit , the limit is set to the greater of : 
and the current traffic load for the public wireless i ) a fifth value corresponding to the wireless station ' s 
stations ; and present airtime allocation scaled by a scaling value 

b ) a traffic threshold value for the private stations . calculated in dependence on a private airtime threshold 
8 . A wireless local area network access point comprising : and total private airtime usage ; or 
traffic flow control system circuitry to : 60 ii ) a sixth value corresponding to a substantially equal 

i ) determine respective priority levels from a user distribution of the private airtime threshold over the 
priority store for wireless stations communicating number of private wireless stations ; 
with a wireless access point ; or when increasing a private wireless station ' s traffic flow 

ii ) calculate wireless traffic load on the WLAN as a sum control limit the limit is set to the lesser of : 
across the wireless stations of a ratio of a wireless 65 i ) a seventh value calculated in dependence on the wire 
station data rate to a modulation rate as determined less station ' s present airtime allocation , a free airtime 
by a modulation rate detector ; and amount , and the number of private users ; or 

of : 
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ii ) an eighth value corresponding to the greater of : 
a ) a difference between the total available traffic level 
and the current traffic load for the public wireless 
stations ; and 

b ) a traffic threshold value for the private stations . 5 
* * * * 


