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ENABLING SECURE APPLICATION European patent application EP 2 461 613 A1 proposes a 
DISTRIBUTION ON A ( E ) UICC USING solution for managing subscriptions using secure elements 
SHORT DISTANCE COMMUNICATION being installed , fixedly or not , in terminals . In EP 2 461 613 

TECHNIQUES Al a subscription may be downloaded from an operator 
5 platform 90 to the UICC 91 , if the device is authorized . This 

CROSS - REFERENCE TO RELATED is also referred to as OTA SIM application transfer . 
APPLICATION 

SUMMARY 
Priority is claimed from European patent application No . 

14176921 . 6 , filed Jul . 14 , 2014 , the entire disclosure of 10 An aspect of the present disclosure is to provide a solution 
which hereby is incorporated by reference . which seeks to mitigate , alleviate , or eliminate one or more 

of the above and below identified deficiencies in the art and 
TECHNICAL FIELD disadvantages singly or in any combination . The present 

disclosure proposes method and devices for enabling distri 
The disclosure pertains to the field of enabling distribu - 15 bution of security applications . 

tion of a first security application comprised in the first More specifically , the disclosure provides for methods 
wireless device to a second wireless device . The disclosure and devices for enabling distribution of a first security 
further pertains to methods and devices for the enabling . application comprised in the first wireless device to a second 

wireless device . 
BACKGROUND 20 The present disclosure is defined by the appended claims . 

Various advantageous embodiments of the disclosure are set 
Today there is an increased focus in Internet of things , forth by the appended claims as well as by the following 

loT , and wireless and wearable devices . A single user may description and the accompanying drawings . 
have several devices which uses wireless connections and According to some aspects the disclosure provides for a 
applications and it can be a hazzle for users to handle all 25 method performed in a system comprising a first wireless 
different kinds of accounts for the different devices . device , a second wireless device and a network node , for 

The Universal Integrated Circuit Card , UICC , is a smart enabling distribution of a first security application com 
card used in mobile devices in Global System for Mobile prised in the first wireless device to the second wireless 
Communications , GSM , and Universal Mobile Telecommu - device , the method comprising : 
nications System , UMTS , networks . In a GSM network , the 30 receiving , in the first wireless device , using a short 
UICC comprises a Subscriber Identity Module , SIM , appli distance communication technology , a hardware iden 
cation , and in a UMTS network , the UICC comprises a tifier of the second wireless device ; 
Universal Subscriber Identity Module , USIM , application . sending , from the first wireless device , the hardware 
In some embodiments , the UICC comprises more than one identifier and information identifying the first security 
application ( e . g . , a communication application ) , thereby 35 application to the network node ; 
enabling a mobile device comprising a UICC to access both receiving , in the network node , from the first wireless 
GSM and UMTS networks . Additionally , the UICC ensures device , the hardware identifier of the second wireless 
the integrity and security of all kinds of personal data and device and the information identifying the security 
may contain security information associated with security application ; and 
applications . The current environment with removable 40 authorising , in the network node , the second wireless 
UICCs in devices does not scale to a situation where there device to receive and / or activate a second security 
will be billions of connected devices . It is not possible to put application associated with a security application of the 
physical UICCs in all these devices or individually configure first wireless device . 
electronic UICCs for these devices . In other words , the method is used to distribute security 

Furthermore , although reasonably convenient for indi - 45 applications to one or several devices owned by the same 
vidual consumers , the SIM card approach to provisioning user as the first wireless device . 
may be impractical for a machine type application where a According to some aspects , the method comprises the 
single entity may deploy hundreds of wireless devices across steps of displaying , in the first wireless device , security 
a large geographical area . For instance , in some cases a applications available for distribution in the first wireless 
wireless device may be factory installed in a larger piece of 50 device and receiving , in the first wireless device , user input 
equipment ( e . g . , an automobile ) , making later insertion of a on which security application to distribute to the second 
SIM card impractical or impossible . In other instances , wireless device , the selected security application is the first 
devices may be deployed over a wide geographical area , security application . 
such that no single wireless operator can provide the needed According to some aspects , the authorizing , in the net 
coverage . Although the embedded SIM has become a hot 55 work node , comprises requesting authorizing information 
topic within the machine - to - machine , M2M , domain it is from a Service provider . 
progressing much slower when it comes to mobile devices According to some aspects , the authorizing , in the net 
such as smartphones . Phone operators are still much work node , comprises that the network node communicates 
attached to the SIM card as it is today but the trend shows with an external server wherein the external server is a 
that the SIM card becomes smaller and smaller and it might 60 service provider server such as a Mobile Network Operator , 
one day be replaced by an embedded secure element . MNO , server , a server provided by a bank , a server provided 

In summary , problems arise for users with several wire - by a car manufacturer or a server from an application 
less devices with regards to handling of accounts in different company offering services comprising security solutions . 
devices . Manufacturers also have a problem with devices According to some aspects , the method comprises the 
which are integrated in other machines or machines that are 65 steps of sending , from the network node to the first wireless 
too small or compact for insertion of SIM cards with regards device , a first confirmation that the hardware identifier is 
to handling accounts . received in the network node and / or that it is a correct 
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hardware identifier and receiving , in the first wireless device . The information of which security applications are 
device , a first confirmation from the network node that the distributed is thus collected in the first wireless device . 
hardware identifier is received in the network node and / or According to some aspects of the disclosure , the method 
that it is a correct hardware identifier . comprises the steps of receiving user input to cancel the 

According to some aspects , the method comprises the 5 authorization to access the second security application , 
steps of sending , from the network node , the second security associated with the first security application , in the second 
application associated with the first security application of wireless device and sending instructions to the network node 
the first wireless device , to the second wireless device . to cancel the authorization to the second wireless device . If 

According to some aspects , the method comprises the a user wants to for example sell a second wireless device 
steps of sending , from the network node , a second confir - " she / he will want to cancel the authorization to the device . 
mation to the first wireless device that the second security According to some aspects of the disclosure , the method 
application associated with the first security application is comprises that the first and second security applications 
authorized in the second wireless device and receiving , in comprises an application for enabling access to external 
the first wireless device , a second confirmation that the 15 services . For example bank services , music services , net 
second security application associated with the first security work services , etc . 
application is authorized in the second wireless device . According to some aspects of the disclosure , the method 

According to some aspects , the method comprises the comprises that the first and second security application 
steps of receiving , in the first wireless device , user input to comprises a Subscriber Identity Module , SIM . In other 
cancel the authorization to access the second security appli - 20 words , the first wireless device can be used to provide a SIM 
cation , associated with the first security application , in the to the second wireless device that is associated to the SIM 
second wireless device , sending , from the first wireless of the first wireless device . The user may thereby add one or 
device , instructions to the network node to cancel the several devices that are connected to the same account as the 
authorization to the second wireless device , receiving , in the first wireless device . 
network node , instructions from the first wireless device to 25 According to some aspects of the disclosure , the method 
cancel the authorization to the second wireless device to comprises that the short distance communication technology 
access the second security application associated with the is short distance radio technology . The technology is for 
first security application and canceling , in the network node , example Bluetooth or Near Field Communication , NFC , 
the authorization to the second wireless device . technology . 

According to some aspects the disclosure provides for a 30 According to some aspects of the disclosure , the method 
method , performed in a first wireless device , of enabling comprises that the short distance communication technology 
distribution of a first security application comprised in the is Body Coupled Communication , BCC , technology . In 
first wireless device to a second wireless device . In other other words , the information sent between the first wireless 
words , the method is used to distribute security applications device and the second wireless device is performed over a 
to one or several devices owned by the same user as the first 35 Body Area Network , BAN . 
wireless device . According to some aspects the disclosure provides for a 

According to some aspects , the method comprises the method , performed in a network node , of enabling distribu 
steps of receiving , using a short distance communication tion of a first security application comprised in a first 
technology , a hardware identifier of the second wireless wireless device to a second wireless device . 
device and sending the hardware identifier and information 40 According to some aspects of the disclosure , the method 
identifying the first security application to a network node comprises the steps of receiving , from the first wireless 
Thereby enabling the network node to authorise the second device , a hardware identifier of the second wireless device 
wireless device to receive and / or activate a second security and information identifying the security application and 
application associated with the first security application of authorising the second wireless device to receive and / or 
the first wireless device . Since the first wireless device 45 activate a second security application associated with a 
receives identification of the second wireless device it may security application of the first wireless device . Since the 
communicate the identification to a network node and thus identification is sent to the network node it is informed that 
inform the node that the second wireless device should be the second wireless device should be authorised to use a 
authorised to use a security application present in the first security application present in the first wireless device , or a 
wireless device , or a corresponding other security applica - 50 corresponding other security application as the one present 
tion as the one present in the first wireless device . in the first wireless device . 

According to some aspects of the disclosure , the method According to some aspects of the disclosure , the method 
comprises the steps of displaying security applications avail - comprises that authorizing comprises requesting authorizing 
able for distribution in the first wireless device and receiving information from a Service provider . 
user input on which security application to distribute to the 55 According to some aspects of the disclosure , the method 
second wireless device , the selected security application is comprises that authorizing comprises that the network node 
the first security application . The user can thereby select communicates with an external server . 
which security application to distribute if there are several According to some aspects of the disclosure , the method 
on the first wireless device . comprises that the external server is a service provider 

According to some aspects of the disclosure , the method 60 server such as a Mobile Network Operator , MNO , server , a 
comprises the step of receiving a first confirmation from the server provided by a bank , a server provided by a car 
network node that the hardware identifier is received in the manufacturer or a server from an application company 
network node and / or that it is a correct hardware identifier . offering services comprising security solutions . The network 

According to some aspects of the disclosure , the method node thus receives information from a supplier regarding the 
comprises the step of receiving a second confirmation that 65 authentication of the second wireless device . 
the second security application associated with the first According to some aspects of the disclosure , the method 
security application is authorized in the second wireless comprises the step of sending the second security applica 
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tion associated with the first security application of the first processing circuitry configured to : 
wireless device , to the second wireless device . i . receive , using the communication circuitry , from 

According to some aspects of the disclosure , the method the first wireless device , a hardware identifier of 
comprises the step of sending , to the first wireless device , a the second wireless device and information iden 
first confirmation that the hardware identifier is received in 5 tifying the security application ; and 
the network node and / or that it is a correct hardware ii . authorise the second wireless device to access a 
identifier . security application associated with a second According to some aspects of the disclosure , the method security application of the first wireless device ; comprises the step of sending a second confirmation to the and a second wireless device . first wireless device that the second security application 10 According to some aspects the disclosure provides for a associated with the first security application is authorized in first wireless device , for enabling distribution of a first the second wireless device . 

According to some aspects of the disclosure , the method security application comprised in the first wireless device to 
comprises the steps of receiving instructions from the first a second wireless device . 
wireless device to cancel the authorization to the second 15 According to some aspects of the disclosure , the first 
wireless device to access the second security application wireless device comprises communication circuitry for short 
associated with the first security application and canceling distance communication and processing circuitry configured 
the authorization to the second wireless device . to receive , using the communication circuitry , a hardware 

According to some aspects of the disclosure , the method identifier of the second wireless device and send , using the 
comprises that the first and second security application 20 communication circuitry , the hardware identifier and infor 
comprises an application for enabling access to external mation identifying the security application to a network 
services . node , thereby enabling the network node to authorise the 

According to some aspects of the disclosure , the method second wireless device to get access to a second security 
comprises that the first and second security application application associated with the security application of the 
comprises a Subscriber Identity Module , SIM received from 25 first wireless device . 
a SIM server . According to some aspects of the disclosure , the first 

According to some aspects of the disclosure , the method wireless device comprises that the first and second security 
comprises that the sending comprises pushing SIM to the application comprises an application for enabling access to 
second wireless device using SMS or another connectivity external services . 
protocol such as IP . 30 According to some aspects of the disclosure , the first 

According to some aspects the disclosure provides for wireless device comprises that the first and second security 
method , performed in a second wireless device ( 2 ) , of application comprises a Subscriber Identity Module , SIM . 
enabling distribution of a first security application com According to some aspects of the disclosure , the first 
prised in a first wireless device ( 1 ) to the second wireless wireless device comprises that the short distance communi 
device . 35 cation technology is short distance radio technology . 

According to some aspects of the disclosure , the method According to some aspects of the disclosure , the first 
comprises the steps of receiving , using a short distance wireless device comprises that the short distance communi 
communication technology , information identifying the first cation technology is Body Coupled Communication , BCC , 
security application of the first wireless device and sending technology . 
a hardware identifier of the second wireless device and 40 According to some aspects the disclosure provides for a 
information identifying the first security application to a network node , for enabling distribution of a first security 
network node , thereby enabling the network node to autho - application comprised in a first wireless device to a second 
rise the second wireless device to receive and / or activate a wireless device . 
second security application associated with the first security According to some aspects of the disclosure , the network 
application of the first wireless device . 45 node comprises communication circuitry for short distance 

According to some aspects the disclosure provides for a communication and processing circuitry configured to 
system , comprising a first wireless device , a second wireless receive , using the communication circuitry , from the first 
device and a network node , for enabling distribution of a wireless device , a hardware identifier of the second wireless 
first security application comprised in the first wireless device and information identifying the security application 
device to the second wireless device , comprising : 50 and authorise the second wireless device to access a security 

a first wireless device , comprising : application associated with a second security application of 
communication circuitry for short distance communi - the first wireless device . 

cation ; According to some aspects of the disclosure , the network 
processing circuitry configured to : node comprises that the first and second security application 

i . receive , using the communication circuitry , a hard - 55 comprises an application for enabling access to external 
ware identifier of the second wireless device ; and services . 

ii . send , using the communication circuitry , the hard - According to some aspects of the disclosure , the network 
ware identifier and information identifying the node comprises that the first and second security application 
security application to a network node , thereby comprises a Subscriber Identity Module , SIM received from 
enabling the network node to authorise the second 60 a SIM server . 
wireless device to get access to a second security According to some aspects of the disclosure , the network 
application associated with the security applica - node comprises that the authorizing comprises pushing SIM 
tion of the first wireless device ; to the second wireless device using SMS or another con 

nectivity protocol such as IP . 
a network node , comprising : 65 A second wireless device , for enabling distribution of a 

communication circuitry for short distance communi - first security application comprised in a first wireless device 
cation ; to the second wireless device , comprising : 

and 
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communication circuitry for short distance communica device or a portable radio communication device may be 
tion ; referred to below as a Smartphone or a Smartphone and 

processing circuitry configured to : includes all electronic equipment , including , but not limited 
receive , using a short distance communication technol - to , capable of being used for voice and / or data communi 

ogy , information identifying the first security appli - 5 cation . As will be appreciated , the disclosure may be used 
cation of the first wireless device ; and with Smartphones , other phones , personal digital assistants 

send a hardware identifier of the second wireless device ( PDAs ) , computers , other communication devices , etc . For 
and information identifying the first security appli - brevity , the disclosure will be described by way of examples 
cation to a network node , thereby enabling the net with respect to Smartphones , but it will be appreciated that 
work node to authorise the second wireless device to 10 the disclosure may be used with other communication 
receive and / or activate a second security application devices . The term wearable and wearable device are used 
associated with the first security application of the interchangeably and is referring to a wireless device which 
first wireless device . is worn somewhere on the body of a user . Examples of 

With the above description in mind , aspects of the present wearables are watches , wristbands , headsets , headbands , 
disclosure overcome at least some of the disadvantages of 15 rings etc . 
known technology as previously described . The term Universal Integrated Circuit Card , UICC , is 

used in a generic manner and includes all kinds of variants 
BRIEF DESCRIPTION OF THE DRAWINGS of UICC , such as embedded UICC , UICC . Throughout the 

documents UICC is used interchangeably with ( e ) UICC , 
The foregoing will be apparent from the following more 20 EUICC and also includes any kind of hardware that has a 

particular description of the example embodiments , as illus - certain level of trust embedded . 
trated in the accompanying drawings in which like reference The example embodiments presented herein are directed 
characters refer to the same parts throughout the different towards security application distribution using over - the - air , 
views . The drawings are not necessarily to scale , emphasis OTA , transfer . A security application as an application that 
instead being placed upon illustrating the example embodi - 25 protects a method or sensitive data and that executes in a 
ments . secured environment such as the UICC . For better under 

FIG . 1 illustrates different devices belonging to one user , standing of the proposed technique , OTA SIM transfer is 
and possibly using the same security applications . now described in more detail . 

FIG . 2 illustrates downloading a subscription from an FIG . 1 illustrates an example environment where the 
operator platform to a UICC . 30 proposed methods are implemented . In FIG . 1 different 

FIG . 3 illustrates an example of a wireless device accord - M2M enabled devices belonging to one user are illustrated . 
ing to some of the example embodiments ; A typical scenario is that the user wants to connect the 

FIG . 4 illustrates an example of a network node according devices to a cellular network using the same subscription 
to some of the example embodiments ; that is used in the Smartphone . Each M2M enabled device 

FIGS . 5a and 5b illustrates two example embodiment of 35 then comprises a SIM module , which is typically a ( e ) UICC . 
the proposed method of security application distribution . FIG . 2 discloses an OTA SIM transfer overview . In this 

FIG . 6 is a flowchart illustrating embodiments of method example a new subscription request 21 is sent from the 
steps of the first wireless device . mobile device 1 , via a network node 3 to a subscription 

FIG . 7 is a flowchart illustrating embodiments of method center using dedicated application and service . This is 
steps in a network node . 40 typically done using the cellular network or the local area 

network . 
DETAILED DESCRIPTION The request is received and handled by the SIM subscrip 

tion center . An authorization request 25 is sent from the 
Aspects of the present disclosure will be described more subscription center to the service provider ( Mobile network 

fully hereinafter with reference to the accompanying draw - 45 Operator ) . Upon approval , the subscription center issues a 
ings . The devices and methods disclosed herein can , how request 22 to the distribution center to create / transfer a SIM 
ever , be realized in many different forms and should not be profile to the mobile device using radio techniques ( SMS or 
construed as being limited to the aspects set forth herein . IP connection or any sufficient secure protocol or technique ) . 
Like numbers in the drawings refer to like elements through The SIM transfer other - the - air is then sent to the device 24 
out . 50 and the status is communicated 23 to the device by the 

The terminology used herein is for the purpose of describ - subscription center . 
ing particular aspects of the disclosure only , and is not The idea primary aims to further develop the OTA concept 
intended to limit the invention . As used herein , the singular in the M2M world . According to some aspects the proposed 
forms “ a ” , “ an ” and “ the ” are intended to include the plural methods use NFC technology as a bridge for SIM installa 
forms as well , unless the context clearly indicates otherwise . 55 tion on mobile devices such as tablets , clocks , computers , 

Unless otherwise defined , all terms ( including technical cameras or even phones . A common scenario is that a user 
and scientific terms ) used herein have the same meaning as already has a basic subscription ( typically in their phone ) 
commonly understood by one of ordinary skill in the art to and then wants to connect his or her other devices perma 
which this disclosure belongs . It will be further understood nently or temporarily to a communication network . To share 
that terms used herein should be interpreted as having a 60 authentication information using NFC is one solution . How 
meaning that is consistent with their meaning in the context ever , such a solution puts high requirements on the initial 
of this specification and the relevant art and will not be connection of the M2M enabled devices and is also consid 
interpreted in an idealized or overly formal sense unless ered insecure . 
expressly so defined herein . The proposed solution , that will now be described refer 
As used herein , the term “ wireless device " includes 65 ring to FIGS . 3 to 7 , provides an improved solution for 

portable communication device , portable radio communica - security application distribution . More specifically , the dis 
tion equipment and wearables . A portable communication closure provides for methods and devices for enabling 
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distribution of a first security application comprised in the appreciated that the communication circuitry may be in the 
first wireless device 1 to a second wireless device 2 . The form of any input / output communications port known in the 
proposed solution allows e . g . a consumer to use a short art . The communication circuitry may comprise RF circuitry 
distance communication technology to trigger the distribu and baseband processing circuitry ( not shown ) . 
tion of a security application onto another device and 5 The network node 3 may further comprise at least one 
possibly associate this new security application with the memory unit or circuitry 9 that may be in communication 
existing one for subscription and billing purpose . By using with the communication circuitry 7 . The memory may be 
short distance communication technology the master device configured to store received or transmitted data and / or 
already equipped with a security application will compute executable program instructions . The memory may be any 
necessary information and initiate an OTA transfer of a new 10 suitable type of computer readable memory and may be of 
security application onto another slave device . Note that this volatile and / or non - volatile type . 
implies that the security application is still downloaded OTA The processing circuitry 8 of the network node 3 may be 
from the server , as described in FIG . 2 . Security application any suitable type of computation unit , e . g . a microprocessor , 
data is not transferred over the short distance communica digital signal processor ( DSP ) , field programmable gate 
tion technology , but it is used as a trigger and enabler . Also 15 array ( FPGA ) , or application specific integrated circuit 
note that the security application used in the second wireless ( ASIC ) or any other form of circuitry . It should be appre 
device does not have to be the exact same security applica - ciated that the processing circuitry need not be provided as 
tion as the on in the first wireless device but one associated a single unit but may be provided as any number of units or 
with the security application of the first wireless device . circuitry . 

FIG . 3 shows an example of a first wireless device , here 20 FIG . 6 is a flow diagram depicting example operations 
being shown as a Smartphone , for enabling distribution of a which may be taken by the wireless device of FIG . 3 and 
first security application comprised in the first wireless FIG . 7 is a flow diagram depicting example operations 
device to a second wireless device . The first wireless device which may be taken by the network node of FIG . 4 . 
comprises communication circuitry 4 for short distance It should be appreciated that FIGS . 6 and 7 comprise some 
communication and processing circuitry 5 . As shown in the 25 operations which are illustrated with a solid border and some 
figure , the first wireless device may comprise communica - operations which are illustrated with a dashed border . The 
tion circuitry 4 configured to receive and transmit any form operations which are comprised in a solid border are opera 
of communications or control signals within a network . It tions which are comprised in the broadest example embodi 
should be appreciated that the communication circuitry may m ent . The operations which are comprised in a dashed line 
be comprised as any number of transceiving , receiving , 30 are example embodiments which may be comprised in , or a 
and / or transmitting units or circuitry a , b . It should further be part of , or are further operations which may be taken in 
appreciated that the communication circuitry may be in the addition to the operations of the broader example embodi 
form of any input / output communications port known in the ments . It should be appreciated that the operations need not 
art . The communication circuitry may comprise RF circuitry be performed in order . Furthermore , it should be appreciated 
and baseband processing circuitry ( not shown ) . An advan - 35 that not all of the operations need to be performed . 
tage of the present invention is providing , for users , a " One According to some aspects the disclosure provides for a 
touch ” user experience using short distance technologies , method , performed in the first wireless device 1 , of enabling 
such as NFC , to integrate security applications present in a distribution of a first security application comprised in the 
first wireless device of a user to other wireless devices of the first wireless device to a second wireless device 2 . In other 
same user . 40 words , the method is used to distribute security applications 

The first wireless device 1 may further comprise at least to one or several devices owned by the same user as the first 
one memory unit or circuitry 6 that may be in communica - wireless device . 
tion with the communication circuitry 4 . The memory may The proposed method comprises the step of receiving Si , 
be configured to store received or transmitted data and / or using a short distance communication technology , a hard 
executable program instructions . The memory may also be 45 ware identifier of the second wireless device . The processing 
configured to store any form of beamforming information , circuitry 5 of the wireless device is configured to receive Si , 
reference signals , and / or feedback data or information . The using the communication circuitry 4 , a hardware identifier of 
memory may be any suitable type of computer readable the second wireless device . According to some aspects the 
memory and may be of volatile and / or non - volatile type . processing circuitry comprises an identifier receiver module 

The first wireless device 1 may further comprise process - 50 51 for receiving the hardware identifier . In the case where a 
ing circuitry 5 which may be configured to perform the UICC is used for storing the security application on the 
proposed methods . The processing circuitry may be any second wireless device , this step implies that the master 
suitable type of computation unit , e . g . a microprocessor , device , which is the first wireless device 1 , reads e . g . the 
digital signal processor ( DSP ) , field programmable gate UICC identifier from a slave device , which is the second 
array ( FPGA ) , or application specific integrated circuit 55 wireless device , using e . g . NFC . According to some aspects 
( ASIC ) or any other form of circuitry . It should be appre the hardware identifier is a hardware identifier of the UICC . 
ciated that the processing circuitry need not be provided as According to some aspects , the hardware identifier is meant 
a single unit but may be provided as any number of units or to identify the hardware entity that receives the Security 
circuitry . application . 

FIG . 4 shows an example of a network node 3 , for 60 The method further comprises the step of sending S4 the 
enabling distribution of a first security application com - hardware identifier and information identifying the first 
prised in a first wireless device 1 to a second wireless device security application to a network node 3 thereby enabling 
2 . The network node comprises communication circuitry 7 the network node to authorise the second wireless device to 
for short distance communication and processing circuitry 8 . receive and / or activate a second security application asso 
As shown in FIG . 4 , the network node 3 may comprise a 65 ciated with the first security application of the first wireless 
communication circuitry 7 configured to receive and trans - device . The processing circuitry 5 of the wireless device is 
mit data over a communication network . It should further be configured to send S4 , using the communication circuitry 4 , 
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the hardware identifier and information identifying the secu connected device can use its data connection to download 
rity application to the network node 3 . According to some the info about subscription types , costs , etc . 
aspects the processing circuitry comprises a sending module According to some aspects of the disclosure , the method 
52 for sending the hardware identifier and security applica - in the first wireless device further comprises the step of 
tion identifying information . Both the hardware identifier 5 displaying S2 security applications available for distribution 
and security application identifying information are public in the first wireless device . The processing circuitry 5 of the 
data and can be retrieved and broadcasted without inducing first wireless device is configured to display S2 , using a 
any security risks . In other words , the second wireless display of the first wireless device , security applications 

available for distribution in the first wireless device . Accord device is authorized to perform one of , or both , of : receiving 10 ing to some aspects the processing circuitry comprises a a second security application associated with the first secu 
rity application or activating a second security application displaying module 53 displaying the security applications . 

According to some aspects of the disclosure , the method associated with the first security application . Since the first further comprises the step of receiving S3 user input on 
wireless device receives identification of the second wireless which security application to distribute to the second wire 
device it may communicate the identification to a network on to a network 15 less device , the selected security application is the first 
node and thus inform the node that the second wireless security application . The processing circuitry 5 of the wire 
device should be authorised to use a security application less device is configured to receive S3 the user input . 
present in the first wireless device , or a corresponding other According to some aspects the processing circuitry com 
security application as the one present in the first wireless prises a receiving module 54 for receiving the user input . 
device . In other words , the network node receives the 20 User input is for example inputted by the user on a touch 
hardware identifier from the first wireless device and is screen of the wireless device . The user can thereby select 
informed that the first wireless device wants to provide the which security application to distribute if there are several 
second wireless device access to a security application , or to on the first wireless device . 
download and utilize a security application . Other informa The first and second security application comprises , 
tion may of course also be exchanged between the devices ; 25 according to some aspects , an application for enabling 
such as identifying information of the first wireless device . access to external services . Such application is for example 
Thereby , the first wireless device provides the identity of the an app requiring password , a bank ID requiring a program 
second device to the network node and enables the network with a downloaded id and a login or authentication from a 
node to authorise the second wireless device to receive hardware or software in the wireless device . The external 
and / or activate a security application associated with the 30 services are for example bank services , music services , 
security application of the first wireless device , from the network services , etc . 
network node . The first wireless device is already authorised FIGS . 5a and 5b illustrates example embodiments of the 
to use the security application so the first wireless device is disclosure where , again a SIM security application will be 
then considered by the network node to be authorised to used as an example . In the example , the first wireless device 
indicate other devices that should be authorised to use the 35 1 is connected to a network node 3 over a wireless network , 
same security applications . In order to establish a certain for example a cellular network of Wi - Fi . A M2M enabled 
level of trust in between the first wireless device and the device 2 , such as a camera or wearable , to which the user of 
network node , mandatory credentials are needed by the first the first wireless device 1 wants to share a security appli 
wireless device to access the network node . Any request cation , such as a SIM or subscription , is shown in the 
coming from a wireless device to the network node can only 40 vicinity of the first wireless device 1 . The figure illustrates 
be validated by the network node when by a combination of a more detailed example embodiment . In this example , the 
device credentials and user authorization . In order to estab - dashed lines and squares illustrate operations in the appli 
lish a level of trust in between wireless devices and the cation and service layer , wherein the solid lines represents 
network node , it is mandatory that any applications com operations in the control plane . In the first step 41 , infor 
municating with the network node directly or through the 45 mation on the devices , i . e . the second wireless device , and 
UICC can provide credentials for identification and that they subscription is collected by a service on respective device 
are signed with a certificate issued by the network node . The and communicated to the subscription requester , i . e . the first 
second device may have or may not have credentials to wireless device , through short distance communication tech 
perform a request but the first device have credentials since nology , in this example NFC . In the second step 42 , a SIM 
it already has a subscription . 50 request is sent to the subscription center by one of the 

According to some aspects , the UICC or a trusted appli - devices . In the third step 43 , the SIM is sent over the air to 
cation of the first wireless device sends the hardware iden the slave device and the status is communicated to the 
tifier and the information identifying the security application devices on the service layer by the subscription center . 
to the network node via communication circuitry . In FIG . 5b there is a Trusted Service Manager , TSM , in 

The second security application is an application in the 55 the subscription distribution center which acts as a neutral 
second wireless device corresponding to the first security broker that sets up business agreements and technical con 
application of the first wireless device . The method may be nections with mobile network operators , phone manufactur 
used to move a security application from the first wireless e rs or other service providers controlling the secure element 
device to the second wireless device by first performing the on mobile devices . In this case there is a matching TSM 
claimed method and then cancelling the authorisation to use 60 service in the wireless devices which is an application that 
the security application in the first wireless device . provides a secure connection with the subscription distribu 

The proposed technique provides a high level of security tion center and enables different transfer methods over - the 
by allowing the device is already registered to advise the id internet , OTI . The TSM service is proprietary and estab 
of the new unit to be set up . Furthermore , the requirements lishes a trusted environment between the wireless devices 
can be lower at the initial connection which the new device 65 and the TSM . The TSM service has also a trusted commu 
need to have . It may be enough that it can receive any SMS nication channel to the ( e ) UICC and acts as a proxy in 
containing the new security application while it is already between the ( e ) UICC and the TSM . 
ne 
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According to some aspects of the disclosure , the method wireless device 1 . Then the Smartphone 1 sends the hard 

in the first wireless device further comprises the step of ware identity of the generic SIM module of the M2M 
receiving S5 a first confirmation from the network node that enabled device 2 to the SIM backend server . According to 
the hardware identifier is received in the network node one aspect the Smartphone knows the identity of the M2M 
and / or that it is a correct hardware identifier . The processing 5 enabled device 2 and sends in addition e . g . the device ID and 
circuitry 5 of the first wireless device is configured to receive possibly more information such as subscriber identity , data 
S5 the first confirmation via the communication circuitry 4 . limit , billing information etc . to a SIM backend server with 
According to some aspects the processing circuitry com - instructions to provide the M2M enabled device 2 with a 
prises a receiving module 55 for receiving the first confir - SIM application that is associated with the SIM Application 
mation . Thus the first wireless device is informed if it needs 10 of 1 . According to some aspects a secure connection is 
to resend any information regarding the second wearable established between the wireless device and the SIM back 
device . end server before the hardware identity is communicated . 

According to some aspects of the disclosure , the method The secure connection is established using conventional 
in the first wireless device further comprises the step of security protocols . Then , according to one aspect , the server 
receiving S6 a second confirmation that the second security 15 then pushes a SIM application ( or updates a SIM applica 
application associated with the first security application is tion ) to the M2M enabled device 2 . This step implies that the 
authorized in the second wireless device . The processing M2M enabled device somehow connects to the SIM back 
circuitry 5 of the first wireless device is configured to receive end server , which may be done using Wi - Fi or over cellular 
S5 the second confirmation via the communication circuitry access e . g . using 1 as modem / proxy or a provisioning profile 
4 . According to some aspects the processing circuitry com - 20 allowing cellular connection directly from the M2M enabled 
prises a receiving module 56 for receiving the second device for the sole purpose of downloading the SIM appli 
confirmation . The information of which security applica - cation and personalization data . In the latter case , the SIM 
tions are distributed is thus collected in the first wireless module may comprise an initial SIM profile that may be 
device . It may be useful for the user of the wireless devices used to initially connect the device to the SIM backend . 
to be able to check on the first wireless device , which 25 The M2M enabled device 2 typically already comprises a 
security applications have been authorized in the second generic SIM module and comprises a processor , memory 
wireless device . and applications . According to one variant this step com 

According to some aspects of the disclosure , the method prises updating an existing SIM application with informa 
in the first wireless device further comprises the step of tion needed to provide a complete SIM which is associated 
receiving S7 user input to cancel the authorization to access 30 with a unique subscription . According to another aspect a 
the second security application , associated with the first completely new SIM application is downloaded . By using 
security application , in the second wireless device and this method , these new devices will get unique personalized 
sending ( S8 ) instructions to the network node to cancel the SIM applications but the operator needs to obtain informa 
authorization to the second wireless device . The processing t ion about billing for the new devices to be managed . In this 
circuitry 5 of the first wireless device is configured to receive 35 scenario , the user shall pay through their basic subscription . 
S7 the user input and to send S8 the instructions via the It is important to stress that the disclosure , when the 
communication circuitry 4 . User input is for example input - security application is a SIM feature , is not dependent of the 
ted by the user on a touchscreen of the wireless device . physical storage of the SIM . As described above , it is today 
According to some aspects the processing circuitry com technically possible to install a SIM over the air , OTA , into 
prises a receiving module 57 for receiving the user input and 40 a SIM card or into an embedded secure element . However , 
a sending module 58 for sending . If a user wants to for the proposed method makes this feature widely applicable to 
example sell a second wireless device she / he will want to all kind of mobile device . 
cancel the authorization to the device . According to some aspects of the disclosure , the short 

According to some aspects of the disclosure , the first and distance communication technology is short distance radio 
second security application comprises a Subscriber Identity 45 technology . The technology is for example Bluetooth or 
Module , SIM . In other words , the first wireless device can Near Field Communication , NFC , technology . 
be used to provide a SIM to the second wireless device that According to some aspects of the disclosure , the short 
is associated to the SIM of the first wireless device . The user distance communication technology is Body Coupled Com 
may thereby add one or several devices that are connected munication , BCC , technology . In other words , the informa 
to the same account as the first wireless device . 50 tion sent between the first wireless device and the second 

If the security application above is a SIM and the first wireless device is performed over a Body Area Network , 
wireless device 1 is a Smartphone and the second wireless BAN . By using BCC it is required that the user touches both 
device 2 is a M2M enabled device comprising a generic SIM the first and the second wireless device with her / his body , or 
module , which does not yet hold a proper subscription , the at least that the devices are in very close proximity to the 
network node is for example a server handling generic SIMs 55 users body when communicating the hardware identifier of 
issued by e . g . one SIM module manufacturer . The server the second wireless device . 
may provide subscriptions of several different operators . In According to some aspects the disclosure provides for a 
such a case , a connection between the Smartphone 1 and the method , performed in a network node 3 , of enabling distri 
M2M enabled device 2 is established and an identifier is sent bution of a first security application comprised in a first 
defining a generic SIM module of the M2M enabled device 60 wireless device 1 to a second wireless device 2 . 
to the Smartphone , e . g . UICC ID Microcontroller ' s uni - According to some aspects of the disclosure , the method 
versal ID number ) using near field communication e . g . NFC . in the network node comprises the step of receiving S11 , 
This is a tagging step , which is typically performed by from the first wireless device 1 , a hardware identifier of the 
bringing the devices in close proximity . The Smartphone 1 second wireless device 2 and information identifying the 
is informed about the hardware identity of the generic SIM 65 security application . The processing circuitry 8 of the net 
module of the M2M enabled device 2 . The generic SIM work node is configured to receive 11 the hardware identifier 
module is a secure hardware element comprised in the and the identifying information via the communication 
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circuitry 7 . According to some aspects the processing cir the second wireless device access to services that are the 
cuitry comprises a receiving module 81 for receiving . same as services that the first security application is allowed 

According to some aspects of the disclosure , the method access to . 
in the network node comprises the step of authorising S13 According to some aspects of the disclosure , the method 
the second wireless device to receive and / or activate a 5 comprises the step of sending S12 , to the first wireless 
second security application associated with a security appli device , a first confirmation that the hardware identifier is 
cation of the first wireless device . The processing circuitry received in the network node and / or that it is a correct 
8 of the network node is configured to authorize S13 the hardware identifier . The processing circuitry 8 of the net 
second wireless device . According to some aspects the work node is configured to send S12 the first confirmation 
processing circuitry comprises an authorizing module 82 for 10 via the communication circuitry 7 . According to some 

aspects the processing circuitry comprises a sending module authorizing . Since the identification information is sent to 85 for sending . the network node it is informed that the second wireless According to some aspects of the disclosure , the method device should be authorised to use a security application comprises the step of sending S15 a second confirmation to 
present in the first wireless device , or a corresponding other 15 the first wireless device that the second security application 
security application as the one present in the first wireless associated with the first security application is authorized in 
device . When the security application is a SIM , authorizing the second wireless device . The processing circuitry 8 of the 
comprises e . g . storing the UICC number in a list together network node is configured to send S15 the second confir 
with information defining the SIM or subscription of the mation via the communication circuitry 7 . According to 
master device . The SIM is for example an application 20 some aspects the processing circuitry comprises a sending 
installed on a SIM module and the SIM module is a module 86 for sending . 
hardware circuit for example a Universal Integrated Circuit According to some aspects of the disclosure , the method 
Card , UICC . comprises the step of receiving S16 instructions from the 

According to some aspects of the authorizing S13 com - first wireless device to cancel the authorization to the second 
prises requesting authorizing information from a Service 25 wireless device to access the second security application 
provider . The processing circuitry 8 of the network node is associated with the first security application and cancelling 
configured to request the authorizing information via the S17 the authorization to the second wireless device . The 
communication circuitry 7 . According to some aspects the processing circuitry 8 of the network node is configured to 
processing circuitry comprises a requesting module 83 for receive S16 the instructions via the communication circuitry 
authorizing . According to some aspects the network node 30 7 . According to some aspects the processing circuitry com 
requests authorization from the Service provider via the prises a receiving module 87 for receiving . The processing 
subscription center . According to some aspects the Service circuitry 8 of the network node is further configured to 
provider then dispatch an execution order to the distribution cancel S17 the authorization to the second wireless device . 
center . According to some aspects the processing circuitry com 

According to some aspects , the authorisation of the sec - 35 prises a cancelling module 88 for receiving . 
ond wireless device to receive and / or activate a second Cancelling the authorization may comprise communica 
security application associated with a security application of tion with the subscription distribution center and the first 
the first wireless device comprises that the authorisation is and / or the second wireless device . An account may for 
time - limited . In other words , the second wireless device can example be cancelled in the subscription distribution center . 
only use the second security application for a limited amount 40 It may be beneficial for the user of the wireless devices that 
of time , for example 1 day or 1 month or 1 year . The time the first wireless device comprises information on all active 
limit can be any amount of time set by either the user of the shared security application in other devices , therefore the 
first wireless device or of the service provider of that information about cancellation may be sent to the first 
particular security application . device . The second wireless device is also informed about 

According to some aspects of the disclosure , the autho - 45 the cancellation . 
rizing S13 comprises that the network node communicates The first and second confirmations have been discussed 
with an external server . The external server is for example a above when discussing the method performed in the first 
service provider server such as a Mobile Network Operator , wireless device . 
MNO , server , a server provided by a bank , a server provided As previously discussed the first and second security 
by a car manufacturer or a server from an application 50 application comprises an application for enabling access to 
software company . The network node thus receives infor - external services . For example , the first and second security 
mation from a supplier regarding the authentication of the application comprises a Subscriber Identity Module , SIM 
second wireless device . received from a SIM server and the sending S13 comprises 

According to some aspects of the disclosure , the method pushing SIM to the second wireless device using SMS or 
comprises the step of sending S14 the second security 55 another connectivity protocol such as IP . 
application associated with the first security application of According to some aspects the disclosure provides for 
the first wireless device , to the second wireless device . The method , performed in a second wireless device 2 , of 
processing circuitry 8 of the network node is configured to enabling distribution of a first security application com 
send S14 the second security application via the communi - prised in a first wireless device 1 to the second wireless 
cation circuitry 7 . 60 device . 

According to some aspects the processing circuitry com - According to some aspects of the disclosure , the method 
prises a sending module 84 for sending . The second wireless comprises the steps of receiving , using a short distance 
device is thus authorized and enabled to use the second communication technology , information identifying the first 
security application . As previously discussed , the second security application of the first wireless device and sending 
security application is a security application that corre - 65 a hardware identifier of the second wireless device and 
sponds to the first security applications . That is , it is not information identifying the first security application to a 
necessarily the exact same security application but it gives network node , thereby enabling the network node to autho 
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rise the second wireless device to receive and / or activate a MNO , server , a server provided by a bank , a server provided 
second security application associated with the first security by a car manufacturer or a server from an application 
application of the first wireless device . software company . 
According to some aspects , the disclosure provides for a According to some aspects , the method comprises the 

second wireless device 2 , for enabling distribution of a first 5 steps of sending , from the network node to the first wireless 
security application comprised in a first wireless device 1 to device , a first confirmation that the hardware identifier is 
the second wireless device , comprising : received in the network node and / or that it is a correct 

communication circuitry 4 for short distance communi hardware identifier and receiving , in the first wireless 
cation ; device , a first confirmation from the network node that the 

processing circuitry 7 configured to : 10 hardware identifier is received in the network node and / or 
receive S1 , using a short distance communication tech - that it is a correct hardware identifier . 
nology , information identifying the first security According to some aspects , the method comprises the 
application of the first wireless device ; and steps of sending , from the network node , the second security 

send S4 a hardware identifier of the second wireless application associated with the first security application of 
device and information identifying the first security 15 the first wireless device , to the second wireless device . 
application to a network node 3 , thereby enabling the According to some aspects , the method comprises the 
network node to authorise the second wireless device steps of sending , from the network node , a second confir 
to receive and / or activate a second security applica - mation to the first wireless device that the second security 
tion associated with the first security application of application associated with the first security application is 
the first wireless device . 20 authorized in the second wireless device and receiving , in 

Regardless of the device , all applications communicating the first wireless device , a second confirmation that the 
with the subscription center must establish a level of trust second security application associated with the first security 
which is done by credentials and certificates in addition to application is authorized in the second wireless device . 
user authorization . According to some aspects , the method comprises the 

According to some aspects , the UICC of the second 25 steps of receiving , in the first wireless device , user input to 
wireless device sends the hardware identifier and the infor - cancel the authorization to access the second security appli 
mation identifying the security application to the network cation , associated with the first security application , in the 
node via communication circuitry . second wireless device , sending , from the first wireless 

According to some aspects the disclosure provides for a device , instructions to the network node to cancel the 
method performed in a system comprising a first wireless 30 authorization to the second wireless device , receiving , in the 
device , a second wireless device and a network node , for network node , instructions from the first wireless device to 
enabling distribution of a first security application com - cancel the authorization to the second wireless device to 
prised in the first wireless device to the second wireless access the second security application associated with the 
device . The steps of the individual devices of the system first security application and canceling , in the network node , 
have been described in detail above and will here only be 35 the authorization to the second wireless device . 
discussed briefly . The method of the system comprises : According to some aspects the disclosure provides for a 

receiving , in the first wireless device , using a short system , comprising a first wireless device , a second wireless 
distance communication technology , a hardware iden device and a network node , for enabling distribution of a 
tifier of the UICC of the second wireless device ; first security application comprised in the first wireless 

sending , from the first wireless device , the hardware 40 device to the second wireless device , comprising : 
identifier and information identifying the first security a first wireless device , comprising : 
application to the network node ; communication circuitry for short distance communi 

receiving , in the network node , from the first wireless cation ; 
device , the hardware identifier of the second wireless processing circuitry configured to : 
device and the information identifying the security 45 i . receive , using the communication circuitry , a hard 
application ; and ware identifier of the second wireless device ; and 

authorising , in the network node , the second wireless ii . send , using the communication circuitry , the hard 
device to receive and / or activate a second security ware identifier and information identifying the 
application associated with a security application of the security application to a network node , thereby 
first wireless device . enabling the network node to authorise the appli 

In other words , the method is used to distribute security cation associated with the security application of 
applications to one or several devices owned by the same the first wireless device ; 
user as the first wireless device . 

According to some aspects , the method comprises the a network node , comprising : 
steps of displaying , in the first wireless device , security 55 communication circuitry for short distance communi 
applications available for distribution in the first wireless cation ; 
device and receiving , in the first wireless device , user input processing circuitry configured to : 
on which security application to distribute to the second i . receive , using the communication circuitry , from 
wireless device , the selected security application is the first the first wireless device , a hardware identifier of 
security application . the second wireless device and information iden 

According to some aspects , the authorizing , in the net tifying the security application ; and 
work node , comprises requesting authorizing information ii . authorise the second wireless device to access a 
from a Service provider . security application associated with a second 

According to some aspects , the authorizing , in the net security application of the first wireless device ; 
work node , comprises that the network node communicates 65 and a second wireless device . 
with an external server and wherein the external server is a According to some aspects the communication between 
service provider server such as a Mobile Network Operator , entities in the present disclosure is always secure . 

50 

and 
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Aspects of the disclosure are described with reference to of both hardware and software , and that several “ means ” , 
the drawings , e . g . , block diagrams and / or flowcharts . It is " units " or " devices ” may be represented by the same item of 
understood that several entities in the drawings , e . g . , blocks hardware . 
of the block diagrams , and also combinations of entities in A “ wireless device ” as the term may be used herein , is to 
the drawings , can be implemented by computer program 5 be broadly interpreted to include a radiotelephone having 
instructions , which instructions can be stored in a computer - ability for Internet / intranet access , web browser , organizer , 
readable memory , and also loaded onto a computer or other calendar , a camera ( e . g . , video and / or still image camera ) , a 
programmable data processing apparatus . Such computer sound recorder ( e . g . , a microphone ) , and / or global position 
program instructions can be provided to a processor of a ing system ( GPS ) receiver ; a personal communications 
general purpose computer , a special purpose computer and / 10 system ( PCS ) user equipment that may combine a cellular 
or other programmable data processing apparatus to produce radiotelephone with data processing ; a personal digital assis 
a machine , such that the instructions , which execute via the tant ( PDA ) that can include a radiotelephone or wireless 
processor of the computer and / or other programmable data communication system ; a laptop ; a camera ( e . g . , video 
processing apparatus , create means for implementing the and / or still image camera ) having communication ability ; 
functions / acts specified in the block diagrams and / or flow - 15 and any other computation or communication device 
chart block or blocks . capable of transceiving , such as a personal computer , a home 

In some implementations and according to some aspects entertainment system , a television , etc . Furthermore , a 
of the disclosure , the functions or steps noted in the blocks device may be interpreted as any number of antennas or 
can occur out of the order noted in the operational illustra antenna elements . 
tions . For example , two blocks shown in succession can in 20 The various example embodiments described herein are 
fact be executed substantially concurrently or the blocks can described in the general context of method steps or pro 
sometimes be executed in the reverse order , depending upon cesses , which may be implemented in one aspect by a 
the functionality / acts involved . Also , the functions or steps computer program product , embodied in a computer - read 
noted in the blocks can according to some aspects of the able medium , including computer - executable instructions , 
disclosure be executed continuously in a loop . such as program code , executed by computers in networked 

In the drawings and specification , there have been dis - environments . A computer - readable medium may include 
closed exemplary aspects of the disclosure . However , many removable and non - removable storage devices including , 
variations and modifications can be made to these aspects but not limited to , Read Only Memory ( ROM ) , Random 
without substantially departing from the principles of the Access Memory ( RAM ) , compact discs ( CDs ) , digital ver 
present disclosure . Thus , the disclosure should be regarded 30 satile discs ( DVD ) , etc . Generally , program modules may 
as illustrative rather than restrictive , and not as being limited include routines , programs , objects , components , data struc 
to the particular aspects discussed above . Accordingly , tures , etc . that performs particular tasks or implement par 
although specific terms are employed , they are used in a ticular abstract data types . Computer - executable instruc 
generic and descriptive sense only and not for purposes of tions , associated data structures , and program modules 
limitation . 35 represent examples of program code for executing steps of 

It should be noted that although terminology from 3GPP the methods disclosed herein . The particular sequence of 
LTE has been used herein to explain the example embodi - such executable instructions or associated data structures 
ments , this should not be seen as limiting the scope of the represents examples of corresponding acts for implementing 
example embodiments to only the aforementioned system . the functions described in such steps or processes . 
Other wireless systems , including WCDMA , WiMax , UMB 40 In the drawings and specification , there have been dis 
and GSM , may also benefit from the example embodiments closed exemplary embodiments . However , many variations 
disclosed herein . and modifications can be made to these embodiments . 

The description of the example embodiments provided Accordingly , although specific terms are employed , they are 
herein have been presented for purposes of illustration . The used in a generic and descriptive sense only and not for 
description is not intended to be exhaustive or to limit 45 purposes of limitation , the scope of the embodiments being 
example embodiments to the precise form disclosed , and defined by the following claims . 
modifications and variations are possible in light of the The invention claimed is : 
above teachings or may be acquired from practice of various 1 . A method performed in a system comprising a first 
alternatives to the provided embodiments . The examples wireless device including a first security application , a 
discussed herein were chosen and described in order to 50 second wireless device and a network node , for enabling 
explain the principles and the nature of various example distribution of the first security application to the second 
embodiments and its practical application to enable one wireless device , the method comprising : 
skilled in the art to utilize the example embodiments in receiving , in the first wireless device , using a short 
various manners and with various modifications as are suited distance communication technology , a hardware iden 
to the particular use contemplated . The features of the 55 tifier of the second wireless device ; 
embodiments described herein may be combined in all sending , from the first wireless device , the hardware 
possible combinations of methods , apparatus , modules , sys identifier of the second wireless device and information 
tems , and computer program products . It should be appre identifying the first security application to the network 
ciated that the example embodiments presented herein may node ; 
be practiced in any combination with each other . 60 receiving , in the network node , from the first wireless 

It should be noted that the word " comprising ” does not device , the hardware identifier of the second wireless 
necessarily exclude the presence of other elements or steps device and the information identifying the first security 
than those listed and the words “ a ” or “ an ” preceding an application ; 
element do not exclude the presence of a plurality of such sending , from the network node to the first wireless 
elements . It should further be noted that any reference signs 65 device , a first confirmation that the hardware identifier 
do not limit the scope of the claims , that the example is received in the network node and / or that it is a correct 
embodiments may be implemented at least in part by means hardware identifier ; 
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receiving , in the first wireless device , a first confirmation sending the hardware identifier and information identify 
from the network node that the hardware identifier is ing the first security application to a network node , 
received in the network node and / or that it is a correct thereby enabling the network node to : 
hardware identifier ; send to the first wireless device a first confirmation that 

authorising , in the network node , the second wireless 5 the hardware identifier is received in the network node 
device to receive and / or activate a second security and / or that it is a correct hardware identifier ; 
application associated with the first security application authorise the second wireless device to receive and / or 
of the first wireless device ; activate a second security application associated with 

sending , from the network node , a second confirmation to the first security application of the first wireless device ; 
the first wireless device that the second security appli - 10 send a second confirmation to the first wireless device that cation associated with the first security application is 
authorized in the second wireless device ; the second security application associated with the first 

security application is authorized in the second wireless receiving , in the first wireless device , a second confirma device ; tion that the second security application associated with 15 . 15 send the second security application associated with the the first security application is authorized in the second first security application of the first wireless device 
wireless device ; and from the network node to the second wireless device ; sending the second security application associated with receiving a first confirmation from the network node that 
the first security application of the first wireless device the hardware identifier is received in the network node 
from the network node to the second wireless device ; 20 and / or that it is a correct hardware identifier ; 

wherein the first security application and the second receiving a second confirmation that the second security 
security application are both software applications application associated with the first security application 
executed by a processor in a secured environment such is authorized in the second wireless device ; 
that , when executed , the first security application and wherein the first security application and the second 
the second security application restrict access to sen - 25 security application are both software applications 
sitive data ; executed by a processor in a secured environment such 

receiving , in the first wireless device , user input to cancel that , when executed , the first security application and 
the authorization to access the second security appli the second security application restrict access to sen 
cation , associated with the first security application , in sitive data ; 
the second wireless device ; 30 receiving user input to cancel the authorization to access 

sending , from the first wireless device , instructions to the the second security application , associated with the first 
network node to cancel the authorization to the second security application , in the second wireless device ; and 
wireless device ; sending instructions to the network node to cancel the 

receiving , in the network node , instructions from the first authorization to the second wireless device , thereby 
wireless device to cancel the authorization to the sec - 35 enabling the network node to cancel the authorization 
ond wireless device to access the second security to the second wireless device . 
application associated with the first security applica 7 . The method according to claim 6 , comprising : 
tion ; and displaying security applications available for distribution 

cancelling , in the network node , the authorization to the in the first wireless device ; 
second wireless device . 40 receiving user input on which security application to 

2 . The method according to claim 1 , comprising : distribute to the second wireless device , the selected 
displaying , in the first wireless device , security applica security application is the first security application . 

tions available for distribution in the first wireless 8 . The method according to claim 6 , wherein the first and 
device ; and second security applications comprises an application for 

receiving , in the first wireless device , user input on which 45 enabling access to external services . 
security application to distribute to the second wireless 9 . The method according to claim 6 , wherein the first and 
device , wherein the selected security application is the second security application comprises a Subscriber Identity 
first security application . Module , SIM . 

3 . The method according to claim 1 , wherein authorizing , 10 . The method according to claim 6 , wherein the short 
in the network node , comprises requesting authorizing infor - 50 distance communication technology is short distance radio 
mation from a Service provider . technology . 

4 . The method according to claim 3 , wherein authorizing , 11 . The method according to claim 6 , wherein the short 
in the network node , comprises that the network node distance communication technology is Body Coupled Com 
communicates with an external server wherein the external munication , BCC , technology . 
server is a service provider server . 55 12 . A method performed in a network node of enabling 

5 . The method according to claim 1 , wherein the first distribution of a first security application comprised in a first 
security application is associated with a particular subscrip - wireless device to a second wireless device , the method 
tion and activating the second security application associates comprising : 
the second security application with the particular subscrip receiving , from the first wireless device , a hardware 
tion . identifier of the second wireless device and information 

6 . A method , performed in a first wireless device , of identifying the security application ; 
enabling distribution of a first security application com sending to the first wireless device a first confirmation that 
prised in the first wireless device to a second wireless the hardware identifier is received in the network node 
device , the method comprising : and / or that it is a correct hardware identifier ; 

receiving , using a short distance communication technol - 65 authorising the second wireless device to receive and / or 
ogy , a hardware identifier of the second wireless activate a second security application associated with a 
device ; and security application of the first wireless device ; 
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sending a second confirmation to the first wireless device wherein the first security application and the second 
that the second security application associated with the security application are both software applications 
first security application is authorized in the second executed by a processor in a secured environment such 
wireless device ; that , when executed , the first security application and 

sending the second security application associated with 5 the second security application restrict access to sen 
the first security application of the first wireless device sitive data . 
to the second wireless device ; 21 . A system , comprising a first wireless device , a second 

wherein the first security application and the second wireless device and a network node , for enabling distribu 
security application are both software applications tion of a first security application comprised in the first 
executed by a processor in a secured environment such wireless device to the second wireless device , comprising : 
that , when executed , the first security application and the first wireless device , comprising : 
the second security application restrict access to sen communication circuitry for short distance communica 
sitive data ; tion ; 

receiving instructions from the first wireless device to 15 processing circuitry configured to : 
cancel the authorization to the second wireless device i . receive , using the communication circuitry , a hard 
to access the second security application associated ware identifier of the second wireless device ; 
with the first security application ; and ii . send , using the communication circuitry , the hard 

cancelling the authorization to the second wireless device . ware identifier and information identifying the secu 
13 . The method according to claim 12 , wherein authoriz - 20 rity application to a network node , thereby enabling 

ing comprises requesting authorizing information from a the network node to authorise the second wireless 
subscription distributing center . device to get access to a second security application 

14 . The method according to claim 13 , wherein authoriz associated with the security application of the first 
ing comprises that the network node communicates with an wireless device ; 
external server . iii . receive a first confirmation from the network node 

15 . The method according to claim 14 , wherein the that the hardware identifier is received in the network 
external server is a service provider server such as a Mobile node and / or that it is a correct hardware identifier ; 
Network Operator , MNO , server , a server provided by a iv . receive a second confirmation that the second secu 
bank , a server provided by a car manufacturer or a server rity application associated with the first security 
from an application software company . 30 application is authorized in the second wireless 

16 . The method according to claim 12 comprising : device ; 
sending the second security application associated with V . receive user input to cancel the authorization to 

the first security application of the first wireless device , access the second security application , associated 
to the second wireless device . with the first security application , in the second 

17 . The method according to claim 12 , wherein the first 35 wireless device ; and 
and second security application comprises an application for vi . send , using the communication circuitry , instruc 
enabling access to external services . tions to the network node to cancel the authorization 

18 . The method according to claim 12 , wherein the first to the second wireless device ; and 
and second security application comprises a Subscriber the network node , comprising : 
Identity Module , SIM received from a SIM server . communication circuitry for short distance communi 

19 . The method according to claim 18 , wherein the cation ; 
sending comprises pushing SIM to the second wireless processing circuitry configured to : 
device using SMS or another connectivity protocol . i . receive , using the communication circuitry , from the 

20 . A method , performed in a second wireless device , of first wireless device , a hardware identifier of the 
enabling distribution of a first security application com - 45 second wireless device and information identifying 
prised in a first wireless device to the second wireless the security application ; 
device , the method comprising : ii . send to the first wireless device a first confirmation 

receiving , using a short distance communication technol that the hardware identifier is received in the network 
ogy , information identifying the first security applica node and / or that it is a correct hardware identifier ; 
tion of the first wireless device ; and 50 iii . authorise the second wireless device to access a 

sending a hardware identifier of the second wireless security application associated with a second secu 
device and information identifying the first security rity application of the first wireless device ; 
application to a network node , thereby enabling the iv . send a second confirmation to the first wireless 
network node to : device that the second security application associ 

send to the first wireless device a first confirmation that 55 ated with the first security application is authorized 
the hardware identifier is received in the network node in the second wireless device ; and 
and / or that it is a correct hardware identifier ; V . send the second security application associated with 

authorise the second wireless device to receive and / or the first security application of the first wireless 
activate a second security application associated with device from the network node to the second wireless 
the first security application of the first wireless device 60 device ; 

send a second confirmation to the first wireless device that vi . receive instructions from the first wireless device to 
the second security application associated with the first cancel the authorization to the second wireless 
security application is authorized in the second wireless device to access the second security application 
device ; associated with the first security application ; 

send the second security application associated with the 65 vii . cancel the authorization to the second wireless 
first security application of the first wireless device device ; 
from the network node to the second wireless device the second wireless device ; 

40 
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wherein the first security application and the second 28 . A network node , for enabling distribution of a first 
security application are both software applications security application comprised in a first wireless device to a 
executed by a processor in a secured environment second wireless device , comprising : 
such that , when executed , the first security appli communication circuitry for short distance communica 
cation and the second security application restrict 5 tion ; 
access to sensitive data . processing circuitry configured to : 

22 . The system according to claim 21 , wherein the first receive , using the communication circuitry , from the first 
security application is associated with a particular subscrip wireless device , a hardware identifier of the second 
tion and activating the second security application associates wireless device and information identifying the secu 
the second security application with the particular subscrip - 10 rity application ; 
tion . send to the first wireless device a first confirmation that 

23 . A first wireless device , for enabling distribution of a the hardware identifier is received in the network node 
first security application comprised in the first wireless and / or that it is a correct hardware identifier ; 
device to a second wireless device , comprising : authorise the second wireless device to access a security 

communication circuitry for short distance communica application associated with a second security applica 
tion ; tion of the first wireless device ; 

processing circuitry configured to : send a second confirmation to the first wireless device that 
receive , using the communication circuitry , a hardware the second security application associated with the first 

identifier of the second wireless device ; security application is authorized in the second wireless 
send , using the communication circuitry , the hardware device ; 

identifier and information identifying the security send the second security application associated with the 
application to a network node , thereby enabling the first security application of the first wireless device 
network node to : from the network node to the second wireless device ; 

send to the first wireless device a first confirmation that 25 receive instructions from the first wireless device to 
the hardware identifier is received in the network node cancel the authorization to the second wireless device 
and / or that it is a correct hardware identifier ; to access the second security application associated 

authorise the second wireless device to get access to a with the first security application ; second security application associated with the security cancel the authorization to the second wireless device ; application of the first wireless device ; and wherein the first security application and the second send a second confirmation to the first wireless device that security application are both software applications the second security application associated with the first executed by a processor in a secured environment such security application is authorized in the second wireless that , when executed , the first security application and device ; 
send the second security application associated with the 35 the second security application restrict access to sen 

first security application of the first wireless device sitive data . 
from the network node to the second wireless device ; 29 . The network node according to claim 28 , wherein the 

receive a first confirmation from the network node that the first and second security application comprises an applica 
hardware identifier is received in the network node tion for enabling access to external services . 
and / or that it is a correct hardware identifier ; 40 30 . The network node according to claim 28 , wherein the 

receive a second confirmation that the second security first and second security application comprises a Subscriber 
application associated with the first security application Identity Module , SIM received from a SIM server . 
is authorized in the second wireless device ; 31 . The network node according to claim 30 , wherein the 

receive user input to cancel the authorization to access the sending comprises pushing SIM to the second wireless 
second security application , associated with the first 45 device using SMS or another connectivity protocol . 
security application , in the second wireless device ; and 32 . The network node according to claim 28 , wherein the 

send , using the communication circuitry , instructions to first security application is associated with a particular 
the network node to cancel the authorization to the subscription and activating the second security application 
second wireless device ; associates the second security application with the particular wherein the first security application and the second 50 su ication and the second 30 subscription . 
security application are both software applications 33 . A second wireless device , for enabling distribution of executed by a processor in a secured environment such a first security application comprised in a first wireless that , when executed , the first security application and device to the second wireless device , comprising : the second security application restrict access to sen 
sitive data . 55 communication circuitry for short distance communica 

24 . The first wireless device according to claim 23 , tion ; 
wherein the first and second security application comprises processing circuitry configured to : 
an application for enabling access to external services . receive , using a short distance communication technol 

25 . The first wireless device according to claim 23 , ogy , information identifying the first security applica 
wherein the first and second security application comprises 60 tion of the first wireless device ; and 
a Subscriber Identity Module , SIM . send a hardware identifier of the second wireless device 

26 . The first wireless device according to claim 23 , and information identifying the first security applica 
wherein the short distance communication technology is tion to a network node , thereby enabling the network 
short distance radio technology . node to 

27 . The first wireless device according to claim 23 , 65 send to the first wireless device a first confirmation that 
wherein the short distance communication technology is the hardware identifier is received in the network node 
Body Coupled Communication , BCC , technology . and / or that it is a correct hardware identifier ; 

31 . The 
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authorise the second wireless device to receive and / or 
activate a second security application associated with 
the first security application of the first wireless device ; 
and 

send a second confirmation to the first wireless device that 5 
the second security application associated with the first 
security application is authorized in the second wireless 
device ; 

send the second security application associated with the 
first security application of the first wireless device 10 
from the network node to the second wireless device 

wherein the first security application and the second 
security application are both software applications 
executed by a processor in a secured environment such 
that , when executed , the first security application and 15 
the second security application restrict access to sen 
sitive data . 

* * * * * 


