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RESOURCE ACCESS credentials manually . Moreover , aspects of the present dis 
closure described herein also automatically launch a user ' s 

BACKGROUND target resource . Among other things , this approach may help 
simplify the interaction process and prevent the user from 

Users of the World Wide Web commonly use browsers 5 having to select the target resources to connect to manually . 
( web browsers ) implemented on web - enabled computing In one example in accordance with the present disclosure , 
devices to access content . Such devices include personal a method for accessing a target resource is provided . The 
computers , laptop computers , netbook computers , smart method comprises retrieving , by a browser extension , a 
phones and cell phones , among a number of other possible configuration from a local profile associated with a user on 
devices including thin client systems . Thin client systems 10 a device , the browser extension installed on the device , 
are server - centric systems in which applications and data are automatically completing , by the browser extension , a login 
centrally hosted on at least one server . Thin client devices form for a web interface based on the configuration , iden 
access the applications and data using a minimal amount of tifying , by the browser extension , a target resource by 
software and hardware . The most common type of modern parsing a list of resources received from a server in response 
thin client is a low - end computer terminal which concen - 15 to the completed login form , and automatically launching , 
trates solely on providing a graphical user interface to the by the browser extension , the identified target resource 
end - user . The remaining functionality , in particular the oper based on the configuration . 
ating system , is provided by the server . In another example in accordance with the present dis 
Some browsers allow users to install plug - ins , add - ons , or closure , a non - transitory computer - readable medium is pro 

extensions to the browser , where such extensions add func - 20 vided . The non - transitory computer - readable medium com 
tionality to the browser and operate as an integrated part of prises instructions that when executed cause a device to ( 1 ) 
the browser . For instance , an extension may provide a user retrieve a configuration from a local profile associated with 
access to its additional functionality by modifying a user - a user on a device , the browser extension installed on the 
interface ( UI ) of the browser . device , ( ii ) automatically complete a login form for a web 

A desktop virtualization technology has developed with 25 interface based on the configuration , ( iii ) identify a target 
companies such as Citrix , VMware , etc . , that have published resource by parsing a list of resources received from a server 
desktop virtualization solutions that link the thin client on in response to the completed login form , and ( iv ) automati 
the desktop to its own virtual machine that is located on the cally launch the identified target resource based on the 
server . configuration . 
Web Interfaces in browsers provide users with access to 30 In a further example in accordance with the present 

desktop virtualization applications , such as virtual desktops . disclosure , a system is provided . The system comprises a 
Users access their resources through a standard Web browser web browser extension communicatively coupled to a web 
or through the plug - ins , such as Citrix online plug - in . For browser to retrieve a configuration from a local profile 
example , for a user using Citrix applications , the Web associated with a user , automatically log in to a web inter 
Interface provides secure access to XenApp and XenDesk - 35 face by completing a login form for a web interface based on 
top resources through a web - enabled computing device with the configuration , identify a target resource by parsing a list 
a web browser . of resources received in response to the completed login 

form , and automatically launch the identified target resource 
BRIEF DESCRIPTION OF THE DRAWINGS based on the configuration , and a desktop delivery controller 

40 to authenticate the user during login to the web interface and 
Example implementations are described in the following to provide the list of resources . 

detailed description and in reference to the drawings , in FIG . 1 illustrates an example system 100 in accordance 
which : with an implementation . The system 100 comprises a com 

FIG . 1 illustrates an example system in accordance with puting device 120 which is used or operated by a user 110 , 
an implementation : 45 with a user interface 130 , web interface 140 , Citrix server 

FIG . 2 illustrates example components of an example 150 with published applications 160 and 170 , Citrix client 
system in accordance with an implementation ; 180 , each of which is described in greater detail below . More 

FIG . 3 illustrates example components of an example specifically , this diagram illustrates a computing device 120 
system in accordance with an implementation ; and using a Citrix online plug - in to connect to a Citrix server 

FIG . 4 illustrates an example process flow diagram in 50 farm 150 through a web interface 140 and access published 
accordance with an implementation . applications 160 and 170 in the Citrix server 150 . It should 

be readily apparent that the system 100 depicted in FIG . 1 
DETAILED DESCRIPTION represents a generalized illustration and that other compo 

nents may be added or existing components may be 
Various implementations described herein are directed to 55 removed , modified , or rearranged without departing from a 

a web interface solution for a desktop virtualization appli scope of the present disclosure . For example , while the 
cation . More specifically , and as described in greater detail system 100 illustrated in FIG . 1 includes two published 
below , various aspects of the present disclosure are directed applications , the system may actually comprise less or more 
to a manner by which the login process for desktop virtu - than two published applications , and two have been shown 
alization application is automated through a browser exten - 60 and described for simplicity . 
sion and the target resources are accessed directly . The computing device 120 may be a user device . It should 

Aspects of the present disclosure described herein auto - be noted that the device 120 is intended to be representative 
mate a web interface login via caching and provisioning a of a broad category of data processors . In one implementa 
user ' s credentials through a Citrix Web Interface to achieve tion , the device 120 may include any type of processor , 
secure login . According to various aspects of the present 65 memory or display . Additionally , the elements of the device 
disclosure , the approach described herein allows a user to 120 may communicate via a bus , network or other wired or 
securely login from any device without having to enter user wireless interconnection . As non - limiting examples , the 
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device 120 may be any type of personal computer , portable contacted to identify the least busy server in the Citrix server 
computer , workstation , personal digital assistant , video 150 and return the address of this server to the web interface 
game player , communication device ( including wireless 140 . 
phones and messaging devices ) , media device , including In one implementation , the web interface 140 may com 
recorders and players ( including televisions , cable boxes , 5 municate with the Citrix client 180 ( in some cases using the 
music players , and video players ) or other device capable of browser as an intermediary ) . The Citrix client 180 may 
accepting input from a user and of processing information . initiate a session with the server in the Citrix server 150 

In some implementations , a user 110 may interact with the according to the connection information supplied by the web 
Interface 140 . Once the connection to the Citrix server 150 device 120 by controlling a keyboard ( not shown ) , which 

10 is established , the user 110 may access the resource . Further , may be an input device for the device 120 . The user may the device 120 may display output produced in the browser perform various gestures on the keyboard 130 . Such ges window ( e . g . , the user interface 130 ) . tures may involve , but not limited to , touching , pressing , FIG . 2 illustrates an example system 200 in accordance waiving , placing an object in proximity . with an implementation , illustrating how a browser may 
In one implementation , the user interface 130 may be a 15 interact with an application through a web browser exten 

display of the device 120 . The user interface 130 may refer sion . The system 200 comprises a computing device 210 
to the graphical , textual and auditory information a com with a Citrix online plug - in 220 , a browser extension 230 , a 
puter program may present to the user 110 , and the control web interface 240 , a Citrix server 270 comprising a desktop 
sequences ( such as keystrokes with the computer keyboard ) delivery controller 250 and a virtual desktop 260 , each of 
the user 110 may employ to control the program . In one 20 which is described in greater detail below . It should be 
example system , the user interface 130 may present various readily apparent that the system 200 depicted in FIG . 2 
pages that represent applications available to the user 110 . represents a generalized illustration and that other compo 
The user interface 130 may facilitate interactions between nents may be added or existing components may be 
the user 110 and computer systems by inviting and respond removed , modified , or rearranged without departing from a 
ing to user input and translating tasks and results to a 25 scope of the present disclosure . For example , while the 
language or image that the user 110 can understand . In system 200 illustrated in FIG . 2 includes one virtual desktop , 
another implementation , the device 120 may receive input the system may actually comprise a plurality of virtual 
from a plurality of input devices , such as a keyboard , mouse , desktops , and one has been shown and described for sim 
touch device or verbal command . plicity . 

In one implementation , one of the applications available 30 In one implementation , the device 210 , similar to the 
to the user 110 may be a browser application . The device 120 device 120 discussed in more detail above in reference to 
may run a web browser , and the user 110 may interact with FIG . 1 , may be any type of personal computer , portable 
the web browser , which will be furthered explained in computer , workstation , personal digital assistant , video 
reference to FIG . 2 . In one implementation , the device 120 game player , communication device ( including wireless 
may run a browser using a plug - in . For example , the plug - in 35 phones and messaging devices ) , media device , including 
may be a Citrix online plug - in , which may be run on a recorders and players ( including televisions , cable boxes , 
browser supported by the device 120 . music players , and video players ) or other device capable of 

In one implementation , the device 120 may interact with accepting input from a user and of processing information . 
a server device ( e . g . , the Citrix serve 150 ) running at least In another implementation , the device 210 may include a 
one application ( e . g . , published applications 160 and 170 ) . 40 browser logic that provides a base amount of browser 
When installed on the device 120 , a Citrix online plug - in functionality . The device 210 may also include an extension 
enables the user 110 to access the published applications 160 logic to facilitate having browser logic interact with a web 
and 170 in the Citrix server 150 through the web interface browser extension 230 . In one implementation , the web 

browser extension 230 may be a code package that may be 
In one implementation , an independent computing archi - 45 installed into a browser and / or user device ( e . g . , the device 

tecture ( ICA ) protocol may be used to exchange information 210 ) running a browser . The browser extension 230 may add 
between the device 120 and the published resources 160 and a new feature to the browser , extend an existing function 
170 on the Citrix server 150 . More specifically , the ICA ality , modify a visual theme , and so on . The browser 
protocol may send keyboard and mouse activity and screen extension 230 may provide additional functionality to 
updates between the Citrix server 150 and the web interface 50 browser logic . Output from the browser logic and the 
140 , which is linked to the device 120 through the web browser extension 230 may be merged onto a browser 
browser 

In one implementation , the user 110 may initiate a process In one implementation , the browser extension 230 may be 
to access a Citrix web interface 140 . The user 110 may a combination of a form capture extension and a form - fill 
authenticate to the web interface 140 through a web browser . 55 extension that together mitigate issues associated with 
At the web interface logon , the user may get prompted to repetitive form entry . In another implementation , the 
enter credentials ( e . g . , username , password , and domain ) browser extension 230 may be embodied as software . Once 
through the web browser . The web interface 140 may read installed on the device 210 , the browser extension 230 may 
the user ' s credentials and forward the information to a Citrix logically and / or physically become part of the browser logic . 
XML service ( not shown in the Citrix Server 150 . The 60 The browser extension 230 may include web form capture 
Citrix XML service on the server 150 may retrieve a list of logic . In one example , the browser extension 230 may 
resources that the user 110 can access . These resources may include logics to capture available editable fields on web 
comprise the user ' s resource set . The Citrix XML service pages and framesets within webpages , to present the cap 
may then return the user ' s resource set information to the tured fields to a user for editing , to store field data under a 
web interface 140 running on the server . The user 110 may 65 template name and to associate the template to the user 
click an icon that represents a resource on the HTML page . and / or webpage , to retrieve saved field data , to apply the 
In one implementation , the Citrix XML service may be retrieved field data back into associated form fields on a 

140 . 

window . 
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webpage , and so on . In another implementation , the logic Citrix online plug - in 220 may be added to the browser to 
may perform a capture function to parse a webpage . When provide additional functionality . A plug - in may be any type 
a user visits a webpage in which data values are to be input or form of executable code , software , application , program , 
into form fields , the capture function may be initiated to widget and / or application plug - in . For example , in the 
parse the web page . In one example , the web form capture 5 context of a particular vendor or provider environment ( e . g . , 
logic may parse the webpage to identify editable sections . CITRIX ) , an application receiver can manage the operation 

In one implementation , the browser extension 230 may be of plug - ins of that vendor or provider . More specifically , the 
implemented using programmatic code that is written using application receiver may be a device and / or component that 
the same programming language that is used for implement supports , organizes , updates , configures and / or otherwise 
ing webpages . 10 manages an end user desktop ( e . g . , the device 210 ) and / or its 

In this context , a webpage may include a file or document associated plug - ins ( e . g . the Citrix online plug - in 220 ) . 
which is a portion of a web site , may include a collection or In some implementations , the application receiver can 
grouping of related web pages that are generally viewable or provide application access from any computer . The appli 
understandable ( once rendered by the web browser ) to a user cation receiver may utilize any type of access or connection 
( e . g . , the user 110 as discussed above in more detail in 15 system for access to applications or plug - ins . In one imple 
reference to FIG . 1 ) . In various implementations , such mentation , the application receiver may be installed within 
webpages may include a file formatted as Hypertext Markup a company or system firewall . In another implementation , 
Language ( HTML ) , Cascading Style Sheets ( CSS ) , the application receiver may be installed outside of a com 
JavaScript , Extensible Markup Language ( XML ) such as a pany or system firewall . 
XHTML ( Extensible HyperText Markup Language ) file , an 20 In one implementation , the browser extension 230 is 
Adobe Flash file , images , videos , etc . In various implemen - installed together with the Citrix online plug - in 220 on the 
tations , the web browser may process one or more web device 210 , which may be a thin client . When installed on 
pages in order to render one web page . For example , an the device 210 , this Citrix online plug - in 220 enables the 
HTML web page may be modified or include other web user to access the virtual desktop 260 . In one implementa 
pages , such as , JavaScripts , a CSS file , various images , etc . 25 tion , a user may connect to target published applications by 
It should be noted that the above is merely one illustrative using the Citrix online plug - in software . The plug - in soft 
example to which the disclosed subject matter is not limited ware may be available for a range of different devices so 

In various implementations , when the webpages are users can connect to target published applications from 
accessed via a communications network , the web site may various platforms . The Citrix online plug - in 220 may be 
be accessed via the Hypertext Transfer Protocol ( HTTP ) or 30 deployed and updated using the Citrix application receiver . 
Hypertext Transfer Protocol Secure ( HTTPS ) . In one implementation , the virtual desktop 260 may be an 

As discussed in more detail in reference to FIG . 1 , the web individual user ' s interface in a virtualized environment . In 
browser extension 230 may read a configuration from a some implementations , the virtual desktop 260 may be 
user ' s local profile during its initiation . Such configuration stored on a remote server ( e . g . , the Citrix server ) . In other 
may include the user ' s credentials and target resources . In 35 implementations , the virtual desktop 260 may be stored 
one implementation , a graphical user interface ( GUI ) con - locally . In another implementation , on a single host machine , 
figuration tool can be a local application . The GUI configu - a user may have separate virtual desktops for different 
ration tool may be executed locally , and the configuration applications . More specifically , the virtual desktop 260 may 
may be saved in a local profile . In one implementation , feature applications for graphic design , and another virtual 
attributes such as URL of Citrix web interface , username , 40 desktop may feature business applications . 
password , domain , target resources and other login options In one implementation , the web interface 240 may be 
may be configured . In one implementation , the other login similar to the web interface 140 in FIG . 1 . Accordingly , as 
option may comprise an option to disable user input . In discussed above in more detail with respect to the web 
another implementation , the other login option may com - interface 140 in FIG . 1 , a user may launch a web browser to 
prise an option to allow the caching user credentials from the 45 access the Citrix web interface 240 . The user may authen 
user input . ticate to the web interface 240 through the web browser . At 

The user ' s local profile may include historical data stored the web interface log - in , the user may get prompted to enter 
from the user ' s previous logins . Such historical data may be credentials ( e . g . , username , password , and domain ) through 
stored in a registry in the device 210 . In one implementation , the web browser . More specifically , the user may be required 
such historical data may be stored in encrypted format . 50 to log in by supplying a user name and password . In one 
Further , the configuration may be read directly by the web implementation , such information supplied by the user may 
browser extension 230 . be stored in a registry , which may be a hierarchical database 

In another implementation , the GUI configuration tool that stores configuration settings and options on an operating 
may be an application in the central management tool of the system . Alternatively or in addition , the registry may be used 
device 210 , and may be configured in the central manage - 55 for applications running on the operating system that have 
ment tool . A profile may be created on another computer by opted to use the registry . 
an administrator . Moreover , the administrator may either In another implementation , at the web interface log - in , the 
copy and import the profile to the client 210 , or push the web browser may establish an http / https connection to the 
profile to the device 210 using an auto update tool . Accord Citrix web interface 240 , and the web browser extension 230 
ingly , the user may not need to control or provide the user 60 may parse the login form and may automatically enter the 
credentials and target resources . user credentials into the login form . The web browser 

In one implementation , the browser extension 230 may be extension 230 may read the necessary information from the 
installed with the Citrix online plug - in 220 . The Citrix registry . Based on the information entered by the web 
online plug - in 220 may be required to access remote appli - browser extension 230 , the user authentication may be 
cations . In one implementation , the Citrix online plug - in 220 65 performed . 
may be installed to access portal through a browser such as Communication between the web Interface 240 and the 
Apple Safari , Google Chrome , or Mozilla Firefox . The Citrix server 270 running the virtual desktop 260 may 
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involve passing user credential and resource set information a generalized depiction and that other components may be 
between the web interface 240 and the Citrix server 270 . In added or existing components may be removed , modified , or 
a typical session , the web interface 240 may pass credentials rearranged without departing from a scope of the present 
for user authentication and in response , the resource set disclosure . The device 210 comprises a processor 310 , a 
information may be returned . In one implementation , the 5 computer readable medium 320 , a network interface 330 , a 
desktop delivery controller 250 may be utilized for enable storage medium 340 , an operating system 350 , a web 
the communication between the web Interface 240 and the browser 380 including a browser extension 382 , webpages 
Citrix server 270 running the virtual desktop 260 . 384 and a manifest 386 , each of which is described in greater 

In some implementations , the desktop delivery controller detail below . The components of the device 210 may be 
250 may be utilized to authenticate the user during the login 10 connected via buses . The computer readable medium 320 
process . The desktop delivery controller 250 may guarantee may comprise various databases containing , for example , 
the authenticity and confidentiality of communication user profile data and domain data . 
between the web interface 240 and the Citrix server 270 . The T he processor 310 may retrieve and execute instructions 
desktop delivery controller 250 may require that the device stored in the computer readable medium 320 . The processor 
210 connected to the Citrix server is a member of a domain , 15 310 may be , for example , a central processing unit ( CPU ) , 
with mutual trusting relationships between the domain used a semiconductor - based microprocessor , an application spe 
by the desktop delivery controller 250 and the domain used cific integrated circuit ( ASIC ) , a field - programmable gate 
by the virtual desktop 260 . In one implementation , the array ( FPGA ) configured to retrieve and execute instruc 
desktop delivery controller 250 may use the services pro - tions , other electronic circuitry suitable for the retrieval and 
vided by an active directory , which may be used to assign 20 execution instructions stored on a computer readable storage 
and enforce security policies for all computers and installing medium , or a combination thereof . The processor 310 may 
or updating software . For example , when a user logs into a fetch , decode , and execute instructions stored on the storage 
computer , the active directory may check the submitted medium 320 to operate the device 210 in accordance with 
password and determine whether the user is a system the above - described examples . The computer readable 
administrator or normal user . More specifically , if authenti - 25 device 320 may be a non - transitory computer - readable 
cation is successful , the user ' s resource set may appear , and medium that stores machine readable instructions , codes , 
the user may access resources ( applications , content , and data , and / or other information . 
desktops ) . In some implementations , user principal name in certain implementations , the computer readable 
( UPN ) , Microsoft domain - based authentication , and Novell medium 320 may be integrated with the processor 310 , 
Directory Services ( NDS ) may be used as authentication 30 while in other implementations , the computer readable 
techniques . In other implementations , RSA SecurID and medium 320 and the processor 310 may be discrete units . 
Safe Word authentication may be also used . Further , the computer readable medium 320 may partici 

In one implementation , a user may be authenticated based pate in providing instructions to the processor 310 for 
on the credentials the user may provide during the log - in execution . The computer readable medium 320 may be one 
process to the device 210 ( e . g . , a Windows desktop ) . 35 or more of a non - volatile memory , a volatile memory , and / or 
Accordingly , the user may not need to reenter the creden one or more storage devices . Examples of non - volatile 
tials . In another implementation , the user may be authenti memory include , but are not limited to , electronically eras 
cated based on the credentials the user may have provided able programmable read only memory ( EEPROM ) and read 
during the log - in process to the web interface 240 in the past only memory ( ROM ) . Examples of volatile memory include , 
and such information may be pulled from the registry . 40 but are not limited to , static random access memory ( SRAM ) 

Further , the desktop delivery controller 250 may provide and dynamic random access memory ( DRAM ) . Examples of 
a list of available target resources . In one implementation , storage devices include , but are not limited to , hard disk 
the resource set may appear automatically based on the drives , compact disc drives , digital versatile disc drives , 
information provided by the user during the log - in process . optical devices , and flash memory devices . 
More specifically , once the user passes through the log - in 45 In one implementation , the computer readable medium 
process , all the available applications may be displayed 320 may have a user profile database . The user database may 
Further , the user may choose to click on an application , and store user profile data such as user authentication data , user 
in response , the system may launch the application ( e . g . , the interface data , and profile management data and / or the like . 
virtual desktop 260 ) immediately with no further prompts . In one implementation , user authentication data may com 
The information related to the user ' s selection of a specific 50 prise ( i ) username , ( ii ) authorization information ( e . g . , unau 
application may be stored in the registry along with the thorized , authorized , forbid / blocked , guest , or quarantined ) , 
user ' s credentials . and / or ( iii ) security keys ( e . g . , la2b3c4d ) . 

In another implementation , the target resource may be In some implementations , the computing device 210 may 
identified in the browser extension 230 through the infor - include one or more network interfaces 330 configured to 
mation pulled from the registry , and accordingly , the target 55 associate with and communicate via one or more commu 
resource ( e . g . , the virtual desktop 260 ) may automatically be nication networks ( e . g . , a wired network , a wireless net 
launched without the user ' s selection of the application . work , a cellular network , etc . ) . In various implementations , 
More specifically , once the user passes through the log - in the computing device 210 may include a storage medium 
process , the web browser extension 230 may parse the page 340 configured to store data in a semi - permanent or sub 
listing all the available applications to identify the target 60 stantially permanent form . In various implementations , the 
resource ( e . g . , the virtual desktop 260 ) . Moreover , the web storage medium 340 may be included by the computer 
browser extension 230 may automatically launch the target readable medium 320 . In various implementations , the com 
resource . Accordingly , the web browser extension 230 may puting device 210 may include one or more other hardware 
automate the process . components ( not shown ) ( e . g . , a display or monitor , a 

FIG . 3 illustrates example components of the device 210 65 keyboard , a touchscreen , a camera , a video processor , etc . ) . 
in accordance with an implementation . It should be readily In various implementations , the computing device 210 
apparent that the device 210 illustrated in FIG . 3 represents may include an operating system ( OS ) 350 to provide one or 
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more services to an application and manage or act as an logic , business rules , functions or operations for handling 
intermediary between the applications and the various hard the processing of any security related protocol , such as SSL 
ware components ( e . g . , the processor 310 , the network or TLS , or any function related thereto . For example , the 
interface 330 , etc . ) of the computing device 210 . encryption engine encrypts and decrypts network packets , or 
As described in more detail in reference to FIG . 2 , the 5 any portion thereof , communicated via the appliance 210 . 

computing device 210 may include a web browser 380 The processor 310 may comprise at least one high - speed 
configured to access a web site or a collection of webpages , data processor adequate to execute program components for scripts , etc . from a physically remote server or web server . executing user and / or system - generated requests . In one 
In various implementations , the web browser 380 may implementation , the processor 310 may include a software include or be configured to interact with one or more 10 module that processes the key strokes captured from the browser extensions . In this context , the browser extension keyboard . This module may also be used to respond to the 382 may include one or more web pages ( e . g . , the webpages detection of the communication between the web browser 384 , etc . ) packaged or grouped together as a definable 380 and the browser extension 382 . Moreover , the processor whole , and configured to add functionality to the web 
browser 380 . In one implementation , the browser extension 15 310 may also include a sonware mo tension 15 310 may also include a software module that works with the 
382 may add functionality by communicating with a server encryption engine to encrypt or decrypt user data ( username , 
( e . g . , Citrix server ) and updating or altering the user inter - password , domain , etc . ) received from the user . 
face ( UI ) of the web browser 380 . As discussed in more detail above , the processor 310 may 

In one implementation , the web browser extension 382 be in data communication with the computer readable 
may be packaged as an installable entity . In this context , 20 medium 320 , which may include a combination of tempo 
" installation ” includes the act of placing semi - permanently rary and / or permanent storage . The computer readable 
or substantially permanently one or more files ( e . g . , the medium 320 may include program memory that includes all 
manifest 386 , webpages 384 , etc . ) on the computing device programs and software such as an operating system , user 
210 for later execution or processing . software component , and any other application software 

In various implementations , the user 110 may select a 25 programs . The computer readable medium 320 may also 
browser extension ( e . g . , the browser extension 382 ) to include data memory that may include system settings , a 
download and locally install on the computing device 210 . record of user options and preferences , and any other data 
In such an implementation , the web browser 380 may required by any element of the device 210 . 
download the browser extension 382 and either store it Turning now to the operation of the system 100 , FIG . 4 
locally in the packaged format , or un - package or decompress 30 illustrates an example process flow diagram 400 in accor 
the browser extension into a predetermined location ( e . g . , a dance with an implementation . It should be readily apparent 
browser extension portion of a file system in the storage that the processes illustrated in FIG . 4 represents generalized 
medium 340 , etc . ) . In one implementation , the browser illustrations , and that other processes may be added or 
extension 382 may include a metadata file or manifest 386 existing processes may be removed , modified , or rearranged 
which includes information detailing or dictating how the 35 without departing from the scope and spirit of the present 
web browser 380 may be processed or managed the browser disclosure . Further , it should be understood that the pro 
extension 382 and / or what the contents of the installable cesses may represent executable instructions stored on 
browser extension 382 may be . memory that may cause a processor to respond , to perform 

Further , in various implementations , the manifest 386 actions , to change states , and / or to make decisions . Thus , the 
may include various fields or values indicating how the web 40 described processes may be implemented as executable 
browser 380 is to process or execute the browser extension instructions and / or operations provided by a memory asso 
382 . ciated with a system 100 . Furthermore , FIG . 4 is not 

In one implementation , the web browser 380 may allow intended to limit the implementation of the described imple 
the browser extension 382 access to permissions or func - mentations , but rather the figure illustrates functional infor 
tionality not provided to a remote web site . In such an 45 mation one skilled in the art could use to design / fabricate 
implementation , the computing device 210 or the web circuits , generate software , or use a combination of hard 
browser 380 may include a permissions manager ( not ware and software to perform the illustrated processes . 
shown ) configured to manage a user allowed permissions for The process 400 may begin at block 405 , where the user 
various functionality features ( e . g . , access to the storage launches a web browser on a device and initiates the process 
medium 340 , etc . ) of the computing device 210 . In such an 50 to access a Citrix web interface . In particular , the initiation 
implementation , the browser extension 382 may indicate process may involve , for example , launching a web browser 
( e . g . , via the manifest 386 ) that the browser extension 382 session and entering the URL for Citrix web interface . This 
may require or desire permission to utilize one or more process may further involve the web browser establishing 
features associated with the device 210 . http / https connection with the web interface . 

In one implementation , the processor 310 may be a 55 Once the connection between the browser and the web 
processor for performing functions related to any encryption interface is established , at block 410 , the web interface login 
protocol , such as the Secure Socket Layer ( SSL ) or Trans - page may be provided . More specifically , the log - in form 
port Layer Security ( TLS ) protocol . More specifically , SSL may require that data related to the user ' s username , pass 
and TLS may provide server authentication , encryption of word , and domain be entered . 
the data stream , and message integrity checks and enable a 60 At block 415 , the system proceeds to determine whether 
user to deliver applications securely within a local area the user has a local profile on the device . In the event that 
network or across the Internet . a local profile for the user is identified , at block 420 , the web 

In another implementation , an encryption engine may be browser extension reads the user ' s configuration from the 
present . The encryption engine may be in communication user ' s local profile . As discussed above in more detail in 
with the processor 310 . More specifically , the encryption 65 reference to FIG . 2 , the configuration includes user creden 
engine may comprise executable instructions running on the tials and target resources . Moreover , as also discussed above 
processor 310 . The encryption engine may comprise any in reference to FIG . 2 , the local profile includes historical 
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data from previous user logins . In one implementation , the tion . If the GUI configuration tool is executed locally , the 
configuration data may be stored in an encrypted format . configuration is saved into the user ' s local profile , and it can 

At block 425 , the web browser extension parses the login be directly read by web browser extension the next time the 
form and automatically completes it based on the informa user initiates a session to access a target resource . 
tion read from the user ' s local profile , including the user ' s 5 The present disclosure has been shown and described with 
credentials . Accordingly , the user may not be required to reference to the foregoing exemplary implementations . It is 
reenter the credentials . This process may further involve to be understood , however , that other forms , details , and 
submitting the form to a server ( e . g . , Citrix server ) running examples may be made without departing from the spirit and 
published applications . Moreover , in one implementation , scope of the disclosure that is defined in the following 
the web browser extension may be in Java script . In such 10 claims . As such , all examples are deemed to be non - limiting 
implementation , the configuration may be stored in throughout this disclosure . 
JavaScript Object Notation ( JSON ) format derived from the What is claimed is : 
JavaScript scripting language for representing simple data 1 . A method for accessing a target resource , comprising : 
structures . retrieving , by a browser extension communicating with a 

In the event that no local profile is identified for the user , 15 server via a web interface and installed on a computing 
at block 430 , the user is prompted to provide data , such as device , a configuration from a local profile associated 
a username , password and domain . More specifically , the with a user on a device , 
user is required to log in by supplying a user name , password wherein the local profile comprises historical data from 
and domain the user authenticates to the web interface previous user logins to a web interface ; 
through a web browser . The information provided by the 20 automatically completing , by the browser extension , a 
user may be stored in a registry . login form for the web interface based on the local 

At block 435 , the system proceeds to determine whether profile ; 
the user ' s credentials are accepted . In particular , this process in response to the automatic completion , receiving user 
may involve a desktop delivery controller authenticating the authentication information including domain member 
user during the login process . More specifically , this process 25 ship information from a desktop delivery controller 
may involve communications between the web interface and associated with the server ; 
the server running published applications . The web server identifying , by the browser extension , a target resource by 
reads the user ' s credentials and forwards the information to parsing a list of resources received from a server in 
a Citrix XML service in the Citrix server . For example , such response to the completed login form and the authen 
communications may involve passing user credential and 30 t ication information ; 
resource set information between the web interface and the in response to the identification , determining , by the 
Citrix XML service in the Citrix server farm . The web browser extension , whether the identified target 
interface passes credentials to the Citrix XML service for resource exists in the local profile ; and 
user authentication . in response to the identified target resource existing in the 

In the event that the user ' s credentials are denied , at block 35 local profile , automatically launching , by the browser 
440 , an authentication error may result in an error message . extension , the identified target resource by reading the 
Further , this process involves the user being prompted for configuration and the identified target resource from the 
credentials at the web interface log - in . In particular , the local profile , 
process returns to block 415 and reinitiates the log - in wherein the configuration comprises user credentials 
attempts . and target resources . 

In the event that the user ' s credentials are accepted , at 2 . The method of claim 1 , wherein the configuration 
block 445 , the system determines whether the target comprises at least one login option . 
resource information exists in the local profile associated 3 . The method of claim 1 , wherein the user credentials 
with the user . As part of the determination process , after the comprise a username , password , and domain . 
user is logged in , the Citrix XML service returns resource set 45 4 . The method of claim 2 , wherein the at least one login 
information , and a web page displays all published option comprises an option to disable user input or an option 
resources . At block 450 , if the user had a local profile , the to allow the caching user credentials from the user input . 
web browser extension reads the user ' s configuration from 5 . The method of claim 1 , wherein the target resource 
the user ' s local profile and identified the target resources comprises at least one of an application , content , and virtual 
associated with the user . 50 desktop . 

At block 455 , the web browser extension parses the page 6 . The method of claim 1 , wherein the historical data 
to identify the target resources . In one implementation , the comprises data provided by the user at previous log - ins to 
target resource may be a published Citrix virtual desktop . the web interface . 
Once target resource is found , the resource set for the user 7 . The method of claim 1 , wherein the device comprises 
appears automatically , and the web browser extension auto - 55 a thin client . 
matically launches the target resource . 8 . The method of claim 1 , wherein automatically com 

If the user does not have a local profile , at block 460 , the pleting the login form for the web interface based on the 
user clicks an icon that represents a resource on the HTML configuration further comprises parsing the login form to 
page . The web interface communicates the user ' s selection identify fields to be completed . 
of a resource to the Citrix client . In one implementation , the 60 9 . The method of claim 7 , wherein automatically com 
web interface may use the web browser as an intermediary . pleting the login form for the web interface based on the 
At block 465 , the Citrix client initiates a session with the configuration further comprises completing the identified 
server according to the connection information supplied by fields based on the configuration . 
the web interface . Further , this process may involve storing 10 . The method of claim 1 , further comprises submitting 
the resource information in the user ' s local profile . As 65 the login form to the server , the login form providing user 
discussed in detail in reference to FIG . 2 , a graphical user credentials to authenticate connection of the user to the web 
interface ( GUI ) configuration tool may be a local applica - interface . 
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11 . The method of claim 1 , further comprising rejecting device , the graphical user interface configuration tool to 
connection of the user to the web interface if an authenti - configure a plurality of user attributes . 
cation error is identified based on the user credentials . 16 . The system of claim 14 , wherein the attributes com 

12 . A system for accessing a target resource , comprising : prise a URL for the web interface , a username , a password , 
a computing device hosting a web browser extension , the 5 a domain , at least one target resource and at least one login 
web browser extension in communication with a server option . 
via a web interface and communicatively coupled to a 17 . The system of claim 11 , further comprising a graphical 
web browser to : user interface configuration tool being executed in a central retrieve a configuration from a local profile associated management tool . 

with a user , 18 . A non - transitory computer - readable medium compris wherein the local profile comprises historical data ing instructions that when executed cause a system to : from previous user logins to a web interface ; retrieve a configuration from a local profile associated automatically login to a web interface by completing a 
with a user on a device , the browser extension com login form for the web interface based on the local municating with a server via a web interface and profile ; 15 

in response to the automatic login , receive user authen installed on the device , 
tication information including domain membership wherein the local profile comprises historical data from 
information from a desktop delivery controller asso previous user logins to a web interface ; 
ciated with the server ; automatically complete a login form for the web interface 

identify a target resource by parsing a list of resources 20 based on the local profile ; 
received in response to the completed login form and in response to the automatic completion , receive user 
the authentication information ; authentication information including domain member 

in response to the identification , determine whether the ship information from a desktop delivery controller 
identified target resource exists in the local profile ; associated with the server ; 
and 25 identify a target resource by parsing a list of resources 

in response to the identified target resource existing in received from a server in response to the completed 
the local profile , automatically launch the identified login form and the authentication information ; 
target resource by reading the configuration and the in response to the identification , determine whether the identified target resource from the local profile , identified target resource exists in the local profile ; and wherein the configuration comprises user credentials 30 in response to the identified target resource existing in the and target resources ; and local profile , automatically launch the identified target a desktop delivery controller to authenticate the user resource by reading the configuration and the identified during login to the web interface and to provide the list target resource from the local profile , of resources . 

13 . The system of claim 11 , wherein the web browser 35 wherein the configuration comprises user credentials 
establishes http / https connection with the web interface . and target resources . 

14 . The system of claim 11 , further comprising a server 19 . The system of claim 17 , wherein the local profile is 
having at least one published application corresponding to imported into the device or pushed to the device by auto 
the target resource , wherein the at least one published matic update tool . 

20 . The system of claim 11 , wherein the target resource is application comprises a virtual desktop . 
15 . The system of claim 11 , further comprising a graphical ingl a a virtual desktop . 

user interface configuration tool executed locally on the * * * * * 


