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SYSTEM AND METHOD OF embodiments ” may be used herein to refer to a single 
AUTHENTICATION OF A FIRST PARTY embodiment or multiple embodiments of the disclosure . 

RESPECTIVE OF A SECOND PARTY AIDED Certain embodiments disclosed herein include a method 
BY A THIRD PARTY for authenticating a service to access data respective of a 

user on a low - end mobile device . The method comprises : 
CROSS - REFERENCE TO RELATED sending , from a telephone - to - web adapter , a first authenti 

APPLICATIONS cation token over a first communication path to the low - end 
mobile device , wherein the telephone - to - web adapter is a 

This patent application is a continuation of U . S . patent separate entity from the low - end mobile device ; receiving , at 
application Ser . No . 14 / 063 , 442 filed on Oct . 25 , 2013 , now 10 the telephone - to - web adapter , a second authentication token 
allowed , which claims priority from U . S . Provisional Patent over a second communication path , wherein the second 
Application No . 61 / 867 . 896 filed on Aug . 20 . 2013 . The authentication token is received from a host server hosting 
contents of the above - mentioned applications are hereby the service , wherein the first communication path is per 
incorporated by reference . formed with a first method of communication and the second 

communication path is performed with a second method of 
TECHNICAL FIELD communication ; comparing at the telephone - to - web 

adapter , the first authentication token to the second authen 
The disclosure generally relates to a process of authori tication token ; and allowing access to data upon determining 

zation of a first party to access a second party in order to that the first authentication token matches the second 
access host services , and more specifically use of a third 20 authentication token . 
party for such an authentication process . Certain embodiments disclosed herein also include a 

non - transitory computer readable medium having stored 
BACKGROUND thereon instructions for causing one or more processing 

units to execute a method , the method comprising : sending , 
Majority large portion of mobile devices today are 25 from a telephone - to - web adapter , a first authentication token 

devices having the ability to interface to online services such over a first communication path to the low - end mobile 
as email or social networks . Such online services accessed device , wherein the telephone - to - web adapter is a separate 
on mobile devices also comprise a registration and authen entity from the low - end mobile device ; receiving , at the 
tication process that is performed by establishing a connec - telephone - to - web adapter , a second authentication token 
tion between the mobile device , for example a smart phone , 30 over a second communication path , wherein the second 
and a web server configured to communicate with the authentication token is received from a host server hosting 
mobile device . The mobile device , through a full user the service , wherein the first communication path is per 
interface that includes the likes of a keyboard , pointing formed with a first method of communication and the second 
devices , touch screen and more , also enable the registration communication path is performed with a second method of 
and authentication process with the web server handling the 35 communication ; comparing at the telephone - to - web 
application . adapter , the first authentication token to the second authen 

Conversely in current emerging markets , e . g . , Brazil , tication token ; and allowing access to data upon determining 
South Africa , or India , many mobile phones are technologi - that the first authentication token matches the second 
cally simple devices representing older technologies which authentication token . 
are behind the current state of the art of the likes of smart 40 Certain embodiments disclosed herein also include a 
phones . Users of these limited capability mobile phones are system for performing authentication of a service to access 
often interested in consuming content made available by data on a user device . The system comprises : a processing 
online services such as email services , access to social media unit ; an input / output ( 1 / 0 ) interface coupled to the process 
accounts , and so on . However , such users cannot access ing unit ; and a memory , the memory containing instructions 
these services with mobile device which lack many of the 45 that , when executed by the processing unit , configures the 
minimum requirements needed to support the newer mobile system to : send a first authentication token over a first 
phone technologies . Likewise , such users cannot perform communication path to the low - end mobile device , wherein 
mobile payments , or use their phones as portable card the telephone - to - web adapter is a separate entity from the 
readers which allow mobile devices to become a point of low - end mobile device ; receive a second authentication 
sale . 50 token over a second communication path , wherein the 

It would therefore be advantageous to have a solution that second authentication token is received from a host server 
would enable access to services by mobile phones having hosting the service , wherein the first communication path is 
limited capabilities . performed with a first method of communication and the 

second communication path is performed with a second 
SUMMARY 55 method of communication , compare the first authentication 

token to the second authentication token ; and allow access 
A summary of several example embodiments of the to data upon determining that the first authentication token 

disclosure follows . This summary is provided for the con matches the second authentication token . 
venience of the reader to provide a basic understanding of 
such embodiments and does not wholly define the breadth of 60 BRIEF DESCRIPTION OF THE DRAWINGS 
the disclosure . This summary is not an extensive overview 
of all contemplated embodiments , and is intended to neither The subject matter of the disclosed embodiments is par 
identify key or critical elements of all embodiments nor to ticularly pointed out and distinctly claimed in the claims at 
delineate the scope of any or all aspects . Its sole purpose is the conclusion of the specification . The foregoing and other 
to present some concepts of one or more embodiments in a 65 objects , features and advantages of the disclosed embodi 
simplified form as a prelude to the more detailed description ments will be apparent from the following detailed descrip 
that is presented later . For convenience , the term “ some tion taken in conjunction with the accompanying drawings . 
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FIG . 1 is a block diagram of an authentication system provide online services and / or applications , typically for use 
utilized to describe the disclosed various embodiments . by mobile phones which are capable of communicating with 

FIG . 2 is a flowchart of a method for authentication of a such services and / or applications . 
first party respective of a second party aided by a third party The network 110 is further communicatively connected to 
according to an embodiment . one or more mobile devices 120 , for example mobile devices 

FIG . 3 is a schematic illustration of a telephone - to - web 120 - 1 through 120 - N . According to an exemplary embodi 
( T2W ) adapter implemented according to an embodiment . ment , the mobile devices 120 are low - end mobile devices 

and are unable to perform a direct authentication process 
DETAILED DESCRIPTION with the hosts 130 for the purpose of operating with respect 

10 of the services and / or applications provided by such hosts 
It is important to note that the embodiments disclosed 130 . 

herein are only examples of the many advantageous uses of According to the disclosed embodiments , a T2W adapter 
the innovative teachings herein . In general , statements made 140 is further communicatively connected to the network 
in the specification of the present application do not neces - 110 . In an embodiment , the T2W adapter 140 is configured 
sarily limit any of the various claimed embodiments . More - 15 to provide a service that adds functionality between an 
over , some statements may apply to some inventive features online service on a host 130 and a mobile device 120 . 
but not to others . In general , unless otherwise indicated . Moreover , the T2W adapter 140 is further configured to 
singular elements may be in plural and vice versa with no provide an authentication and registration path that enables 
loss of generality . In the drawings , like numerals refer to like the support of the services and / or applications of the hosts 
parts through several views . 20 130 on the mobile devices 120 , which otherwise would not 

There is a class of mobile phones that predates the likes be possible . There are various configurations to support the 
of smart phones , which is still in wide use in emerging deployment , installation or implementation of the T2W 
markets . These mobile phones , herein referred to as " feature adapter 140 in the network 110 . According to certain exem 
phones " lack certain or have limited capabilities . Such plary embodiments , the T2W adapter 140 may be imple 
capabilities include , but are not limited to , the likes of a 25 mented in a Mobile Switching Center ( MSC ) of a cellular 
touch screen , an ability to process hypertext markup lan - communications network , as an external server communi 
guage ( HTML ) files , and more , which makes their operation catively connected with network 110 , on a host respective of 
limited with respect of accessing certain online services . one of the hosts 130 - 1 , 130 - M , or as a service accessible 
Such online services include the likes of email services , over the Internet or WWW . 
mobile payment services , and social network applications . 30 It should be noted that a smartphone mobile device could 
These deficiencies include , for example , an inability to also make use of certain aspects of the teachings made 
perform authentication procedures respective of the services herein as an alternative means for registration and / or authen 
or the applications . Likewise , a basic mobile phone , defined tication , and as further discussed herein . 
herein as a mobile phone which is only capable of voice FIG . 2 is a non - limiting and exemplary flowchart 200 of 
calling and text messaging , has further limitations with 35 a method for enabling the authentication of mobile devices 
respect of accessing these online services . Basic mobile to access online services provided by hosts according to one 
phones and feature phones may be referred to collectively as embodiment . The method may be performed by the T2W 
low - end mobile phones in this disclosure . adapter 140 . In S210 , a request for accessing data respective 

According to certain disclosed embodiments a telephone - of a user is received from an online service . The online 
to - web ( T2W ) adapter and method are provided for authen - 40 service may reside on a host , for example , host 130 - 1 . In 
tication of a first party with respect of a second party by S220 , a first authentication token is sent over a first com 
means of a third party , which thereby allows overcoming at munication path ( not shown in FIG . 1 ) to a mobile device 
least the deficiencies of the low - end mobile devices as 120 of a user . The mobile device may be a low - end mobile 
detailed above . According to certain exemplary embodi - device . The first authentication token may be sent from the 
ments , the disclosed teachings provide online services to 45 T2W adapter 140 to the mobile device 120 . 
low - end mobile phones . Such services include at least In S230 , a second authentication token is received over a 
e - mail services , mobile payments , social network applica - second communication path ( not shown in FIG . 1 ) . The 
tions , and so on . Moreover , the disclosed teachings may be second authentication token may be sent by one of the hosts 
used to allow the authorized device to grant an application 130 - 1 to 130 - M to the T2W adapter 140 . In one embodi 
access to a third party host on its behalf . 50 ment , the second authentication token is sent from the host 

FIG . 1 depicts an exemplary and non - limiting authenti - hosting the requested online service ( e . g . , host 130 - 1 ) . 
cation system 100 utilized to describe the various disclosed The first and second communication paths can be estab 
embodiments . The authentication system 100 is targeted to lished using short message service ( SMS ) or an unstructured 
be operative with respect of low - end mobile devices , which supplementary service date ( USSD ) protocol . The first and 
would otherwise be unable to authenticate themselves with 55 second communication paths are different and as such can be 
respect of a host providing online services such as those established over different communication protocols . As a 
mentioned herein . non - limiting example , a first path may be established using 

A network 110 is configured to provide connectivity of the USSD , while the second path uses the SMS . Likewise , 
various sorts , as may be necessary , including but not limited the first and second authentication tokens may be sent as a 
to , wired and / or wireless connectivity , including , for 60 USSD message or a SMS message . 
example , local area network ( LAN ) , wide area network According to various exemplary embodiments , authenti 
( WAN ) , metro area network ( MAN ) , worldwide web cation tokens may be generated , for example , by the T2W 
( WWW ) , Internet , and any combination thereof , as well as adapter 140 or an authentication center ( AuC ) of an MSC . 
cellular connectivity . The network 110 is communicatively Token generation by an AuC is performed , for example , 
connected to one or more web hosts 130 ( also referred to as 65 respective of an individual authentication key ( K , ) assigned 
hosts ) , for example , hosts 130 - 1 through 130 - M , generally to a SIM card of the mobile device . The K ; is a shared secret 
referenced as host 130 . Each host 130 is configured to between a mobile device ( subscriber ) and the AuC . In other 
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non - limiting examples an international mobile subscriber by , a machine comprising any suitable architecture . Prefer 
identity ( IMSI ) number and an encryption key K . ( K is ably , the machine is implemented on a computer platform 
generated respective of the K ) may be used . In other having hardware such as one or more central processing 
embodiments , the T2W adapter 140 , may generate authen units ( “ CPUs ” ) , a memory , and input / output interfaces . The 
tication tokens respective of random numbers , a crypto - 5 computer platform may also include an operating system 
graphic key , a personal identification number ( PIN ) , a pass - and microinstruction code . The various processes and func 
word , an alphanumeric string , data received from an Auc t ions described herein may be either part of the microin 
and the like . struction code or part of the application program , or any 

Authentication is determined in S240 by comparing the combination thereof , which may be executed by a CPU , 
sent ( first ) authentication token and the ( second ) received 10 whether or not such a computer or processor is explicitly 
authentication token . The comparison may be performed , for shown . In addition , various other peripheral units may be 
example , by the T2W adapter 140 . The comparison of connected to the computer platform such as an additional 
tokens may include , for example , comparison of two strings data storage unit and a printing unit . Furthermore , a non 
or comparison of two security tokens using techniques transitory computer readable medium is any computer read 
discussed in the related art . The steps described above may 15 able medium except for a transitory propagating signal . 
be referred collectively as an authentication session . All examples and conditional language recited herein are 

In a non - limiting and exemplary embodiment , the method intended for pedagogical purposes to aid the reader in 
may be utilized to provide an authentication session for use understanding the principles of the disclosed embodiment 
in mobile payments , for example , e - commerce services . An and the concepts contributed by the inventor to furthering 
e - commerce service provider , such as a seller of goods , 20 the art , and are to be construed as being without limitation 
requires performing a transaction to transfer funds from a to such specifically recited examples and conditions . More 
buyer to the seller . The seller receives from the buyer over , all statements herein reciting principles , aspects , and 
information respective of the buyer , which includes a buyer embodiments of the disclosed embodiments , as well as 
identifier , for example , a credit card number , a debit card specific examples thereof , are intended to encompass both 
number , a charge card , a stored - value card , a fleet card , and 25 structural and functional equivalents thereof . Additionally , it 
the like . The seller may connect a card reader to a seller ' s is intended that such equivalents include both currently 
mobile device for swiping a card in order to read data known equivalents as well as equivalents developed in the 
encoded in a magnetic strip of the card . A request for future , i . e . , any elements developed that perform the same 
authenticating data respective of the buyer , in this embodi - function , regardless of structure . 
ment , e . g . , the buyer identifier , is thereby received . An 30 What is claimed is : 
authentication token is then sent to the buyer ' s mobile phone 1 . A method of authenticating a service to access data 
over a first communication path , and an authentication token respective of a user on a low - end mobile device , comprising : 
is received from the seller ' s mobile device over a second sending , from a telephone - to - web adapter , a first authen 
communication path . Authentication is determined by com tication token over a first communication path using a 
paring the sent authentication token and the received authen - 35 first communications protocol to the low - end mobile 
tication token . device , wherein the telephone - to - web adapter is a sepa 

FIG . 3 depicts an exemplary and non - limiting schematic rate entity from the low - end mobile device ; 
illustration of the T2W adapter 140 , implemented according receiving , at the telephone - to - web adapter , a second 
to an embodiment . The T2W adapter 140 includes a pro authentication token over a second communication 
cessing element 310 , for example , a central processing unit 40 path using a second communications protocol , wherein 
( CPU ) that is coupled via a bus 305 to a memory 320 . The the second authentication token is received from a host 
memory 320 further comprises a memory portion 322 which server hosting the service , wherein the first communi 
contains instructions that when executed by the processing cation path is established using the first communication 
element 310 performs at least the methods described in more protocol and the second communication path is estab 
detail herein . The memory 320 may be further used as a 45 lished using the second communication protocol which 
working scratch pad for the processing element 310 , a is different than the first communications protocol ; 
temporary storage , and others , as the case may be . The comparing , at the telephone - to - web adapter , the first 
memory 320 may comprise volatile memory such as , but not authentication token to the second authentication 
limited to random access memory ( RAM ) , or non - volatile token ; and 
memory ( NVM ) , such as , but not limited to , Flash memory . 50 allowing access to data upon determining that the first 
The memory 320 may further comprise a memory portion authentication token matches the second authentication 
324 containing data respective of at least one authentication token . 
session , such as but not limited to an authentication token . 2 . The method of claim 1 , wherein each of the first 
The processing element 310 may be coupled to an input communication protocol and the second communication 
device 350 , e . g . , a mouse and / or a keyboard , and a data 55 protocol is any one of : short message service ( SMS ) , and 
storage 330 . The data storage 330 may be used for the unstructured supplementary service data ( USSD ) . 
purpose of holding a copy of the method executed in 3 . The method of claim 2 , wherein each of the first 
accordance with the disclosed technique . The data storage authentication token and the second authentication token is 
330 may further include a storage portion 335 containing sent as any one of : a SMS message , and a USSD message . 
data respective of at least a service . 60 4 . The method of claim 1 , wherein the first authentication 

The various embodiments disclosed herein can be imple - token is generated respective of at least one of : a shared 
mented as hardware , firmware , software , or any combination secret between the user device and an authentication center 
thereof . Moreover , the software is preferably implemented ( AuC ) , an international mobile subscriber identity ( IMSI ) , 
as an application program tangibly embodied on a program an encryption key generated respective of the shared secret , 
storage unit or computer readable medium consisting of 65 a random number , a cryptographic key , a personal identifi 
parts , or of certain devices and / or a combination of devices . cation number ( PIN ) , a password , an alphanumeric string , 
The application program may be uploaded to , and executed and data received from the AuC . 
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5 . The method of claim 1 , wherein the data is buyer low - end mobile device , wherein the telephone - to - web 
information . adapter is a separate entity from the low - end mobile 

6 . The method of claim 5 , wherein the buyer information device ; 
includes at least one of : a credit card number , a debit card receive a second authentication token over a second 
number , a charge card , a stored - value card , and a fleet card . 5 communication path using a second communications 

7 . The method of claim 1 , wherein the service is at least protocol , wherein the second authentication token is 
one of : an e - commerce service , an email service , and a social received from a host server hosting the service , wherein 
media network account . the first communication path is established using the 

8 . The method of claim 1 , further comprising : first communication protocol and the second commu 
generating , by the telephone - to - web adapter , the first 10 nication path is established using the second commu 

nication protocol which is different than the first com authentication token . 
9 . A non - transitory computer readable medium having munications protocol ; 

stored thereon instructions for causing one or more process compare the first authentication token to the second 
ing units to execute a method , the method comprising : authentication token ; and 

sending , from a telephone - to - web adapter , a first authen - 15 15 allow access to data upon determining that the first 
tication token over a first communication path using a authentication token matches the second authentication 
first communications protocol to the low - end mobile token . 
device , wherein the telephone - to - web adapter is a sepa 11 . The system of claim 10 , wherein each of the first 
rate entity from the low - end mobile device ; communication protocol and the second communication 

receiving , at the telephone - to - web adapter , a second 20 pro 20 protocol is any one of : short message service ( SMS ) , and 
authentication token over a second communication unstructured supplementary service data ( USSD ) . 
path using a second communications protocol , wherein 12 . The system of claim 11 , wherein each of the first 
the second authentication token is received from a host authentication token and the second authentication token is 
server hosting the service , wherein the first communi sent as any one of : a SMS message , and a USSD message . 
cation path is established using the first communication 25 13 . The system of claim 10 , wherein the first authentica 
protocol and the second communication path is estab tion token is generated respective of at least one of : a shared 
lished using the second communication protocol which secret between the user device and an authentication center 
is different than the first communications protocol ; ( AUC ) , an international mobile subscriber identity ( IMSI ) , 

comparing , at the telephone - to - web adapter , the first an encryption key generated respective of the shared secret , 
authentication token to the second authentication 30 a to cation 30 a random number , a cryptographic key , a personal identifi 
token ; and cation number ( PIN ) , a password , an alphanumeric string , 

allowing access to data upon determining that the first and data received from the Auc . 
authentication token matches the second authentication 14 . The system of claim 10 , wherein the data is buyer 
token . information . 

10 . A system for performing authentication of a service to 35 to 35 15 . The system of claim 14 , wherein the buyer informa 
tion includes at least one of : a credit card number , a debit access data on a user device , the system comprising : 

a processing unit ; card number , a charge card , a stored - value card , and a fleet 
an input / output ( I / O ) interface coupled to the processing card . 

unit ; and 16 . The system of claim 10 , wherein the service is at least 
a memory , the memory containing instructions that , when 40 Of en 40 one of : an e - commerce service , an email service , and a social 

executed by the processing unit , configures the system media network account . 
17 . The system of claim 10 , wherein the system is further 

send a first authentication token over a first communica - configured to : generate the first authentication token . 
tion path using a first communications protocol to the * * * * * 

to : 


