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ABSTRACT 
Embodiments of the disclosure include a wireless device and 
a computer readable medium with programmable instruc 
tions which when executed cause a processor of the wireless 
device to securely store a message . The device and computer 
readable medium are configured to receive a message at the 
device , filter the message according to at least one prede 
termined criteria , encrypt the message if the message 
includes at least the one predetermined criteria , and store the 
encrypted message in the wireless device . 

20 Claims , 3 Drawing Sheets 
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WIRELESS DEVICE AND COMPUTER keep such information secure from unauthorized people who 
READABLE MEDIUM FOR STORING A may get access to the device through theft or loss of the 
MESSAGE IN A WIRELESS DEVICE device . 

In many cases , SMS messages carry sensitive data which 
CROSS - REFERENCE TO RELATED 5 are preferably to be stored in a secured way . Examples of 

APPLICATIONS such data are messages from banks regarding salary credits , 
cheque transactions , transaction identifier for online trans 

This application is a continuation of application Ser . No . actions etc . If a mobile phone happens to be lost or otherwise 
11 / 843 , 724 filed on Aug . 23 , 2007 , which is hereby incor accessible to people other than the owner , these messages 

10 have the potential to reveal a lot of information about the porated by reference in its entirety . owner of the phone and subject him to targeted attacks . 
TECHNICAL FIELD Hence , it is advantageous to store such information in a 

manner that only the owner can access it at any time . 
Some mobile phones enable the locking of the phone by Embodiments of the invention relate generally to a mes 15 a personal identification number ( PIN ) or password when sage processing apparatus , to a wireless device and to a the phone is switched off or when there is no activity for a method of storing a message in a wireless device . sustained period of time . However , this is an inconvenience 

to users and therefore this feature may be rarely used . BRIEF DESCRIPTION OF THE SEVERAL Further , if the phone is stolen while the display is still active , VIEWS OF THE DRAWINGS 20 all information is accessible to the unintended recipient . In 
this case , in order to prevent displaying a message carrying 

FIG . 1 shows a block diagram of a part of a wireless sensitive information , the message must be accessible only 
device in accordance with an embodiment of the invention ; for the period of display of message , and must be protected 

FIG . 2 shows a block diagram of a part of a wireless at all other times . 
device in accordance with another embodiment of the inven - 25 Sensitive information may be protected by encrypting it 
tion ; before sending it over a wireless communication network , in 

FIG . 3 shows a method of storing a message in a wireless other words , by sending it in an encrypted manner by the 
device in accordance with an embodiment of the invention . sender . However , this requires the sender also to be aware 

that his messages are considered confidential by the user . In 
DETAILED DESCRIPTION OF THE 30 this case the sender of the message also needs to have the 

INVENTION secret key or a public key for each recipient . In other words , 
this necessitates the establishment of a shared common key 

The following detailed description explains exemplary between the sender and the recipient . For a user who needs 
embodiments of the present invention . The description is not to send messages to a plurality of recipients , for example a 
to be taken in a limiting sense , but is made only for the 35 bank sending SMS to their customers , this involves the 
purpose of illustrating the general principles of the inven - maintenance of as many keys as accounts , or otherwise to 
tion . The scope of the invention , however , is only defined by encrypt the message with more commonly available data 
the claims and is not intended to be limited by the exemplary such as card number or date of birth . These details are hardly 
embodiments described below . a true secret and may be revealed by somebody having only 
When sensitive information is stored in a wireless device , 40 a slight acquaintance with the owner . 

for example a mobile phone , it is generally desirable to In accordance with an embodiment of the invention , a 
prevent unauthorized access to the sensitive information . It method of storing a message in a wireless device is provided 
is also desirable to prevent unauthorized access in a user comprising receiving a message at a wireless device , filter 
friendly manner . ing the message according to at least one predetermined 

In an embodiment of the invention , methods implemented 45 criteria , encrypting the message if the message includes at 
in a wireless device realize keeping sensitive information least the one predetermined criteria and storing the 
secure at all times by necessitating that messages or data encrypted message in the wireless device . 
containing sensitive information can be viewed only upon In accordance with another embodiment of the invention , 
presenting some identification credentials without requiring a message processing apparatus is provided comprising a 
involvement of the sender of the message or the data . This 50 memory to store at least one predetermined criteria , a 
identification may include , but is not restricted to , a previ - filtering unit to filter a message received by a wireless device 
ously registered password or a fingerprint data . The identi - according to the at least one predetermined criterion and an 
fication must be presented each time the message or data is encryption unit to encrypt the message if the message 
to be accessed . In an embodiment of the invention , the includes at least the one predetermined criteria . 
methods used do not involve any change in the infrastructure 55 In accordance with yet another embodiment of the inven 
from the sender ' s end , hence they operate seamlessly with tion , a wireless device is provided comprising a message 
the normal messaging system . processing apparatus as described above in the preceding 

Wireless devices , for example mobile phones or termi paragraph . 
nals , normally store messages they receive , for example In an embodiment of the invention , a user of a wireless 
messages according to the short message service ( SMS ) or 60 device , for example a mobile phone , is allowed to specify a 
messages according to the multimedia message service list of telephone numbers from which he could receive 
( MMS ) , as plain messages just as they were received . This sensitive information . The user may be allowed to store a list 
enables anyone who has temporary access to the device to be of numbers in a “ special list ” . When an incoming message , 
able to read all the stored messages . Some messages may for example a SMS or MMS , arrives , the number is checked 
contain sensitive data , such as details of bank transactions . 65 against the special list . If it is a part of the list , the message 
It is necessary to keep such information secure at all times , is encrypted using an internally stored secret key . This secret 
even from close friends and family . It is also important to key will be stored in a secure manner so that it can be 

ver 
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accessed only by the application doing the actual encryption . unit 105 ( which stores a SMS in the wireless device ) and the 
When received messages are displayed , the encrypted mes - SMS display unit 106 ( which displays a SMS to the user ) . 
sages will have a special indication on the display . In order The SMS storage unit 105 receives the messages identi 
to read such a message , the user has to enter an identification fied by the filter 102 as requiring secure storage and for such 
( such as a password or fingerprint swipe ) which is used to 5 messages , it extracts the message text and passes it to the 
derive the password . The message is then decrypted and Secure Message Storage Module 107 . The Secure Message 
displayed . The user has to present the identification every Storage Module 107 encrypts the data ( message text ) time the message is required to be read . received using an internal key which is accessed only by it This has the effect that no changes are needed at the side and returns an encrypted message text to be stored . The of the sender of a message . The user can decide which 10 internal key ( encryption key ) is read out from a secure sender or which senders he wants to encrypt messages from memory 109 . The SMS storage unit 105 replaces the original without involvement from the sender . This means that the message text with the encrypted text received from the encryption key can be changed by the recipient ( the user of 

Secure Message Storage Module 107 , sets indication bits to the wireless device ) without an involvement of the sender . 
This has the further effect that no changes to a wireless 15 15 indicate that the SMS is now encrypted and stores it in the 
communication network are needed . The only dependencies wireless device . 
are between the application storing the messages in the The SMS display unit 106 checks the indication bits 
wireless device and the application reading and displaying corresponding to the stored SMS before displaying the 
them . message . For messages which are identified as encrypted , it 

In an embodiment of the invention , messages from certain 20 does not try to display the message , but first gets it decrypted 
numbers are stored in an encrypted format using a secret by the Secure Message Storage Module 107 . In order to do 
identification such as a password or a biometric identity such this , it also obtains a password from the user via a graphical 
as fingerprint . The same identification must be entered by user interface ( GUI ) 108 ( and an input device , not explicitly 
the user to be able to access the message . shown here ) . The SMS display unit 106 sends the password 

In an embodiment of the invention , a user of a wireless 25 and the data ( message body ) to the Secure Message Storage 
device can decide which senders or which sender phone Module 107 , which derives the decryption key from the 
numbers or which message patterns he considers confiden - password to decrypt the message body . This decryption key 
tial and can choose to store such messages in an encrypted so obtained is capable of decrypting a message encrypted 
form . This does not need the intervention of the sender , with the encryption key which was previously used for 
although it is possible for a service provider ( such as an 30 storing the message . 
operator ) to specify additional senders to be considered Referring to FIG . 2 , a block diagram of a part of a wireless 
confidential - either through a list in the subscriber identity device in accordance with another embodiment of the inven 
module ( SIM ) or through a wireless application protocol t ion is explained further . In order to simplify the description 
( WAP ) push action when a new service is registered for by and the drawings , several typical elements and units of a 
the user . 35 usual wireless device which are well known to a person 

In an embodiment of the invention , a message which has skilled in the art , for example a radio frequency transceiver , 
been stored in encrypted format is decrypted when the user a baseband processor and a power supply , are not shown 
presents credentials , such as a password or biometric data , here . 
from which the decryption key is derived . The block diagram shown in FIG . 2 corresponds to a more 

In an embodiment of the invention , a message processing 40 detailed view of an embodiment of the Secure Message 
apparatus includes a decryption unit which processes sup - Storage Module 107 of FIG . 1 . This embodiment includes a 
plied user credentials , such as a password or biometric data , store / read section 201 which has a store module 202 and a 
to derive a decryption key or to decrypt a stored encrypted read module 203 corresponding to the store and read func 
decryption key . tions , respectively . The store module 202 takes data as input . 
Embodiments of the invention can be implemented in 45 It is provided with the received message 204 . An internal 

hardware or in software or in combined hardware / software . cipher key 205 is used to encrypt the received message 204 . 
Referring to FIG . 1 , a block diagram of a part of a wireless The read module 203 takes as input both a data and a 

device in accordance with an embodiment of the invention password . It is provided with the stored message 206 and the 
is explained further . In order to simplify the description and password 207 . The password 207 is input by the user of the 
the drawings , several typical elements and units of a usual 50 wireless device . An internal key to decrypt the stored 
wireless device which are well known to a person skilled in message 206 is derived from the password 207 through a key 
the art , for example a radio frequency transceiver , a base derivation mechanism 208 . If the password was correct the 
band processor and a power supply , are not shown here . stored message 207 can be successfully decrypted using the 

The message parser 101 , which is typically part of a derived key . 
GSM / GPRS or UMTS protocol stack , parses an incoming 55 The cryptographic functions are provided by a crypto 
message , which may be a SMS , and passes it on to a filter graphic module ( or cipher module ) 209 . The cryptographic 
( filtering unit ) 102 to run through a set of rules . These rules module may be a symmetric or an asymmetric cipher 
include at least one predetermined criteria . They may module . It includes an encryption unit 210 which is coupled 
include an exact match for the number or a set of keywords to the store module 202 . It also includes a decryption unit 
in the body of the message . The rules are stored in a memory 60 211 which is coupled to the read module 203 . 
103 which is coupled to the filter . They may also be stored To preserve the integrity of the Secure Message Storage 
in a memory within the filter 102 ( not shown here ) . Module 107 , the internal cipher key 205 is security pro 

Based on the results of the filter 102 , selected messages tected , for example by a hardware access control element , so 
104 are identified . In other words , messages which include that the key is accessible only by the store module 202 . This 
at least the one predetermined criteria are identified as 65 enhances the protection of sensitive messages from unau 
selected messages 104 . The information about selected thorized access especially in cases where the integrity of the 
messages is available for access by both the SMS storage read module 203 cannot be guaranteed . 
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The identity management module 212 performs the func - assigned sender information may be a phone number . The 
tion of registering a secret information representing an predetermined sender information may be a list of prede 
identity of an authorized user of the wireless device in the termined phone numbers . The filtering of the message 
beginning . The identity information is stored in the identity according to at least one predetermined criteria may include 
database 213 . The identity management module 212 also 5 comparing a content of the message with a predetermined 
performs the function of updating the identity when content . The predetermined content may includes at least 
required , for example changing of password or , in case of one keyword . 
biometric authentication , changing of user . Updating the In 303 , the message is encrypted if the message includes identity involves the following actions : verifying the current at least the one predetermined criteria . Encrypting the mes ( old ) identity , decrypting the messages with the current ( old ) 10 sage may include encrypting the message using a secret key . identity , re - encrypting the messages with the new identity , The secret key may be retrieved from a secure memory storing the new identity information in the identity database . associated with the wireless device . When a password is changed , the cipher key 205 in the In 304 , the encrypted message is stored in the wireless store module 202 , which is derived from the password , is 
also changed . A password update module ( PUM ) 214 per - 15 device . The encrypted message may be retrieved from the 
forms this function . The password change is authorized by wireless device and decrypted , if a correct secret information 
checking the old password against the stored key . assigned to the secret key was received . The secret infor 

The administrative module 215 can only be activated by mation to be received may be derived from biometric 
a trusted authority , for example an authorized service center . information . The encrypted message may be retrieved from 
In a case when the user has forgotten his password , the 20 the wireless device and decrypted , if correct user credentials 
administrative module 215 permits the registering of a new are supplied by a user attempting to read the message . The 
password without the requirement of the current password . decryption key may be derived from user credentials , which 
Similar to an update of the identity by the identity manage may be a biometric information . 
ment module , the stored password on the wireless device is 
used to decrypt the stored messages and the messages are 25 What is claimed is : 
re - encrypted with a new password . The software which 1 . A non - transitory computer readable medium with pro 
accesses the stored password for decoding it is a security grammable instructions which when executed cause a pro 
sensitive piece of code and therefore it is ensured that this cessor of a wireless device to securely store a message , 
code can be executed on a processor of the wireless device comprising : 
only upon a special administrative authorization by a trusted 30 determining whether an un - encrypted message received at 
authority . The administrative module performs the following the wireless device includes at least one predetermined 
operations : decrypting the messages with the old identity , criteria , the wireless device being a recipient identified 
re - encrypting the messages with the new identity , storing the in the un - encrypted message , wherein the determining 
new identity information in the identity database . whether the un - encrypted message includes the at least 

In an embodiment of the invention , instead of implement - 35 one predetermined criteria includes comparing an 
ing a password - based scheme , a biometric scheme is used . assigned sender information associated with the un 

In an embodiment of the invention , some bits of the SMS encrypted message to a predetermined sender informa 
message may be modified to indicate that the message is a tion and identifying a source of the un - encrypted mes 
secure message , for example some of the reserved bits ( bits sage ; 
3 and 4 of " PDU ” type in a mobile - terminated SMS ( “ DE - 40 responsive to said comparing the assigned sender infor 
LIVER - SMS ” ) ) . This value will indicate that the message , mation associated with the message and identifying the 
more precisely the body of the message , is encrypted and source of the un - encrypted message to the predeter 
needs to be handled differently . The used encryption algo mined sender information , encrypting the message in 
rithm may be a chosen standard , such as AES128 , or may the wireless device ; and 
again be specified through another reserved bit . If the 45 storing the encrypted message in the wireless device . 
encryption algorithm results in an alteration of the length of 2 . The non - transitory computer readable medium of claim 
the message text in such a manner that the maximum 1 , wherein receiving the message at the wireless device 
allowed length of the SMS text message is exceeded , a includes receiving the message through a communication 
different algorithm may be used for encryption . Alterna - connection associated with a public wireless communication 
tively , the secure SMS may be sent as an MMS as an 50 network . 
application data , which is of a new content type and format . 3 . The non - transitory computer readable medium of claim 
It may also be made operator - specific if the operator defines 1 , wherein the received message is a text message , a Short 
a proprietary MMS type . Message Service ( SMS ) message or a Multimedia Message 

FIG . 3 shows a method of storing a message in a wireless Service ( MMS ) message . 
device in accordance with an embodiment of the invention . 55 4 . The non - transitory computer readable medium of claim 

In 301 , a message is received at a wireless device . The 1 , wherein the assigned sender information is a phone 
message may be received through a communication con - number . 
nection associated with a public wireless communication 5 . The non - transitory computer readable medium of claim 
network . The message may be received in an unencrypted 1 , wherein the predetermined sender information is a list of 
format . The received message may be a text message , a 60 predetermined phone numbers . 
Short Message Service ( SMS ) message or a Multimedia 6 . The non - transitory computer readable medium of claim 
Message Service ( MMS ) message . 1 , wherein the determining whether the message includes 

In 302 , the message is filtered according to at least one the at least one predetermined criteria includes comparing a 
predetermined criteria . The filtering of the message accord content of the message with a predetermined content . 
ing to at least one predetermined criteria may include 65 7 . The non - transitory computer readable medium of claim 
comparing an assigned sender information associated with 1 , wherein the predetermined content includes at least one 
the message to a predetermined sender information . The keyword . 
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8 . The non - transitory computer readable medium of claim wherein the storage unit is configured to , responsive to 
1 , further comprising modifying an indication bit associated said comparing the assigned sender information asso 
with the message . ciated with the un - encrypted message and identifying 

9 . The non - transitory computer readable medium of claim the source of the un - encrypted message to the prede 
1 , wherein encrypting the message includes encrypting the 5 termined sender information , pass the un - encrypted 

message to the encryption unit for encryption of the message using a secret key . message and , responsive to said comparing the 10 . The non - transitory computer readable medium of assigned sender information associated with the un claim 9 , further comprising retrieving the secret key from a encrypted message and identifying the source of the 
secure memory associated with the wireless device . un - encrypted message to the predetermined sender 

11 . The non - transitory computer readable medium of 10 information , to store the encrypted message in the 
claim 9 , further comprising retrieving the encrypted mes wireless device . 
sage from the wireless device , receiving a secret information 14 . The device of claim 13 , the filtering unit further 
assigned to the secret key , and decrypting the retrieved configured to compare a content of the message with a 

predetermined content and the memory further to store the message . 
15 predetermined content . 12 . The non - transitory computer readable medium of pro 

claim 11 , wherein the secret information is derived from 15 . The device of claim 13 , the encryption unit further 
biometric information . configured to encrypt the message using a secret key . 

13 . A wireless device comprising : 16 . The device of claim 15 , further comprising a key 
a receiver configured to receive an un - encrypted message 20 retrieving unit to retrieve the secret key from a secure 

through a communication connection associated with a 20 memory associated with the wireless device . 
public wireless communication network ; 17 . The device of claim 15 , further comprising an input 

unit to receive a secret information assigned to the secret a message processing apparatus , comprising : 
a memory configured to store at least one predetermined key . 

18 . The device of claim 15 , further comprising a decryp criteria ; 
a filtering unit configured to determine whether the un 25 tion unit configured to decrypt the encrypted message only 

encrypted message includes the at least one predeter if a correct secret information assigned to the secret key has 
mined criteria , the wireless device being the recipient been received . 
identified in the un - encrypted message , wherein the 19 . The device of claim 13 , further comprising an identity 
determining whether the un - encrypted message 30 management unit configured to register a secret information 
includes the at least one predetermined criteria includes 30 representing an identity of an authorized user of the wireless 
comparing an assigned sender information associated device . 
with the un - encrypted message and identifying a source 20 . The device of claim 19 , the identity management unit 
of the un - encrypted message to a predetermined sender further configured to assign the secret information to a secret 
information ; key . 

a storage unit ; and an encryption unit ; * * * * * 


