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DEVICE AND METHOD FOR For example , user ' s voice can be wiretapped by the 
CONTROLLING ALARM ACCORDING TO spyware program that is downloaded and installed without 
UNINTENDED FUNCTION IN MOBILE the user ' s knowledge , or the user and the user ' s surrounding 

TERMINAL environment images can be transmitted through a camera . 
The unauthorized use of the user ' s own smart phone to 

CROSS REFERENCE TO RELATED reveal information regarding the user without the user ' s 
APPLICATIONS permission and knowledge is becoming an ever more 

increasing problems as user ' s place more and more personal 
This application is a Continuation of U . S . patent appli information on their smart phones . 

cation Ser . No . 13 / 293 , 400 filed on Nov . 10 , 2011 which ich 10 Therefore , there is a need for controlling operation of 
input devices , such as a microphone and a camera , etc . so claims , pursuant to 35 USC 119 , priority to , and the benefit 

of the earlier filing date of , that patent application filed in the that undesired functions or operations are detected and 
prevented from being performed even if spyware programs Korean Intellectual Property Office on Nov . 11 , 2010 and are downloaded onto the smart phone . afforded Serial No . 10 - 2010 - 0111950 , the entire contents of 15 

which are incorporated by reference , herein . SUMMARY 

BACKGROUND The present invention has been made in view of the above 
problems , and provides a device and method for alerting a 

Field of the Invention 20 user in case an input device is operated in an unintended 
The present invention relates to the field of mobile situation when the input devices are operated . 

terminals , and more particularly , to a device and method for The present invention further provides a device and 
generating an alarm upon detection of the execution of an method for alerting the user if a microphone is operated , or 
unintended function . an application , which captures voice data during a voice call , 

Description of the Related Art 25 is operated when the smart phone is not in the audio signal 
Generally , a standard ( e . g . , a first generation ) mobile processing mode . 

terminal cannot download and use an external application . The present invention further provides a device and 
Hence , it is not possible to perform various functions by method for notifying a user when the camera operation has 
downloaded applications . However , currently available not been requested or when an application , which is not an 
( e . g . , second and third generation ) mobile terminal ( com - 30 application requested by a user in a camera operating mode , 
monly referred to as “ Smart Phones ” ) are intelligent termi processes camera data . 
nals that have and support digital communication functions In accordance with an aspect of the present invention , a 
such as Internet communication , web browsing and infor - method for controlling generation of an alarm in a mobile 
mation search , etc . These smart phones can also install terminal is disclosed . The method includes determining 
applications desired by user through the internet connection , 35 whether a request to operate a microphone has been made by 
a wireless connection or a hardwired connection . The benefit an application intended to use an audio processing function 
of the smart phone is that hundreds of applications can be when a request to operate the microphone is received , 
installed , added or deleted as desired by user unlike a first generating an alarm in response to the determination of an 
generation mobile terminal which includes only functions abnormal microphone operation if the request is determined 
that have been pre - installed . 40 to be from an application not authorized to request micro 
When using a smart phone , a user can connect to the phone operation and turning off the microphone in response 

Internet not only through a wireless Internet connection , but to the determination of an abnormal microphone operation . 
also through various other methods ( e . g . , wired internet ) and In accordance with another aspect of the present inven 
may use various browsing programs . Further , when using tion , a method for generating an alarm in a mobile terminal 
the smart phone , it is possible to customize an interface that 45 includes determining whether a request to operate a camera 
fits a user ' s desired interaction with one or more different has been made by an application authorized to use the 
applications programs . It is also possible to share applica - camera , generating an alarm when the request is determined 
tions between smart phones that are using the same operat - to be from an application not authorized to use the camera 
ing system ( OS ) . and responsive to an input command turning off the camera 
However , while such a smart phone has an advantage in 50 operation . 

that various functions can be performed by connecting to an In accordance with another aspect of the present inven 
Internet - type network , it becomes possible that a program , tion , a device for controlling an alarm of a mobile terminal 
for example , viruses , malware and spyware , which is not includes : a CODEC that codes and decodes voice data , a 
desired by the user , can be installed without the user ' s microphone operation unit that operates a microphone , a 
knowledge . Spyware refers to a software program that 55 speaker operation unit that operates a speaker , a touch screen 
sneaks into the computer of the smart phone and spies on the that displays key data and operation state , a log table that 
user ' s use of the smart phone . The spyware program may stores log data associated with an unintended microphone 
also capture important personal information and transmit operation ; and a controller that alerts a user of an abnormal 
this information to unauthorized parties without the user microphone operation through the speaker operation unit 
knowing that the information is being transmitted . The 60 and a touch screen if a request to operate the microphone has 
spyware can be installed when downloading a software been made by an application unintended by user . 
program which is freely provided to the public on the In accordance with another aspect of the invention , a 
Internet or some other public network and the user has device comprising a processor in communication with a 
requested . That is , when using a smart phone an undesired memory , the memory including code , which when accessed 
spyware ( or virus or malware ) program can also be down - 65 by the processor causes the processor to execute the steps of 
loaded when the user downloads a desired program or receiving a request to initiate operation of a data collection 
application . device , determining whether the request is initiated by an 
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application authorized to request operation of the data quency band the RF band signals and amplifies the power of 
collection device , responsive to a determination of the the signals in order to output the signals through an antenna . 
request being from an application not authorized to request The RF communication unit further low - noise - amplifies 
operation of the data collection device , issuing commands to received RF signals and frequency - converts the signals into 
terminate operation of the data collection device and gen - 5 the signals at the baseband frequency . The RF communica 
erating an alarm indication of the determination of an tion unit then outputs the converted signals . That is , the RF 
unauthorized request for data collection operation , the alarm communication unit 170 may comprise a RF transmitter and 
indication being at least one of : a visual indication , an audio a RF receiver . 
indication and a vibrational indication . A modulation and demodulation unit 180 ( MODEM ) 
As described above , the present invention can alert the 10 modulates signals to be transmitted in a preset modulation 

user so that illegal wiretapping or acquisition of images or method and outputs the modulated signals to the RF com 
data can be prevented in a mobile terminal like a smart munication unit 170 . The MODM further demodulates the 
phone . modulated signals outputted from the RF communication 

unit 170 and outputs the demodulated signals . The modu 
BRIEF DESCRIPTION OF THE DRAWINGS 15 lation and demodulation unit 180 can be , for example , a 

MODEM consisting of a modulator and a demodulator , and 
The above features and advantages of the present inven can use an orthogonal frequency division multiplexing 

tion will be more apparent from the following detailed access ( OFDMA ) or code division multiple access ( CDMA ) 
description in conjunction with the accompanying drawings , method , etc . 
in which : 20 The CODEC 190 codes the signals to be transmitted and 

FIG . 1 illustrates a configuration of a mobile terminal for outputs the coded signals to the modulation and demodula 
alarming a user of an abnormal operation of an input device tion unit 180 . The CODEC 180 further decodes the demodu 
according to an exemplary embodiment of the present lated signals outputted from the modulation and demodula 
invention ; tion unit 180 and outputs the decoded signals . The CODEC 

FIG . 2 is a flowchart illustrating a procedure for providing 25 190 may comprise a coder and a decoder . Further , the 
an alarm when a microphone is operated by an unintended CODEC may comprise an audio CODEC that processes 
application in a mobile terminal according to an exemplary audio signals and a video CODEC that processes video 
embodiment of the present invention , and signals . 

FIG . 3 is a flowchart illustrating a procedure of for The microphone operation unit 120 converts voice and 
providing an alarm when a camera is operated by an 30 sound ( hereinafter , called " audio signals ” ) inputted from a 
unintended application in a mobile terminal according to an microphone ( MIC ) into electric signals , and outputs the 
exemplary embodiment of the present invention . electric signals to the CODEC 190 . The speaker operation 

unit 130 operates a speaker ( SPK ) and converts signals 
DETAILED DESCRIPTION outputted from the CODEC 190 into audio signals . The key 

35 input unit 160 inputs data and commands generated from 
Exemplary embodiments of the present invention are keys to a controller 100 . The display unit 150 displays the 

described with reference to the accompanying drawings in operational state of a mobile terminal and displays data of 
detail . The same reference numbers are used throughout the various applications selected by user . Here , the display unit 
drawings to refer to the same or like parts . For the purposes 150 and the key input unit 160 can be implemented as an 
of clarity and simplicity , detailed descriptions of well - 40 integrally formed touch screen . The exemplary embodiment 
known functions and structures incorporated herein may be of the present invention assumes that the display unit 150 
omitted to avoid obscuring the subject matter of the present and the key input unit 160 are a touch screen . 
invention . The camera operation unit 140 processes image signals 

The present invention determines whether an input device obtained from a camera ( 145 ) . Here , the camera operation 
of a smart phone is being normally operated when the input 45 unit 140 can perform a function that converts analog image 
device is operated , and provides an alarm to a user of the signals generated from the camera ( 145 ) into digital image 
operation of the input device if the operation of the input data , and preprocesses the digital image data . The camera 
device is unintended . For example , in case the smart phone operation unit 140 may further include an image processing 
is not in a calling state and if a microphone is operated for unit , and in such a case , the image processed signals can be 
capturing audio signals , it is determined whether the appli - 50 displayed through the display unit 140 under the control of 
cation that requires operation of the microphone is autho - the controller 100 . In case the CODEC 190 includes a video 
rized to request operation of the microphone . If such an CODEC ( not shown ) , the output of the camera operation 
application is not authorized to request operation of the unit 130 can be transmitted to the video CODEC of the 
microphone , the operation of the microphone is deemed to CODEC 190 , and compression and image processing opera 
be abnormal ( unauthorized ) and the user is provided an 55 tion can be performed . The image processed camera signals 
alarm to indicate the abnormal or unauthorized operation can be outputted and displayed on the display unit 150 . 
Further , if an operation for controlling an interface to a A memory 110 may comprise a program memory storage 
CODEC ( coder / decoder ) for capturing voice data is gener - area ( not shown ) that stores programs for controlling opera 
ated when the smart phone is not in a calling state , such an tion of a mobile terminal and programs for providing an 
operation is sensed and again indicated to be an abnormal 60 alarm when an operation of input devices is detected that is 
operation and an alarm is provided to the user . not operated by a normal procedure . The memory 110 

FIG . 1 illustrates a configuration of a mobile terminal for further may include a data memory storage area ( not shown ) 
providing an alarm to a user indicating a determined abnor - that stores data generated during execution of a program 
mal operation of an input device according to an exemplary according to an exemplary embodiment of the present 
embodiment of the present invention . 65 invention . In particular , the data memory storage area may 

Referring to FIG . 1 , a RF communication unit 170 fre - further include a log table that stores or records or logs 
quency - converts transmitted signals at the baseband fre information according to the operation of each input device 
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( e . g . , a microphone 120 and / or a camera 145 ) according to the user so that the user has knowledge of the unintended 
an exemplary embodiment of the present invention . operation . Further , in case voice or image data processed if 

The controller 100 controls overall operation of a mobile the CODEC 190 is accessed by an unintended application , 
terminal according to an exemplary embodiment of the it is desirable for the unintended operation be detected and 
present invention . The controller 100 controls functions or 5 notice of the operation be provided to the user . 
applications related with calling and communication by According to an exemplary embodiment of the present 
controlling the RF communication unit 170 , the modulation invention in providing an alarm of an audio service 
and demodulation unit 180 and the CODEC 190 . Further , the requested by an unintended application in a smart phone , 
controller 100 controls execution of applications according when operation of a microphone is requested , it is examined 
to user ' s request , and performs a communication function 10 whether the audio processing function has been requested by 
with the external network by controlling the RF communi - an application intended by user , and if the operation of the 
cation unit 170 , the modulation and the demodulation unit microphone is not intended by the user , an abnormal micro 
180 and the CODEC 190 , etc . Further , in case a microphone phone operation is determined and an alarm is provide to the 
( 120 ) or a camera ( 145 ) is operated by an unintended user . In addition , key data for turning off the operation of the 
operation , the controller 100 controls a function to provide 15 microphone being operated is displayed . Further , responsive 
an alarm to the user of the determination that an input device to the detection of an input of key data , the operation of the 
has been operated by an unintended operation . At this time , microphone is terminated . 
the alarm or notice of unintended operation can be per - In the above method for providing an alarm or notification 
formed through the speaker ( SPK ) and / or the display unit of unintended application operation , if a microphone and a 
150 . In an alternative embodiment , the alarm can be pro - 20 speaker are operated in a calling mode , a calling service is 
vided by vibrating the smart phone through a vibrator ( not performed , and it is determined whether an unintended 
shown ) . application , which accesses audio data during the calling 

The controller 100 controls an application processor func service process , exists . If an unintended application exists , 
tion . Here , the application can be an application related with the generation of an abnormal audio data access alarm or 
calling of a mobile terminal , an application related with 25 notification is issued and key data for turning off the 
image processing , an application related with a social net operation of the microphone is displayed . If the key data is 
work service ( SNS ) and / or an application related with inputted , the operation of the microphone is overridden and 
communication , etc . the use of the microphone is terminated , and not the unin 

Typically , the smart phone can be connected to the tended application . 
external network through an Internet communication , or 30 In one aspect of the invention , the method for providing 
another similar network configuration , and can download an alarm or a notification of unintended application opera 
various kinds of applications having various functions . tion , displays the unintended application ( i . e . , characteristic 
During the download of one or more desired programs by such as name , date of operation , date of download , etc . ) and 
the use , and unintended programs ( a spyware program ) and an alarm generation time through the display unit . In addi 
desired by the user , can also be downloaded ( as is well - 35 tion , the alarm may also be one of an alarming sound and / or 
known in the computer arts field ) . In addition , input devices a vibration . The information regarding the detection of the 
can be operated by such a spyware program regardless of the unintended application operation is recorded or logged as an 
user ' s intention , and the user ' s voice and image information alarming event in a log table . 
of surrounding environment , etc . can be provided to devices FIG . 2 is a flowchart illustrating a procedure of providing 
external to the user ' s smart phone without the user ' s per - 40 an alarm indication when a microphone , or other device , is 
mission . Here , the input device can be , for example , a operated by an unintended application in a mobile terminal 
microphone or a camera . The input device could also include according to an exemplary embodiment of the present 
a key pad , where key depresses are captured . This provides invention . The alarm or alarm indication may be at least one 
a method of capturing user passwords , for example . Further , of a visual , audio and vibrational alarm or alarm indication . 
an exemplary embodiment of the present invention may 45 Referring to FIG . 2 , applications , which can control the 
include a program ( e . g . , a vaccine program ) that detects CODEC 190 when the mobile terminal is not in the calling 
programs , which are downloaded and are installed regard - mode , are well known in the art . For example , applications 
less of user ' s intention ( e . g . , spyware , adware , worms , that perform a search mode wherein a connection to the 
viruses etc . ) and when a program like a spyware is down - Internet is made by voice to search for desired data , and a 
loaded , the controller 100 can detect the program and 50 control mode that controls operation of a mobile terminal by 
register the program as an unintended application . There - voice , can be some examples of such applications . In these 
fore , in an exemplary embodiment of the present invention , applications , the microphone should be kept on . Hence , in 
an unintended application or abnormal application operation case a microphone is operated when the mobile phone is not 
refers to an application that could also be registered as an in the calling mode , the controller 100 senses the operation 
illegal program , or an application that does not need opera - 55 ( 211 and 213 ) of the microphone and receives user ' s audio 
tion of an input device but operates a microphone or a signals through the microphone operation unit 120 to be 
camera , etc . transmitted to the CODEC 190 ( 215 ) . Note that it is pre 
Hence , in the case of a smart phone , the case where an determined whether microphone is to be operated or not for 

input device such as the microphone or the camera is each of an applications . 
operated by an application requested by user should be 60 Further , the controller 100 examines whether an applica 
distinguished from the case where the input device ( i . e . , tion operating the microphone has been intended by the user 
microphone or the camera ) is operated by an unintended ( 217 ) . The controller 100 has knowledge of applications 
application ( i . e . , the operation of the application has not where a microphone and / or a camera is operated among 
been requested by the user ) . That is , if an input device is applications being executed , and such applications can be 
operated by an unintended application , it is desirable for the 65 stored as a table in the memory 110 . That is , the memory 110 
unintended operation of the input device is detected and a can store a table of identification information of applications 
notice of unintended operation or an alarm be provided to authorized to use , or requiring the operation of , a micro 

, 
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phone ( or other similar device ) . Further , for applications that controller 211 controls voice signals , which are transmitted 
do not operate the microphone and / or the camera ( or other and received , to be processed through the microphone and 
similar device ) , a table containing the identification infor the speaker at step 231 . Further , in the calling mode , the 
mation of such applications may be generated and stored in controller 100 examines whether an unintended application , 
the memory . Here , if the operation of a desired application 5 which accesses audio data from the CODEC 190 , is in 
is requested by the user , the controller 100 can check in the operation ( 233 ) . That is , the controller 100 examines 
memory 110 whether the application is an application that whether there are applications that try to control the CODEC 
requires the operation of a microphone and / or a camera , or that processes audio data generated in the calling mode other 
an application wherein use of a microphone and / or a camera than the application that provides the calling mode service . 
is considered an abnormally operation ( i . e . , does not require 10 If there is no other applications that are trying to control the 
a microphone and / or camera operation ) . At this time , if the operation of the CODEC in the calling mode , i . e . , there is 
application is an application that performs a voice search no application that tries to capture audio data during a 
mode , for example , the controller 100 senses the operation call , — the controller 100 returns to step 211 and controls a 
of the corresponding application ( 217 ) and performs the normal operation of the calling mode . 
service corresponding to the application ( 219 ) . 15 However , in case it has been determined that there is an 
However , if the controller determines there is an execu - operation of an unintended application that tries to control 

tion of an application that is not intended by the user , the the interface of CODEC 190 at step 233 , the controller 100 
controller 100 senses the situation at step 217 and provides performs an alarm or notification operation that informs the 
an alarm or notification to the user of an abnormal operation user of the potential wiretapping ( 235 ) . The alarming 
of a device ( e . g . , the microphone ) ( 221 ) . An unintended 20 method can display the existence of the detected unintended 
application , as described above , can be an application that is application that is accessing calling data on the display unit 
downloaded and installed regardless of the user ' s intention , 150 , can generate an alarm sound through the speaker 
or an application , that does not need a microphone , but is operation unit 130 , and / or can cause a vibration of the 
requesting operation of the microphone , for example . In mobile terminal by operating a vibrator ( not shown ) . Fur 
such a case , the controller 100 performs an alarm generation 25 ther , in case it is determined that calling data is captured by 
operation that informs the user of a possibility of data the operation of the unintended application at step 233 , the 
capture and potential privacy invasion , through the mobile controller 100 can record or log characteristic information 
terminal at step 221 ( e . g . , display the alarm ) . The method for regarding the unintended application ( e . g . , time and appli 
providing an alarm or notification of unintended application cation ID , etc . ) in the log table of the memory 110 at step 
operation can display the unintended application that 30 235 . Thereafter , the controller 100 can turn off operation of 
accesses the audio signals , for example , on the display unit the device or maintain the calling mode ( 223 ) . Here , the 
150 . Further , when the alarm ( or notification ) message is codec is not turned off . The audio path of the microphone is 
outputted , the controller 100 can also display a soft key , on disconnected in a codec . 
the display unit 150 , for turning off the operation of the As described above , in case a microphone is controlled to 
microphone . In such a case , if a user touches the key ( i . e . , 35 be turned on , or an unintended application tries to control the 
provides an input ) , the controller 100 can sense the touch CODEC 190 to access audio data during a calling state , the 
( input ) and turn off the operation of the microphone ; thus controller 100 can provide an alarm to the user of the 
overriding the execution of the unintended application existence of the operation of an unintended application by a 
operation . Further , the alarm indication , e . g . , a sound , can be vibration , an alarming sound and / or an alarming display 
generated through the speaker operation unit 130 , or the 40 data . 
alarm indication can be performed through a vibration of the At this time , in case an unintended application , which 
mobile terminal by the operation of a vibrator ( not shown ) . tries to turn on the microphone to capture voice or wiretap 
Further , in case it is determined that audio data is captured surrounding situations when the smart phone is not in a 
by an unintended application at step 221 , the controller 100 calling state , the smart phone user can be provided the 
can record or log information including time and application 45 information of the unintended operation through an alarm . 
ID , etc . in the log table of the memory 110 ( 235 ) . In the illustrative case provided herein , where the device 

Thus , according to the method described herein , a user being operated is the microphone , an application that which 
can be warned of a potential “ wiretapping ” ( i . e . , unintended tries to control the CODEC interface to capture audio data 
operation of an application ) of the mobile terminal by the during a call that is not intended to operate the microphone 
generation of an alarm , and can further stop ( override ) such 50 is indicated and an indication of the operation is provided to 
an operation of the device being operated by the unintended the user by an alarm . Secondly , according to a method for 
application . If a user requests a stop of the operation of the controlling the presentation of an alarm for a camera opera 
device being operated by the unintended application , the tion initiated by an unintended application , when the opera 
controller 100 senses the request ( 223 ) and turns off the tion of the camera is requested , it is determined whether the 
operation of the device ( 225 ) . At this time , the operation , 55 request has been made by an application intended by the 
which turns off operation of the device , can be performed user , and if the request is not intended by the user , a 
through the microphone operation unit 120 , and / or the determination of an abnormal camera operation is made and 
CODEC 190 , which can be controlled to block the route of an alarm or notification of unintended operation of the 
audio data access by the application . camera is provided to the user . In addition , key data for 

Further , in FIG . 2 , if the mobile terminal is in the calling 60 turning off the unintended operation of the camera is dis 
mode ( voice call or video call mode ) , the controller 100 played . Further , if in response to the presented key data , an 
senses the mode ( 211 ) , controls the transmission of voice input is detected , the camera operation is terminated by 
signals , which are received from the microphone through the overriding the operation of the application that is operating 
microphone operation unit 120 , to the CODEC 190 , and the camera . 
controls the transmission of the audio signals , which are 65 Further , if the camera operation mode is performed , image 
decoded in the CODEC , to the speaker through the speaker data obtained by the camera is processed , and an examina 
operation unit 130 ( 231 ) . That is , in the calling mode , the tion is performed to determine whether a plurality of appli 
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cations , which access image data in the image processing that process camera data are operating ( 333 ) . In case camera 
process , exist . If a plurality of applications exist . If it is data is being processed by a plurality of applications , the 
determined that at least one unintended applications exists controller 100 examines whether the application services are 
among the plurality of applications currently executing , an operated in response to a user ' s request ( 335 ) . If camera data 
abnormal image data access is determined and an alarm 5 is controlled by the execution an unintended application , the 
indication is provided to the user as previously described . In controller 100 senses the situation ( 335 ) , performs an alarm 
addition a key data for turning off the operation is displayed . generation operation ( 339 ) and proceeds to step 323 to turn 
Further , if the key data is inputted , the operation of the off the camera operation . 
camera is terminated . As described above , if a camera operation is requested , 

Further , the application ID and alarm generation time are 10 the controller 100 examines whether the request is made by 
then displayed on the display unit and the alarm may be one an application intended by the user . If the request has been 
of generating a display image , an alarm sound and / or a made by an application intended by user , the camera is 
vibration . In addition , information regarding the alarm is operated so that the application can control the camera . 
recorded as an alarming event in the log table . However , if the request has been made by an application 

FIG . 3 is a flowchart illustrating a procedure of providing 15 unintended by the user , the controller 100 provides an alarm 
an alarm to a user when a camera is operated by the indication of the situation and records or logs associated 
operation of an unintended application in a mobile terminal information . Further , if the access of camera data is con 
according to an exemplary embodiment of the present trolled by an unintended application while the camera is 
invention . operated , the controller 100 provides an alarm indication of 

Referring to FIG . 3 , the controller 100 examines whether 20 the situation and records or logs information regarding the 
the mobile terminal is in a camera operation mode ( 311 ) . If detected unintended application . 
the camera operation is requested when the mobile terminal The above - described methods according to the present 
is not in the camera operation mode , the controller 100 invention can be implemented in hardware , firmware or as 
senses such a state or condition ( 313 ) and operates the software or computer code that can be stored in a recording 
camera through the camera operation unit 140 ( 315 ) , for 25 medium such as a CD ROM , an RAM , a floppy disk , a hard 
processing image signals obtained from the camera . As disk , or a magneto - optical disk or computer code down 
described above , the camera operation unit 140 can perform loaded over a network originally stored on a remote record 
an A / D conversion and image preprocessing function , and is ing medium or a non - transitory machine readable medium 
processed through the video CODEC and is authorized by and to be stored on a local recording medium , so that the 
the controller 100 to access the video CODEC . In such a 30 methods described herein can be rendered in such software 
case , the controller 100 compresses ( codes ) video data that is stored on the recording medium using a general 
obtained by the user ' s request and stores the compressed purpose computer , or a special processor or in program 
data in the memory 110 or displays the data in the display mable or dedicated hardware , such as an ASIC or FPGA . As 
unit 150 , or when in the communication mode , the controller would be understood in the art , the computer , the processor , 
100 compresses the video data and transmits the compressed 35 microprocessor controller or the programmable hardware 
data . include memory components , e . g . , RAM , ROM , Flash , etc . 

Thus , after the camera is operated , the controller 100 that may store or receive software or computer code that 
examines whether the application , which operates the cam - when accessed and executed by the computer , processor or 
era , is an image processing service application intended by hardware implement the processing methods described 
the user ( 317 ) . Here , the camera operation mode refers to an 40 herein . In addition , it would be recognized that when a 
operation mode that the user requests operation of the general purpose computer accesses code for implementing 
camera and the operation can be a camera photographing the processing shown herein , the execution of the code 
mode , an audio / video mode or a video call mode , etc . That transforms the general purpose computer into a special 
is , an application , which operates the camera in response to purpose computer for executing the processing shown 
a user ' s intention , can be one of a camera photographing 45 herein . 
mode or a video call mode , etc . Further , if the application is Although exemplary embodiments of the present inven 
a normal image processing service application , the control - tion have been described in detail hereinabove , it should be 
ler 100 senses the normal application ( 317 ) and provides the clearly understood that many variations and modifications of 
service of the application ( 319 ) . the basic inventive concepts herein taught which may appear 
However , if the application is an image processing service 50 to those skilled in the present art will still fall within the 

application unintended by the user at step 317 , the controller spirit and scope of the present invention , as defined in the 
100 provides an alarm of an abnormal camera operation appended claims . 
( 321 ) . Here , as described above , the alarm can be performed Although the invention has been described with regard to 
through at least one of the display unit 150 , a speaker and / or a microphone and camera function , it would be understood 
a vibrator , etc . Further , the controller 100 can record or log 55 that the principles of the invention apply to any data col 
information regarding the application that requested the lection type element of a mobile terminal , wherein a micro 
camera operation and the time of the operation in the log phone and a camera function are examples of devices that 
table of the memory 100 to display ( and record ) the abnor collect audio and visual / audio data , respectively . 
mal camera operation at step 321 . Further , the controller 100 
can display a soft key for turning off the operation of the 60 What is claimed is : 
camera at step 321 . In the above state , if a user requests 1 . An apparatus comprising : 
turning off the operation of the camera ( S323 ) , the controller a camera ; 
100 can turn off the operation of the camera ( 325 ) . a touch screen ; 

Further , at step 311 , if the mobile terminal is in the camera memory ; and 
operation mode , the controller 100 operates the camera and 65 a processor , coupled to the memory , adapted to : 
processes data obtained from the camera ( 331 ) . Thereafter , identify a request for an operation of the camera from 
the controller 100 examines whether multiple applications an application executed at the apparatus ; 
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determine whether the application is authorized for the 11 . The apparatus of claim 10 , wherein the processor is 
operation of the camera ; adapted to : 

based at least in part on a determination that the identify , as at least part of the request , a first request for 
application is unauthorized for the operation of the a first function to capture a still image or a second 
camera , display a user interface via the touch screen 5 request for a second function to capture an audio signal . 
to receive a user input to disallow the operation of 12 . The apparatus of claim 10 , wherein the processor is 
the camera for the application ; and adapted to : 

disable the operation of the camera for the application enable the access by the application to the input device in in response to the user input received with respect to response to another user input received with respect to the user interface . the user interface . 2 . The apparatus of claim 1 , wherein the operation of the 13 . The apparatus of claim 10 , wherein the processor is camera comprises a first function to capture a still image or adapted to : a second function to record a video . 
3 . The apparatus of claim 1 , wherein the processor is turn off the input device if the input device has been 

adapted to : 15 turned on , as at least part of the disabling . 
enable the operation of the camera for the application in 14 . The apparatus of claim 10 , wherein the processor is 

response to another user input received with respect to adapted to : 
the user interface . store log information associated with the input device in 

4 . The apparatus of claim 1 , wherein the processor is the memory based at least in part on the determination , 
adapted to : the log information including an identifier of the appli 

turn off the camera if the camera has been turned on , as cation or a time at which the request is identified . 
at least part of the disabling . 15 . The apparatus of claim 10 , wherein the memory stores 

5 . The apparatus of claim 1 , wherein the processor is one or more identifiers each corresponding to an unauthor 
adapted to : ized application for an access to the input device , and 

store log information associated with the camera in the 25 wherein the processor is adapted to : 
memory based at least in part on the determination , the perform the determining based at least in part on an 
log information including an identifier of the applica outcome of comparison of an identifier of the appli 
tion or a time at which the request is identified . cation with at least one of the one or more identifies 6 . The apparatus of claim 1 , wherein the memory stores stored in the memory . one or more identifiers each corresponding to an unauthor - 30 1 16 . A computer - readable storage device storing instruc ized application for an access to the camera , and wherein the tions that , when executed by a computer , cause the computer processor is adapted to : 

perform the determining based at least in part on an to perform operations comprising : 
outcome of comparison of an identifier of the applica identifying , at an electronic device including an input 
tion with at least one of the one or more identifies 35 device and a touch screen , a request to access the input 
stored in the memory . device from an application executed at the electronic 

7 . The apparatus of claim 6 , wherein the unauthorized device , wherein the input device comprises a camera or 
application comprises a spyware . a microphone ; 

8 . The apparatus of claim 1 , wherein the processor is determining whether the application is authorized to 
adapted to : 40 access the input device ; 

present an alarm based at least in part on the determina based at least in part on a determination that the applica 
tion . tion is unauthorized to access the input device , display 

9 . The apparatus of claim 8 , wherein the processor is ing a user interface via the touch screen to receive a 
adapted to : user input to disallow an access by the application to 

present , as at least part of the presenting of the alarm , a 45 the input device ; and 
vibration or a light . disabling the access by the application to the input device 

10 . An apparatus comprising : in response to the user input received with respect to the 
an input device , wherein the input device comprises a user interface . 

camera or a microphone ; 17 . A computer - readable storage device of claim 16 , 
a touch screen ; 0 wherein the identifying comprises : memory to store an application ; and identifying , as at least part of the request , a first request a processor , coupled to the memory , adapted to : for a first function to capture a still image or a second execute the application ; request for a second function to capture an audio signal . identify a request to access the input device from the 18 . A computer - readable storage device of claim 16 , application ; 55 

determine whether the application is authorized to wherein the determining comprises : 

access the input device ; storing log information associated with the input device 
based at least in part on a determination that the based at least in part on the determination , the log 

information including an identifier of the application or application is unauthorized to access the input a time at which the request is identified . device , display a user interface via the touch screen 60 19 . A computer - readable storage device of claim 16 , to receive a user input to disallow an access by the 
application to the input device ; and further comprising : enabling the access by the application to 

disable the access by the application to the input device the input device in response to another user input received 
in response to the user input received with respect to with respect to the user interface . 
the user interface . * * * * * 


