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HUMAN VERIFICATION BY 
CONTEXTUALLY CONIC VISUAL PUBLIC 

TURING TEST 

RELATED APPLICATIONS 

This application is a Continuation of U.S. application Ser. 
No. 12/661,921, filed Mar. 26, 2010, which claims the 
priority of U.S. Provisional Patent Application Ser. No. 
61/284,622, filed Dec. 22, 2009, which is hereby incorpo 
rated by reference. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention relates generally to electronic veri 

fication systems. More particularly, the present invention 
relates to electronic verification systems for identifying 
human users. 

2. Background Art 
Human verification systems, such as CAPTCHAs, are 

well known in the art. Website portals, e-commerce sites, 
discussion forums, social networks, online games, public 
databases, and other applications often employ human veri 
fication systems to prevent the use of automated systems. 
Often, allowing unfettered access to automated Systems or 
“bots' poses numerous problems, such as server overload 
ing, inequitable access to resources, Vulnerability to brute 
force attacks, and facilitation of abusive behavior such as 
spamming/unsolicited advertising, vote rigging, and spread 
ing of malware. The use of effective human verification 
systems to limit interactions to verified humans helps to 
mitigate the ill effects from the above problems. 

Ideally, to provide the most effective human verification 
system, the verification step should be easily solved by a 
human yet difficult for a machine to automatically process 
without the aid of human intelligence. Until recently, CAPT 
CHAs have been effective in that ideal, but automated 
systems have largely caught up to CAPTCHAs by employ 
ing advanced image recognition algorithms and data mining. 
In response, CAPTCHAs are becoming more obfuscated 
and complicated to deter these advanced automated systems. 

Unfortunately, these defensive measures have also made 
CAPTCHAs more difficult for humans to solve as well. As 
a result, many users, when confronted with a difficult 
CAPTCHA, may become discouraged and decide to give up 
and go elsewhere. Furthermore, the increasing use of com 
plicated English words and phrases without any helpful 
context may alienate and frustrate users having limited 
English skills. As a result, content and service providers 
stand to lose valuable user uptake and market share, par 
ticularly younger users lacking Sophisticated vocabularies or 
users in non-English speaking cultures. 

Accordingly, there is a need to overcome the drawbacks 
and deficiencies in the art by providing a human verification 
system that is simple for humans to solve across diverse age 
groups and cultures while still providing effective deterrence 
against automated systems. 

SUMMARY OF THE INVENTION 

There are provided systems and methods for human 
verification by a contextually iconic visual public Turing 
test, Substantially as shown in and/or described in connec 
tion with at least one of the figures, as set forth more 
completely in the claims. 
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2 
BRIEF DESCRIPTION OF THE DRAWINGS 

The features and advantages of the present invention will 
become more readily apparent to those ordinarily skilled in 
the art after reviewing the following detailed description and 
accompanying drawings, wherein: 

FIG. 1 presents a diagram of an image for administering 
a contextually iconic visual public Turing test for human 
verification, according to one embodiment of the present 
invention; 

FIG. 2 presents a diagram of a database table for data 
related to a contextually iconic visual public Turing test for 
human verification, according to one embodiment of the 
present invention; 

FIG. 3 presents a system diagram for administering a 
contextually iconic visual public Turing test for human 
verification, according to one embodiment of the present 
invention; and 

FIG. 4 shows a flowchart describing the steps, according 
to one embodiment of the present invention, by which a 
contextually iconic visual public Turing test may be admin 
istered for human verification. 

DETAILED DESCRIPTION OF THE 
INVENTION 

The present application is directed to a system and 
method for human verification by a contextually iconic 
visual public Turing test. The following description contains 
specific information pertaining to the implementation of the 
present invention. One skilled in the art will recognize that 
the present invention may be implemented in a manner 
different from that specifically discussed in the present 
application. Moreover, some of the specific details of the 
invention are not discussed in order not to obscure the 
invention. The specific details not described in the present 
application are within the knowledge of a person of ordinary 
skill in the art. The drawings in the present application and 
their accompanying detailed description are directed to 
merely exemplary embodiments of the invention. To main 
tain brevity, other embodiments of the invention, which use 
the principles of the present invention, are not specifically 
described in the present application and are not specifically 
illustrated by the present drawings. 

FIG. 1 presents a diagram of an image for administering 
a contextually iconic visual public Turing test for human 
verification, according to one embodiment of the present 
invention. As shown in display 100 of FIG. 1, iconic visual 
images or panels are selected to match a particular context. 
For example, solving the puzzle shown in FIG. 1 may be 
presented to a user as a pre-condition for registering to an 
online community focused on classic Disney animation. 
Since the user is registering to participate in Such a com 
munity, it might be reasonably assumed that the user has 
Some familiarity with the classic Disney characters shown in 
display 100 of FIG. 1, allowing the user to easily recognize 
and select the correct answer with minimal effort. 

Since the human verification puzzle can be tailored to 
specific contexts, users can enjoy a new game-like experi 
ence leveraging built-in audience awareness through famil 
iar and recognizable characters and topics. Rather than 
struggling with arbitrary, boring, and non-contextual verifi 
cation puzzles using strange words and phrases with obfus 
cated and difficult to read text as with conventional CAPT 
CHAs, users can instead select from friendly iconic visual 
cues sourced from familiar and well-known content provid 
ers or brands. As a result, content providers may enjoy 
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increased user retention as users are fully engaged and may 
actually enjoy the Verification step rather than perceiving the 
verification as an unrelated chore that is locking out desired 
COntent. 

If the user is unfamiliar with the characters shown in 
display 100 of FIG. 1, the challenge question may be 
rephrased to use a more general or universal question. For 
example, the user might click on the “I don't know' button 
to indicate a lack of familiarity with the characters. In 
response, instead of asking for specific character names as 
shown in FIG. 1, the user may instead be asked to “Find the 
dog, the duck, and the elephant.” Thus, the puzzle shown in 
FIG. 1 could also be used as a generic universal puzzle 
applicable to non-specific contexts as well, since the puzzle 
can adapt to the knowledge and content familiarity of each 
specific user. For example, the Disney character puzzle 
shown in FIG. 1 might be adopted generally for kid and 
family oriented websites, even those that are not directly 
related to classic Disney animation. In this manner, the 
contextually iconic visual public Turing test may be pro 
vided as a general service for third parties, relieving them of 
the burden of having to develop and administer a human 
verification system. 
As shown in display 100 of FIG. 1, techniques may be 

employed to enhance automated systems deterrence while 
reducing the cognitive load for humans. For example, as 
shown in e.g. panels 5 and 6, individual panels may feature 
multiple distinct characters or objects. This feature advan 
tageously increases the challenge for automated image rec 
ognition, which must now detect several distinct and pos 
sibly obscured objects in a particular scene. On the other 
hand, providing panels with multiple characters may allow 
additional flexibility for accommodating varied human 
responses. For example, while “128’ is shown as a response 
in FIG. 1, an alternative response might instead comprise 
“25” or “125”, since panel 5 includes both “Donald' and 
"Goofy”. Since users may vary in their cognitive processes 
and puzzle solving strategies depending on age, culture, 
personality, or other factors, the provision of several differ 
ent valid answers helps to cater to a broader range of human 
responses. 

While the embodiment shown in display 100 of FIG. 1 
allows the free selection of multiple panels before submit 
ting an answer, alternative embodiments may use, for 
example, a combination lock concept. In this alternative 
embodiment, the user may be prompted to answer a series of 
questions, one after another. For example, a combination 
lock with three questions may successively ask the user to 
first find Donald, then to find Minnie, and finally to find 
Goofy. At the end of all three questions, the system may then 
inform the user whether the answers were correct or incor 
rect. Detailed results may be hidden to prevent the disclosure 
of information usable for circumvention. Additionally, a 
time-based limit may be enforced to prevent automated 
access attempts if a particular user provides several incorrect 
answers within a short time period. 

Alternatively, rather than selecting from a grid of panels, 
the user may be asked to identify a specific panel directly, by 
typing a response or by selecting from a list of choices. For 
example, the user might be prompted to type the name of the 
character in panel 1, “Goofy', or a drop-down menu with 
different character names might be provided to the user, with 
“Goofy” provided as one of the selectable menu choices. To 
prevent brute-force attacks, the drop-down menu may 
include several incorrect alternatives. 

In another embodiment, the challenge question may be 
posed in a completely visual or symbolic manner without 
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4 
requiring the user to understand any written content. This 
may be particularly suitable for younger audiences or non 
English speaking audiences. For example, an animated 
tutorial may be shown to the user, demonstrating to the user 
that the object of the exercise is to match particular char 
acters to specific panels. For example, rather than asking the 
user in a written manner to "Find Donald, Minnie, and 
Goofy', the challenge question may be presented as, for 
example, an image of Donald, an image of Minnie, and an 
image of Goofy, with an equals sign and a question mark or 
another set of universally understood symbols to indicate 
that the user is to match these images from the presented 
panels. Of course, to thwart automated systems, the images 
chosen for the challenge question will not be identical to 
those shown in the panels. To make the objective more 
apparent, an example puzzle may be first shown to the user, 
and the process of selecting a solution may be demonstrated 
to the userby, for example, manipulating the mouse pointer 
or playing back a demonstration video. Thus, universal 
visual cues can be used to present the challenge question, 
providing a friendly user interface that is not tied to an 
understanding of a single written language. 
As shown in display 100 of FIG. 1, the panels are 

arranged in a user friendly three by three grid, which may be 
advantageously mapped to the numeric keypad of a key 
board, mobile phone, remote control, or another input 
device. Alternative embodiments may use any other arrange 
ment of panels to Suit a particular input device, display, or 
another aspect of the operating environment. For example, a 
server generating the puzzle shown in display 100 of FIG. 1 
may detect the operating environment of the user to map a 
numeric keypad directly to corresponding panels for facili 
tated input. Thus, the user may merely key in the numbers 
directly to answer the puzzle. Of course, a conventional 
pointing device Such as a mouse, a trackpad, or a touch 
screen may still be supported for the selection of panels. 

For accessibility, alternative non-visual verification meth 
ods may be provided as well. Conventionally, this is done by 
providing a spoken phrase and requiring the user to tran 
scribe the phrase. However, the concept of the present 
invention may also be extended to these audio verification 
methods as well. For example, a recognizable actor or 
character voice may intone a specific phrase, and the user 
may be prompted to transcribe the phrase and further 
identity the actor or character speaking the phrase. Alterna 
tively, the user may be prompted to provide non-written 
feedback, such as selecting a panel matching the actor or 
character speaking the phrase, thereby allowing users with 
limited language skills to Successfully validate. Thus, as an 
alternative to visual iconography, contextually recognizable 
Voiceovers also provide enhanced user engagement by lever 
aging built-in audience awareness and familiarity with par 
ticular character speaking styles and intonations. Moreover, 
the additional requirement of providing a specific character 
or actor name or identity may serve as effective automated 
systems deterrence, since Sophisticated audio analysis may 
be required to provide a correct automated response. 
Moving to FIG. 2, FIG. 2 presents a diagram of a database 

table for data related to a contextually iconic visual public 
Turing test for human verification, according to one embodi 
ment of the present invention. Each iconic visual shown in 
display 100 of FIG.1 may have one or more associated tags 
and may be retrieved from a database for organized access 
and retrieval. Each entry in database table 200 may include, 
for example, a unique identifier ("ID"), a path to an asso 
ciated image file (not shown in FIG. 2), an associated area 
or topic (“Area'), a group owner (“Group'), and descriptive 
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tags describing the visual contents of the image file ("Tags'). 
The “Tags' field may be implemented using one or more 
secondary tables, as is known in the art. The path to the 
image file may use obfuscation techniques, such as one-way 
hashing, to prevent the guessing of content from filenames 
or other plaintext. Additionally, the individual images may 
be kept hidden from end users by, for example, generating 
a single image file with all the selected images embedded. 
Furthermore, randomization of image placement, image 
size, filenames, and other obfuscation techniques may fur 
ther serve to deter automated systems. 

Besides static or still frame images, alternative embodi 
ments may present characters or other objects in an animated 
fashion using, for example, HTML5, Adobe Flash, Micro 
Soft Silverlight, JavaScript, or other methods of presenting 
dynamic content. Animated content Such as movie files, 
vector animation, or real-time rendered content may be more 
difficult for automated Systems to analyze versus standard 
still frame content, and may also provide more appealing 
visuals for the user. However, for bandwidth or processor 
limited situations such as when working with mobile 
phones, still frame images may be preferred for network 
balancing or performance reasons. 

For simplicity, panels or icons 1 through 9 in display 100 
of FIG. 1 correspond directly to database entries 1 through 
9 in database table 200 of FIG. 2. However, in alternative 
embodiments, images may be selected randomly from data 
base table 200 using particular criteria, such as “Select nine 
random entries from the General Characters Area in the 
Disney Group', i.e. from database entries 1 through 11. 
Additionally, while only 18 entries are shown for simplicity 
in database table 200, alternative embodiments may include 
a sufficiently large number of entries to defeat brute force 
matching techniques of automated systems. 

Besides the Disney characters shown in database entries 
1 through 11, database entries 12 through 18 are included as 
well, pertaining to images associated with the ABC program 
“Desperate Housewives”. This group of images may be 
contextually applied, for example, to a discussion forum for 
“Desperate Housewives”. Since viewers of the “Desperate 
Housewives’ program will be familiar with the characters, 
distinguishing the characters should be a trivial exercise for 
potential forum registrants, but a difficult task for automated 
systems. Besides animated characters or real-life actors, any 
arbitrary object can be used for the images linked within 
database table 200. Thus, another group might comprise a 
set of images pertaining to classic automobiles, which may 
be employed to verify registration to a forum for classic car 
enthusiasts. Database table 200 can therefore accommodate 
image sets for several different contexts, thereby allowing 
the selection of the most relevant human verification content 
targeted to specific user audiences or to specific Subject 
matter or branding. 
As shown in database table 200, each particular entry may 

include several tags that may describe Some general or 
specific aspect of the respective referenced image. For 
example, the image associated with ID 2, which is labeled as 
panel or icon number 2 in display 100 of FIG. 1, is 
associated with the tags “Minnie”, “Mouse', and “Female'. 
When the question for the puzzle is being generated, any of 
the associated tags may be used as selection criteria. Since 
the tags might be implemented using a secondary table, 
additional attributes such as the specificity or attribute type 
of the tags may also be embedded within the database to aid 
in the formulation of a question catered to the knowledge 
and comfort level of different users. Thus, the user may be 
asked to identify the specific character “Minnie', or to find 
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6 
simply a “Mouse', or to find a “Female' character. As 
discussed above, the more specific question might be asked 
first, with more general questions reserved as a failsafe. 
Moving to FIG. 3, FIG. 3 presents a system diagram for 

administering a contextually iconic visual public Turing test 
for human verification, according to one embodiment of the 
present invention. Diagram 300 of FIG. 3 includes verifi 
cation server 310, database 320, images 330, content pro 
vider 340, client 350, input device 360, and display 370. 
Verification server 310 includes processor 311. Display 100 
of FIG. 1 may correspond to display 370 in FIG. 3, and 
database table 200 of FIG. 2 may be contained in database 
32O of FIG. 3. 

Diagram 300 of FIG. 3 presents one exemplary network 
configuration, where a third party content provider 340 
utilizes verification server 310 to verify whether accessing 
clients are human controlled or automated. However, alter 
native embodiments may combine the functions of verifi 
cation server 310 and content provider 340 into a single 
entity. A public network, such as the Internet, may support 
communications links between components of diagram 300. 
Continuing with the examples discussed above in conjunc 
tion with FIGS. 1 and 2, content provider 340 may provide 
a public discussion forum targeted towards kids and fami 
lies. This public discussion forum may provide features Such 
as voting polls, message boards, social networking, and 
other services that may be detrimentally affected if exposed 
to automated systems or non-human control. For example, 
robots may be programmed to rig poll results by generating 
dummy accounts to vote multiple times, or robots may be 
programmed to distribute spam, malware, and other mali 
cious content through the provided message boards and 
social networking features. To prevent this behavior, it is 
desirable to verify whether a client is human controlled or 
automated, and to grant access only to human controlled 
clients. 

Thus, before providing a user account to client 350, 
content provider 340 should verify that client 350 is human 
controlled rather than an automated system or a robot. By, 
for example, previous mutual arrangement, content provider 
340 may therefore request that verification server 310 deter 
mine whether client 350 is human controlled. As previously 
discussed, verification server 310 may select entries from 
database 320 based on a particular context of content 
provider 340. Since content provider 340 is servicing a kid 
and family friendly demographic, verification server 310 
may contextually select entries from database 320 related to 
classic Disney animation, which may be readily recognized 
by the targeted demographic. As previously discussed, a 
selection query Such as "Select nine random entries from the 
General Characters Area in the Disney Group” may be 
executed against database 320. Each of the entries may link 
to an image file stored in images 330, or may be directly 
stored within database 320. 

After retrieving entries resulting from the selection query 
to database 320, verification server 310 may then generate a 
challenge question and corresponding answer set using the 
retrieved entries for presentation to client 350 via display 
370. In alternative audio embodiments for providing acces 
sibility, images 330 may be supplemented with audio files, 
and display 370 may be supplemented with an audio output 
device such as headphones or speakers. The user may then 
Submit a response to the challenge question using input 
device 360, which may comprise a keypad, remote control, 
mouse, touchscreen, or any other input device. Verification 
server 310 may then determine whether the submission from 
client 350 matches against the answer set, and inform 
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content provider 340 accordingly. Assuming a positive 
response, content provider 340 may then grant permission 
for client 350 to register for a new user account for full 
community participation. 
Moving to FIG. 4, FIG. 4 shows a flowchart describing 

the steps, according to one embodiment of the present 
invention, by which a contextually iconic visual public 
Turing test may be administered for human verification. 
Certain details and features have been left out of flowchart 
400 that are apparent to a person of ordinary skill in the art. 
For example, a step may comprise one or more substeps or 
may involve specialized equipment or materials, as known 
in the art. While steps 410 through 460 indicated in flow 
chart 400 are sufficient to describe one embodiment of the 
present invention, other embodiments of the invention may 
utilize steps different from those shown in flowchart 400. 

Referring to step 410 of flowchart 400 in FIG. 4 and 
diagram 300 of FIG. 3, step 410 of flowchart 400 comprises 
processor 311 of verification server 310 receiving a request 
from content provider 340 to verify whether client 350 is 
human controlled. Continuing with the example discussed 
above, content provider 340 may comprise a web server 
providing a kids and family oriented discussion forum and 
community. Client 350 may access content provider 340 
using a web browser over the Internet, and may express 
interest in registering for a new user login. Before content 
provider 340 allows client 350 to register as a new user, it 
may send a request to verification server 310 to verify 
whether client 350 is human controlled. In this manner, 
deterrence against automated Systems can be provided. 

Referring to step 420 of flowchart 400 in FIG. 4 and 
diagram 300 of FIG. 3, step 420 of flowchart 400 comprises 
processor 311 of verification server 310 selecting, by con 
textual criteria, a plurality of images each having one or 
more associated tags from database 320. For example, a 
table similar to database table 200 of FIG.2 may be included 
in database 320. The entries in database table 200 may 
include image links (not shown) referencing image files 
stored in images 330 of FIG. 3. As previously discussed, the 
contextual criteria may include the intended audience, Sub 
ject matter, or branding at content provider 340. In the 
present example, since the intended audience comprises kids 
and families, the selection may narrow the focus to the 
“General Characters' area of the “Disney' group. As shown 
in database table 200, each entry or image has one or more 
associated tags. Continuing with the example discussed 
above in conjunction with FIG. 1, step 420 may select nine 
database entries with corresponding images matching to ID 
numbers 1 through 9. 

Referring to step 430 of flowchart 400 in FIG. 4 and 
diagram 300 of FIG. 3, step 430 of flowchart 400 comprises 
processor 311 of verification server 310 generating a chal 
lenge question and a corresponding answer set based on the 
associated tags of a Subset of the plurality of images selected 
from step 420. For example, as previously discussed in 
conjunction with FIG. 1, a three by three grid of iconic 
visuals corresponding to the selected images from step 420 
may be presented, and a question may be formulated asking 
a user to find one or more images from the grid matching to 
selected and presented tags. In the example shown in FIG. 
1, the question asks the user to find three images from the 
three by three grid based on character name tags. As 
previously discussed, various alternative embodiments may 
also be used, such as a combination lock process, a selection 
from a drop-down menu, Soliciting a typed or written 
response for identifying an image, or requiring an audio 
transcription of a phrase and providing the identity of the 
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8 
phrase speaker. Furthermore, as previously discussed, the 
challenge question may be crafted Such that there are 
multiple correct Solutions in the corresponding answer set. 
For example, some images may be associated with multiple 
tags, allowing them to be the correct answer for all associ 
ated tags. 

Referring to step 440 of flowchart 400 in FIG. 4 and 
diagram 300 of FIG. 3, step 440 of flowchart 400 comprises 
processor 311 of verification server 310 presenting the 
plurality of images from Step 420 and the challenge question 
from step 430 to client 350. Thus, display 370 connected to 
client 350 may show an interface similar to display 100 of 
FIG.1. Alternatively, if the challenge question from step 430 
is audio based, then a set of speakers or headphones con 
nected to client 350 may instead output a spoken passage. 

Referring to step 450 of flowchart 400 in FIG. 4 and 
diagram 300 of FIG. 3, step 450 of flowchart 400 comprises 
processor 311 of verification server 310 receiving a submis 
sion to the challenge question presented in step 440 from 
client 350. Thus, the user of client 350 may have used input 
device 360 to select three panels, as shown in display 100 of 
FIG. 1, and clicked the "Submit answer” button. Alterna 
tively, the user may click the “I don't know' button, if 
provided, to restart the process at step 430 where the 
challenge question is formulated using more general criteria, 
Such as asking to select specific species of animals rather 
than specific character names. 

Referring to step 460 of flowchart 400 in FIG. 4 and 
diagram 300 of FIG. 3, step 460 of flowchart 400 comprises 
processor 311 of verification server 310 responding to the 
request received from step 410 by verifying whether the 
submission from step 450 is contained in the answer set 
generated in step 430 to determine whether client 350 is 
human controlled. In the example shown in FIG. 1, the 
Submission of panels 1, 2, and 8 is indeed contained within 
the answer set, and processor 311 can report to content 
provider 340 that client 350 is likely human and should be 
granted permission for registering as a new user. Otherwise, 
verification server 310 may report to content provider 340 
that client 350 failed to pass human verification. At this 
point, content provider 340 may request that verification 
server 310 restart the process again from step 420, to give 
client 350 another chance. There may be a limit enforced to 
the number of retries possible within a given time period to 
deter brute force attacks from automated systems. 
From the above description of the invention it is manifest 

that various techniques can be used for implementing the 
concepts of the present invention without departing from its 
scope. Moreover, while the invention has been described 
with specific reference to certain embodiments, a person of 
ordinary skills in the art would recognize that changes can 
be made in form and detail without departing from the spirit 
and the scope of the invention. As such, the described 
embodiments are to be considered in all respects as illus 
trative and not restrictive. It should also be understood that 
the invention is not limited to the particular embodiments 
described herein, but is capable of many rearrangements, 
modifications, and Substitutions without departing from the 
Scope of the invention. 

What is claimed is: 
1. A method for use by a server having a hardware 

processor, the method comprising: 
receiving, using the hardware processor, a request to 

verify whether a client is human controlled; 
selecting, using the hardware processor, a plurality of 

images each having a plurality of associated tags from 
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a database including a first set of associated tags and a 
second set of associated tags; 

generating, using the hardware processor, a challenge 
question and a corresponding answer set based on the 
first set of associated tags; 

presenting, using the hardware processor, on a display, the 
plurality of images and the challenge question to the 
client, wherein the challenge question asks for selection 
of one or more of the plurality of images having one or 
more first attributes that require the client to have 
familiarity with a content to recognize the one or more 
first attributes; 

receiving, using the hardware processor, an answer to the 
challenge question or a rephrase indication from the 
client; 

if receiving the answer from the client, responding to the 
request, using the hardware processor, by verifying 
whether the answer is contained in the answer set to 
determine whether the client is human controlled; 

if receiving the rephrase indication from the client, gen 
erating a rephrased challenge question, using the hard 
ware processor, based on the second set of associated 
tags, wherein the rephrased challenge question has the 
same corresponding answer set as the answer set for the 
challenge question; and 

presenting, using the hardware processor, on the display, 
the same plurality of images presented with the chal 
lenge question, and presenting the rephrased challenge 
question to the client, wherein the rephrased challenge 
question asks for selection of one or more of the same 
plurality of images having one or more second attri 
butes that do not require the client to have familiarity 
with the content to recognize the one or more second 
attributes. 

2. The method of claim 1, wherein the plurality of images 
belong to persons or characters. 

3. The method of claim 2, wherein the one or more first 
attributes are names of the persons or characters. 

4. The method of claim 3, the one or more second 
attributes are genders of the persons or characters. 

5. The method of claim 3, the one or more second 
attributes are types of the persons or characters. 

6. The method of claim 1 further comprising: 
receiving a second answer to the rephrased challenge 

question from the client; and 
responding to the request by verifying whether the second 

answer is contained in the answer set to determine 
whether the client is human controlled. 

7. The method of claim 1, wherein the number of the 
plurality of images displayed depends on a type of the 
display. 

8. The method of claim 1, wherein prior to the selecting 
the method comprises identifying contextual criteria corre 
sponding to a particular content provider, wherein the select 
ing uses the contextual criteria to select the plurality of 
images that are related to contents of the particular content 
provider. 

9. A server comprising: 
a hardware processor, and 
a non-transitory computer-readable storage device having 

computer-executable instructions stored thereon that, 
when executed by the hardware processor, causes the 
hardware processor to perform operations including: 
receiving a request to Verify whether a client is human 

controlled; selecting a plurality of images each hav 
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10 
ing a plurality of associated tags from a database 
including a first set of associated tags and a second 
set of associated tags; 

generating a challenge question and a corresponding 
answer set based on the first set of associated tags; 

presenting, on a display, the plurality of images and the 
challenge question to the client, wherein the chal 
lenge question asks for selection of one or more of 
the plurality of images having one or more first 
attributes that require the client to have familiarity 
with a content to recognize the one or more first 
attributes; 

receiving an answer to the challenge question or a 
rephrase indication from the client; 

if receiving the answer from the client, responding to 
the request, by verifying whether the answer is 
contained in the answer set to determine whether the 
client is human controlled; 

if receiving the rephrase indication from the client, 
generating a rephrased challenge question, based on 
the second set of associated tags, wherein the 
rephrased challenge question has the same corre 
sponding answer set as the answer set for the chal 
lenge question; and 

presenting, on the display, the same plurality of images 
presented with the challenge question, and present 
ing the rephrased challenge question to the client, 
wherein the rephrased challenge question asks for 
selection of one or more of the same plurality of 
images having one or more second attributes that do 
not require the client to have familiarity with the 
content to recognize the one or more second attri 
butes. 

10. The server of claim 9, wherein the plurality of images 
belong to persons or characters. 

11. The server of claim 10, wherein the one or more first 
attributes are names of the persons or characters. 

12. The server of claim 11, the one or more second 
attributes are genders of the persons or characters. 

13. The server of claim 11, the one or more second 
attributes are types of the persons or characters. 

14. The server of claim 9, wherein the hardware processor 
is further configured to: 

receive a second answer to the rephrased challenge ques 
tion from the client; and 

respond to the request by verifying whether the second 
answer is contained in the answer set to determine 
whether the client is human controlled. 

15. The server of claim 9, wherein the number of the 
plurality of images displayed depends on a type of the 
display. 

16. The server of claim 9, wherein prior to selecting the 
plurality of images, the hardware processor is further con 
figured to identify contextual criteria corresponding to a 
particular content provider, wherein selecting the plurality of 
images uses the contextual criteria to select the plurality of 
images that are related to contents of the particular content 
provider. 

17. A method for use by a server having a hardware 
processor, the method comprising: 

receiving, using the hardware processor, a request to 
verify whether a client is human controlled; 

selecting, using the hardware processor, a plurality of 
images each having a plurality of associated tags from 
a database including a first set of associated tags and a 
second set of associated tags; 
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generating, using the hardware processor, a challenge 
question and a corresponding answer set based on the 
first set of associated tags; 

presenting, using the hardware processor, on a display, the 
plurality of images and the challenge question to the 5 
client, wherein the challenge question asks for selection 
of one or more of the plurality of images having one or 
more first attributes that require the client to have 
familiarity with a content to recognize the one or more 
first attributes; 10 

receiving, using the hardware processor, an answer to the 
challenge question; 

responding to the request if the answer from the client is 
contained in the answer set; 

if the answer from the client is not contained in the answer 15 
set, generating a rephrased challenge question, using 
the hardware processor, based on the second set of 
associated tags; and presenting, using the hardware 
processor, on the display, the rephrased challenge ques 
tion to the client, wherein the rephrased challenge 20 
question asks for selection of one or more of the 
plurality of images having one or more second attri 
butes that do not require the client to have familiarity 
with the content to recognize the one or more second 
attributes. 25 

18. The method of claim 17, wherein the plurality of 
images belong to persons or characters. 

19. The method of claim 18, wherein the one or more first 
attributes are names of the persons or characters. 

20. The method of claim 19, the one or more second 30 
attributes are genders of the persons or characters. 

k k k k k 


