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(57) ABSTRACT 

A digital file is associated with a security attribute related to 
watermarking criteria. The digital file content is encrypted, 
and may not be decrypted by a receiving computer unless the 
watermarking criteria is met. The receiving computer may 
decrypt only the encrypted portion of the security attribute 
unless the watermarking criteria are continuously met at the 
receiving computer. Improved security and reduction of 
pirating of the digital content is therefore provided. 
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WATERMARKACCESSFCONTROL SYSTEM 
AND METHOD 

BACKGROUND 

The present invention relates generally to reactive content 
security. More particularly, the invention relates to a novel 
technique for incorporating and/or controlling forensic 
watermarking at a content receiving system. 
Many environments require that electronic files be trans 

mitted in a secure manner. For example, text documents, 
images, audio, video and multi-media files are commonly 
transmitted between computers, or between servers via the 
Internet. The transmission may be intercepted or otherwise 
diverted or replicated, possibly leading to a compromise of 
security. A number of techniques have been developed to 
address Such concerns. For example, forensic watermarks 
may be incorporated into content, which may help in ana 
lyzing how the content has been compromised. For example, 
the forensic watermark may provide details indicating a 
particular copy of the content (e.g., a copy provided from a 
particular source or a copy provided for an intended recipi 
ent). Accordingly, upon analysis of the watermark, it may 
become clear, based upon the data provided by the water 
mark, which copy of the content has been compromised 

While such techniques are effective in certain circum 
stances, the actual security is again Subject to the relative 
strength or weakness of the watermarking processes. For 
example, while source-based watermarking may provide an 
indication of a particularly sourced version of the content, it 
may not provide other indications, such as a particular 
recipient user and/or device. 

Certain areas of technology are particularly demanding in 
this regard. For example, in multi-media production, large 
files are often exchanged between various parties, such as 
for post-production mixing, refinement, processing, and so 
forth. This is typically performed through the use of proxy 
Video files, which may be somewhat Substandard copies, 
produced in lower resolution or compressed, which may 
incorporate watermarks or other devices to limit their attrac 
tiveness to those who might consider pilfering Such files. 
However, if such files are pilfered or otherwise pirated, they 
may be disseminated widely and easily. Such as by posting 
on the Internet. Such activities pose hazards to security, and 
may greatly reduce the commercial value of the production 
represented by the digital file. 

There is, at present, a great need for improved techniques 
for secure transmission and use of digital files. In particular, 
there is a need for a technique that will allow a provider of 
a digital file to quickly and easily create a file format or 
message that can be transmitted to or accessed by one or 
more designated recipients and that can ensure that infor 
mation relating to the recipient is available as a forensic 
Solution as those recipients access and/or manipulate the 
underlying digital content. Further, there is a need to reduce 
overly burdensome pre-processing of traditional watermark 
ing approaches. 

BRIEF DESCRIPTION OF THE INVENTION 

The present invention provides a novel technique 
designed to respond to such needs. The technique may be 
used with any type of digital file, and is particularly well 
suited to sensitive files that must be exchanged between a 
provider and one or more designated recipients. The files 
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2 
may include, for example, text files, image files, multi-media 
files, proxy video files, pre-production and post-production 
working files, and so forth. 

In accordance with certain embodiments, a method is 
provided for controlling access to a file. In accordance with 
the method, on a reading computer, an encrypted file is 
accessed. The file includes encrypted digital content. Upon 
accessing the encrypted file, the reading computer actively 
provides watermarking on the reading computer's display. 
The reading computer continuously verifies that watermark 
ing is currently being provided. Upon verifying that water 
marking is currently being provided, the reading computer 
decrypts the file. The encrypted digital content is decrypted 
only if the reading computer determines that watermarking 
is currently being provided. Upon detecting that watermark 
ing is no longer being provided, the reading computer 
re-encrypts the file. 

Further, in accordance with certain embodiments, a 
method (e.g., implemented as computer-instructions on a 
tangible, non-transitory, machine readable medium) is pro 
vided. The method for controlling access to a digital file 
includes associating digital content with a security attribute. 
The security attribute includes watermarking criteria, a 
pointer to watermarking criteria, or both. The method 
encrypts the security attribute and the digital content to 
create an encrypted digital file. The security attribute being 
Susceptible to decryption separate from the content and the 
digital content is Susceptible to valid decryption only upon 
the watermarking criteria being met. 

In certain embodiments, an additional method for con 
trolling access to a digital file includes associating digital 
content with a security attribute, the security attribute 
including watermarking criteria, a pointer to watermarking 
criteria, or both. The method includes encrypting the Secu 
rity attribute and the digital content to create an encrypted 
digital file, receiving an indication of one or more attributes 
for a watermark to be presented with decrypted digital 
content, and associating the attributes of the watermark with 
the encrypted digital content to create the encrypted digital 
file, such that the one or more attributes for the watermark 
may be used by a receiving computer that provides the 
watermark. 

BRIEF DESCRIPTION OF THE DRAWINGS 

These and other features, aspects, and advantages of the 
present invention will become better understood when the 
following detailed description is read with reference to the 
accompanying drawings in which like characters represent 
like parts throughout the drawings, wherein: 

FIG. 1 is a diagrammatical overview of a system for 
transmitting a digital file in a secure manner between a 
sending computer and a receiving computer, in accordance 
with an embodiment; 

FIG. 2 is a diagrammatical representation of a typical file 
constructed in accordance with an embodiment; 

FIG.3 is a diagrammatical representation of certain of the 
functional components of the sending and receiving com 
puters of FIG. 1, adapted for transmission of a secure file of 
the type illustrated in FIG. 2, in accordance with an embodi 
ment; 

FIG. 4 is a schematic diagram of a receiving computer 
where watermarks are provided as an overlay for decrypted 
Video output, in accordance with an embodiment; 

FIG. 5 is an example of a global watermark configuration 
settings graphical user interface (GUI), in accordance with 
an embodiment; 
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FIG. 6 is an example of a local watermark configuration 
settings graphical user interface (GUI) useful for configuring 
watermarks for an individual user or group of users, in 
accordance with an embodiment; 

FIG. 7 is an example of a watermark override graphical 
user interface (GUI), in accordance with an embodiment; 

FIG. 8 is a flowchart illustrating a process for registering 
receiving computers with a watermarking service, in accor 
dance with an embodiment; 

FIG. 9 is a flowchart illustrating a process for decrypting 
content based upon client-side watermarking criteria, in 
accordance with an embodiment; and 

FIG. 10 is an example of a watermark analyzer routine, in 
accordance with an embodiment. 

DETAILED DESCRIPTION OF THE 
INVENTION 

Turning now to the drawings, and referring first to FIG. 1, 
a system 10 is illustrated for transferring and using digital 
file or digital data in a secure manner. In the illustrated 
embodiment, the system includes a sending computer 12 
that is adapted to send an encrypted file 14 to a receiving 
computer 16. As will be appreciated by those skilled in the 
art, the file will typically be sent over the Internet, and 
transmission networks may include servers, local area net 
works, wide area networks, virtual private networks, and so 
forth, not specifically illustrated in FIG. 1. Indeed, through 
out the present discussion, reference will be made to the 
sending computer and the receiving computer, although, in 
practical applications, there may be multiple sending com 
puters, and multiple receiving computers, as well as various 
components associated with these for the delivery of data 
transmissions, such as servers, routers, gateways, and soft 
ware associated with these devices that facilitate data trans 
mission. 

In the illustrated embodiment, sending computer 12 
includes a processor 18 and memory 20 adapted to work 
together to process digital content and to send it to the 
receiving computer as described below. The processor 18 
may include any Suitable hardware, firmware and software, 
and may be embodied in an application-specific computer or 
in a general-purpose computer. In addition to other Support 
circuits, such as power Supplies, disc drives, and so forth, the 
computer memory 20 may be of any sort, including, for 
example, random access memory, programmable read-only 
memory, electronically programmable read-only memory, 
disc drives, optical storage devices, dynamic memory, and 
so forth. In addition to other software stored in the memory 
that can be executed by the processor 18, memory 20 stores 
file processing Software 22 which is used to encrypt, com 
press and otherwise manipulate digital content that is to be 
sent in the encrypted file 14, as described more fully below. 
In general, the software 22 is executed by the processor 18 
during operation and serves to create or condition the file for 
transmission in accordance with the invention. 

The sending computer 12 is designed to interoperate with 
a user interface 24. The user interface may include various 
components generally known in the art, such as a keyboard, 
a mouse, a monitor, a printer, and so forth. As described 
below, the user interface may include a graphical user 
interface that allows for a human user to designate one or 
more intended recipients for the digital content contained in 
the encrypted file 14. The user interface also allows the user 
to select digital content for transmission to the intended 
recipients, and to coordinate its formulation into the 
encrypted file 14 and the transmission of the encrypted file 
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4 
to the recipients. The sending computer 12 is also adapted to 
interact with a file repository 26. In certain simple imple 
mentations, the file repository 26 may be part of memory 20. 
However, the repository may be separate or even remote 
from the sending computer 12. The file repository stores 
digital content in the form of text files, video files, audio 
files, multi-media files, and so forth that may be selected by 
a user via the user interface 24 for creation of the encrypted 
file 14 that is to be transmitted to the one or more intended 
recipients. 
The receiving computer 16 may include a personal com 

pute (PC), server, or handheld electronic device, such as a 
cellular phone, tablet computer, or notebook computer. The 
receiving computer 16 is equipped similarly to the sending 
computer. That is, the receiving 16 includes a video card 29. 
processor 30 and memory 32 that includes file processing 
Software 34 designed to facilitate processing of the 
encrypted file once received by the receiving computer and 
client-side watermarking software 36 that may be used to 
incorporate client-side watermarking into displayed digital 
COntent. 

The client-side watermarking software 36 may include 
special drivers 37 associated with the video card 29. The 
drivers 27 may enable visible and/or invisible watermarks to 
be inserted into the video output of the video card 29. 
Accordingly, these watermarks may be displayed as an 
overlay of the receiving computer 16 (e.g., by placing a 
transparent frameless window on the top level of each screen 
on the receiving computer 16). Watermarking video drivers 
27 may be generated for all major video cards on the market. 
For example, drivers 27 associated with Blackmagic Design 
cards, Aja Video cards, and/or NVIDIA based cards may be 
generated. Additionally, video card 29 manufacturers may 
directly Support the watermark functionality in their manu 
facturer drivers. In order to ensure that no video output is 
enabled without the watermarking functionality, the water 
marking Software 36 may detect when non-watermarking 
drivers are installed. The watermarking software 36 may 
disable any ability to decrypt an encrypted file 14 when 
non-watermarking drivers are detected. 

In general, the file processing software 34 is executed by 
the processor 30 as described below, and enables the system 
to determine whether the encrypted file can be opened and 
decrypted, as well as providing for decompression of any 
contents of the file, viewing or interacting with the contents 
of the file, and so forth. For example, when the receiving 
computer 16 is a cellular telephone running an operating 
system, such as Windows Phone, Android, or iOSR, the file 
processing Software 34 and the client-based watermarking 
Software 36 may include an application or operating system 
process compatible with the cellular telephone's operating 
system. The receiving computer 16 may also associated with 
a user interface 38, which will typically include a keyboard, 
a computer mouse, a monitor, and any other components that 
facilitate accessing and interacting with the digital contents 
of the encrypted file. As with the sending computer 12, the 
receiving computer 16 may be an application-specific com 
puter or a general purpose computer. 

In some embodiments, the receiving computer 16 may be 
configured to allow access to digital content only when 
watermarking features are actively provided. For example, 
the file processing software 34 may be configured to allow 
access (e.g., decrypt) the encrypted file 14 when the client 
side watermarking software 36 is actively presenting a 
watermark. Thus, to the extent that file processing software 
34 is present on any suitable receiving computer 16, the 
status of the client-side watermarking software 36 may be 
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determined as active and the encrypted file 14 accessed and 
manipulated to view or otherwise interact with the digital 
contents as described below. 

In the embodiment illustrated in FIG. 1, the sending 
computer 12 and the receiving computer 16 are configured 
with transmission and reception utilities 28 and 40, respec 
tively. These utilities may include electronic messaging 
programs, automatic and manual messaging and file sharing 
programs, and so forth. While described as “utilities,” in 
certain embodiments, the transmission and reception utilities 
28 and 40 may be any available data transmission and 
reception protocols (e.g., TCP-IP over Ethernet, etc.). The 
“utilities’ enable the encrypted file to be transmitted from 
the sending computer 12 to the receiving computer 16, as 
well as allowing for messages to be transmitted between the 
two computers as described below. It should also be noted, 
however, that while a scenario is envisioned in which the 
sending computer 12 prepares and sends the encrypted file 
14 in a message to the receiving computer 16, other sce 
narios may also be envisaged. For example, the sending 
computer 12 may, where desired, place the encrypted file 14 
in a shared repository to which the receiving computer 16 
can gain access. Thus, when the encrypted file 14 is ready for 
access or manipulation by the receiving computer 16, the 
sending computer 12 may notify a person, or the receiving 
computer 16 of Such availability, and the receiving computer 
16 may retrieve the file as desired. In all such scenarios, 
however, some sort of utility will typically be provided for 
uploading the encrypted file 14 into Such a shared repository 
and for downloading the file into the receiving computer 16 
for secure access. 

FIG. 2 illustrates a presently contemplated configuration 
for the encrypted file transmitted to the receiving computer. 
In the embodiment illustrated in FIG. 2, the encrypted file 14 
includes a security attribute 42 (e.g., a file attribute or 
header) which, in the illustrated embodiment, is itself 
encrypted. In some embodiments, only portions of the 
security attribute 42 may be encrypted. For example, the 
security attribute 42 may include file metadata Such as a 
filename, owner, etc. that does not need to be encrypted. 
Thus, in some embodiments, only portions of the security 
attribute 42 will be encrypted. The encrypted security attri 
bute may include identification data 44 which may indicate 
an intended recipient, source, or other information about the 
encrypted file 14. This identification data may be, for 
example, a character string or other type of data. Further, as 
will be discussed in more detail below, the security attribute 
may include certain watermarking criteria, Such as an indi 
cation of whether or not watermarking is required to obtain 
access to the encrypted file 14 and/or particular watermark 
ing settings (e.g., font type, color, size, opacity, etc.). In 
Some embodiments, the security attribute 42 may include a 
pointer 43 that identifies an external location (e.g., a data 
base location 45) where watermarking criteria may be 
stored. As noted above, in certain cases, the security attribute 
may not be encrypted. The encrypted file 14 also includes an 
encrypted content portion 46 which consists of encrypted 
content. Essentially, the encrypted content 46 will include 
the digital file 50 to which access is to be restricted. In the 
presently contemplated embodiment illustrated in FIG. 2, 
the encrypted content includes compressed content 48 
which, itself, embodies the final digital file 50. Though the 
content 48 is shown as compressed in the current embodi 
ments, content compression is an optional step that may not 
be provided in certain embodiments. As noted above, the 
digital file 50, itself, may be code that can be interpreted by 
an application program to provide a representation of a text 
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6 
document, a video document, an audio document, a multi 
media presentation or show, and so forth. As will be appre 
ciated by those skilled in the art, during compilation of the 
encrypted file 14, the digital file 50 is first selected, and is 
optionally compressed to create the compressed content 48. 
The compression may be performed by any suitable com 
pression utility, such as JPEG, MPEG, or various specialized 
encoding processes, such as Huffman encoding, run length 
encoding, various available lossless or lossy encoding algo 
rithms, and so forth. Similarly, encryption of the compressed 
content may be performed by any Suitable available encryp 
tion utility. In certain circumstances, the digital file 50 may 
be encrypted without being first compressed. 

In some embodiments, the digital data file 50 is sent in a 
“read only” or “play only” format, and cannot be altered by 
the receiving computer 16. This is particularly attractive in 
certain types of applications, such as for post-production 
stages of television, video and film projects. In such appli 
cations, the receiving computer 16 may create new files that 
are later synchronized or otherwise associated with the 
received file 14, with no real need to alter the original digital 
content. Similarly, the digital file 50 may be streamed to the 
receiving computer, such that a full copy of the digital data 
file 50 does not reside on the receiving computer 16. In other 
applications, however, it may be useful to permit Such 
alteration or modification. 

FIG. 3 illustrates exemplary functional components con 
tained within the sending computer 12 and the receiving 
computer 16 for transmission and use of the digital file in the 
form of the encrypted file 14. As noted above, the sending 
computer will have a user interface 24 that allows a human 
user to select the digital file to be packaged and sent to the 
receiving computer 16. The receiving computer 16, in turn, 
includes a user interface 38 that allows human user to 
interact with the file once received, so long as client-side 
watermarking is active, as described below. 

In the embodiment illustrated in FIG. 3, the sending 
computer 12 includes or has access to a recipient identifi 
cation list 66 which allows the user to select one or more 
intended recipients for the encrypted file. In a presently 
contemplated embodiment, the recipient identification list 
60 may be available in a drop-down menu or other interface 
facility and may list recipients by code, name, organization, 
and so forth. The user may then select one or more intended 
recipients from the list to create a recipient identification 
selection 68. The recipient identification selection 68, again, 
may include one or more individual recipients, or a group of 
recipients, such as a post-production company, department, 
group, and so forth. Further, the recipient identification 
selection 68 may include a general user selection. As will be 
discussed in more detail below, the general user selection 
may enable manual entry of allowed recipient identities to 
access the encrypted content. In some embodiments, the 
recipient identification selection 68 is then used to configure 
the security attribute 42. In particular, the security attribute 
42 will be formatted by a security attribute configuration 
routine 70 to include an indication of the one or more 
recipients selected by the user. In the case of a security 
attribute 42 that is to be encrypted, the security attribute 
configuration routine 70 will then advance the configured 
security attribute 42 to an encryption routine 72 which will 
encrypt the security attribute. 

It should be noted that the selection of one or more 
recipients may, in practice, involve reference to a database 
structure that will include a listing of potential recipients, 
any groups or organizations with which they are associated, 
and the identification data associated with them. For 
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example, the general user selection may be associated to one 
or more identities in the database structure. However, such 
data will preferably be secure from view to the user. That is, 
the identification data for intended recipients will, in most 
cases, be kept Secret Such that the data may not be pilfered 
or reproduced, thereby ensuring that unwanted access to the 
digital content is thwarted. 

It should also be noted that, in addition to the technique 
ofuse of the secure identification data outlined in the present 
discussion, the sending computer may also encode the 
encrypted file to time out (i.e., disallow access after a 
specific time or date), or to limit the number of times the file 
may be accessed. 

At the same time, the user, via the user interface 24, can 
select the digital file 50 (or package of digital files 50) from 
memory circuit 20 or from a file repository as indicated with 
reference to FIG. 1 in the case of file repository 26. With a 
digital file selected, the sending computer 12 can optionally 
execute a compression routine 74 designed to compress the 
digital contents of the file 50, where desired. The digital file 
50, then, either compressed or uncompressed, will be routed 
to the encryption routine 72 which will encrypt the digital 
file and associate the digital file with the header. It should be 
noted that the various routines summarized in FIG. 4 within 
the sending computer will typically be stored within the 
memory circuitry and will be executed by processor 18. 
Once the digital file has been associated with a security 

attribute 42 that includes the identification data 44, the 
transmit and receive utility 28 can forward the file to the 
receiving computer 16 (or make the file available via a 
shared repository as noted above). As described above, the 
file will include the security attribute 42 with the identifi 
cation data 44, as well as the encrypted content 46 which 
may be compressed. In some embodiments, the general user 
selection may be associated with specific identities in the 
database structure, as discussed above. In such embodi 
ments, the security attribute 42 may not include identifica 
tion data 44 for the general user selection, but instead a 
pointer to the database structure described above. The data 
base structure may store the identification data 44 corre 
sponding to the general user selection, and thus the identi 
fication data 44 may be obtained by querying the database 
structure based upon the database pointer. 
The receiving computer 16 includes software routines that 

enable it to activate client-side watermarking and determine 
whether the receiving computer has authorization to access 
the encrypted digital file contents based upon the status of 
the client-side watermarking. In particular, as illustrated in 
FIG. 3, the encrypted file 14 is received in the receiving 
computer 16 by the transmit and receive utility 40. Concur 
rently, the client-side watermarking routine 36 is actively 
running on the receiving computer 16. In certain embodi 
ments, the encrypted file 14 is advanced to a security 
attribute decryption routine (not shown), when the security 
attribute is encrypted in the encrypted file 14. 
The decryption of the encrypted content including the 

digital file data itself is performed until other criteria is met. 
Accordingly, the encrypted file 14 is forwarded to one or 
more criteria verification routines 76, which verify that 
certain criteria is met prior to decrypting the file 14. For 
example, in Some embodiments, an identification verifica 
tion routine may determine whether a current user of the 
receiving computer 16 is specified in the security attribute 
42. In some embodiments, the encrypted content 46 may 
only be decrypted upon data in the security attribute 42 
matching data in a physical key removeably-coupled to the 
receiving computer 16. 
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8 
In certain embodiments, a client-side watermarking veri 

fication routine 78 may be provided. This verification rou 
tine 78 may determine any client-side watermarking criteria 
that must be met prior to decrypting the encrypted content 
46. For example, any such criteria may be stored as one or 
more attributes within the security attribute section 42 of the 
encrypted file 14. The verification routine 78 may access the 
security attribute section 42 and analyze any information 
provided in section 41 for any client-side watermarking 
criteria. Further, this routine 78 may verify whether or not 
any such client-side watermarking criteria are met. 

Additionally, in certain embodiments, a blacklisted appli 
cation criteria verification routine 79. This routine 79 may 
determine if any blacklisted applications have been provided 
(e.g., in the security attribute 42). The routine 79 may verify 
whether or not any blacklisted applications are running at 
the receiving computer 16, and only proceed towards 
decryption if no blacklisted applications are detected. As 
will be discussed in more detail below, this routine 79 may 
help counteract any applications which may hinder water 
marking functionality. 

If all client-side watermarking criteria is met, along with 
the blacklisted application criteria 79 and the other criteria 
76, the receiving computer 16 is authorized to proceed to 
decryption of the digital file contents within the encrypted 
content section 46 of the file 14. This is performed by a 
content decryption routine 80 designed to allow for decryp 
tion of the encrypted content 46. Where the content is further 
compressed within the encrypted file 14, a decompression 
routine 82 optionally serves to decompress the digital file 50. 
and will typically perform an inverse operation to that 
performed by compression routine 74 of the sending com 
puter. As a result, the receiving computer 16 will obtain the 
digital file 50 reconstructed for access by the user. Depend 
ing on the type of digital file, a player or display application 
84 allows the user of the receiving computer to open, view, 
modify, listen to or otherwise use and interact with the 
digital file 50. For example, for text files, the application 
may include a text editor, while for multi-media files the 
application will typically include a multi-media player or 
editor. The user interface 38 will typically include a display 
86, with speakers and any other interactive tools that allow 
the digital file 50 to be used by a user of the receiving 
computer 16. 

All of the routines discussed above will typically be 
stored within the memory circuitry 32 of the receiving 
computer and executed by the processor 30. It is important 
to note that while the discussion above illustrates a linear 
decryption path where, once the verification criteria 76 is 
met, the content 46 is decrypted, this is not intended to limit 
the current invention to Such a linear decryption path. 

In some embodiments, the decryption routine 80 may 
decrypt the encrypted content in real-time, thus requiring 
one or more of the verification criteria 76 to be continuously 
net at the receiving computer for continued decryption of the 
encrypted content 46. For example, the decryption routine 
80 may decrypt only a portion of encrypted content 46 
and/or temporarily decrypt encrypted content 46, Such that 
the verification criteria 76 must continuously be net in order 
for Subsequent portions and/or Subsequent time periods of 
decryption may be maintained. As the user attempts to view 
Subsequent portions of the encrypted contents, the Subse 
quent portions of the encrypted content 46, the criteria 76 
may be verified and the Subsequent portions may be 
decrypted. In some embodiments, any previously decrypted 
portions may be re-encrypted. Thus, in certain embodi 
ments, the client-side watermarking verification routine 78 
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may continuously determine whether the watermarking cri 
teria are met. Thus, an encrypted file may only be viewable 
so long as these criteria 78 are met. 

In certain embodiments that implement real-time decryp 
tion, the decryption routine 80 may cache portions of 5 
decrypted content. In certain embodiments, the decryption 
routine 80 may decrypt a portion of encrypted content that 
a user is attempting to view plus an additional portion of the 
encrypted content. For example, when a user attempts to 
view a portion of an encrypted video or music, the decryp 
tion routine 80 may decrypt the portion the user is attempt 
ing to view plus sixty additional seconds of the video or 
music. Thus, when criteria 76 (e.g., the watermarking cri 
teria 78) is no longer met, the user may be allowed to view 
decrypted content for sixty additional seconds before the 
Video is no longer accessible. In Such embodiments, a 
warning message may be provided to the user stating the 
amount of cached time left before the decrypted content will 
no longer be available. 

In certain embodiments, the decryption routine 80 may 
fully cache the decrypted content. In such embodiments, the 
entire decrypted contents may be available on the receiving 
computer 16. However, a pop-up window or other blocking 
mechanism may be used to block viewing access to the file 
when the criteria 76 (e.g., the watermarking criteria 78) is no 
longer met. For example, in embodiments where active 
watermarking is required for access to a file, the blocking 
mechanism may be triggered. In embodiments, where the 
decrypted content is fully cached on the receiving computer, 
a pop-up box may block viewing of the decrypted content. 
Such blocking mechanism may be provided immediately 
upon detecting that the criteria 76 no longer being met, or 
may be provided after a grace period (e.g., sixty seconds) 
after the criteria. 76 is no longer met. 

In the embodiment illustrated in FIG. 3, messages may 
also be exchanged between the sending computer 12 and 
receiving computer 16. As described above, one message 
may include a transmission of the encrypted file 14. Further, 
as will be discussed in more detail below, the client-side 
watermarking routine 36 may provide requests and/or 
responses to the sending computer 12 or a watermarking 
server. Messages 88 may also be returned by the receiving 
computer 16 to the sending computer 12 to indicate the 
success or failure of the receipt and use of the encrypted file 
14, status of the client-side watermarking, or other informa 
tion about the receiving computer 16. 

FIG. 4 illustrates an example of output provided to the 
display 86 of the receiving computer 16, in accordance with 
an embodiment. As previously discussed, the watermarking 
software 36 may provide watermarks as an overlay of the 
video output 90 presented by the display 86. In some 
embodiments, visible watermarks 92 may be presented. 
Further, in certain embodiments invisible watermarks 94 
may be presented. As mentioned in the discuss regarding 
FIG. 3, the watermark verification criteria 78 may include 
criteria that the watermarking routine 36 be active in order 
for decryption of the content to take place. Accordingly, 
because the watermarking is active in the current example 
(as shown by the existence of watermarks 92 and/or 94), the 
content (e.g., the tree video 96) is presented on the display 
86. 
The visible watermarks 92 and invisible watermarks 94 

may be configured with different attributes. For example, 
watermark placement, font style, font size, color, and opac 
ity may be changed. Further, the presented data may be static 
or dynamically rendered data. For example, the visible mark 
92 is static text. Here, the text reads “VISIBLE MARK.” 
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10 
The invisible watermark 94 provides dynamic data in the 
current example. For example, the provided invisible water 
mark 94 is formatted to provide a server id, a user id, and a 
date, as signified by "SERVER USERIDATE).” The 
server id may be a unique identifier that identifies a server 
(e.g., the sending computer 12) that either provided the 
encrypted file 11 and/or a server where a user associated 
with the watermarking software 36 has registered for a 
unique watermarking identifier. The user id may be the 
unique watermarking identifier for the receiving computer 
16 and/or the user of receiving computer 16. As will be 
discussed in more detail below, a user and/or receiving 
computer 16 may register with a watermarking service, 
which results in a unique identifier that identifies the receiv 
ing computer 16 and/or a particular user of the receiving 
computer 16. The date indicator may indicate a date and/or 
time the watermark 94 is presented. In certain embodiments, 
the watermark 94 pattern may be in the form of a 16 bit 
server uid segment+a 32bi user uid segment t+a 16 bit 
date/time segment. 

In some embodiments, it may be useful to provide ran 
domized watermarks 98 (e.g., a random number of water 
marks and/or watermarks in random locations). As illus 
trated, a random number and location of watermarks 98. 
This may hinder any attempt to strip, blur, or otherwise 
hinder presentation of the watermarks 98, because the loca 
tion and/or number of watermarks 98 may be unpredictable. 
As illustrated, the watermarks may consist of condensed 
watermarks 99. Condensed watermarks may provide data 
while being presented in a small form factor. For example, 
the watermarks 99 may include QRCode watermarks, Data 
matrix watermarks, barcodes, etc. that provide relevant data, 
while being presented in a condensed manner. 

FIG. 5 illustrates an example of a graphical user interface 
(GUI) 100 useful for configuring the watermarking attri 
butes described above at a global level. In some embodi 
ments, the graphical user interface 100 is provided at the 
user interface 24 of the sending computer 12. By setting the 
watermarking attributes at the sending computer 12, the 
attributes may be added to the encrypted file 14, for example 
as part of the encrypted security attribute section 42 of the 
encrypted file 14. As illustrated, the GUI 100 may include a 
location option 102 defining a position of the watermark. 
Further, a font type 104, font size option 106, font color 
option 108, and opacity option 110 may be provided, each of 
which affect the watermark’s font. Additionally, a text box 
112 may provide an option for defining the text displayed by 
the watermark. A required for encryption option 114 may set 
criteria for decryption. For example, when checked, the 
option 114 will allow the encrypted file 14 to be decrypted 
at the receiving computer only when the requisite water 
marks are active on the display 86. 

In some embodiments, the user of the receiving computer 
16 may be known. In such embodiments, it may be benefi 
cial to set watermark settings based upon the user. FIG. 6 
illustrates an example of a graphical user interface (GUI) 
130 useful for configuring a watermark based upon a par 
ticular user/receiver accessing the file 14. As illustrated, the 
GUI 130 provides the user's name 132 (e.g., “Jeff Taylor'). 
A viewing access period is defined by options 134. The 
transcoding option 136 enables a user to convert the file 
from one format to another. The copy allowed option 138 
allows a user t create a clean copy of the encrypted file. The 
password settings 140 create password criteria for the user. 
The watermark text box 142 enables a particular watermark 
text to be presented when the file 14 is accessed by the user 
and the settings option 144 may result in a GUI similar to 
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GUI 100 being presented, which enables watermark attri 
butes to be set for the particular user. 

It may be desirable, in certain embodiments, to enable a 
user to override any watermarking requirements at the 
receiving computer 16. For example, while the watermark 
ing attributes may be set at the sending computer 12, a 
manual override functionality may be provided at the receiv 
ing computer 16. FIG. 7 illustrates an example of a GUI 160 
providing a watermarking override option. Upon the user 
indicating a desire to override watermarking requirements 
and providing proper override credentials (e.g., an override 
password), the GUI 160 may be presented. Options 162 and 
164 enable the user to override visible and invisible water 
marking requirements, respectively. Option 166 enables a 
user to override the requirements starting at a particular time 
and option 168 enables a user to override the requirements 
for a particular duration. Once the duration is over, the 
watermarking requirements are reinstated. 

In some embodiments, additional rules may be configured 
regarding overriding watermarks. For example, an advance 
override may be limited to a maximum time period (e.g., 48 
hours) prior to the actual override. Accordingly, and override 
attempt past the maximum time period would be unsuccess 
ful. Further, the override duration may be limited. In certain 
embodiments, the override duration may be limited to no 
more than 24 hours. 
As previously mentioned, unique identifiers may be uti 

lized in the watermarks, such that the receiving computer 
and/or a receiving user may be identified. FIG. 8 illustrates 
a process 180 for registering a workstation and/or user, Such 
that unique identifiers may be utilized in the presented 
watermarks. The process 180 begins by initializing the 
watermarking software 36 (block 182). For example, the 
software 36 may be initiated when the receiving computer 
16 is booted. Next, a determination is made at the receiving 
computer 16 as to whether the receiving computer has a 
unique id associated with a watermarking service (e.g., 
running on the sending computer 12) (block 184). If no 
unique id relating to the receiving computer 16 is associated 
with the watermarking service, the receiving computer may 
compile a list of information needed for registration (block 
186). The list of information needed for registration may be 
provided by the watermarking service. In certain embodi 
ments, the information may include: a name, serial number, 
local and/or global IP address, MAC address, and/or domain 
of the receiving computer. Further, the information may 
include a user login name, installed applications, additional 
user account names, etc. After compiling the list of infor 
mation needed, the receiving computer sends a registration 
request to the watermarking service (block 188). The reg 
istration request may include the compiled information. 
Upon receiving the request, the watermarking service may 
register the receiving computer 16 (block 190). For example, 
one or more database entries may store the compiled infor 
mation, along with other information useful for providing 
the watermarking services. As part of the registration pro 
cess, the watermarking service may generate a unique id 
representative of the receiving computer 16 (block 192). The 
watermarking service may then provide the unique id rep 
resentative of the receiving computer 16 and an additional 
unique id representative of the service that generated the first 
unique id to the receiving computer 16 (block 194). Upon 
receiving the unique ids, or if the unique ids already existed 
at block 184, the watermarking using the unique ids may 
commence at the receiving computer (block 196). 
As mentioned above, the encrypted file 14 may decrypted 

based upon watermarking criteria. FIG. 9 illustrates a pro 
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12 
cess 200 for decrypting content based upon client-side 
watermarking requirements. First, the encrypted file 14 is 
transmitted from the sending computer 12 to the receiving 
computer 16 (block 202). As mentioned above, the 
encrypted file 14 may include watermark configuration 
attributes, which define the watermark criteria that must be 
met before decryption. Upon receiving the encrypted file 
(block 204), a determination is made as to whether water 
marking is required for decryption based upon the criteria 
found in the encrypted file 14 (block 206). If decryption is 
not required, the file 14 is decrypted (block 208). If water 
marking is required, a determination is made as to whether 
client-side watermarking software 36 is active and/or the 
watermarks are being presented (e.g., on the display 86) 
(block 208). If the client-side watermarking software 36 is 
not active and/or the watermarks are not being presented, the 
file 14 is not decrypted (block 210). If, however, the client 
side watermarking software 36 is active and/or the water 
marks are being presented, a determination is made as to 
whether blacklisted applications are running (block 212). 
Blacklisted applications may include applications that have 
been deemed unsecure to run along side the decrypted 
content. For example, blacklisted applications may include 
applications that hinder display of watermarks and/or enable 
unauthorized actions, such as unauthorized copying of the 
decrypted content. If blacklisted applications are running, 
the file 14 is not decrypted (block 210). However, if no 
blacklisted applications are detected, the system determines 
whether all other criteria 76 is met. If the criteria 76 are not 
met, the file 14 is not decrypted (block 210). If all of the 
criteria 76 are met, the file 14 is decrypted (block 208). 

FIG. 10 illustrates a watermark analyzer routine 220, 
which may be executed as machine-readable instructions, 
stored on a non-transitory, tangible, machine-readable 
medium. The watermark analyzer routine 200 actively 
searches content for the watermarks presented by, for 
example, the watermarking routine 36. The watermark ana 
lyZer routine 200 may take as an input, content indicated in 
the source field 222 or via “browse” functionality 224. Upon 
triggering an analysis of the content (e.g., via an analyze 
option 226), the routine 200 may scour the content for one 
or more watermarks. Upon detecting one or more water 
marks, the extracted information section 228 is populated. In 
this section, information contained within the one or more 
watermarks may be extracted and provided. For example, in 
the current example, a server uid 230, user uid 232, date of 
watermarking 234, and time of watermarking 236 have all 
been extracted from the watermark. In embodiments where 
more than one watermark is present, the extracted informa 
tion section 228 may include data extracted from each of the 
found watermarks. 

It should be noted that in the foregoing discussion, 
reference is made to the sending and receiving computers. In 
practice, where desired these roles may reverse. That is, the 
receiving computer may be configured with Software and 
functionality similar to the sending computer. In Such cases, 
the receiving computer may alter the digital file, or create 
other files that may be sent back to the sending computer, or 
to other computers that are configured as receiving comput 
ers. Although, as noted above, in a presently contemplated 
embodiment, the file is sent to the receiving computer in a 
“read only” or “play only” format, as also noted above, in 
other contexts the file may be alterable, such that the 
receiving computer may then store and retransmit the digital 
content, in a manner similar to that used by the sending 
computer. In such cases, the original sending computer may 
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require active watermarking in the same manner as the 
original receiving computer did. 

Technical effects of the invention include the ability to 
more securely transfer and access digital files between a 
sending computer and a receiving computer. In particular, 
the technical effects extend to a wide range of digital files, 
including text files, audio files, video files, multi-media files, 
and so forth. By virtue of the techniques described above, 
user access to such files is limited by virtue of particular 
client-side watermarking criteria being met. For example, 
access to the digital file contents may be permitted only 
when client-side watermarking is active and/or blacklisted 
applications counteracting the client-side watermarking are 
not running. Substantial improvement in the secure trans 
mission and access to digital files is therefore contemplated, 
along with reduction in the risk of pirating and other types 
of pilfering of digital files and their content. 

This written description uses examples to disclose the 
invention, including the best mode, and also to enable any 
person skilled in the art to practice the invention, including 
making and using any devices or systems and performing 
any incorporated methods. The patentable scope of the 
invention is defined by the claims, and may include other 
examples that occur to those skilled in the art. Such other 
examples are intended to be within the scope of the claims 
if they have structural elements that do not differ from the 
literal language of the claims, or if they include equivalent 
structural elements with insubstantial differences from the 
literal languages of the claims. 
The invention claimed is: 
1. A computer-implemented method for controlling access 

to a digital file, comprising: 
on a receiving computer, accessing an encrypted file, the 

file including a security attribute and encrypted digital 
content provided by a sending computer, the security 
attribute comprising data identifying one or more 
watermarking criteria for watermark implementation 
on the receiving computer to be met for decryption of 
the encrypted digital content; 

accessing, on the receiving computer, the Security attri 
bute to determine the one or more watermarking cri 
teria; 

determining whether the watermarking criteria is met on 
the receiving computer, 

decrypting, at the receiving computer, the encrypted digi 
tal content only when the watermarking criteria is met; 

periodically re-determining whether the watermarking 
criteria is met; and 

re-encrypting any decrypted content when the watermark 
ing criteria is not met. 

2. The method of claim 1, wherein the watermarking 
criteria relates to watermarking features that must be pre 
sented at the receiving computer prior to decrypting the 
encrypted digital content; and 

wherein the method comprises: 
determining whether the watermarking features are 

presented at the receiving computer; and 
decrypting the encrypted digital content only when the 

watermarking features are presented at the receiving 
computer. 

3. The method of claim 1, comprising obtaining refer 
enced watermarking criteria from a database, wherein the 
one or more watermarking criteria of the security attribute 
comprises a pointer to the referenced watermarking criteria 
from the database. 

4. The method of claim 1, wherein a portion of the 
security attribute is encrypted and wherein the method 
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includes decrypting the portion of the security attribute prior 
to accessing the security attribute. 

5. The method of claim 1, wherein the digital content is 
compressed and wherein the method includes decompress 
ing the digital content after decryption. 

6. The method of claim 1, wherein the one or more 
watermarking criteria represent that watermarking must be 
presented at the receiving computer while the encrypted 
digital content is decrypted, and 

wherein the method comprises playing, displaying or 
modifying the digital content on the reading computer 
only upon determining that the watermarking is pre 
sented at the receiving computer. 

7. The method of claim 6, comprising: 
determining that the watermarking is presented at the 

receiving computer by: 
determining that a watermarking driver is installed at 

the receiving computer, and 
determining that watermarking software configured to 

present watermarks via the watermarking driver is 
running at the receiving computer. 

8. The method of claim 1, wherein the encrypted digital 
content is decrypted and played, displayed or modified by an 
application that performs the steps of claim 1 when a user 
attempts to access the encrypted digital content via the 
application. 

9. The method of claim 1, wherein the recited steps of 
claim 1 are performed by a routine stored on the receiving 
computer. 

10. The method of claim 1, comprising continuously 
decrypting only a portion of the encrypted digital content 
that a user is attempting to view so long as the watermarking 
criteria is met. 

11. A computer-implemented method for controlling 
access to a digital file, comprising: 
on a receiving computer, accessing an encrypted file, the 

file including a security attribute and encrypted digital 
content provided by a sending computer, the security 
attribute comprising data identifying one or more 
watermarking criteria for watermark implementation 
on the receiving computer to be met for decryption of 
the encrypted digital content; 

accessing, on the receiving computer, the security attri 
bute to determine the one or more watermarking cri 
teria; 

determining whether the watermarking criteria is met on 
the receiving computer; 

determining whether each video card associated with the 
receiving computer has an associated watermarking 
driver; and 

decrypting, at the receiving computer, the encrypted digi 
tal content only when the watermarking criteria is met 
and only if each video card has an associated water 
marking driver, when the watermarking criteria 
requires watermarking features to be presented prior to 
decrypting the encrypted digital content. 

12. A computer-implemented method for controlling 
access to a digital file, comprising: 
on a receiving computer, accessing an encrypted file, the 

file including a security attribute and encrypted digital 
content provided by a sending computer, the security 
attribute comprising data identifying one or more 
watermarking criteria for watermark implementation 
on the receiving computer to be met for decryption of 
the encrypted digital content; 
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accessing, on the receiving computer, the Security attri 
bute to determine the one or more watermarking cri 
teria; 

determining whether the watermarking criteria is met on 
the receiving computer, and 

decrypting, at the receiving computer, the encrypted digi 
tal content only when the watermarking criteria is met; 

wherein the watermarking criteria comprises blacklisted 
applications, and wherein the method comprises: 
determining whether any of the blacklisted applications 

are running on the receiving computer, and 
decrypting the encrypted digital content only when 

none of the blacklisted applications are running on 
the receiving computer. 

13. A computer-implemented method for controlling 
access to a digital file, comprising: 

on a receiving computer, accessing an encrypted file, the 
file including a security attribute and encrypted digital 
content provided by a sending computer, the security 
attribute comprising data identifying one or more 
watermarking criteria for watermark implementation 
on the receiving computer to be met for decryption of 
the encrypted digital content; 

accessing, on the receiving computer, the Security attri 
bute to determine the one or more watermarking cri 
teria; 

determining whether the watermarking criteria is met on 
the receiving computer, and 

decrypting, at the receiving computer, the encrypted digi 
tal content only when the watermarking criteria is met; 

wherein decrypting the encrypted content comprises 
decrypting the entire encrypted digital content and 
providing a pop-up window configured to block view 
ing of the decrypted content when the watermarking 
criteria is no longer met. 

14. A method for controlling access to a digital file, 
comprising: 

associating digital content with a security attribute, the 
security attribute including watermarking criteria for 
watermark implementation on a receiving computer to 
be met for decryption of the encrypted digital content, 
a pointer to the watermarking criteria, or both; 

encrypting the security attribute and the digital content to 
create an encrypted digital file; 

transmitting the encrypted digital file to the receiving 
computer; 

wherein the security attribute is susceptible to decryption, 
via the receiving computer, separate from the digital 
content; and 

wherein the digital content is susceptible to valid decryp 
tion, at the receiving computer, only upon the water 
marking criteria being met at the receiving computer. 

15. The method of claim 14, wherein the security attribute 
includes the pointer, and wherein the method comprises: 

obtaining the watermarking criteria based upon the 
pointer, 

determining whether the watermarking criteria is met, and 
decrypting the encrypted digital content only when the 

watermarking criteria is met. 
16. The method of claim 14, wherein the security attribute 

comprises a user-specific security attribute, a group-specific 
security attribute, or both. 

17. A method for controlling access to a digital file, 
comprises: 

receiving an indication of one or more attributes for a 
watermark to be presented with digital content; 
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associating the digital content with a security attribute, the 

security attribute including watermarking criteria for 
watermark implementation on a receiving computer to 
be met for decryption of the encrypted digital content, 
a pointer to the watermarking criteria, or both, wherein 
the watermarking criteria comprises the one or more 
attributes for the watermark, such that the one or more 
attributes for the watermark may be used by the receiv 
ing computer to provide the watermark with one or 
more attributes; 

encrypting the security attribute and the digital content to 
create an encrypted digital file, such that the digital 
content may only be decrypted when the receiving 
computer implements a watermark according to the 
watermarking criteria; 

periodically re-determining whether the watermarking 
criteria is met; and 

re-encrypting any decrypted content when the watermark 
ing criteria is not met. 

18. The method of claim 17, wherein the one or more 
attributes comprise: a location for the watermark, a font style 
for the watermark, a size of font for the watermark, a color 
of font for the watermark, an opacity of the watermark, data 
to be displayed by the watermark, or any combination 
thereof. 

19. The method of claim 18, wherein the one or more 
attributes comprise: 

a user-specific attribute configured to be used only when 
a particular user accesses the encrypted digital file, 

a group-specific attribute configured to be used only when 
a member of a particular group of users accesses the 
encrypted digital file, or 

both. 
20. A system for controlling access to a digital file, 

comprising: 
an encrypted file including a security attribute and 

encrypted digital content, the security attribute includ 
ing watermarking criteria for watermark implementa 
tion on a receiving computer to be met for decrypting 
the encrypted digital content at a receiving computer, 

the receiving computer, configured to receive the 
encrypted file, comprising a watermark Verification 
routine configured to: 
determine whether the watermarking criteria is met at 

the receiving computer, 
decrypt the encrypted content only if the watermarking 

criteria is met; 
periodically re-determining whether the watermarking 

criteria is met; and 
re-encrypting any decrypted content when the watermark 

ing criteria is not met. 
21. The system of claim 20, wherein the watermark 

verification routine is configured to periodically determine 
whether the watermarking criteria is met, and re-encrypt any 
decrypted content when the watermarking criteria is no 
longer met. 

22. The system of claim 20, wherein the watermarking 
criteria comprises criteria that an invisible watermark, a 
visible watermark, or both be presented with any decrypted 
COntent. 

23. The system of claim 20, wherein the watermark 
verification routine comprises override functionality config 
ured to disable the watermarking criteria. 

24. The system of claim 23, wherein the override func 
tionality is available only upon providing proper override 
credentials. 
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25. The system of claim 23, wherein the over functionality 
comprises a graphical user interface configured to provide 
Selections of one or more particular watermarking criteria to 
override. 

26. The system of claim 25, wherein the selections 
comprise: visible watermarks, invisible watermarks, a start 
date for overriding, a start time for overriding, a duration of 
overriding, or any combination thereof. 

27. The system of claim 20, wherein the watermarking 
criteria comprises formatting criteria for a watermark that is 
to be presented with any decrypted content. 

28. The system of claim 27, wherein the formatting 
criteria comprises a location for the watermark, a font style 
for the watermark, a size of font for the watermark, a color 
of font for the watermark, an opacity of the watermark, data 
to be displayed by the watermark, or any combination 
thereof. 

29. The system of claim 28, wherein the formatting 
criteria comprises a data pattern for dynamic data that is to 
be presented by the watermark. 

30. The system of claim 29, wherein the dynamic data 
comprises a first unique identifier representative of a com 
puter where the digital content is decrypted, a second unique 
identifier representative of a watermarking service that pro 
vided the first unique identifier, a date of decryption, a time 
of decryption, or any combination thereof. 

31. The system of claim 30, wherein the data pattern 
comprises a text string comprising the first unique identifier, 
the second unique identifier, and the date of decryption, time 
of decryption, or both. 

32. A system for controlling access to a digital file, 
comprising: 

an encrypted file including a security attribute and 
encrypted digital content, the security attribute includ 
ing watermarking criteria for watermark implementa 
tion on a receiving computer to be met for decrypting 
the encrypted digital content at a receiving computer; 

the receiving computer, configured to receive the 
encrypted file, comprising a watermark verification 
routine configured to: 
determine whether the watermarking criteria is met at 

the receiving computer, and 
decrypt the encrypted content only if the watermarking 

criteria is met; 
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wherein the watermarking criteria comprises criteria that 

a condensed watermark be presented with any 
decrypted content. 

33. A system for controlling access to a digital file, 
comprising: 

an encrypted file including a security attribute and 
encrypted digital content, the security attribute includ 
ing watermarking criteria for watermark implementa 
tion on a receiving computer to be met for decrypting 
the encrypted digital content at a receiving computer; 

the receiving computer, configured to receive the 
encrypted file, comprising a watermark verification 
routine configured to: 
determine whether the watermarking criteria is met at 

the receiving computer, and 
decrypt the encrypted content only if the watermarking 

criteria is met; 
wherein the override functionality is available only upon 

providing proper override credentials; and 
wherein the override credentials are defined in the secu 

rity attribute of the encrypted file. 
34. A tangible, non-transitory, machine-readable medium, 

comprising machine-readable instructions to: 
receive an encrypted file including a security attribute and 

encrypted digital content, the security attribute includ 
ing watermarking criteria for watermark implementa 
tion on a receiving computer to be met for decrypting 
the encrypted digital content at a receiving computer; 

detect presentation of one or more watermarks at the 
receiving computer, the one or more watermarks com 
prises an overlay prior to decrypting the piece of 
content; 

extract one or more pieces of information from the 
watermark; 

continually determine if the one or more pieces of infor 
mation satisfy the watermarking criteria; 

decrypt the piece of content only when the one or more 
pieces of information satisfy the watermarking criteria: 

periodically re-determine whether the watermarking cri 
teria is met; and 

re-encrypt any decrypted content when the watermarking 
criteria is not met. 


