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(57) ABSTRACT 

An electronic control unit mounted in an object includes: a 
rewritable memory of control and reprogramming software; 
a not-always-on power Supply system micro-computer oper 
ating in control and reprogramming modes and connected/ 
disconnected with a power source; and an always-on power 
Supply system micro-computer operating in the control and 
reprogramming modes and constantly connected with the 
power source. Each micro-computer includes: a first mode 
determination device determining whether to operate in an 
on-board mode when the power source starts to Supply the 
electric power; and a second mode determination device 
determining whether to operate in the reprogramming mode. 
The always-on power Supply system micro-computer 
includes a first transition device that detects a change in a 
power Supply state of the not-always-on power Supply 
system micro-computer. The first transition device Switches 
a processing to a determination executed by the first mode 
determination device when the power Supply state has 
changed. 

3 Claims, 10 Drawing Sheets 
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1. 

ELECTRONIC CONTROL UNIT 

CROSS REFERENCE TO RELATED 
APPLICATION 

This application is based on Japanese Patent Application 
No. 2013-242106 filed on Nov. 22, 2013, the disclosure of 
which is incorporated herein by reference. 

TECHNICAL FIELD 

The present disclosure relates to an electronic control unit 
including an always-on power Supply system microcom 
puter and a not-always-on power Supply system microcom 
puter. 

BACKGROUND 

As described in Patent Document 1, for example, elec 
tronic control units including first and second microcom 
puters (hereafter, referred to as micros) have been conven 
tionally proposed. Each micro-computer incorporates a 
nonvolatile memory in which data can be rewritten and a 
communication circuit connected to a communication line. 
When each micro-computer receives data to be written 
addressed to itself through the communication circuit, it 
writes the data to be written to its nonvolatile memory to 
update the data stored in the nonvolatile memory. 

In Such an electronic control unit as mentioned above, the 
following may take place: when at least one of the multiple 
micro-computers updates the data stored in its nonvolatile 
memory, transition is caused from control mode in which all 
the micro-computers carry out control processing to rewrite 
mode in which data rewrite processing is carried out. That is, 
the electronic control unit may synchronize the multiple 
micro-computers with respect to operating mode. This is 
intended to Suppress malfunction of the electronic control 
unit due to collapse of the monitoring system between the 
micro-computers. 
Some electronic control units operate on different power 

Supply systems. For example, Some electronic control units 
operate on both the following power Supply systems: a 
not-always-on power Supply system in which a power 
Source is turned on and off (in other words, power is Supplied 
and power Supply is stopped) by a user's manipulation; and 
an always-on power Supply system in which power is 
constantly supplied. In such an electronic control unit, the 
following micro-computers may be provided: a micro-com 
puter that operates on the not-always-on power Supply 
system and a micro-computer that operates on the always-on 
power Supply system. 
When an electronic control unit is operating in rewrite 

mode, power Supply to a micro-computer can be stopped. In 
this case, the following can take place in the electronic 
control unit that operates different power Supply systems 
when power Supply to the micro-computer is resumed and 
rewriting is carried out again: the timing of staring operation 
can differ between the micro-computer that operates on the 
not-always-on power Supply system and the micro-computer 
that operates on the always-on power Supply system. For this 
reason, the electronic control unit cannot synchronize the 
micro-computers with respect to operating mode and can 
malfunction. 

Patent Document 1 Japanese Unexamined Patent Appli 
cation Publication No. 2006-268.107 (corresponding to US 
2006/0227606A1) 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

2 
SUMMARY 

It is an object of the present disclosure to provide an 
electronic control unit, in which malfunction can be Sup 
pressed. 

According to an aspect of the present disclosure, an 
electronic control unit mounted in an object includes: a 
rewritable memory that stores control software and repro 
gramming Software; a not-always-on power Supply system 
micro-computer that operates in a control mode as an 
operating mode based on the control Software and in a 
reprogramming mode as an operating mode based on the 
reprogramming Software, wherein the reprogramming mode 
provides to rewrite the control software stored in the 
memory, and the not-always-on power Supply system micro 
computer is connected with a power source to be supplied an 
electric power from the power source according to a user 
operation, and is disconnected from the power source to stop 
Supplying the electric power according to the user operation; 
and an always-on power Supply system micro-computer that 
operates in the control mode and in the reprogramming 
mode, wherein the always-on power Supply system micro 
computer is constantly connected with the power source to 
be supplied the electric power from the power source 
without the user operation. Each of the not-always-on power 
Supply system micro-computer and the always-on power 
Supply system micro-computer includes: a first mode deter 
mination device that determines whether to operate in an 
on-board mode when the power source starts to Supply the 
electric power, the on-board mode being an operating mode 
not carried out under a condition that the electronic control 
unit is mounted in the object, and being different from the 
control mode and the reprogramming mode, which are 
carried out under a condition that the electric control unit is 
mounted in the object; and a second mode determination 
device that determines whether to operate in the reprogram 
ming mode according to a determination whether the control 
software is normally written in the memory when the first 
mode determination device determines not to operate in the 
on-board mode. When it is determined that the control 
Software is not normally written in the memory, the second 
mode determination device determines to operate in the 
reprogramming mode, and instructs another micro-computer 
to operate in the reprogramming mode. The first mode 
determination device determines not to operate in the on 
board mode when the first mode determination device is not 
instructed to operate in the reprogramming mode. The first 
mode determination device determines to operate in the 
on-board mode when the first mode determination device is 
instructed to operate in the reprogramming mode. The 
always-on power Supply system micro-computer includes a 
first transition device that detects a change in a power Supply 
state of the not-always-on power Supply system micro 
computer when the operation is carried out in the repro 
gramming mode and the control software is being rewritten. 
The first transition device Switches a processing to a deter 
mination executed by the first mode determination device 
when the first transition device detects that the power supply 
state has changed. 
As mentioned above, the present disclosure is provided 

with the not-always-on power Supply system micro and the 
always-on power Supply system micro. The always-on 
power Supply system micro detects any change in the State 
of power Supply to the not-always-on power Supply system 
micro when control software is being rewritten. When the 
always-on power Supply system micro detects any change in 
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the state of power Supply, it causes the processing to 
transition to determination by the first mode determination 
device. 

For this reason, according the present disclosure, the 
following takes place when the State of power Supply to the 
not-always-on power Supply system micro changes from 
stopped State to supplied State while the always-on power 
Supply system micro is carrying out rewrite processing: both 
the always-on power Supply system micro and the not 
always-on power Supply system micro carry out determina 
tion by the first mode determination device. That is, accord 
ing to the present disclosure, it is possible to synchronize the 
always-on power Supply system micro and the not-always 
on power Supply system micro with respect to the timing of 
execution of determination by the first mode determination 
device. 

Therefore, according to the present disclosure, the 
always-on power Supply system micro does not instruct the 
not-always-on power Supply system micro to operate in 
reprogramming mode even on the following occasion: when 
the state of power Supply to the not-always-on power Supply 
system micro changes from stopped state to Supplied State 
while the always-on power Supply system micro is carrying 
out rewrite processing. For this reason, according to the 
present disclosure, it is possible to Suppress the not-always 
on power Supply system micro from operating in on-board 
mode while the always-on power Supply system micro is 
carrying out rewrite processing. Consequently, according to 
the present disclosure, malfunction can be Suppressed. 

The always-on power Supply system micro of the present 
disclosure carries out determination by the first mode deter 
mination device also on the following occasion: when the 
state of power Supply to the not-always-on power Supply 
system micro changes from Supplied State to stopped state 
while the always-on power Supply system micro is rewriting 
control software. At this time, the not-always-on power 
Supply system micro of the present disclosure does not 
operate because power Supply thereto has been stopped. 
Therefore, according to the present disclosure, it is possible 
to Suppress the not-always-on power Supply system micro 
from operating in on-board mode while the always-on power 
Supply system micro is carrying out rewrite processing. 
Consequently, according to the present disclosure, malfunc 
tion can be Suppressed. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The above and other objects, features and advantages of 
the present disclosure will become more apparent from the 
following detailed description made with reference to the 
accompanying drawings. In the drawings: 

FIG. 1 is a block diagram illustrating the schematic 
configuration of ECU in an embodiment; 

FIG. 2 is a flowchart showing the processing operation of 
each micro-computer in an embodiment; 

FIG. 3 is a flowchart showing the processing operation of 
an always-on power Supply system micro-computer in on 
vehicle reprogramming mode in an embodiment; 

FIG. 4 is a flowchart showing the processing operation of 
an always-on power Supply system micro-computer in con 
trol mode in an embodiment; 

FIG. 5 is a timing diagram indicating the processing 
operation of ECU in an embodiment, taking place when an 
instantaneous interruption of power to an always-on micro 
computer occurs while the always-on micro-computer is 
rewriting a flash ROM; 
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4 
FIG. 6 is a timing diagram indicating the processing 

operation of ECU in an embodiment, taking place when an 
instantaneous interruption of power to a not-always-on 
micro-computer while the not-always-on micro-computer is 
rewriting a flash ROM; 

FIG. 7 is a timing diagram indicating the processing 
operation of ECU in an embodiment, taking place when an 
instantaneous interruption of power to an always-on micro 
computer while a not-always-on micro-computer is rewrit 
ing a flash ROM; 

FIG. 8 is a table indicating the combinations of instanta 
neous interruptions of power Supply and the States of a flash 
ROM after the instantaneous interruptions in ECU: 

FIG. 9 is a timing diagram indicating the processing 
operation of ECU in a comparative example, taking place 
when an instantaneous interruption of power to an always 
on micro-computer occurs while the always-on micro-com 
puter is rewriting a flash ROM; 

FIG. 10 is a timing diagram indicating the processing 
operation of ECU in a comparative example, taking place 
when an instantaneous interruption of power to a not 
always-on micro-computer occurs while the not-always-on 
micro-computer is rewriting a flash ROM; and 

FIG. 11 is a timing diagram indicating the processing 
operation of ECU in a comparative example, taking place 
when an instantaneous interruption of power to an always 
on micro-computer occurs while a not-always-on micro 
computer is rewriting a flash ROM. 

DETAILED DESCRIPTION 

First Embodiment 

Hereafter, a description will be given to multiple embodi 
ments for carrying out the invention with reference to the 
drawings. In the description of these embodiments, an 
example in which an electronic control unit of the present 
invention is applied to ECU 100 is taken. The ECU 100 is 
mounted in an object in which it is to be mounted. An 
example of the object in which it is to be mounted is a 
vehicle. In these embodiments, the ECU 100 is mounted in 
a vehicle. ECU is the abbreviation of Electronic Control 
Unit. 

First, a description will be given to the configuration of 
the ECU 100 with reference to FIG.1. The ECU 100 mainly 
includes an always-on power Supply system micro-computer 
10, a not-always-on power Supply system micro-computer 
20, an operating mode monitoring IC 30, a determination 
unit 40, and the like. The ECU 100 is connected with a 
rewriter 200. Hereafter, the always-on power supply system 
micro-computer may be referred to as always-on micro 
computer and the not-always-on power Supply system 
micro-computer may be referred to as not-always-on micro 
computer. When the always-on micro-computer 10 and the 
not-always-on micro-computer 20 need not be discriminated 
from each other, they are also simply referred to as micro. 
The rewriter 200 is connected with the always-on power 

Supply system micro-computer 10 and not-always-on power 
Supply system micro-computer 20 described later through a 
communication line. The rewriter 200 is an apparatus for 
rewiring control software stored in flash ROMs 11, 21 used 
in the always-on micro-computer 10 and the not-always-on 
micro-computer 20. For example, the rewriter 200 transmits 
new control software and a program for updating control 
software to the always-on micro-computer 10 and the not 
always-on micro-computer 20. 
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The always-on micro-computer 10 includes an operation 
part, a storage part, and an input/output part, and the like. 
The always-on micro-computer 10 is connected with an 
always-on power source 110 and is always Supplied with 
power. The always-on power source 110 includes, for 
example, the battery mounted in the vehicle and a power 
Supply path connecting the battery and the always-on micro 
computer 10 without intervention of the ignition switch. 
Therefore, the foregoing can be translated into that the 
always-on micro-computer 10 is constantly connected with 
the battery regardless of a users manipulation and Supplied 
with power from the battery. However, the always-on micro 
computer 10 can have power Supply thereto stopped instan 
taneously (in other words, only for a short time) because of 
any trouble in the always-on power source 110 or the like. 
That is, the always-on micro-computer 10 can have power 
Supply thereto stopped due to a so-called instantaneous 
interruption. The battery is equivalent to power source. Start 
of power Supply to a micro-computer that has had power 
Supply thereto stopped can be translated into start-up of the 
micro-computer or start of the operation of the micro 
computer. 
The always-on micro-computer 10 includes a flash ROM 

11, a flash ROM management part 12, an operating mode 
selection part 13, an operating mode reception part 14, an 
operating mode transmission part 15, a not-always-on power 
Supply monitoring part 16, and the like. 
The flash ROM 11 is included in the storage part of the 

always-on micro-computer 10. Though not shown in the 
drawing, the always-on micro-computer 10 may also include 
RAM or the like as well as the flash ROM 11 as a storage 
part. ROM is the abbreviation of Read Only Memory. RAM 
is the abbreviation of Random Access Memory. 
The flash ROM 11 is equivalent to memory. The flash 

ROM 11 is a semiconductor memory which is rewritable and 
from which the contents thereof are not erased even when 
power supply thereto is stopped. In the flash ROM 11, 
control software and reprogramming software are stored. 
The flash ROM 11 may also be referred to as flash memory. 
The always-on micro-computer 10 operates based on the 

control Software and reprogramming software stored in the 
flash ROM 11. That is, the always-on micro-computer 10 
operates in the following modes: control mode, an operating 
mode based on the control software; and reprogramming 
mode, an operating mode based on the reprogramming 
software, which is used to rewrite the control software stored 
in the flash ROM 11. In other words, the always-on micro 
computer 10 operates in control mode and reprogramming 
mode by its own operation part carrying out arithmetic 
processing in accordance with the control Software and 
reprogramming software stored in the flash ROM 11. 
The control mode is an operating mode for carrying out 

control for vehicle operation. The reprogramming mode is 
for rewriting control software and it may also be referred to 
as rewrite mode or reprogramming mode. In more detail, the 
reprogramming mode is for reprogramming the ECU 100 
mounted in the vehicle. When the always-on micro-com 
puter 10 operates in reprogramming mode, it transmits a 
rewrite request from the operating mode transmission part 
15. When either of the always-on micro-computer 10 and the 
not-always-on micro-computer 20 is carrying out rewrite 
processing, the other micro-computer (in other words, the 
micro-computer that is not carrying out rewrite processing) 
is brought into a stand-by state. 
The always-on micro-computer 10 can operate in on 

board mode as well as control mode and reprogramming 
mode. The on-board mode is an operating mode in which the 
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6 
ECU 100 operates as is removed from the vehicle, that is, the 
ECU 100 singly operates. In other words, on-board mode is 
for rewriting the flash ROM 11 in the separated ECU 100 
with the rewriter 200 connected. Therefore, the ECU 100 
does not operate in on-board mode as is mounted in a 
vehicle. As mentioned above, on-board mode is an operating 
mode that is not established with the ECU 100 mounted in 
the vehicle. 
The on-board mode is for rewriting the flash ROM11 like 

reprogramming mode. However, while reprogramming 
mode is established with the ECU 100 mounted in the 
vehicle, on-board mode is established with the ECU 100 
removed from the vehicle. Therefore, reprogramming mode 
may also be referred to as on-vehicle reprogramming mode 
and on-board mode be referred to as on-board reprogram 
ming mode. That is, when reprogramming mode is simply 
referred to in the description of these embodiments, it 
denotes on-vehicle reprogramming mode. 
The flash ROM management part 12, operating mode 

selection part 13, and not-always-on power Supply monitor 
ing part 16 are included in the operation part of the always 
on micro-computer 10. The operating mode reception part 
14 and the operating mode transmission part 15 are included 
in the input/output part of the always-on micro-computer 10. 
In other words, the always-on micro-computer 10 includes 
the following as functional blocks that can be carried out by 
itself: the flash ROM management part 12, operating mode 
selection part 13, operating mode reception part 14, oper 
ating mode transmission part 15, and not-always-on power 
Supply monitoring part 16. 
The flash ROM management part 12 determines whether 

or not control software is being normally written to the flash 
ROM 11. For example, when an instantaneous interruption 
of power to the always-on micro-computer 10 while it is 
operating in reprogramming mode, it interrupts writing to 
the flash ROM 11. In this case, control software is not 
normally written to the flash ROM 11. That is, the state in 
which control software is not normally written to the flash 
ROM 11 can be translated into flash ROM anomaly. There 
fore, the flash ROM management part 12 detects any flash 
ROM anomaly in the flash ROM 11. 
The operating mode selection part 13 determines whether 

or not a rewrite request is present or the like and selects an 
operating mode based on the result of this determination and 
the like. In more detail, the operating mode selection part 13 
selects any of control mode, reprogramming mode, and 
on-board mode as an operating mode according to the 
following: a rewrite request from the operating mode recep 
tion part 14 and the result of detection of a flash ROM 
anomaly at the flash ROM management part 12. 
The operating mode reception part 14 receives a rewrite 

request from the not-always-on micro-computer 20. The 
operating mode reception part 14 receives a rewrite request 
received through the determination unit 40, which will be 
described later. The operating mode transmission part 15 
transmits a rewrite request to the not-always-on micro 
computer 20. The operating mode transmission part 15 
transmits a rewrite request through the determination unit 
40, which will be described later. 
The not-always-on power Supply monitoring part 16 

detects any change in the state of power Supply to the 
not-always-on micro-computer 20. That is, the not-always 
on power Supply monitoring part 16 determines the follow 
ing: whether or not the state of power Supply to the not 
always-on micro-computer 20 has changed from Supplied 
state to stopped state and whether or not the state of power 
Supply to the not-always-on micro-computer 20 has changed 
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from stopped state to Supplied State. This can be translated 
into that the not-always-on power Supply monitoring part 16 
determines the following: whether or not power supply to 
the not-always-on micro-computer 20 has been stopped and 
whether or not power Supply to the not-always-on micro 
computer 20 that had been stopped has been started. The 
not-always-on micro-computer 20 is switched between 
power being Supplied thereto and power Supply thereto 
being stopped by turning on or off the ignition Switch. 
Therefore, the foregoing can also be translated into that the 
not-always-on power Supply monitoring part 16 determines 
whether or not the ignition switch has transitioned from on 
to off or off to on. 

Like the always-on micro-computer 10, the not-always-on 
micro-computer 20 includes an operation part, a storage 
part, an input/output part, and the like. The not-always-on 
micro-computer 20 is connected with a not-always-on power 
source 120; and it is connected with a battery and has power 
Supplied thereto by a user's manipulation and is discon 
nected from the battery and has power supply thereto 
stopped by a users manipulation. The not-always-on power 
source 120 includes, for example, the battery mounted in the 
vehicle and a power Supply path connecting the battery and 
the not-always-on micro-computer 20 through the ignition 
switch. Therefore, the not-always-on micro-computer 20 is 
connected with the battery and has power supplied thereto 
by a user turning the ignition Switch on; and it is discon 
nected from the battery and has power supply thereto 
stopped by a user turning the ignition Switch off. However, 
the not-always-on micro-computer 20 can has power Supply 
thereto stopped by an instantaneous interruption due to 
trouble in the not-always-on power source 120 or the like 
regardless of the state of the ignition Switch. 
The not-always-on micro-computer 20 includes a flash 

ROM 21, a flash ROM management part 22, an operating 
mode selection part 23, an operating mode reception part 24, 
an operating mode transmission part 25, and the like. 
The flash ROM 21 is equivalent to memory. Since the 

flash ROM 21 is identical with the flash ROM 11, a detailed 
description thereof will be omitted. The not-always-on 
micro-computer 20 may include RAM or the like as a 
storage part as well as the flash ROM 21. 

Like the always-on micro-computer 10, the not-always-on 
micro-computer 20 operates based on the control software 
and reprogramming software stored in the flash ROM 21. 
That is, the not-always-on micro-computer 20 operates in 
the following modes: control mode, an operating mode 
based on the control software; and reprogramming mode, an 
operating mode based on the reprogramming software, 
which is used to rewrite the control software stored in the 
flash ROM 21. The not-always-on micro-computer 20 can 
operate in on-board mode as well as control mode and 
reprogramming mode. 
The flash ROM management part 22 and the operating 

mode selection part 23 are included in the operation part of 
the not-always-on micro-computer 20. The operating mode 
reception part 24 and the operating mode transmission part 
25 are included in the input/output part of the not-always-on 
micro-computer 20. In other words, the not-always-on 
micro-computer 20 includes the following as functional 
blocks that can be carried out by itself: the flash ROM 
management part 22, operating mode selection part 23, 
operating mode reception part 24, and operating mode 
transmission part 25. The flash ROM management part 22, 
operating mode selection part 23, operating mode reception 
part 24, and operating mode transmission part 25 are respec 
tively identical with the following: the flash ROM manage 
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8 
ment part 12, operating mode selection part 13, operating 
mode reception part 14, and operating mode transmission 
part 15. Therefore, a detailed description of the flash ROM 
management part 22, operating mode selection part 23, 
operating mode reception part 24, and operating mode 
transmission part 25 will be omitted. 
The flash ROM management part 22 determines whether 

or not control software is being normally written to the flash 
ROM 21. For example, when an instantaneous interruption 
of power to the not-always-on micro-computer 20 while it is 
operating in reprogramming mode, it interrupts writing to 
the flash ROM 21. In this case, control software is not 
normally written to the flash ROM 21. That is, the state in 
which control software is not normally written to the flash 
ROM 21 can be translated into ROM anomaly. Therefore, 
the flash ROM management part 22 detects any flash ROM 
anomaly in the flash ROM 21. 
The operating mode selection part 23 determines whether 

or not a rewrite request is present or the like and selects an 
operating mode based on the result of this determination and 
the like. In more detail, the operating mode selection part 23 
selects any of control mode, reprogramming mode, and 
on-board mode as an operating mode according to the 
following: a rewrite request from the operating mode recep 
tion part 24 and the result of detection of a ROM anomaly 
at the flash ROM management part 22. 
The operating mode reception part 24 receives a rewrite 

request from the always-on micro-computer 10. The oper 
ating mode reception part 24 receives a rewrite request 
received through the determination unit 40, which will be 
described later. The operating mode transmission part 25 
transmits a rewrite request to the always-on micro-computer 
10. The operating mode transmission part 25 transmits a 
rewrite request through the determination unit 40, which 
will be described later. 
The operating mode monitoring IC 30 monitors the oper 

ating mode of each of the always-on micro-computer 10 and 
the not-always-on micro-computer 20. In other words, the 
operating mode monitoring IC 30 detects the following 
according to the operating mode of the always-on micro 
computer 10 and the operating mode of the not-always-on 
micro-computer 20: whether or not the operating mode that 
won't be established on the vehicle, that is, on-board mode 
has been established. When the operating mode monitoring 
IC 30 detects that on-board mode has been established, it 
issues a reset to the always-on micro-computer 10 and the 
not-always-on micro-computer 20. When the operating 
mode monitoring IC 30 detects that on-board mode has been 
established with the ECU 100 mounted in the vehicle, it 
issues a reset to the always-on micro-computer 10 and the 
not-always-on micro-computer 20. When either of the 
always-on micro-computer 10 and the not-always-on micro 
computer 20 is operating in on-board mode, the operating 
mode monitoring IC 30 issues a reset to the micro-computer 
that is operating in on-board mode. 

In on-board reprogramming mode, the always-on micro 
computer 10 and the not-always-on micro-computer 20 
operate, for example, as firmware specific to micro-com 
puter manufacturers. For this reason, the always-on micro 
computer 10 or the not-always-on micro-computer 20 does 
not output a WDC signal or the like indicating that control 
s normal. Consequently, the ECU 100 detects any anomaly 
in the operation of the always-on micro-computer 10 and the 
not-always-on micro-computer 20 by the operating mode 
monitoring IC 30 having a hardware-like monitoring func 
tion. WDC is the abbreviation of Watch Dog Clear. 
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The always-on micro-computer 10 and the not-always-on 
micro-computer 20 could be made to monitor the state of 
each other's operation using a WDC signal or the like. 
However, if the always-on micro-computer 10 and the 
not-always-on micro-computer 20 cannot be synchronized 
with each other with respect to operating mode, that is, when 
one is in control mode and the other is in reprogramming 
mode, the monitoring system between them would collapse. 
For this reason, when the always-on micro-computer 10 and 
the not-always-on micro-computer 20 cannot be synchro 
nized with each other with respect to operating mode, a reset 
is periodically issued due to stop of output of the WDC 
signal. As a result, the micro-computer operating in control 
mode determines that the state of the micro-computer oper 
ating in reprogramming mode is anomalous. 
A determination unit 50 determines whether or not each of 

the always-on micro-computer 10 and the not-always-on 
micro-computer 20 is in reprogramming mode as control 
mode. The determination unit 50 makes determination based 
on a rewrite request to the always-on micro-computer 10 
transmitted from the operating mode transmission part 25 
and a rewrite request to the not-always-on micro-computer 
20 transmitted from the operating mode transmission part 
15. When either of the always-on micro-computer 10 and the 
not-always-on micro-computer 20 transmits a rewrite 
request, the determination unit 50 transmits a rewrite request 
to the always-on micro-computer 10 and the not-always-on 
micro-computer 20. When neither the always-on micro 
computer 10 nor the not-always-on micro-computer 20 
transmits a rewrite request, the determination unit 50 does 
not transmit a rewrite request to the always-on micro 
computer 10 or the not-always-on micro-computer 20. For 
example, the operating mode transmission parts 15, 25 bring 
a request signal indicating a rewrite request to HIGH level 
to transmit the rewrite request; and they bring the request 
signal to LOW level not to transmit a rewrite request. This 
makes it possible for the ECU 100 to more easily synchro 
nize the always-on micro-computer 10 and the not-always 
on micro-computer 20 with each other with respect to 
operating mode. 

However, in case of ECU including an always-on micro 
computer and a not-always-on micro-computer, the follow 
ing takes place when an instantaneous interruption or the 
like occurs in each micro-computer: Start of power Supply to 
these micro-computers can be brought out of sync. In other 
words, in case of ECU including an always-on micro 
computer and a not-always-on micro-computer, the timing 
of start of the operation of each micro-computer can differ 
if an instantaneous interruption or the like occurs in each 
micro-computer. 
A description will be given to the processing operation of 

the ECU 100 with reference to FIG. 2 to FIG. 7. First, the 
processing operation of the ECU 100 will be described using 
the flowcharts in FIG. 2 to FIG. 4. 
When power supply to each of the always-on micro 

computer 10 and the not-always-on micro-computer 20 is 
started, they carries out the processing shown in the flow 
chart in FIG. 2. However, the always-on micro-computer 10 
and the not-always-on micro-computer 20 are different from 
each other in the details of the processing at Step S40 and 
Step S50. The not-always-on micro-computer 20 carries out 
control for vehicle operation at Step S40 and rewrites 
control software at Step S50. Meanwhile, the always-on 
micro-computer 10 carries out the determination shown as 
Step S41, in addition to control for vehicle operation, at Step 
S40 and carries out the determination shown as Step S51, in 
addition to rewriting control software, at Step S50. When 
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10 
power Supply to each of the always-on micro-computer 10 
and the not-always-on micro-computer 20 is stopped, they 
terminates the series of processing shown in the flowchart in 
FIG 2. 
At Step S10, the micro-computer determines whether or 

not operation should be carried out in on-board reprogram 
ming mode (first mode determination device). Each of the 
operating mode selection parts 13, 23 determines whether or 
not operation should be carried out on board based on the 
presence/absence of a rewrite request external to the micro 
computer. A more detailed description will be given. When 
there is not an instruction to operate in reprogramming 
mode, each of the operating mode selection parts 13, 23 
determines that operation should not be carried out in 
on-board mode. When there is an instruction to operate in 
reprogramming mode, they determine that operation should 
be carried out in on-board mode. When it is determined that 
operation should not be carried out in on-board mode, each 
of the operating mode selection parts 13, 23 proceeds to Step 
S20. When it is determined that operation should be carried 
out in on-board mode, each of the operating mode selection 
parts 13, 23 proceeds to Step S60. 
At Step S20, it is determined whether or not there is a 

flash ROM anomaly (second mode determination device). 
When at Step S10 it is determined that operation should not 
be carried out in on-board mode, each of the always-on 
micro-computer 10 and the not-always-on micro-computer 
20 determines whether or not there is a flash ROM anomaly. 
At this time, the flash ROM management part 12 deter 

mines whether or not control Software is being normally 
written to the flash ROM 11. When the flash ROM man 
agement part 12 determines that control software is being 
normally written to the flash ROM 11, it considers that there 
is not a flash ROM anomaly. That is, when the flash ROM 
management part 12 determines that control Software is 
being normally written to the flash ROM 11, it considers that 
the flash ROM 11 is normal. When the flash ROM manage 
ment part 12 determines that control Software is not being 
normally written to the flash ROM 11, it considers that there 
is a flash ROM anomaly. Similarly, the flash ROM manage 
ment part 22 determines whether or not there is a flash ROM 
anomaly according to whether or not control Software is 
being normally written to the flash ROM 21. 
When each of the flash ROM management parts 12, 22 

determines that there is not a flash ROM anomaly, they 
proceed to Step S30. When each of the flash ROM man 
agement parts 12, 22 determines that there is a flash ROM 
anomaly, they consider that operation should be carried out 
in reprogramming mode and proceeds to Step S50. As 
mentioned above, each of the always-on micro-computer 10 
and the not-always-on micro-computer 20 determines 
whether or not operation should be carried out in repro 
gramming mode according to whether or not control soft 
ware is being normally written to each of the flash ROMs 11, 
21. 
When each of the always-on micro-computer 10 and the 

not-always-on micro-computer 20 considers that operation 
should be carried out in reprogramming mode, it instructs 
the micro-computer other than itself to operate in repro 
gramming mode. For example, when the flash ROM man 
agement part 12 considers that operation should be carried 
out in reprogramming mode, the operating mode transmis 
sion part 15 transmits a rewrite request to the not-always-on 
micro-computer 20; and it thereby instructs the same to 
operate in reprogramming mode. 
At Step S30, it is determined whether or not operation 

should be carried out in on-vehicle reprogramming mode 
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(third mode determination device). When at Step S20 it is 
determined that operation should not be carried out in 
reprogramming mode, each of the always-on micro-com 
puter 10 and the not-always-on micro-computer 20 deter 
mines whether or not operation should be carried out in 
control mode. At this time, each of the operating mode 
selection parts 13, 23 determines whether or not operation 
should be carried out in control mode based on the presence? 
absence of a Switching request from the determination unit 
40. When each of the operating mode selection parts 13, 23 
determines that operation should not be carried out in 
control mode, they proceed to Step S50. When they deter 
mine that operation should be carried out in control mode, 
they proceed to Step S40. It is desirable that each of the 
operating mode selection parts 13, 23 should carry out the 
determination at Step S30 after they wait for a certain period 
of time after the determination of NO at Step S20. This 
makes it possible to reliably receive the output of a rewrite 
request signal on the other side as indicated at time t14 in 
FIG. 6 and time t24 in FIG. 7. 

At Step S40, each of the always-on micro-computer 10 
and the not-always-on micro-computer 20 operates in con 
trol mode. At Step S50, each of the always-on micro 
computer 10 and the not-always-on micro-computer 20 
operates in reprogramming mode. At Step S60, each of the 
always-on micro-computer 10 and the not-always-on micro 
computer 20 operates in on-board mode. 
A description will be given to the processing operation of 

the always-on micro-computer 10 in reprogramming mode 
with reference to FIG. 3. While the always-on micro 
computer 10 is operating in reprogramming mode, it carries 
out determination of Step S51. 

At Step S51, it determines whether or not the state of the 
not-always-on power source has changed (first transition 
device). At this time, the not-always-on power Supply moni 
toring part 16 detects any change in the State of power 
Supply to the not-always-on micro-computer 20. In other 
words, the not-always-on power Supply monitoring part 16 
detects start-up and falling of the not-always-on micro 
computer 20. 
When the not-always-on power Supply monitoring part 16 

detects that the state of power Supply has changed, it causes 
the processing to transition (in other words, shift the pro 
cessing) to the determination at Step S10. That is, when the 
always-on micro-computer 10 detects that the state of power 
Supply to the not-always-on micro-computer 20 has changed 
while it is operating (carrying out rewrite processing) in 
reprogramming mode, it carries out the following process 
ing: it initializes it to the state immediately before power 
supply to itself is started. When the not-always-on power 
Supply monitoring part 16 does not detect any change in the 
state of power Supply, it repeatedly carries out the processing 
of Step S51. 
A description will be given to the processing operation of 

the always-on micro-computer 10 in control mode with 
reference to FIG. 4. While the always-on micro-computer 10 
is operating in control mode, it carries out determination of 
Step S41. 
At Step S41, it determines rise of the not-always-on 

power source (second transition device). At this time, the 
not-always-on power Supply monitoring part 16 detects 
whether or not the state of power supply to the not-always 
on micro-computer 20 has changed from stopped State to 
Supplied State. 
When the not-always-on power Supply monitoring part 16 

detects that the state of power Supply to the not-always-on 
micro-computer 20 has changed from stopped state to Sup 
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12 
plied State, it causes the processing to transition to determi 
nation of Step S30. When the not-always-on power supply 
monitoring part 16 does not detect that the state of power 
Supply to the not-always-on micro-computer 20 has changed 
from stopped State to supplied State, it repeatedly carries out 
the processing of Step S41. 
A description will be given to the processing operation of 

the ECU 100 using the timing diagrams in FIG. 5 to FIG. 7. 
Here, the processing operation of the ECU 100 will be 
described through comparison with the processing operation 
of ECU in a comparative example using FIG. 9 to FIG. 11, 
which are timing diagrams indicating the processing opera 
tion of the ECU in the comparative example. 

Like the ECU 100, the ECU in the comparative example 
includes an always-on micro-computer and a not-always-on 
micro-computer and carries out the same processing as 
shown in the flowchart in FIG. 2. In the ECU in the 
comparative example, however, not only the not-always-on 
micro-computer but also the always-on micro-computer 
does not carry out determination of Step S41 or Step S51. 

In the ECU 100 and the ECU in the comparative example 
including an always-on micro-computer and a not-always 
on micro-computer, the combinations of instantaneous 
power interruptions and the states of the flash ROMs after 
the instantaneous interruptions shown in FIG. 8 can occur. 
The first combination is equivalent to a case where an 

instantaneous interruption of power to the always-on micro 
computer occurs while the not-always-on micro-computer is 
rewriting the flash ROM. In this case, the state of the flash 
ROM after the instantaneous interruption is not-always-on 
micro-computer Software anomaly. That is, control software 
for the not-always-on micro-computer is not normally writ 
ten to the flash ROM. 
The second combination is equivalent to a case where an 

instantaneous interruption of power to the not-always-on 
micro-computer occurs while the not-always-on micro-com 
puter is rewriting the flash ROM. In this case, the state of the 
flash ROM after the instantaneous interruption is not-al 
ways-on micro-computer Software anomaly. That is, control 
Software for the not-always-on micro-computer is not prop 
erly written to the flash ROM. 
The third combination is equivalent to a case where an 

instantaneous interruption of power to the always-on micro 
computer occurs while the always-on micro-computer is 
rewriting the flash ROM. In this case, the state of the flash 
ROM after the instantaneous interruption is always-on 
micro-computer Software anomaly. That is, control software 
for the always-on micro-computer is not normally written to 
the flash ROM. 
The fourth combination is equivalent to a case where an 

instantaneous interruption of power to the not-always-on 
micro-computer occurs while the always-on micro-com 
puter is rewriting the flash ROM. In this case, the state of the 
flash ROM of the instantaneous interruption is not always 
on micro-computer software anomaly or not-always-on 
micro-computer software anomaly. That is, the state in 
which control software for the always-on micro-computer or 
control Software for the not-always-on micro-computer is 
not normally written is not caused by an instantaneous 
interruption of power to the not-always-on micro-computer. 

There is apprehension that the ECU in the comparative 
example becomes anomalous in any of the four combina 
tions. A detailed description will be given to these four cases 
using the timing diagrams. 

First, a description will be given to the third combination. 
When an instantaneous interruption of power to the always 
on micro-computer occurs while the always-on micro-com 
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puter is rewriting the flash ROM, the ECU in the compara 
tive example operates as shown in the timing diagram in 
FIG. 9. 
When an instantaneous interruption of power to the 

always-on micro-computer occurs while the always-on 5 
micro-computer is carrying out rewrite processing as shown 
at time t31, the following takes place in the ECU in the 
comparative example: rewrite processing is interrupted in all 
the micro-computers. That is, the rewrite processing is 
interrupted in not only the always-on micro-computer but 10 
also the not-always-on micro-computer. 
When power Supply to the always-on micro-computer is 

thereafter restored as shown at time t32, the reset is removed 
from the always-on micro-computer and it starts (S) the 
processing in the flowchart in FIG. 2. At this time, the 15 
not-always-on micro-computer has had power Supply 
thereto stopped. Therefore, the always-on micro-computer 
proceeds to Step S20, following Step S10. 

At the determination of Step S20, the always-on micro 
computer detects an anomaly in the flash ROM as shown at 20 
time t33 and it proceeds to the reprogramming mode at Step 
S50 and resumes rewriting the flash ROM. Since the always 
on micro-computer operates in reprogramming mode, it 
transmits a rewrite request as shown at time t33. As a result, 
the rewrite request is transmitted to the not-always-on 25 
micro-computer. 
When power supply is thereafter started, the not-always 

on micro-computer starts (S) the processing in the flowchart 
in FIG. 2. At this time, the rewrite request has been already 
transmitted to the not-always-on micro-computer at time 30 
t33. For this reason, at Step S10 the not-always-on micro 
computer determines that operation should be carried out in 
on-board mode as shown at time t34. Consequently, the 
not-always-on micro-computer proceeds to on-board mode 
of Step S60. That is, the not-always-on micro-computer 35 
enters on-board mode though the ECU in the comparative 
example is operating in the vehicle. As a result, the operating 
mode monitoring IC detects that the operation is in on-board 
mode as shown at time t35 and issues a reset to the 
not-always-on micro-computer. 40 

Meanwhile, the ECU 100 operates as shown in the timing 
diagram in FIG. 5. When an instantaneous interruption of 
power to the always-on micro-computer occurs while the 
always-on micro-computer 10 is carrying out rewrite pro 
cessing as shown at time t1, the rewiring processing of every 45 
micro-computer is interrupted in the ECU 100. That is, 
rewrite processing is interrupted in not only the always-on 
micro-computer 10 but also the not-always-on micro-com 
puter 20. 
When power Supply to the always-on micro-computer is 50 

thereafter restored as shown at time t2, the reset is removed 
from the always-on micro-computer 10 and it starts (S) the 
processing in the flowchart in FIG. 2. At this time, the 
not-always-on micro-computer 20 has had power Supply 
thereto stopped. Therefore, the always-on micro-computer 55 
10 proceeds to Step S20, following Step S10. 

In the determination at Step S20, the always-on micro 
computer 10 detects an anomaly in the flash ROM and 
proceeds to reprogramming mode at Step S50 as shown at 
time t3 and resumes rewriting the flash ROM. Further, while 60 
the always-on micro-computer 10 is operating in reprogram 
ming mode, the not-always-on power Supply monitoring 
part 16 detects any change in the state of power Supply to the 
not-always-on micro-computer 20 (Step S51). 
When power supply is thereafter started, as shown at time 65 

t4, the not-always-on micro-computer 20 starts (S) the 
processing in the flowchart in FIG. 2. In the always-on 

14 
micro-computer 10, at this time, the not-always-on power 
Supply monitoring part 16 detects change in the state of 
power Supply to the not-always-on micro-computer 20, that 
is, start-up of the not-always-on micro-computer 20 at Step 
S51. Therefore, as the result of the state of power supply to 
the not-always-on micro-computer 20 changing while the 
always-on micro-computer 10 is operating in reprogram 
ming mode, it initializes it to the state immediately before 
power Supply to itself is started. That is, the always-on 
micro-computer 10 starts (S) the processing in the flowchart 
in FIG. 2. Then the always-on micro-computer 10 carries out 
the processing of Step S10 again. In other words, the 
always-on micro-computer 10 transitions from reprogram 
ming mode at Step S50 to Step S10 again. 
As a result, the always-on micro-computer 10 and the 

not-always-on micro-computer 20 carry out Step S10 in the 
flowchart in FIG. 2. As mentioned above, the ECU 100 can 
synchronize the always-on micro-computer 10 and the not 
always-on micro-computer 20 with each other with respect 
to operating mode. 

Since each of the always-on micro-computer 10 and the 
not-always-on micro-computer 20 is not instructed to oper 
ate in reprogramming mode, at Step S10 it determines that 
operation should not be carried out in on-board mode as 
shown at time tS. Consequently, each of the always-on 
micro-computer 10 and the not-always-on micro-computer 
20 proceeds to Step S20. 

Since the not-always-on micro-computer 20 does not 
detect any flash ROM anomaly at Step S20, it proceeds to 
the determination of Step S30. Meanwhile, the always-on 
micro-computer 10 detects an anomaly in the flash ROM in 
the determination at Step S20 and proceeds to reprogram 
ming mode of Step S50 and resumes rewriting the flash 
ROM 11. Thus the always-on micro-computer 10 can 
rewrite the flash ROM 11 again. Since the always-on micro 
computer 10 operates in reprogramming mode, it transmits 
a rewrite request as shown at time t0. That is, the not-always 
on micro-computer 20 has the rewrite request transmitted 
thereto as shown at time t0. 

Unlike the ECU in the comparative example, at this time, 
the not-always-on micro-computer 20 has completed the 
determination of Step S20; therefore, it does not enter 
on-board mode. Since the not-always-on micro-computer 20 
receives a Switching request from the determination unit 40 
in the determination at Step S30, it proceeds to reprogram 
ming mode of Step S50. In other words, since the not 
always-on micro-computer 20 detects a Switching request in 
the determination of Step S30, it shifts to reprogramming 
mode. As a result, the flash ROM 21 can be rewritten also 
in the not-always-on micro-computer 20. As mentioned 
above, the not-always-on micro-computer 20 has competed 
the determination of Step S10 before the always-on micro 
computer 10 issues a rewrite request and thus it can transi 
tion to on-vehicle mode in the determination of Step S30. 
A description will be given to the second and fourth 

combinations. When an instantaneous interruption of power 
to the not-always-on micro-computer occurs while either the 
always-on micro-computer or the not-always-on micro 
computer is rewriting its flash ROM, the ECU in the 
comparative example operates as shown in the timing dia 
gram in FIG. 10. 
When an instantaneous interruption of power to the 

not-always-on micro-computer occurs as shown at time ta1 
while the not-always-on micro-computer is carrying out 
write processing, the rewriting processing of the not-always 
on micro-computer is interrupted. Meanwhile, the always 
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on micro-computer continues reprogramming mode. That is, 
rewrite processing is interrupted only in the not-always-on 
micro-computer. 
When power Supply to the not-always-on micro-computer 

is thereafter restored as shown at time ta2, the reset is 
removed from the not-always-on micro-computer and it 
starts (S) the processing in the flowchart in FIG. 2. At this 
time, the always-on micro-computer is operating in repro 
gramming mode and thus it transmits a rewrite request. As 
a result, the rewrite request is transmitted to the not-always 
on micro-computer. 

For this reason, as shown at time ta3, the not-always-on 
micro-computer determines that operation should be carried 
out in on-board mode at Step S10. Consequently, the not 
always-on micro-computer proceeds to on-board mode of 
Step S60. That is, though the ECU in the comparative 
example is operating in the vehicle, the not-always-on 
micro-computer enters on-board mode. As a result, the 
operating mode monitoring IC detects that operation is being 
carried out in on-board mode as shown at time ta4 and it 
issues a reset to the not-always-on micro-computer. 

Also when an instantaneous interruption of power to the 
not-always-on micro-computer occurs at time ta1 while the 
always-on micro-computer is carrying out rewrite process 
ing, the following similarly takes place: the always-on 
micro-computer continues rewrite processing but the not 
always-on micro-computer is brought into an instantaneous 
interruption state. When power Supply to the not-always-on 
micro-computer is thereafter restored at time ta2, the reset is 
removed from the not-always-on micro-computer. There 
fore, when power Supply is started, the not-always-on micro 
computer starts (S) the processing in the flowchart in FIG. 
2. At this time, the not-always-on micro-computer has had a 
rewrite request transmitted thereto at time ta2. For this 
reason, as shown at time tak3, the not-always-on micro 
computer determines that operation should be carried out in 
on-board mode at Step S10. As a result, the not-always-on 
micro-computer proceeds to on-board mode of Step S60. 
That is, though the ECU in the comparative example is 
operating in the vehicle, the not-always-on micro-computer 
enters on-board mode. As a result, the operating mode 
monitoring IC detects that operation is being carried out in 
on-board mode at time ta4 and it issues a reset to the 
not-always-on micro-computer. 

Meanwhile, the ECU 100 operates as shown in the timing 
diagram in FIG. 6. When an instantaneous interruption of 
power to the not-always-on micro-computer 20 occurs as 
shown at time t11 while the not-always-on micro-computer 
20 is carrying out rewrite processing, the rewrite processing 
of the not-always-on micro-computer 20 is interrupted. 

Meanwhile, in the always-on micro-computer 10, at Step 
S51 the not-always-on power supply monitoring part 16 
detects change in the State of power Supply to the not 
always-on micro-computer 20, that is, falling of the not 
always-on micro-computer 20 (Step S51). Therefore, as the 
result of the state of power Supply to the not-always-on 
micro-computer 20 changing while the always-on micro 
computer 10 is operating in reprogramming mode, it initial 
izes it to the state immediately before power supply to itself 
is started (Step S51). That is, the always-on micro-computer 
10 starts (S) the processing in the flowchart in FIG. 2. Then 
the always-on micro-computer 10 carries out the processing 
of Step S10 again. In other words, the always-on micro 
computer 10 transitions from reprogramming mode of Step 
S50 to Step S10 again. The always-on micro-computer 10 
thereafter carries out the processing of Step S10 to Step S30 
and operates in control mode at Step S40. Further, in the 
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always-on micro-computer 10 in control mode, the not 
always-on power Supply monitoring part 16 detects whether 
or not the state of power Supply to the not-always-on 
micro-computer 20 has changed from stopped state to Sup 
plied state (Step S41). 
As the result of the state of power supply to the not 

always-on micro-computer 20 changing from stopped State 
to supplied state as shown at times t12, t13 while the 
always-on micro-computer 10 is operating in control mode, 
it transitions to Step S30. 

Meanwhile, when power Supply to the not-always-on 
micro-computer 20 is restored as shown at time t12, the reset 
is removed therefrom and it starts (S) the processing in the 
flowchart in FIG. 2. At this time, the always-on micro 
computer 10 is not operating in reprogramming mode and it 
does not transmit a rewrite request. For this reason, the 
not-always-on micro-computer 20 does not transition to 
on-board mode but transitions to Step S20. 

Thereafter, the not-always-on micro-computer 20 detects 
an anomaly in the flash ROM in the determination at Step 
S20 as shown at time t14 and proceeds to reprogramming 
mode of Step S50 and resumes rewriting the flash ROM 21. 
As a result, the not-always-on micro-computer 20 can 
rewrite the flash ROM 21 again. Since the not-always-on 
micro-computer 20 operates in reprogramming mode, it 
transmits a rewrite request as shown at time t14. That is, the 
always-on micro-computer 10 has the rewrite request trans 
mitted thereto as shown at time t14. 

Consequently, the always-on micro-computer 10 receives 
a Switching request from the determination unit 40 in the 
determination at Step S30 and thus it proceeds to repro 
gramming mode of Step S50. In other words, the always-on 
micro-computer 10 detects a Switching request in the deter 
mination at Step S30; therefore, it shifts to reprogramming 
mode. Thus the flash ROM 11 can be rewritten also in the 
always-on micro-computer 10. After the not-always-on 
micro-computer 20 is started, as mentioned above, the 
always-on micro-computer 10 detects a rewrite request in 
the determination at Step S30 again and can transition to 
reprogramming mode. 
As mentioned above, the always-on micro-computer 10 is 

so configured that the not-always-on power Supply moni 
toring part 16 detects any change in the State of power 
Supply to the not-always-on micro-computer 20 while it is 
rewriting the control program. Therefore, when an instan 
taneous interruption of power to the not-always-on micro 
computer 20 occurs at time t11 while the always-on micro 
computer 10 is carrying out rewrite processing, the 
following takes place in the always-on micro-computer 10: 
the not-always-on power Supply monitoring part 16 detects 
that the State of power Supply to the not-always-on micro 
computer 20 has changed from Supplied State to stopped 
state. In this case, it is desirable that the always-on micro 
computer 10 should interrupt rewriting its own control 
software, that is, rewriting the flash ROM 11. 

This makes it possible to suppress control software from 
being updated only in the always-on micro-computer 10. 
That is, a discrepancy in control Software can be suppressed 
from occurring between the always-on micro-computer 10 
and the not-always-on micro-computer 20. In other words, 
the following situation can be Suppressed from occurring: a 
situation in which while the always-on micro-computer 10 
continues to rewrite control software and the control soft 
ware is updated, control Software is not updated in the 
not-always-on micro-computer 20. 
A description will be given to the first combination. When 

an instantaneous interruption of power to the always-on 
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micro-computer occurs while the not-always-on micro-com 
puter is rewriting the flash ROM, the ECU in the compara 
tive example operates as shown in the timing diagram in 
FIG 11. 
When an instantaneous interruption of power to the 

always-on micro-computer occurs as shown at time t51 
while the not-always-on micro-computer is carrying out 
rewrite processing, rewrite processing is interrupted in every 
micro-computer in the ECU in the comparative example. 
That is, rewrite processing is interrupted in not only the 
not-always-on micro-computer but also the always-on 
micro-computer. However, since the always-on micro-com 
puter is not rewriting the flash ROM at this time, a flash 
ROM anomaly does not occur. 
When power Supply to the always-on micro-computer is 

thereafter restored as shown at time t52, the reset is removed 
from the always-on micro-computer and it starts (S) the 
processing in the flowchart in FIG. 2. At this time, the 
not-always-on micro-computer has had power Supply 
thereto stopped. Consequently, the always-on micro-com 
puter proceeds to Step S20, following Step S10. Since the 
always-on micro-computer does not detect any anomaly in 
the flash ROM in the determination at Step S20, it proceeds 
to Step S30. Further, since power supply to the not-always 
on micro-computer has been stopped and the always-on 
micro-computer does not receive a rewrite request at Step 
S30, it proceeds to control mode of Step S40. 
When power supply is thereafter started, the not-always 

on micro-computer starts (S) the processing in the flowchart 
in FIG. 2. At this time, the always-on micro-computer is 
operating in control mode. For this reason, the not-always 
on micro-computer proceeds to Step S20. Further, the not 
always-on micro-computer detects a flash ROM anomaly in 
the determination at Step S20 and proceeds to reprogram 
ming mode of Step S50 and resumes rewriting the flash 
ROM. While the always-on micro-computer is operating in 
control mode at this time, the not-always-on micro-com 
puter operates in reprogramming mode. For this reason, the 
always-on micro-computer detects an anomaly in the state of 
the not-always-on micro-computer. 

Meanwhile, the ECU 100 operates as shown in the timing 
diagram in FIG. 7. When an instantaneous interruption of 
power to the not-always-on micro-computer 20 occurs as 
shown at time t11 while the not-always-on micro-computer 
20 is carrying out rewrite processing, the rewrite processing 
of the not-always-on micro-computer 20 is interrupted. 
When an instantaneous interruption of power to the 

always-on micro-computer 10 occurs as shown at time t21 
while the not-always-on micro-computer 20 is carrying out 
rewrite processing, the rewrite processing of every micro 
computer is interrupted in the ECU 100. That is, rewrite 
processing is interrupted in not only the not-always-on 
micro-computer 20 but also the always-on micro-computer 
10. However, since the always-on micro-computer 10 is not 
rewriting the flash ROM at this time, a flash ROM anomaly 
does not occur. 
When power Supply to the always-on micro-computer is 

thereafter restored as shown at time t22, the always-on 
micro-computer 10 proceeds to control mode of Step S40 
similarly to the always-on micro-computer in the ECU in the 
comparative example. Further, in the always-on micro 
computer 10 in control mode, the not-always-on power 
supply monitoring part 16 detects whether or not the state of 
power Supply to the not-always-on micro-computer 20 has 
changed from stopped state to Supplied State (Step S41). 
As the result of the state of power supply to the not 

always-on micro-computer 20 changing from stopped State 
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18 
to supplied state as shown at time t23 while the always-on 
micro-computer 10 is operating in control mode, it transi 
tions to Step S30. 
When power supply is started, meanwhile, the not-al 

ways-on micro-computer 20 starts (S) the processing in the 
flowchart in FIG. 2. Since the always-on micro-computer 10 
is not operating in reprogramming mode at this time, it does 
not transmit a rewrite request. For this reason, the not 
always-on micro-computer 20 does not transition to on 
board mode but transitions to Step S20. 

Thereafter, the not-always-on micro-computer 20 detects 
a flash ROM anomaly in the determination at Step S20 as 
shown at time t24 and proceeds to reprogramming mode of 
Step S50 and resumes rewriting the flash ROM 21. As a 
result, the not-always-on micro-computer 20 can rewrite the 
flash ROM 21 again. Since the not-always-on micro-com 
puter 20 operates in reprogramming mode, it transmits a 
rewrite request as shown at time t24. That is, the always-on 
micro-computer 10 has the rewrite request transmitted 
thereto as shown at time t24. 
At this time, the always-on micro-computer 10 is not 

operating in control mode. For this reason, the always-on 
micro-computer 10 receives a Switching request from the 
determination unit 40 in the determination at Step S30 and 
thus it proceeds to reprogramming mode of Step S50. In 
other words, the always-on micro-computer 10 detects a 
switching request in the determination at Step S30 and thus 
it shifts to reprogramming mode. As a result, the always-on 
micro-computer 10 also shifts to reprogramming mode and 
is brought into such a state that the flash ROM 11 can be 
rewritten. As mentioned above, after the not-always-on 
micro-computer 20 is started, the always-on micro-computer 
10 detects a rewrite request in the determination at Step S30 
again and can transition to reprogramming mode. 
As described up to this point, the ECU 100 includes the 

always-on micro-computer 10 and the not-always-on micro 
computer 20. While the always-on micro-computer 10 is 
rewriting control Software, it detects any change in the State 
of power Supply to the not-always-on micro-computer. 
When the always-on micro-computer 10 detects change in 
the state of power Supply, it causes the processing to 
transition to determination of Step S10. 

For this reason, when the state of power supply to the 
not-always-on micro-computer 20 changes from stopped 
state to Supplied State while the always-on micro-computer 
10 is carrying out rewrite processing, the following takes 
place in the ECU 100: both the always-on micro-computer 
10 and the not-always-on micro-computer 20 carry out the 
determination of Step S10. That is, the ECU 100 can 
synchronize the always-on micro-computer 10 and the not 
always-on micro-computer 20 with each other with respect 
to the timing of execution of the determination of Step S10. 

Therefore, in the ECU 100, the following takes place even 
when the state of power Supply to the not-always-on micro 
computer 20 changes from stopped State to Supplied State 
while the always-on micro-computer 10 is carrying out 
rewrite processing: the always-on micro-computer 10 does 
not instruct the not-always-on micro-computer 20 to operate 
in reprogramming mode. For this reason, in the ECU 100, 
the not-always-on micro-computer 20 can be suppressed 
from operating in on-board mode while the always-on 
micro-computer 10 is carrying out rewrite processing. Con 
sequently, in the ECU 100, malfunction can be suppressed. 

Also when the state of power Supply to the not-always-on 
micro-computer 20 changes from Supplied State to stopped 
state while the always-on micro-computer 10 is rewriting 
control software, it carries out the determination of Step 
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S10. Since power supply is stopped at this time, the not 
always-on micro-computer 20 does not operate. Therefore, 
in the ECU 100, the not-always-on micro-computer 20 can 
be suppressed from operating in on-board mode while the 
always-on micro-computer is carrying out rewrite process 
ing. Consequently, in the ECU 100, malfunction can be 
Suppressed. 

That is, in ECU including an always-on micro-computer 
and a not-always-on micro-computer, the timing of start, that 
is, rising of power supply differs. In the ECU 100, the 
micro-computers can be suppressed from transitioning to 
on-board mode because of the difference in rising at the time 
of retry (time of re-rewriting) after the always-on micro 
computer 10 fails to rewrite due to an instantaneous power 
interruption. This makes it possible for the ECU 100 to 
normally carry out transition to reprogramming mode at the 
time of retry. 

Further, the ECU 100 can also cope with retry after failure 
in rewriting at the not-always-on micro-computer 2 by 
detecting start-up of the not-always-on micro-computer 20 
while the always-on micro-computer 10 is operating in 
control mode and transitioning to the determination of Step 
S30. 

It is noted that a flowchart or the processing of the 
flowchart in the present application includes sections (also 
referred to as steps), each of which is represented, for 
instance, as S10. Further, each section can be divided into 
several sub-sections while several sections can be combined 
into a single section. Furthermore, each of thus configured 
sections can be also referred to as a device, module, or 
CaS. 

While the present disclosure has been described with 
reference to embodiments thereof, it is to be understood that 
the disclosure is not limited to the embodiments and con 
structions. The present disclosure is intended to cover vari 
ous modification and equivalent arrangements. In addition, 
while the various combinations and configurations, other 
combinations and configurations, including more, less or 
only a single element, are also within the spirit and scope of 
the present disclosure. 

What is claimed is: 
1. An electronic control unit mounted in an object com 

prising: 
a rewritable memory that stores control software and 

reprogramming software; 
a not-always-on power Supply system micro-computer 

that operates in a control mode as an operating mode 
based on the control software and in a reprogramming 
mode as an operating mode based on the reprogram 
ming software, wherein the reprogramming mode pro 
vides to rewrite the control software stored in the 
memory, and the not-always-on power Supply system 
micro-computer is connected with a power source to be 
Supplied an electric power from the power Source 
according to a user operation, and is disconnected from 
the power Source to stop Supplying the electric power 
according to the user operation; and 

an always-on power Supply system micro-computer that 
operates in the control mode and in the reprogramming 
mode, wherein the always-on power Supply system 
micro-computer is constantly connected with the power 
source to be supplied the electric power from the power 
Source without the user operation, 

wherein each of the not-always-on power Supply system 
micro-computer and the always-on power Supply sys 
tem micro-computer includes: 
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20 
a first mode determination device that determines 

whether to operate in an on-board mode when the 
power source starts to Supply the electric power, the 
on-board mode being an operating mode not carried 
out under a condition that the electronic control unit 
is mounted in the object, and being different from the 
control mode and the reprogramming mode, which 
are carried out under a condition that the electric 
control unit is mounted in the object; and 

a second mode determination device that determines 
whether to operate in the reprogramming mode 
according to a determination whether the control 
software is normally written in the memory when the 
first mode determination device determines not to 
operate in the on-board mode, 

wherein, when it is determined that the control software 
is not normally written in the memory, the second mode 
determination device determines to operate in the 
reprogramming mode, and instructs another micro 
computer to operate in the reprogramming mode, 

wherein the first mode determination device determines 
not to operate in the on-board mode when the first mode 
determination device is not instructed to operate in the 
reprogramming mode, 

wherein the first mode determination device determines to 
operate in the on-board mode when the first mode 
determination device is instructed to operate in the 
reprogramming mode, 

wherein the always-on power Supply system micro-com 
puter includes a first transition device that detects a 
change in a power Supply state of the not-always-on 
power supply system micro-computer when the opera 
tion is carried out in the reprogramming mode and the 
control software is being rewritten, 

wherein the first transition device Switches a processing to 
a determination executed by the first mode determina 
tion device when the first transition device detects that 
the power Supply state has changed. 

2. The electronic control unit according to claim 1, 
wherein each of the not-always-on power Supply system 

micro-computer and the always-on power Supply sys 
tem micro-computer further includes: 
a third mode determination device that determines 

whether to operate in the control mode when the 
second mode determination device determines not to 
operate in the reprogramming mode, and 

wherein the always-on power Supply system micro-com 
puter further includes: 
a second transition device that determines whether the 
power Supply state of the not-always-on power Sup 
ply system micro-computer has changed from a stop 
state to a Supply state when it is determined to 
operate in the control mode and an operation is being 
carried out in the control mode and, 

wherein, when the second transition device determines 
that the power Supply state has changed, the second 
transition device Switches the processing to a determi 
nation by the second mode determination device. 

3. The electronic control unit according to claim 1, 
wherein the always-on power Supply system micro-com 

puter detects whether the power supply state to the 
not-always-on power Supply system micro-computer 
has changed from a Supply state to a stop state when an 
operation is carried out in the reprogramming mode and 
the control software is being rewritten and, 

wherein, when the always-on power Supply system micro 
computer detects that the power Supply state has 
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changed, the always-on power Supply system micro 
computer interrupts rewriting of the control software. 
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