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1. 

SYSTEM AND METHOD FOR SENDING, 
DELIVERY AND RECEIVING OF DIGITAL 

CONTENT 

RELATED APPLICATIONS 

This application claims a benefit of priority under 35 
U.S.C. 119 to U.S. Provisional Patent Application Ser. No. 
61/664,435, filed Jun. 26, 2012, entitled “SYSTEM AND 
METHOD FOR SENDING, DELIVERY AND RECEIV 
ING OF DIGITAL CONTENT,” by inventors Brian 
Lennstrom and Lyle Bush, which is incorporated herein in 
its entirety by reference. 

TECHNICAL FIELD 

This disclosure relates generally to digital content deliv 
ery in a network environment. More particularly, this dis 
closure relates to the transmission, delivery or reception of 
digital content through computer networks or telephone 
networks. Even more specifically, this disclosure relates to 
the secure transmission, delivery or reception of digital 
content over networks using distributed services. 

BACKGROUND 

With the increase of networked (both wired and wireless) 
and distributed computing environments (e.g., the Internet, 
mobile or cellular networks, office internets or intranets, 
etc.) the need to transfer digital content between computing 
devices has increased markedly. Commensurate with the 
increased need to transfer this digital content, the size of the 
data that it is desired to transfer has also increased. This 
combination of factors presents difficulties with respect to 
the sending, delivery and reception of Such digital content. 
One way of sending such digital content is using fac 

simile. A facsimile (fax) comprises a document in a digital 
image format. The document is associated with metadata 
that specifies a destination with respect to the publicly 
switched telephone network (PSTN). Thus, typically for at 
least a portion of the transmission, the document is trans 
mitted over the PSTN. Faxing provides a secure, traceable 
and non-repudiable mechanism for content delivery and can 
be particularly useful in business environments. 

Faxing, however, has limitations. For example, conven 
tional fax machines can only transmit black and white files 
with limited resolution in a specific format such as the 
Tagged Image File Format (TIFF). In many cases, people 
wish to transmit digital content in other formats, including 
for example, .jpg or .pdf. Faxing systems may not allow the 
transmission or attachment of these types of digital content. 

While digital content may currently be sent between users 
the methods for doing so do not meet the need for a secure, 
traceable or non-repudiable method for sending digital con 
tent as is currently desired. What is desired, then, are 
versatile systems and methods for the sending, delivery and 
reception of digital content. 

SUMMARY 

Embodiments of systems and methods for the sending, 
delivery and receiving of digital content are disclosed 
herein. In particular, certain embodiments include a sending 
connector that may be deployed at a user's site, and a content 
delivery system that may be deployed remotely from the 
user's site. The sending connector can be accessed at the 
user's site over a network in order to perform functions 
associated with sending digital content. The sending con 
nector deployed at the user's site communicates with the 
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2 
remotely deployed content delivery system to send, obtain 
status on, or perform other functions associated with, the 
delivery of digital content. 

In certain embodiments, the content delivery system may 
include an administration module by which recipients may 
register destination identifiers (such as, without limitation, 
email addresses, fax numbers, URLs, network locations, 
etc.) and a delivery method or delivery destination associ 
ated with the destination identifier. The content delivery 
system may thus receive digital content from a sender, where 
the sender intends delivery by a particular delivery method 
and where the sender used a particular destination identifier 
associated with the intended delivery method. The content 
delivery system can deliver the digital content to the recipi 
ent using an appropriate delivery method, or to an appro 
priate delivery destination (e.g., a delivery method or deliv 
ery destination specified by the recipient). Such a content 
delivery system may be agnostic to the format of such digital 
content, delivering Such content without respect to the 
format of Such digital content. 

Thus, using embodiments of Such a content delivery 
system, digital content may be delivered to a recipient in its 
original format using a delivery method or delivery desti 
nation desired by the recipient irrespective of the delivery 
method intended by the sender. Accordingly, such content 
may be immediately processed or utilized by the recipient, 
especially when the recipient includes a computing appli 
cation or destination (e.g., SharePoint library, Oracle, SAP. 
etc.). Similarly, as such content is received in its original 
format it may be used substantially without modification by 
a consuming application or other user and thus may imme 
diately be integrated into existing workflows of the recipient 
or may be used to initiate such workflows or initiate par 
ticular steps in a workflow. 

Furthermore, in Some cases, the content delivery system 
may provide metadata to a recipient regarding digital con 
tent intended for that recipient. This metadata may be 
provided in addition to, or in lieu of the digital content itself. 
In Such cases, the metadata of Such digital content may be 
utilized to initiate such processing, workflows or steps 
regardless of whether such digital content is eventually 
delivered to the recipient or not. 

Additionally, security of the sending and delivery of 
digital content may be increased by Verifying destination 
data such as delivery methods or delivery destinations using 
a registration system, encrypting transmissions over the 
network (e.g., using Basic 256 or being X.509 compliant) 
and deleting digital content after the expiration of a certain 
time period. Thus, by implementing a content delivery 
system in a central locale Such that digital content only 
passes through a single intermediary during delivery and 
ensuring that content is deleted from this central location 
after delivery, or after expiration of a time period, security 
may be enhanced. Traceability may also be implemented 
through the use of reporting features provided by embodi 
ments of sending connectors or content delivery systems as 
disclosed herein. 

Moreover, as embodiments here may be usefully utilized 
by computing systems or users to send digital content and 
may deliver Such digital content to both computing systems 
and users, embodiments of these content delivery systems 
may be used to deliver digital content in a user to user 
context, a system to user context, a user to system context or 
a system to system context. Thus, embodiments as described 
may be usefully employed, and integrated, with on premise 
applications. 

In one embodiment, a method for delivering content may 
include receiving content associated with a first destination 
identifier associated with a first delivery method, determin 
ing a second destination identifier and a second delivery 
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method associated with the first delivery destination and 
delivering the content to the second destination identifier 
according to the second delivery method. 

In some embodiments, the sender module and the for 
warder module are in a cloud based computing environment 
and the content is received at the sender module from a 
sending connector at a sending device. The sending connec 
tor may, for example, be a plug-in of an application. 
As used herein throughout, cloud based computing refers 

to utilization of a network of distributed servers. In some 
embodiments, cloud computing is further defined by a 
network of distributed servers under the control of an 
organization on behalf of a set of users and/or clients who 
may access one or more of a set of software and hardware 
services executing on the servers remotely. In some 
instances still, the organization is an external organization 
independent of the users and/or clients. 

In a particular embodiment, a remote content access 
module may be configured to allow a user to access the 
content at a location and wherein delivering content com 
prises providing the location from which the content may be 
accessed and sending the location to the second destination 
identifier. The second destination identifier may be the same 
as the first destination identifier or the second delivery 
method may be the same as the first delivery method. 

These, and other, aspects of the invention will be better 
appreciated and understood when considered in conjunction 
with the following description and the accompanying draw 
ings. The following description, while indicating various 
embodiments of the invention and numerous specific details 
thereof, is given by way of illustration and not of limitation. 
Many Substitutions, modifications, additions or rearrange 
ments may be made within the scope of the invention, and 
the invention includes all such substitutions, modifications, 
additions or rearrangements. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The drawings accompanying and forming part of this 
specification are included to depict certain aspects of the 
invention. A clearer impression of the invention, and of the 
components and operation of systems provided with the 
invention, will become more readily apparent by referring to 
the exemplary, and therefore nonlimiting, embodiments 
illustrated in the drawings, wherein identical reference 
numerals designate the same components. Note that the 
features illustrated in the drawings are not necessarily drawn 
to Scale. 

FIG. 1 depicts one embodiment of an architecture for a 
content delivery system. 

FIG. 2 depicts one embodiment of an architecture for a 
content delivery system. 

FIGS. 3A-3E depict one embodiment or a method for 
sending digital content. 

FIG. 4 depicts one embodiment of a transaction system. 
FIG. 5 depicts one embodiment of a transaction system. 
FIG. 6 depicts one embodiment of an interface. 
FIG. 7 depicts one embodiment of an interface. 
FIG. 8 depicts one embodiment of an interface. 
FIG. 9 depicts one embodiment of an interface. 
FIG. 10 depicts one embodiment of an interface. 

DETAILED DESCRIPTION 

The invention and the various features and advantageous 
details thereof are explained more fully with reference to the 
nonlimiting embodiments that are illustrated in the accom 
panying drawings and detailed in the following description. 
Descriptions of well-known starting materials, processing 
techniques, components and equipment are omitted so as not 
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4 
to unnecessarily obscure the invention in detail. It should be 
understood, however, that the detailed description and the 
specific examples, while indicating preferred embodiments 
of the invention, are given by way of illustration only and 
not by way of limitation. Various substitutions, modifica 
tions, additions and/or rearrangements within the spirit 
and/or scope of the underlying inventive concept will 
become apparent to those skilled in the art from this disclo 
Sure. Embodiments discussed herein can be implemented in 
Suitable computer-executable instructions that may reside on 
a computer readable medium (e.g., a hard disk (HD)), 
hardware circuitry or the like, or any combination. 
As used herein, the terms "comprises,” “comprising.” 

99 & “includes,” “including,” “has.” “having or any other varia 
tion thereof, are intended to cover a non-exclusive inclusion. 
For example, a process, article, or apparatus that comprises 
a list of elements is not necessarily limited only those 
elements but may include other elements not expressly listed 
or inherent to Such process, product, article, or apparatus. 
Further, unless expressly stated to the contrary, “or refers to 
an inclusive or and not to an exclusive or. For example, a 
condition A or B is satisfied by any one of the following: A 
is true (or present) and B is false (or not present), A is false 
(or not present) and B is true (or present), and both A and B 
are true (or present). 

Additionally, any examples or illustrations given herein 
are not to be regarded in any way as restrictions on, limits 
to, or express definitions of any term or terms with which 
they are utilized. Instead, these examples or illustrations are 
to be regarded as being described with respect to one 
particular embodiment and as illustrative only. Those of 
ordinary skill in the art will appreciate that any term or terms 
with which these examples or illustrations are utilized will 
encompass other embodiments which may or may not be 
given therewith or elsewhere in the specification and all such 
embodiments are intended to be included within the scope of 
that term or terms. Language designating Such nonlimiting 
examples and illustrations includes, but is not limited to: 
“for example.” “for instance,” “e.g.,” “in one embodiment.” 

Embodiments of the present invention can be imple 
mented in a computer communicatively coupled to a net 
work (for example, the Internet, an intranet, an internet, a 
WAN, a LAN, a SAN, etc.), another computer, or in a 
standalone computer. As is known to those skilled in the art, 
the computer can include a central processing unit (“CPU”) 
or processor, at least one read-only memory (“ROM), at 
least one random access memory (“RAM), at least one hard 
drive (“HD), and one or more input/output (“I/O”) 
device(s). The I/O devices can include a keyboard, monitor, 
printer, electronic pointing device (for example, mouse, 
trackball, stylus, etc.), or the like. In certain embodiments, 
the computer has access to at least one database over the 
network. 
ROM, RAM, and HD are computer memories for storing 

computer-executable instructions executable by the CPU or 
capable of being compiled or interpreted to be executable by 
the CPU. Within this disclosure, the term “computer read 
able medium' is not limited to ROM, RAM, and HD and can 
include any type of data storage medium that can be read by 
a processor. For example, a computer-readable medium may 
refer to a data cartridge, a data backup magnetic tape, a 
floppy diskette, a flash memory drive, an optical data storage 
drive, a CD-ROM, ROM, RAM, HD, or the like. The 
processes described herein may be implemented in suitable 
computer-executable instructions that may reside on a com 
puter readable medium (for example, a disk, CD-ROM, a 
memory, etc.). Alternatively, the computer-executable 
instructions may be stored as Software code components on 
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a DASD array, magnetic tape, floppy diskette, optical Stor 
age device, or other appropriate computer-readable medium 
or storage device. 

In one exemplary embodiment of the invention, the com 
puter-executable instructions may be lines of C++, Java, 
JavaScript, HTML, or any other programming or scripting 
code. Other software/hardware/network architectures may 
be used. For example, the functions of embodiments may be 
implemented on one computer or shared or distributed 
among two or more computers across a network. In one 
embodiment, the functions of embodiments may be distrib 
uted in the network. Communications between computers 
implementing embodiments of the invention can be accom 
plished using any electronic, optical, ratio frequency signals, 
or other Suitable methods and tools of communication in 
compliance with network protocols. 

Communications between computers implementing 
embodiments can be accomplished using any electronic, 
optical, radio frequency signals, or other Suitable methods 
and tools of communication in compliance with known 
network protocols. It will be understood for purposes of this 
disclosure that a service or module is one or more computer 
devices, configured (e.g., by a computer process or hard 
ware) to perform one or more functions. A service may 
present one or more interfaces which can be utilized to 
access these functions. Such interfaces include APIs, inter 
faces presented for a web services, web pages, remote 
procedure calls, remote method invocation, etc. 

Before discussing specific embodiments a brief overview 
of the context of the disclosure may be helpful. With the 
increase of networked (both wired and wireless) and dis 
tributed computing environments (e.g., the Internet, mobile 
or cellular networks, office internets or intranets, etc.) the 
need to transfer digital content between computing devices 
has increased markedly. Commensurate with the increased 
need to transfer this digital content, the size of the data that 
it is desired to transfer has also increased. This combination 
of factors, among others, presents difficulties with respect to 
the sending, delivery and reception of Such digital content. 
One way of sending such digital content is using fac 

simile. A facsimile (fax) comprises a document in a digital 
image format. The document is associated with metadata 
that specifies a destination with respect to the publicly 
switched telephone network (PSTN). Thus, typically for at 
least a portion of the transmission, the document is trans 
mitted over the PSTN. Faxing provides a secure, traceable 
and non-repudiable mechanism for content delivery and can 
be particularly useful in business environments. 

Faxing, however, has limitations. For example, conven 
tional fax machines can only transmit black and white files 
with limited resolution in a specific format such as the 
Tagged Image File Format (TIFF). Further, the transmission 
speed can be very slow compared to today’s Internet based 
standards. Not Surprisingly, in recent years traditional faxing 
technology has faced increasing competition from Internet 
Protocol (IP) network (e.g., Internet, LANs, WANs, intra 
nets, extranets, etc.) based alternatives (generally referred to 
as Internet faxing). 

For example, instead of Standalone fax machines, fax 
servers may be utilized in enterprise network environments. 
Typically, a fax server is a server computer having the 
necessary fax Software and hardware to receive and send 
faxes over IP networks. Using fax servers may reduce the 
cost of transmission since there is no telephone connection 
charge when sending a fax over the Internet. 

Additionally, some faxing solutions may be problematic 
as they include the need to access fax modems, routers or the 
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6 
PSTN (e.g., telephone lines) at the user's physical location. 
Increasingly, however, in most other areas of communica 
tion, including telephony itself, the trend has been toward 
use of the IP network based protocols (e.g., SMTP, FTP, 
VoIP, etc.). Accordingly, many traditional fax users no 
longer wish to maintain telephone lines or other access to the 
PSTN. It would therefore be desirable to give these users the 
ability to continue sending and receiving faxes without 
having to maintain local access to the PSTN. 

Moreover, and importantly, in many cases fax documents 
are transmitted in a particular format (e.g., TIFF). In many 
cases, people wish to transmit digital content in other 
formats, including for example, jpg or pdf. Faxing systems 
may not allow the transmission or attachment of these types 
of digital content. 

Digital content may also be transmitted using a wide 
variety of methods that utilize a computer based network 
(referred to hereinafter as a network) such as the Internet. 
While these network-based methods for the sending, deliv 
ery and reception of digital content are somewhat versatile, 
they are not without drawbacks. One challenge is that the 
Internet carries a vast range of information resources and 
services over a hodge-podge of protocols. For example, a 
user may send an email over the Internet, upload a file to a 
network site, and make a phone call over the Internet. The 
email may be sent via the Simple Mail transfer Protocol 
(SMTP), the file may be uploaded via the File Transfer 
Protocol (FTP), and the phone call may be conducted using 
the Voice over Internet Protocol (VoIP). Many of these 
existing network protocols do not meet the secure, traceable 
and non-repudiable needs of today’s businesses. For 
example, the email (along with any attachment) as well as 
the file sent over the Internet unencrypted can be vulnerable 
to interception. 

Thus, what is desired are systems and methods for the 
sending, delivery and reception of digital content that pro 
vide at least some of the secure, traceable and non-repudi 
able features of faxing with the versatility of network based 
methods for the sending, delivery and reception of digital 
COntent. 

To that end, attention is now directed toward the embodi 
ments of systems and methods for the sending, delivery and 
receiving of digital content disclosed herein. In particular, 
certain embodiments include a sending connector that may 
be deployed at a user's site, and a content delivery system 
that may be deployed remotely from the user's site. The 
sending connector can be accessed at the user's site in order 
to perform functions associated with sending digital content 
or obtaining status on digital content that was sent. The 
sending connector deployed at the user's site communicates 
with the remotely deployed content delivery system to send, 
obtain status on, or perform other functions associated with, 
the delivery of digital content. 
The content delivery system may include an administra 

tion module by which recipients may register destination 
identifiers (such as, without limitation, email addresses, fax 
numbers, URLs, network locations, etc.) and a delivery 
method or delivery destination associated with the destina 
tion identifier. The content delivery system may thus receive 
digital content from a sender, where the sender intends 
delivery by a particular delivery method and where the 
sender used a particular destination identifier associated with 
the intended delivery method. The content delivery system 
can deliver the digital content to the recipient using an 
appropriate delivery method or to an appropriate delivery 
destination (e.g., a delivery method or delivery destination 
specified by the recipient, which may, or may not, be the 
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same as the delivery destination of delivery method used by 
the sender). Such a content delivery system may be agnostic 
to the format of Such digital content, delivering Such content 
without respect to the format of Such digital content. 

Thus, using embodiments of Such a content delivery 
system, digital content may be delivered to a recipient in its 
original format using a delivery method or delivery desti 
nation desired by the recipient irrespective of the delivery 
method intended by the sender. Accordingly, such content 
may be immediately processed or utilized by the recipient, 
including in cases where the recipient includes a computing 
application or destination (e.g., SharePoint library, Oracle, 
SAP, etc.). Similarly, as such content is received in its 
original format it may immediately integrated into existing 
workflows of the recipient or may be used to initiate such 
workflows or initiate particular steps in a workflow. 

Furthermore, in some cases, the content delivery system 
may provide metadata to the recipient regarding digital 
content. This metadata may be provided in addition to, or in 
lieu of the digital content itself. In Such cases, the metadata 
of Such digital content may be utilized to initiate Such 
processing, workflows or steps regardless of whether Such 
digital content is eventually delivered to the recipient or not. 

Additionally, security of the sending and delivery of 
digital content may be increased by verifying destination 
data Such as delivery methods or delivery destinations using 
a registration system, encrypting transmissions over the 
network (e.g., using Basic 256 or being X.509 compliant) 
and deleting digital content after the expiration of a certain 
time period. Thus, by implementing a content delivery 
system in a central locale Such that digital content only 
passes through a single intermediary during delivery and 
ensuring that content is deleted from this central location 
after delivery, or after expiration of a time period, security 
may be enhanced. Traceability may also be implemented 
through the use of reporting features provided by embodi 
ments of sending connectors or content delivery systems as 
disclosed herein. 

Moreover, as embodiments here may be usefully utilized 
by computing systems or users to send digital content and 
may deliver Such digital content to both computing systems 
and users; embodiments of these content delivery systems 
may be used to deliver digital content in a user to user 
context, a system (e.g., application) to user context, a user to 
system context or a system to system context. 

Turning now to FIG. 1, one embodiment of an architec 
ture for digital content delivery is depicted. Digital content 
delivery architecture 100 includes content sender systems 
140 (e.g., one or more computing devices including mobile 
computing devices such as laptops, Smartphones, personal 
data assistants, etc.) and content delivery system 130 (in 
cluding data store 136) communicating over network 110 
which may be, for example, the Internet, an internet, an 
intranet, a LAN a WAN, an IP based network, etc. These 
communications may be accomplished according to one or 
more protocols such as, for example, HTTP or SOAP and in 
one or more formats such as, for example, XML or HTML 
and may be encrypted using for example a public private key 
pair, Basic 256, adherence to the X.509 standard, etc. 

Sending connectors 106 are installed or otherwise 
executed at a site or device where users wish to send digital 
content. Users in such an architecture 100 may be compa 
nies, individual users, or any other entity wishing to send 
digital content. Accordingly, sending connector 106 may be 
one or more computing devices or one or more computer 
processes executing on one or more computer devices 
utilized by Such users to send digital content or may be a 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

8 
process executing in conjunction with another computer 
process, Such as a plug-in to an application or a browser 
plug-in, a program executing in conjunction with a web page 
(e.g., an applet), etc. 

Sending connector 106 may provide an interface Such as 
an API, library, or other hardware or software interface 
through which digital content to send may be received from 
a client 104 of the sending connector 106. These clients 104 
may include an email client (e.g., Outlook), SharePoint, an 
Oracle application, an SAP application, Lotus Notes, a fax 
machine, a web page loaded in a browser, a connector to 
SAP an enterprise resource planning (ERP) system, etc. 

In one embodiment, for example, the sending connector 
106 may be a plug-in for use with an application Such that 
when digital content is sent using the application (e.g., an 
email with an attachment sent utilizing an email application) 
the communication including the digital content may be 
received by the sending connector 106. 

In another embodiment, the sending connector 106 may 
be a process such as an applet, executing in conjunction with 
a web page loaded in a browser, such that digital content 
may be sent using the web page and the digital content may 
be received by the sending connector 106. In one particular 
embodiment, such a web page may be a web page that tracks 
a conversation between one or more senders or recipients of 
content, such that communications and digital content sent 
between the senders and recipients may be tracked and 
presented over multiple communications. For example, Such 
a web site or web page may be provided by content delivery 
system 130 such that when a browser at sending system 140 
accesses the web page, a module (e.g., such as an applet) 
may be executed by the browser in conjunction with access 
ing the web page. This applet may be configured as sending 
connector 106 such that a user interacting with the web may 
provide digital content to the sending connector 106. 

In any event, once sending connector 106 receives digital 
content to be sent, the sending connector 106 may commu 
nicate with content delivery system 130 over network 110 to 
send Such digital content. 

Content delivery system 130 includes administration 
module 134. Administration module 134 is configured to 
provide an interface by which users who wish to receive 
digital content may provide destination data. Such destina 
tion data may include, for example, a destination identifier 
Such as an email address, a telephone number, a URL, an 
internet protocol (IP) address, an identifier for a SharePoint 
repository, or any other type of identifier that may be used 
(e.g., by senders) to specify a location to which digital 
content it to be sent. 

Additionally, the destination data may include a delivery 
method or delivery destination associated with the destina 
tion identifier. For example, in association with a destination 
identifier the user may specify a network based delivery 
method; a delivery method associated with a particular 
program such as SecureDocs by OpenText; a delivery 
method such as email and an associated delivery destination 
Such as an email address; a delivery method of an applica 
tion such as SharePoint or Oracle and a delivery destination 
such as a URL or other network location associated with a 
module associated with the application of the delivery 
method; a delivery method of fax over PSTN and an 
associated telephone number as a delivery destination; a 
delivery method of point to point delivery (P2P) and provide 
a network location associated with a destination where Such 
a location is associated with a fax server, etc. 
The destination data, including a destination identifier and 

associated delivery method or delivery destination, may be 
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stored in system table 138 in data store 136. Thus, the 
system table 138 may comprise a set of registered destina 
tion identifiers and associated destination data. It will be 
noted here that users who wish to receive digital content may 
specify multiple destination identifiers and the same or 
different destination data associated with these multiple 
destination identifiers. Administration module 134 may also 
present an interface by which users of content delivery 
system 130 may obtain or view statistics on digital content 
sent or received such as data usage, status on delivery, etc. 

Content delivery system 130 also includes a sender mod 
ule 142, forwarder module 144 and remote content access 
module 146. Sender module 142 is configured to receive 
digital content (e.g., from a sending connector 106) associ 
ated with a destination identifier and store Such digital 
content 132 in the data store 136 in association with the 
destination identifier. Forwarder module 144 is configured to 
retrieve digital content 132 from the data store 136 and 
deliver the digital content. Such delivery may be based on 
the presence, or contents, of destination data in System table 
138 associated with the destination identifier. 

Forwarder module 144 may be configured to deliver 
digital content to multiple different receiving entities or may 
be associated with a specific receiving entity (in which case 
there may be multiple forwarder modules 144). Additionally, 
it will be realized that while the forwarder module 144 has 
been depicted in the content delivery system 130 in this 
embodiment, in other embodiments such a forwarder 144 
may reside at the site of a receiving entity. 

Accordingly, when a user in architecture 100 wishes to 
send digital content he may utilize a client 104 at the user's 
site to send the digital content using a destination identifier. 
In one embodiment, for example, an interface may be 
presented by the client 104 which allows the user to specify 
that he would like digital content to be delivered using the 
content delivery system 130 or the client 104 may be a web 
browser displaying a page allowing a user to send digital 
content using the sender connector 106 (which may be being 
executed by the browser), etc. 
The digital content and the destination identifier may thus 

be received by the sender connector 106. The sender con 
nector 106 may then send the destination identifier to the 
sender module 142 (e.g., using an interface provided by the 
sender module 142). The sender module 142 may authen 
ticate the destination identifier by accessing the system table 
138 to determine if the destination identifier has been 
registered by a user. Additionally, in Some embodiments, the 
sender module 142 may determine if the sender has an 
entitlement to send the digital content (e.g., if the sender has 
an account, if the sender is allowed to use a specified sending 
or delivery method, if the sender can send the desired 
amount of data, etc.) by checking an account associated with 
the sender or sender connector 106. 

If the sending of digital content by the sender to the 
destination identifier is authorized, a transmission identifier 
such as a token or a globally unique identifier (GUID) or the 
like may be provided to the sending connector 106 (e.g., by 
sender module 142). The sending connector 106 may trans 
mit the digital content to the sender module 142 using this 
transmission identifier. In one embodiment, this digital con 
tent may be transmitted from the sender connector 106 in a 
set of chunks. Each of these chunks may comprise a portion 
of the digital content. Moreover, the sending connector 106 
may transmit metadata associated with the digital content. 
This metadata may comprise an XML file that includes data 
on the digital content Such as size, file type, or other types 
of data. 
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When the sender module 142 receives this digital content, 

the digital content (and associated metadata if received) is 
stored in the data store 136 in association with the trans 
mission identifier and the destination identifier. Forwarder 
module 144 can then be notified that there is digital content 
132 in data store 136. The forwarder module 144 may utilize 
the destination identifier associated with the digital content 
132 to determine the delivery method or delivery destination 
associated with the destination identifier. The forwarder 
module 144 will deliver the digital content based on the 
delivery method or delivery destination associated with the 
destination identifier or the presence of data pertaining to 
such a delivery method or delivery destination. 

For example, if there is no delivery method or delivery 
destination associated with the destination identifier present, 
an error may be returned to the sending connector 106 by 
forwarder module 144 and the digital content not delivered 
by the forwarder module 144. Alternatively, if there is no 
delivery method or delivery destination present the digital 
content may be delivered to the destination identifier using 
a delivery method corresponding to the destination identifier 
(e.g., if the destination identifier is an email address the 
digital content may be sent in an email to the email address; 
if the destination identifier is a telephone number the digital 
content may be faxed to the telephone number, etc.). 

In still another embodiment, if there is no delivery method 
or delivery destination present a notification may be sent to 
the destination identifier with a notification that content is 
available through the remote content access module 146 and 
a method of accessing remote content access module 146 
(e.g., when the destination identifier is an email address with 
no associated delivery method or delivery destination, for 
warder module 144 may send an email to the destination 
identifier including a URL link associated with the remote 
content accesses module 146 and an identifier for the digital 
content, etc.). A user associated with the recipient may then 
access the remote content access module 146 to retrieve 
Such content. 

If, however, there is a delivery method or delivery des 
tination associated with the destination identifier present, in 
one embodiment, delivery of the digital content may com 
prise sending the digital content to the delivery destination 
using the delivery method. This may entail sending the 
digital content to a URL, for example, associated with a 
receiving application, sending the digital content to a des 
tination telephone number over the PSTN (e.g., using a fax 
server or fax service), sending an encrypted email with the 
digital content to the destination identifier if it is an email 
address, sending the content to a URL associated with the 
recipient's site, etc. 

In one particular embodiment, the delivery method asso 
ciated with a destination identifier may specify that the 
digital content is to be accessed through remote content 
access module 146. In such embodiments, forwarder 144 
may make the digital content 132 available for access by 
remote content access module 146. 
Remote content access module 146 may provide an 

interface (e.g., a web page or other interface accessible over 
network 110) through which users may access digital con 
tent 132 stored in data store 136. Thus, a recipient may 
access the remote content access module 146 and provide an 
identifier associated with digital content. The recipient may 
be notified that content is available through the remote 
content access module 146, for example, by an email 
including a URL link associated with the remote content 
accesses module 146 and an identifier for the digital content. 
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When the user clicks on such a link a browser at the 
recipient's site may access the remote content access module 
146. 
An interface may be presented by the remote content 

access module 146 that allows the recipient to access and 
download the digital content 132 associated with the iden 
tifier from the data store 136. In some embodiments, the user 
may be authenticated by the remote content access module 
146 before being allowed to access the digital content. This 
access may be accomplished used brokered authentication, 
for example, using a security token service (STS). Verifica 
tion of a recipient’s credentials may also be verified using a 
2-step verification process, by which credentials may be 
validated through a separate communication channel Such as 
a mobile phone, etc. 

While it should be understood from a review of the above 
description that embodiments as disclosed may be imple 
mented using a wide variety of architectures and hardware 
or software systems; that a content delivery system and the 
modules thereof may be one or multiple systems that may or 
may not be distributed; that all of the modules presented 
herein may or may not be one or multiple services (e.g., web 
services or the like) with one or more interfaces; and that 
these one or more services may be implemented and 
accessed in a variety of manners, it will be useful here to 
describe a particular embodiment in more detail. 

For a variety of reasons, including reducing hardware, 
Software and Support requirements, it may be desirable to 
have a content delivery system remote from a user's site. 
However, embodiments of the systems and methods dis 
closed herein may have many users and thus may entail the 
registration of many destination identifiers, the implemen 
tation of complex forwarders for particular delivery meth 
ods, the provisioning of a large number of locations on the 
network or the ability to provide multiple simultaneous 
accesses, etc. Additionally, as users of Such a content deliv 
ery system may be geographically distributed it is desirable 
to maximize user's access to the content delivery system to 
reduce downtime and allow Substantially simultaneous 
access from multiple users to the content delivery system. 

Therefore, in one embodiment, an entity implementing 
embodiments of the systems and method disclosed herein 
may implement modules associated with a content delivery 
system in a cloud based computing environment by deploy 
ing services associated with a content delivery system using 
in a cloud. By deploying the modules of the content delivery 
system in the cloud as services or other cloud based appli 
cations (collectively services). Such services can utilize the 
storage or other functionality provided by the cloud provider 
while achieving increased security, accessibility or reliabil 
ity. In particular, deployment of Such modules in a cloud 
based computing environment may facilitate the reception, 
storage or delivery of content with respect to certain geo 
graphic regions which may be desirable based on customer 
location, customer desire, regulations or for a wide variety 
of other reasons. 

With that in mind, turning now to FIG. 2, one embodiment 
of an architecture of a content delivery architecture where 
services associated with a content delivery system are 
deployed in a cloud based computing environment is 
depicted. Content delivery architecture 200 includes a net 
work 270 over which the systems and modules communi 
cate, including sending system 202, receiving systems 262, 
264, and sender module 220, Managed File Transfer (MFT) 
forwarder module 242 and remote content access module 
244 deployed in cloud 240 may communicate. The content 
delivery system in such an architecture 200 may comprise 
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the sending connector 204 deployed at the sending system 
202 and modules deployed in the cloud 240. 

Sending connector 204 is provided at a sending system 
202 and may have an associated identifier (i.e., the sending 
connector identifier). Sending systems 202 may include 
computing devices having a processor for executing instruc 
tion Such as, for example, personal computers, laptops, 
mobile computer devices, Smartphones, personal data assis 
tants, etc. Sending connector 204 at the sending system 202 
may communicate with one or more transmission initiators 
206 who wish to send digital content. These transmission 
initiators 206 may be devices, application programs or other 
type client of the sending connector 204 associated with 
business processes or individuals at the sending site, for 
example Outlook, a web service, an Oracle application, an 
SAP application, SharePoint, Lotus Notes, a fax server, etc. 

In one embodiment, for example, a transmission initiator 
206 may be a web page on a browser executing on the sender 
system 202. In one particular embodiment, such a web page 
may be a web page that tracks a conversation between one 
or more senders or recipients of content, such that commu 
nications and digital content sent between the senders and 
recipients may be tracked and presented over multiple 
communications 

Accordingly, in certain embodiments the sending connec 
tor 204 may be a library (e.g., a .NET library or .c library or 
other type of library) or other type of plug-in or application 
that may be utilized in conjunction with these clients. In 
another embodiment, the sending connector 204 may be part 
of a web page (e.g., an applet, plug-in, ActiveX program, 
etc.) that is executing on a browser, where the browser may 
be rendering a web page that serves as transmission initiator 
206. Such a web page may be provided, for example, by 
sender module 220 (or another module) associated with the 
content delivery system. Thus, a web site or web page may 
be provided by content delivery system such that when a 
browser at sending system 202 accesses the web page, a 
module (e.g., such as an applet) may be executed by the 
browser in conjunction with accessing the web page. This 
applet may be configured as sending connector 204 Such that 
a user interacting with the web may provide digital content 
to the sending connector 204. 
The sending connector 204 is configured to receive or 

otherwise obtain digital content and an associated destina 
tion identifier from the transmission initiator 206. The 
obtaining of digital content and destination identifier may 
occur explicitly when a user or program provides the digital 
content and destination identifier to the sending connector 
204. For example, when a user interacts with an interface to 
indicate that he desires the digital content to be delivered 
using the content delivery system. The sending connector 
204 may also obtain the digital content and destination 
identifier without express user involvement such as when a 
client (e.g., Outlook or other email client) sends an email 
with digital content and the email is intercepted by the 
sending connector 204 or when the transmission initiator 
206 is a web page and the user utilizes the web page to send 
digital content. 
The sending connector 204 is configured to send the 

destination identifier and digital content to the sender mod 
ule 220 in the cloud and return a delivery status associated 
with the sending of the digital content to the transmission 
initiator 206 which initiated the transmission. Additionally, 
the sending connector 204 may be configured to instruct a 
transmission initiator 206 or client associated with transmis 
sion initiator 206 to perform actions in association with the 
sending of the content (e.g., to send an email or the like). 
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Receiving system 262 may have a browser 272 and one or 
more client applications 266 that may be used for notifica 
tion or accessing digital content, such as Outlook, Share 
Point, Oracle, SAP, or another type of application. Thus, it 
will be noted here that receiving of digital content using 
embodiments of the content delivery system presented 
herein may be accomplished without a receiving system 262 
having any modules or other applications specifically asso 
ciated with the content delivery system (e.g., without having 
a sending connector 204 at the receiving system). 

Alternatively, a receiving system 264 may include a 
receiving module 268 associated with the content delivery 
system. Such a receiving module 264 may be configured to 
receive digital content from MFT forwarder module 242 and 
provide the digital content to a client 274 at the receiving 
system, such as SharePoint (e.g., a SharePoint library or 
repository), Oracle, SAP, or another type of application. 
Such a receiver module 268 may provide a location on the 
network (e.g., a URL or the like) and an associated interface 
where digital content can be sent. This URL may be speci 
fied, for example, as a delivery destination. 

It will be noted here, that while receiver module 268 has, 
in this embodiment, been depicted separately from sending 
connector 204, in other embodiments the functions of 
receiver module 268 and sending connector 204 may be 
incorporated into a single module. Similarly, it will be noted 
that while sending systems and receiving systems have been 
depicted separately, in many instances a sender of digital 
content may also desire to be a receiver of digital content. 
Accordingly, in some embodiments a sender system may be 
the same as, or used in association with, a receiver system 
and that such systems may have a sender and receiver 
module (or a single module, or multiple distributed modules, 
that include the functionality of both the sender module and 
the receiver module). Other configurations may also be 
possible and are fully contemplated herein. 

Still referring to FIG. 2, cloud 240 is a cloud based 
computing platform. A cloud may, for example, by a net 
work of distributed servers or the like. In one embodiment, 
Such a cloud based computing platform may be, for 
example, Microsoft Windows Azure. Content delivery ser 
vices associated with the content delivery system that are 
deployed in the cloud 240 include sender 220, administra 
tion 276, managed file transfer (MFT) forwarder 242 and 
remote content access 244. These services may have one or 
more interfaces that may be accessed over network 270 
using, for example, web pages, a web services interface 
based on hypertext transfer protocol (HTTP), Simplified 
Object Access Protocol (SOAP), or other types of network 
protocols or interfaces. 
The cloud 240 may provide certain services that may be 

utilized by the deployed content delivery services, including 
for example the Microsoft Windows Azure Storage services 
Such as table storage, queue storage, blob Storage, etc. This 
storage may be used during operation of the deployed 
service and may store various configuration information 
associated with the services. Other services (not depicted) 
provided by the cloud 240 may also be utilized (e.g., in the 
case of Microsoft Windows Azure Platform: Web Role, 
Worker Role, VM Role. Access Control, Content Delivery 
Network, Caching, etc., other services in other cloud based 
computing platforms may also be utilized). 

Administration module 276 may allow an administrator 
associated with sending system 202 to generally manage 
accounts associated with sending system 202 Such as speci 
fying one or more users, who they can send digital content, 
what delivery methods a user may utilize, etc. Additionally, 
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the administration module 276 is configured to provide an 
interface by which a user (e.g., an individual user, an 
administrator, etc.) may register a destination identifier and 
provide destination data associated with the registered des 
tination identifier or otherwise manage an account related to 
the content delivery system. The destination data may 
include a delivery method or delivery destination associated 
with the destination identifier. For example, in association 
with a destination identifier the user may specify a delivery 
method associated with remote access delivery; may specify 
a delivery method such as email and an associated delivery 
destination Such as an email address; may specify a delivery 
method of an application such as SharePoint or Oracle and 
a delivery destination such as a URL or other network 
location associated with a module (e.g., receiver module 
268) associated with that application; may specify fax over 
PSTN and an associated telephone number as a delivery 
destination; may specify point to point delivery (P2P) and 
provide a network location associated with a destination 
where such a location is associated with a fax server, etc. 
The administration module 276 may store the destination 
data in configuration table 222 in storage 246 provided by 
cloud 240. 

Additionally, in some embodiments, as it may be desired 
to encrypt transmissions, the user may utilize administration 
module 276 to supply a public key that is part of a public/ 
private key pair that may be used as part of a public/private 
key encryption mechanism (such as, for example, X.509 or 
the like). 
When a transmission initiator desires to send digital 

content the digital content and an associated destination 
identifier is received at sending connector 204. As has been 
noted above, in some embodiments the sending connector 
204 may be a plug-in or other module that operates with a 
transmission initiator 206 Such that the digital content may 
be intercepted unobtrusively with respect to the operation of 
the transmission initiator 206 while in other embodiments 
the sending connector 204 may be executing as part of a web 
page being accessed by a user at sending system 202. The 
sender connector 204 may send the destination identifier to 
the sender module 220, for example, as part of a request to 
send digital content to the destination identifier. 

Sender module 220 is configured to verify the received 
destination identifier by determining if the destination iden 
tifier is in configuration table 222. If the destination identi 
fier is not in the configuration table 222 the sender module 
220 may return an error to the sender connector 204. If the 
destination identifier is in the configuration table 222 the 
sender module 220 may return a token or other transmission 
permission or identifier (collectively referred to herein as a 
transmission identifier) such as a GUID to the sender 
connector 204. 

In one embodiment, the sender module 220 may also be 
configured to check entitlements, including for example, 
permissions or account information associated with the 
sending system 202 or an associated delivery destination. If 
the entitlements indicate that the sending system 202, user, 
etc. does not have permission to send digital content the 
sender module may return an error to the sender connector 
204 where the error may include a notification of why the 
request could not be completed. 

If an error or other indication of denial is returned to the 
sending connector 204 the sending connector 204 may 
indicate an error or offer alternative options to the transmis 
sion initiator 206. If a token or other transmission permis 
sion or identifier is received at the sending connector 204 the 
sending connector 204 may transmit the digital content and 
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associated metadata to sender module 220. The metadata 
may comprise, for example, an XML file indicating the size, 
type, author, date, or other data associated with the digital 
COntent. 

In one embodiment, the sending connector 204 may 
transmit the digital content in one or more chunks to the 
sender module 220. The size of these chunks may be 
configurable or may be determined based on a wide variety 
of criteria (e.g., protocol, bandwidth availability, size of 
digital content, etc.) and may be static or may change 
dynamically during the transmission. For example, the digi 
tal content may be separated into chunks of 16 kb, 32 kb, 64 
kb or 128 kb for transmission. Additionally, if encryption is 
being utilized the chunks may be encrypted using, for 
example, a public/private key pair associated with a public 
key received from sender module 220. A checksum can also 
be calculated by the sending connector 204 for each chunk 
being transmitted. 

After the transmission of each chunk, the sending con 
nector 204 may verify the status of the transmission of that 
chunk. In one embodiment, when a transmitted chunk is 
received by sender module 220, the sender module 220 may 
calculate the checksum for the received chunk and return the 
checksum to the sending connector 204. The sending con 
nector 204 may compare the received checksum to the 
checksum calculated for the chunk before the chunk was 
transmitted to verify the transmission of that chunk. If the 
transmission of a chunk cannot be verified, an action may be 
taken. This action may include reporting the error to the 
transmission initiator 206. 

Additionally, after the last chunk of the digital content has 
been sent to the location, the delivery of the digital content 
may be verified as well. This verification may be accom 
plished by sender connector 204 querying sender module 
220 at regular intervals for the status and providing a token 
or other transmission permission or identifier (e.g., as 
received from the sender module 220) associated with the 
digital content. The sender module 220 may obtain the status 
of the job from delivery status queue 284 using the provided 
token or other transmission permission or identifier and 
return the status in response to this request. If the delivery 
cannot be verified an action may be taken. This action may 
include reporting the error to the transmission initiator 206. 

Sender module 220 is thus configured to receive the 
chunks of the digital content associated with the destination 
identifier transmitted from the sending connector 204 and 
metadata associated with the digital content. The sender 
module 220 stores the received chunks in chunk storage 224 
in association with the transmission identifier, stores the 
metadata in association with the transmission identifier and 
may create an entry in the delivery status queue 284 asso 
ciated with the transmission identifier along with an initial 
status. To ensure security, it may be the case that all digital 
content stored in chunk storage 224 may have a time to live 
(or expiration date) such that they are deleted after a certain 
period of time (e.g., 30 days, 60 days, 90 days, etc.) even if 
the delivery of such content is never confirmed or never 
actually takes place. Moreover, chunk storage 224 may, in 
Some embodiments, be distributed across geographic 
regions such that received chunks may be stored in a desired 
geographic region based on a wide variety of criteria, Such 
as customer location, customer desire, rules and regulations, 
etc. 

Additionally, sender module 220 accesses configuration 
table 222 to determine destination data associated with the 
received destination identifier, including for example the 
delivery method or delivery destination associated with the 
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destination identifier. The sender module 220 is configured 
to place a transmission job in monitor queue 226. This 
transmission job may comprise the transmission identifier 
(e.g., sent to sending connector 204) which is also associated 
with chunks of digital content in chunk storage 224 and 
allows identification of those chunks. Additionally, the trans 
mission identifier may allow identification of the metadata 
associated with the digital content which may be stored in 
storage 246. Data associated with the delivery method or the 
delivery destination or which allows determination of the 
delivery method or the delivery destination may also be 
stored in association with the transmission job in monitor 
queue 226. 

Monitor module 232 is configured to check monitor queue 
226 (or be notified when a transmission job is pending or 
placed in monitor queue 226) and obtain a transmission job 
from monitor queue 226. Based on the metadata, the deliv 
ery method, the delivery destination or other data associated 
with the transmission job, the monitor module 232 may send 
the transmission job to a queue associated with an appro 
priate forwarder. Almost any queuing algorithm desired may 
be utilized to determine the priority of transmission jobs in 
monitor queue 226. 

In one embodiment, if the metadata, the delivery method, 
or the delivery destination associated with the obtained 
transmission job indicate that the digital content associated 
with that transmission job is to be delivered using the remote 
content access module 244, the transmission job may be 
placed in remote content access queue 225 while if the 
metadata, the delivery method or delivery destination indi 
cate that the digital content is to be sent to a delivery 
destination the transmission job may be placed in MFT 
forwarder queue 228. 

Each of the MFT forwarder 242 and remote content 
access forwarder 236 are configured to check their respec 
tive associated queues (MFT forwarder queue 228 and 
remote content access queue 225), or be notified when a 
transmission job is pending in their respective queue, obtain 
the transmission job from their respective queue. 
When MFT forwarder 242 obtains a transmission job 

from MFT forwarder queue 228 it may access the chunks of 
digital content associated with the transmission job (e.g., 
using the transmission identifier associate with the transmis 
sion job) in chunk storage 224, assemble the digital content 
from the obtained chunks and store the digital content in the 
content storage 282 in association with the transmission 
identifier. Similarly to chunk storage 224, content storage 
282 may, in Some embodiments, be distributed across geo 
graphic regions such that received chunks may be stored in 
a desired geographic region based on a wide variety of 
criteria, Such as customer location, customer desire, rules 
and regulations, etc. 
MFT forwarder 242 may then send the assembled digital 

content to the receiver module 268 associated with the 
delivery method or the destination identifier. Alternatively, 
the delivery method associated with the obtained transmis 
sion job may indicate that only metadata on the digital 
content is desired. In such cases the MFT forwarder 242 may 
obtain metadata associated with the digital content associ 
ated with the transmission job and deliver Such metadata to 
the receiver module 268 associated with the delivery method 
or the destination identifier. 

After delivering the digital content (or metadata), MFT 
forwarder module 242 may place a delivery status confir 
mation on the delivery status queue 284 in association with 
the transmission job and delete the digital content from 
storage 246 (this deletion may entail the deletion of the 
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digital content associated with the transmission identifier 
from content storage 282 or the deletion of digital content 
from anywhere in Storage 246, Such as chunks of the digital 
storage from chunk storage 224). To ensure security, it may 
be the case that all digital content stored in content storage 
282 (or storage 246 generally) may have a time to live (or 
expiration date) such that they are deleted after a certain 
period of time (e.g., 30 days, 60 days, 90 days, etc.) even if 
the delivery of such digital content is never confirmed or 
never actually takes place. 

Receiver module 268 at receiving system 264 thus 
receives the digital content from MFT forwarder 242 and 
may then provide this received digital content (or received 
metadata) to client 274 at the receiving system 264. 

Similarly, when remote content access forwarder 236 
obtains a transmission job from remote content access queue 
225 it may access the chunks of digital content associated 
with the transmission identifier of the transmission job in 
chunk storage 224, assemble the digital content from the 
obtained chunks and store the digital content in content 
storage 282 in association with the transmission identifier. 
The area of content storage 282 where the digital content is 
stored by remote content access forwarder 236 may be 
accessible through, or utilized by, remote content access 
module 244. Additionally, remote content access forwarder 
236 may assign permissions to that digital content based on 
the destination identifier associated with the transmission 
job Such that the digital content is accessible (or only 
accessible) through remote content access module 244 to a 
user with the correct credentials. 

After storing the digital content in the content storage 282 
and assigning permissions, the remote content access for 
warder 236 may place a delivery status confirmation on the 
delivery status queue 284 in association with the transmis 
sion job. Again, to ensure security, it may be the case that all 
digital content stored in content storage 282 (or storage 246 
generally) may have a time to live (or expiration date) Such 
that they are deleted after a certain period of time (e.g., 30 
days, 60 days, 90 days, etc.) even if such content is never 
accessed using remote content access module 244 as 
described below. 

Remote content access module 244 may provide a website 
or other interface through which documents can be viewed, 
downloaded or otherwise accessed. Thus, a user may access 
the remote content access module 244 through, for example, 
a browser 272 at receiving system 262 and identify digital 
content which it is desired to access. Using the permissions 
associated with the identified digital content, the remote 
content access module 244 may authenticate the user. This 
authentication may be done using, for example, a Security 
Token Service (STS). If the user is authenticated they may 
be allowed to access the digital content in the content storage 
282. In one embodiment, remote content access module 244 
may be similar to SecureDocs by OpenText Corporation and 
may be a website using ASP.Net and the model view control 
(MVC) framework. 
As digital content is not delivered directly to a user at 

receiving system 262 Such users or other recipients (e.g., 
applications) may not necessarily be aware when Such 
content is available, nor may they have a method to identify 
Such digital content to remote content access module 244. 
Thus, in some embodiments, a notification associated with 
Such digital content may be provided to a recipient at the 
receiving system 262. This notification may be delivered 
through a client 266. This client 266 may be the same type 
of client as was used to initiate the transmission of the digital 
content at the sender System 202 (e.g., a sending connector) 
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and may provide a way to identify the digital content to the 
remote content access module 244. Thus, in certain embodi 
ments a notification may be provided using the delivery 
method intended by the sender while the digital content 
itself may be delivered using that delivery method or another 
delivery method altogether. 

For example, in cases where the destination identifier 
denotes a URL a push notification with an identifier for the 
content may be sent to the URL to identify that content is 
available. This digital content may be obtained, for example, 
by the client 266, using an API and the provided identifier 
and the digital content received in response to this request 
provided to a recipient (e.g., an application using client 266 
as a plug-in, etc.). 

In another embodiment, in cases where the destination 
identifier associated with a transmission job is an email 
address an email may be sent to the destination identifier 
associated with the transmission job, where the email 
includes a link with a URL that includes the website 
provided by the remote content access module 244 and 
identifies the digital content associated with the transmission 
job. Thus, when a user of receiving system 262 receives such 
an email he may click on the link included in the email. The 
HTTP request with the URL may then be sent to the remote 
content access module 244 where the URL identifies the 
digital content. The website provided by the remote content 
access module 244 may then be brought up in the browser 
272 at the receiving system 262 and the user allowed to 
access the digital content. Such an email may be sent, by 
example by the sending connector 204 (e.g., using the 
transmission initiator 206 in the case where the transmission 
initiator 206 is an email client such as Outlook) or may be 
sent by the remote content access module 244 itself. 
More specifically, in one embodiment, if the transmission 

initiator 206 is an email client, the user may compose an 
email with digital content and a destination identifier (e.g., 
an email address). The sending connector 204 may receive 
this email (e.g., because the user indicated that he wishes to 
send the digital content using the content delivery system or 
because all emails having attachments are routed through the 
sending connector 204, etc.). The sender connector 204 may 
transmit the destination identifier to the sender module 220, 
for example, as part of a request to send digital content to the 
destination identifier. 
When a transmission identifier is received from the sender 

module 220 in response to a request to send digital content, 
the transmission initiator 206 may modify the originally 
received email to create a notification email by removing the 
digital content and inserting a message with a URL associ 
ated with the remote content access module 244 and includ 
ing the transmission identifier received from the sender 
module 220. The notification email can then be sent to the 
destination identifier provided by the user. The delivery of 
the content using the content delivery system may progress 
substantially as described above. 
When the receiving user receives the notification email, 

this user may then bring up the website provided by the 
remote content access module 244 at the receiving system 
262 by clicking the link in the notification email and the user 
will be allowed to access the digital content associated with 
the transmission identifier in content storage 282 as 
described. 

Thus, a content delivery system may be utilized to deliver 
digital content using an appropriate delivery method or to an 
appropriate delivery destination without respect either to the 
format of such digital content or the method by which the 
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content was originally sent or the method of delivery 
intended by the sender of such content. 

FIGS. 3A-3E depict one embodiment of a method 
employed by embodiments of a content delivery system to 
send or deliver digital content. At step 310 digital content 
may be received. This digital content may be received along 
with an associated destination identifier indicating where the 
sender desires the digital to be sent. For example, this digital 
content may be received from a plug-in associated with a 
SAP, Oracle, SharePoint, Office 365, Lotus Notes, etc. 
application and associated with a network location or URL. 
In one embodiment, a plug-in may be utilized to intercept 
digital content at a certain point in a work flow involving 
Such an application, where that point in the workflow is 
associated with a particular destination identifier. 

Alternatively, a user may use an email client Such as 
Outlook to create an email with an attachment where the 
email specifies an address (e.g., an email address, SMTP 
address, etc.) as the destination identifier. A plug-in may 
provide an interface by which the user may choose to send 
the email an in a secure manner or the email may be 
intercepted by the plug-in without any action from the user. 
A user may also desire to send digital content as a fax, in 
Such cases, the digital content may be provided to a fax 
server (e.g., such as RightFax by OpenText Corporation) 
along with a destination identifier of a phone number. 
Another method by which content may be received is 
through a web site. Such a web site may be configured to 
allow a user to select content to be sent using the content 
delivery system and provide a destination identifier to which 
the content is to be sent. 

At step 320 then, the digital content and the destination 
identifier specified by the sender (e.g., by the application or 
the user who sent the content) may be sent to a centralized 
portion of the content delivery system. For example, this 
portion of the content delivery system may be distributed 
among many computing devices or reside in a cloud based 
computing system, etc. When the digital content and asso 
ciated destination identifier is received, it can be determined 
at steps 330 and 340 if the destination identifier is registered. 

In one embodiment, a user have registered Such a desti 
nation identifier and provided destination data associated 
with the registered destination identifier. The destination 
data may include a delivery method or delivery destination 
associated with the destination identifier. For example, in 
association with a destination identifier a user Such as a 
customer or administrator may specify a delivery method 
associated with remote access delivery; may specify a 
delivery method Such as email and an associated delivery 
destination Such as an email address; may specify a delivery 
method of an application such as SharePoint or Oracle and 
a delivery destination such as a URL or other network 
location associated with a module associated with that 
application; may specify fax over PSTN and an associated 
telephone number as a delivery destination; may specify 
point to point delivery (P2P) and provide a network location 
associated with a destination where such a location is 
associated with a fax server, etc. Accordingly, at steps 330 
and 340 it can be determined if the received destination 
identifier has been previously registered and, if so, the 
corresponding delivery method or delivery destination asso 
ciated with the registered destination identifier. 

In certain embodiments, it can also be determined at steps 
330 and 340, if the sender or recipient associated with the 
received destination identifier has a valid entitlement to send 
or receive data respectively. 
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If the destination identifier is not registered (or does not 

have a valid entitlement) the sender may be given an error 
message at step 350. Additionally, the sender may be pre 
sented with the option of sending the digital content via an 
email message. 

Alternatively, at step 352, if the destination identifier is 
not registered the digital content may be sent to the desti 
nation identifier using a delivery method corresponding to 
the destination identifier (e.g., if the destination identifier is 
an email address the digital content may be sent in an email 
to the email address; if the destination identifier is a tele 
phone number the digital content may be faxed to the 
telephone number, etc.). In another embodiment, if there is 
no delivery method or delivery destination registered a 
notification may be sent to the destination identifier (e.g., 
using a method corresponding with the destination identi 
fier) with a notification that content is available a method of 
accessing the digital content. 
Now referring to FIG. 3B, if the destination identifier is 

registered it can be determined if fax was the senders 
intended delivery method at step 360. This can be deter 
mined, for example, by the plug-in from which the digital 
content was received, an indication of the user with respect 
to the sending interface, the type of the destination identifier 
(e.g., telephone number), etc. If fax is the senders intended 
method of sending the digital content, a fax server associated 
with the sender may be determined at step 370 (e.g., using 
the sender's identity). This fax server may be a fax server 
local to the sender or may be a hosted fax server. The digital 
content can then be sent to the fax server associated with the 
sender which converts the digital content to TIFF. The 
digital content in TIFF format can then be obtained at step 
380 for delivery to the destination identifier. Examples of fax 
servers or fax systems that may be utilized according to 
embodiments depicted herein are U.S. patent application 
Ser. No. 13/485,140, entitled “System and Method for 
Sending, Delivery and Receiving of Faxes, filed May 31, 
2012 and U.S. patent application Ser. No. 13/461.351, 
entitled “System and Method for Sending, Delivery and 
Receiving of Faxes, filed May 1, 2012, hereby incorporated 
by reference herein in their entirety. 
At step 390, if fax is not the senders intended delivery 

method, the delivery method associated with the destination 
identifier can be determined. The delivery method may have 
been specified by a recipient in conjunction with the recipi 
ents provided destination identifiers, as discussed above. 
Thus, the delivery method associated with the destination 
identifier specified by the sender in association with the 
digital content may be determined. The digital content may 
be provided to a forwarder associated with the determined 
delivery method at step 322. This forwarder may be pro 
vided in a cloud and be multi-tenanted, could be dedicated 
to a particular recipient and reside in the cloud, or may be 
dedicated to a particular recipient and located at a site 
associated with the recipient. 
Moving to FIG. 3C, when the forwarder receives the 

digital content, the forwarder may determine the delivery 
method associated with the digital content at step 332. In one 
embodiment, the delivery method may be provided to the 
forwarder along with the digital content, in another embodi 
ment the forwarder may determine the recipient’s specified 
delivery method substantially as described above. 

It can then be determined at step 342 if the recipients 
specified delivery method associated with the destination 
identifier is fax. If the recipient’s specified delivery method 
is fax (and, in one embodiment, if the digital content has not 
previously been converted to TIFF or was not already in 
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TIFF) the digital content may be converted to the TIFF. This 
conversion may be accomplished, in one embodiment, by 
determining a fax server associated with the receiver at step 
352 (e.g., which may have been specified in conjunction 
with the destination identifier). This fax server may be a fax 
server local to the receiver or may be a hosted fax server. The 
digital content can then be sent to a fax server associated 
with recipient which converts it the digital content to TIFF 
and may send the digital content at Step 353 using a fax 
system over a network Such as that discussed in U.S. patent 
application Ser. No. 13/485,140, entitled “System and 
Method for Sending, Delivery and Receiving of Faxes.” 
filed May 31, 2012 and U.S. patent application Ser. No. 
13/461.351, entitled “System and Method for Sending, 
Delivery and Receiving of Faxes, filed May 1, 2012, hereby 
incorporated herein by reference in their entirety. Alterna 
tively, the digital content may be sent to the destination 
identifier over the PSTN at step 355 using, for example, a 
cloud based system for sending faxes over the PSTN. 

Referring now to FIG. 3D, delivery of the digital content 
to the recipient may then be initiated at step 372 based on the 
recipient’s specified delivery method. At step 382 it can be 
determined if the recipient’s specified delivery method 
involves notification to the recipient and a notification 
destination (which may be the same as, or different than, the 
delivery destination) associated with the delivery method 
may be determined. 

If notification is involved, the forwarder may send a 
notification to the notification destination at step 392 and a 
recipient may receive such a notification at step 324. For 
example, in certain embodiments an email may be sent to 
provide notification to the recipient that digital content is 
available. For example, in cases where the destination 
identifier denotes a URL a push notification with an iden 
tifier for the content may be sent to the URL to identify that 
content is available. 

If the recipient’s specified delivery method requires that 
the recipient pull the or otherwise manually access the 
content at step 334 (e.g., using a website or an API, as 
discussed above) the recipient may access the content at step 
344. In one embodiment, the user may log onto or access the 
web site or other application and download the digital 
content. This access may be facilitated by the user through 
the format of the notification. For example, as discussed 
above the notification (e.g., email) itself may be used to 
access the website or application through which the content 
may be provided. In another embodiment, the digital content 
may be accessed, for example, by the recipient using an API 
and an identifier for the digital content provided in a 
notification. This embodiment may be useful in instances 
when the recipient is an application as the application may 
be configured to access Such digital content using the API 
Substantially without user involvement. Accordingly, any 
workflows or processing dependent on the receipt of Such 
content may not be suspended or otherwise idled longer than 
necessary when waiting for Such digital content. 

Returning to step 382, if the recipient’s specified delivery 
method does not involve a notification the content may be 
sent to a recipient at a specified delivery destination at step 
354 using an appropriate delivery method (e.g., sending the 
digital content via HTTP to a network location specified by 
the recipient as the delivery destination in association with 
the destination identifier provided by the sender, sending an 
email (that may be encrypted) to an email address specified 
as the delivery destination, sending a fax to a telephone 
number specified as the delivery destination, etc.). The 
digital content may then be integrated directly into the 
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recipient’s system (e.g., an SAP application, a SharePoint 
library, etc.) where appropriate or otherwise utilized as 
desired. 
Moving on to FIG. 3E, once the digital content is deliv 

ered then, a notification of delivery of this digital content 
may be sent to the original sender at step 364. The sender 
may receive such a notification at step 374 and the content 
deleted from the content delivery system at step 384. To 
ensure security, it may be the case that digital content on the 
content delivery system may be deleted after a certain period 
of time (e.g., 30 days, 60 days, 90 days, etc.) even if the 
delivery or access of Such content is never confirmed or 
never actually takes place. Additionally, in certain embodi 
ments, the original sender of Such digital content may also 
delete content. It will be noted that while this step is depicted 
after the digital content is sent to the recipient, in certain 
embodiments the digital content may be deleted before the 
sending of Such digital content (e.g., if the sender no longer 
desires to send Such digital content, etc.). 

It may now be helpful here to discuss other embodiments 
of systems for content delivery. Accordingly, FIG. 4 depicts 
one embodiment of an architecture of a transactional system 
400 that may be used for content delivery where services 
associated with content delivery are deployed in a cloud 
based computing environment 470. Here, transactional sys 
tem 400 includes a transaction engine 410 for sending and 
receiving content (generally denoted by reference numeral 
401) and executing on a server. Transaction engine 410 
includes sender 440 for receiving content 401 from a sender 
(generally denoted by reference numeral 404a) using a 
sender device (as may the same or similar to devices 104a. 
104b, 104c described in conjunction with FIG. 1) and sender 
configuration information 441. Transaction engine 410 fur 
ther includes a forwarder 442 for sending the content 401 to 
a recipient (generally denoted by reference numeral 404b) 
on a recipient device (as may be the same or similar to 
devices 104d. 104e, 104fdescribed in conjunction with FIG. 
1), recipient configuration information 443, and a storage 
device 436 coupled to the transaction engine 410 for storing 
the content 401. 

In a further embodiment, sender configuration informa 
tion 441 includes information related to a delivery method 
441a for delivery of the content 401 to the transaction engine 
410 via the sender device, delivery parameters 441b to 
control content delivery, and a destination identifier 441c 
denoting a receipt address for a recipient 404b. The sender 
configuration information can be defined by the sender 404a 
and received via the sender device. In such embodiments, 
the sender 404a can use a sender connector 406a resident on 
the sender device to define the sender configuration infor 
mation 441. The sender connector 406a can be a plug-in to 
an application, Such as an email program or a standalone 
module in communication with an application (an example 
of which is denoted on FIG. 4 as APPLN1). 

In some embodiments, delivery method 441 a can include 
an email protocol, hypertext transfer protocol, and/or a 
delivery method of a particular application Such as those 
describes herein above with reference to FIG.1. Destination 
identifier 441d can include an email address, a uniform 
resource locator (URL), and other destination identifiers 
described herein above in conjunction with FIG. 1. Delivery 
parameters 441b include a variety of parameters useful to 
effectively and purposefully control the delivery of content 
401, Such as encryption information, content type and size 
information, information for packets and Sub-packets 
including pieces of the content 401, content format, sender 
credentials, certain application and/or contextual require 
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ments for content transactions, such as content classifica 
tions, access permissions, expiry information, regional 
information, etc. 

In another embodiment, recipient configuration informa 
tion 443 includes information related to a receiver method 
443a for delivery of the content 401 from the transaction 
engine 410 to a recipient device, and receiver parameters 
443b to further control content delivery. In such embodi 
ments, the recipient 404b can use a receiver module 406c 
resident on the recipient device to define the recipient 
configuration information 443. Much like the sender con 
nector 406a, 406b, the receiver module 406c can be a 
plug-in to an application or a standalone module in com 
munication with an application (an example of which is 
denoted on FIG. 4 as APPLN2). 

In some embodiments, receiver method 443a can include 
a method of content delivery expected by an application 
405c. As such, the receiver method 443a can include an 
email protocol for an email program, hypertext transfer 
protocol for an Internet browser, and/or a receiver method of 
a particular vendor application Such as those described 
herein above with reference to FIG. 1. Receiver parameters 
443b can include a variety of parameters useful to effectively 
and purposefully control how a recipient receives (and/or 
expects to receive) content 401, many of which can mirror 
the delivery parameters 441b. Receiver parameters 443b can 
include content type, regional storage information, valida 
tion information to validate the content, integration infor 
mation for integrating and packaging the content for the 
recipient, and security information. 

In some embodiments, transactional system 400 is 
deployed in a cloud-based computing environment 470 
including a plurality of distributed network servers. Here, 
the servers can be under the control of a service entity 
enabling use of the transactional system 400 by applications, 
other systems, and/or users. The service entity can configure 
content transaction information (such as sender configura 
tion information 441 and/or recipient configuration infor 
mation 443) and setup and maintain servers as needed to 
handle one or more clients. As such, transactional system 
400 (its users and clients) can realize the benefits of cloud 
based computing environments. 

In further embodiments, storage device 436 includes at 
least one storage device located in a predetermined geo 
graphic region. For example, one or more storage devices 
436c can be located in the United States and/or one or more 
other storage devices 436d can be located in Europe. This 
enables content storage requirements to follow certain 
requirements and guidelines, such as those promulgated by 
the United States Department of Homeland Security (DHS). 
The DHS may require, for example, that certain content 401 
of a particularly sensitive nature be stored in a preordained 
location, such as a secure server within the boundaries of the 
United States. As such, the predetermined geographic region 
can be configured by sender 404a, a transaction engine 
administrator, and/or a recipient 404b as needed or desired. 

Further to the above, the predetermined location may be 
based on the data sovereignty requirements of a particular 
country or region, Such as the European Union. In Such 
instances, content for European users may be stored on 
storage devices located in Europe. In other instances involv 
ing clients in the United States, content may be stored in the 
United States where it is accessible according to the laws of 
the United States, such as the Patriot Act. 

In other embodiments, sender configuration information 
441 further includes a transmission identifier 441c, which 
can be a unique identifier associated with the content 401. In 
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still further embodiment, the content 401 is stored as a 
plurality of storage pieces (generally denoted by reference 
numeral 437) on the storage device 436b. The storage pieces 
437 are associated with the transmission identifier 441C 
(referred to as T ID in FIG. 4). This can enable the trans 
action engine 410 to identify separate pieces of content 401 
with a single transmission to forward to recipients. 

In some embodiments, transaction engine 410 further 
includes a notification module 490 for configuring notifica 
tions to at least one of the sender 404a and the recipient 
404b. Such notifications can include those described with 
reference to FIGS 3A-3E. 

It should be noted that in some embodiments of the 
transactional system 400, the transaction engine 410 sends/ 
receives content 401 from sender 404a to recipient 404b 
either of whom at least partially defines the configuration 
information. However, the transaction engine 410 can also 
be configured to enable content transactions between differ 
ent applications, such as an email program and a content 
server without any user intervention. In Such instances, the 
applications may be preconfigured with respective sender 
configuration information 441 and recipient configuration 
information 443 to automatically enable content transac 
tions. Advantageously, the transaction engine 410 can be 
configured to handle content using methods and formats 
appropriate for Such applications. For example, the transac 
tion engine 410 can be configured to receive content 401 in 
a manner a particular application expects to send content 
401 and send the content 401 in a manner another particular 
application expects to receive the content 401. This can 
enhance and facilitate content transactions across different 
applications and systems (with different users and/or user 
groups) and can also reduce complexity, setup time and 
maintenance and increase flexibility and transparency. 

In a further embodiment, the transaction engine 410 is 
configured to delete the content 401 on the storage device 
436 based on the elapse of a predetermined amount of time 
the content 401 is stored on the storage device 436. Such 
expiry information 450, much like the predetermined geo 
graphic region described herein above, can be based on 
security requirements of the content 401. For example, 
security requirements can dictate that content 401 not be 
stored on storage device 436 for more than a predetermined 
amount of time. Such a requirement may reduce security 
risks associated with content 401 by limiting the amount of 
time content 401 is stored on security device 436 where it 
may be compromised by hackers or thieves. 

Referring now to FIG. 5, in a further embodiment, a 
content delivery system 500 (which may include compo 
nents of the transactional system 400 described in conjunc 
tion with FIG. 4) includes a content delivery engine 510 for 
sending and receiving content 501 and executing on a server. 
The content delivery engine 510 includes a sender connector 
540 for receiving content 501 from a sender device (gener 
ally denoted by reference numeral 504a) and sender con 
figuration information including a delivery method 541a for 
delivery of the content 501 to the content delivery engine 
510. The sender configuration information can also include 
a destination identifier 542b denoting a receipt address for a 
recipient. 
The content delivery engine 510 further includes a for 

warder 542 for sending the content 501 to the recipient, 
recipient configuration information including a receiver 
method 543a for delivery of the content 501 from the 
content delivery engine 510 to a recipient device (generally 
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denoted by reference numeral 504b), and a storage device 
536 coupled to the content delivery engine 510 for storing 
the content 501. 

The delivery method 543a can include a method of 
delivery accepted or expected by an application 575 and/or 
desired by a user on the recipient device 504b. For example, 
the delivery method 543a can include methods utilized by a 
content integration systems such as those manufactured by 
SAP Corporation or Microsoft Corporation such as Micro 
soft Sharepoint. The delivery method 543b may include 
configuration information Such as content type, regional 
storage information, and/or encryption information for 
encrypting/decrypting the content 501 for secure delivery. 
The content delivery engine 510 maps the receipt address 

541b to a receiver method 543a based on the needs and 
requirements of a user and/or application 575 executing on 
the recipient device 504b. For example, the application 575 
may include a workflow application and the receiver method 
543a may include information for updating, modifying, 
and/or packaging the content 501' for automatic ingestion 
into the workflow application. The forwarder 542 sends the 
content 501' to the recipient device 504b according to the 
mapped receiver method. In some embodiments, the 
receiver method 543a includes a plurality of receiver meth 
ods, at least a portion of which are predefined according to 
a Suite of applications. The receipt addresses for a group of 
applications may be pre-mapped to receiver methods (and 
stored in a table) to enable automatic ingestion of the content 
501' into a particular application. 

In some embodiments, an administrator defines, updates, 
and maintains receipt address-receiver method mappings 
and such mappings can be stored in a variety of formats. For 
example, the mappings can be arranged in a database table 
accessible to the administrator. In the same or different 
embodiment, senders, recipients, or a combination thereof 
can define at least a portion of the mappings. 

In further embodiments of the content delivery system 
500, the delivery methods are mapped to a sender address to 
enable the content delivery engine 510 to receive content 
501 in a manner utilized by the sender device 504a. The 
delivery methods may be predefined according to a Suite of 
applications so that the content deliver system 500 can 
accept content 501 in the appropriate format without any 
need to specify certain content information for each delivery. 

It may be useful to an understanding of certain embodi 
ments to view embodiments of interfaces that may be 
utilized with embodiments of a content delivery system or a 
transactional system as disclosed herein. Turning first to 
FIG. 6, an embodiment of an interface that may be presented 
by a sending connector integrated in an email application is 
depicted. Here, while sending an email, to send an email a 
sending use may configure a sending connector for a content 
delivery system such that the portion 410 of the interface 
presented is associated with a sending connector for sending 
the digital content of the email (e.g., the attachment to the 
email) using a content delivery system associated with the 
sending connector. Additionally, here, the interface 410 
allows the user to configure the sending connector according 
to the user's preferences. 

FIG. 7 depicts an embodiment of an interface that 
includes a sending connector for a content delivery system. 
Specifically, here, interface 590 may be a web page rendered 
by a browser where the web page presents an interface that 
allow a one or more destination identifiers to be specified 
and digital content to be selected (e.g., from a system on 
which the web page is being rendered). Such a web page 
may include a sending connector Such that the destination 
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identifier and digital content specified through the interface 
590 may be received by the sending connector. 

FIG. 8 depicts an embodiment of another interface that 
includes a sending connector for a content delivery system. 
In this embodiment, interface 610 may be a web page 
rendered by a browser where the web page presents an 
interface that allow a conversation between one or more 
users to be depicted. Such a conversation may be associated 
with destination identifiers for each participant such that 
each participant in the conversation may use Such an inter 
face to select digital (e.g., from a participants system on 
which the web page is being rendered) and associated with 
the destination identifiers of participants in the conversation. 
Such a web page may include a sending connector Such that 
the destination identifier and digital content specified 
through the interface 610 may be received by the sending 
COnnectOr. 

Moving to FIG. 9, an embodiment of an interface for a 
notification that may be sent by a content delivery system to 
a recipient is depicted. Here, interface 710 is an email that 
has been sent to the recipient that includes a link 720 
identifying digital content by which the recipient may access 
the digital content. Specifically, interface 710 is an email that 
may be received by a participant in the conversation 
depicted in the interface of FIG.8. When such a participant 
clicks on the link the web page associated with that con 
versation may be accessed by a browser at the recipients 
system. The recipient may be authenticated by that web page 
and allowed to download the digital content. Thus, notifi 
cation was provided interface 710 but digital content was 
accessed through the web page referenced in the notification. 

Referring now to FIG. 10, an embodiment of an interface 
for a notification that may be sent by a content delivery 
system to a sender of digital content when Such content is 
delivered is depicted. Here, interface 810 is an email that has 
been sent to the sender of content that identifies the recipient 
and the digital content which has been delivered to that 
recipient. Specifically, interface 810 is an email that may be 
received by a participant in the conversation depicted in the 
interface of FIG.8 who sent content to another participant. 
When the participant who was the recipient accessed the 
sent content the content delivery system sent an email to the 
sending participant that notifies the sending participant that 
the digital content was accessed, the recipient participant 
who accessed the content and, in this example, the conver 
sation. Thus, delivery notification was provided through 
email interface 810 but digital content was sent and through 
a web page provided by the content delivery system. 

Although the invention has been described with respect to 
specific embodiments thereof, these embodiments are 
merely illustrative, and not restrictive of the invention. The 
description herein of illustrated embodiments of the inven 
tion is not intended to be exhaustive or to limit the invention 
to the precise forms disclosed herein (and in particular, the 
inclusion of any particular embodiment, feature or function 
is not intended to limit the scope of the invention to such 
embodiment, feature or function). Rather, the description is 
intended to describe illustrative embodiments, features and 
functions in order to provide a person of ordinary skill in the 
art context to understand the invention without limiting the 
invention to any particularly described embodiment, feature 
or function. 

While specific embodiments of, and examples for, the 
invention are described herein for illustrative purposes only, 
various equivalent modifications are possible within the 
spirit and scope of the invention, as those skilled in the 
relevant art will recognize and appreciate. As indicated, 
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these modifications may be made to the invention in light of 
the foregoing description of illustrated embodiments of the 
invention and are to be included within the spirit and scope 
of the invention. Thus, while the invention has been 
described herein with reference to particular embodiments 
thereof, a latitude of modification, various changes and 
Substitutions are intended in the foregoing disclosures, and 
it will be appreciated that in some instances some features of 
embodiments of the invention will be employed without a 
corresponding use of other features without departing from 
the scope and spirit of the invention as set forth. Therefore, 
many modifications may be made to adapt a particular 
situation or material to the essential scope and spirit of the 
invention. 

Reference throughout this specification to “one embodi 
ment,” “an embodiment,” or “a specific embodiment” or 
similar terminology means that a particular feature, struc 
ture, or characteristic described in connection with the 
embodiment is included in at least one embodiment and may 
not necessarily be present in all embodiments. Thus, respec 
tive appearances of the phrases “in one embodiment,” “in an 
embodiment,” or “in a specific embodiment” or similar 
terminology in various places throughout this specification 
are not necessarily referring to the same embodiment. Fur 
thermore, the particular features, structures, or characteris 
tics of any particular embodiment may be combined in any 
suitable manner with one or more other embodiments. It is 
to be understood that other variations and modifications of 
the embodiments described and illustrated herein are pos 
sible in light of the teachings herein and are to be considered 
as part of the spirit and scope of the invention. 

In the description herein, numerous specific details are 
provided. Such as examples of components and/or methods, 
to provide a thorough understanding of embodiments of the 
invention. One skilled in the relevant art will recognize, 
however, that an embodiment may be able to be practiced 
without one or more of the specific details, or with other 
apparatus, Systems, assemblies, methods, components, 
materials, parts, and/or the like. In other instances, well 
known structures, components, systems, materials, or opera 
tions are not specifically shown or described in detail to 
avoid obscuring aspects of embodiments of the invention. 
While the invention may be illustrated by using a particular 
embodiment, this is not and does not limit the invention to 
any particular embodiment and a person of ordinary skill in 
the art will recognize that additional embodiments are 
readily understandable and are a part of this invention. 
Any suitable programming language can be used to 

implement the routines, methods or programs of embodi 
ments of the invention described herein, including C, C++, 
Java, assembly language, etc. Different programming tech 
niques can be employed such as procedural or object ori 
ented. Any particular routine can execute on a single com 
puter processing device or multiple computer processing 
devices, a single computer processor or multiple computer 
processors. Data may be stored in a single storage medium 
or distributed through multiple storage mediums, and may 
reside in a single database or multiple databases (or other 
data storage techniques). Although the steps, operations, or 
computations may be presented in a specific order, this order 
may be changed in different embodiments. In some embodi 
ments, to the extent multiple steps are shown as sequential 
in this specification, Some combination of Such steps in 
alternative embodiments may be performed at the same 
time. The sequence of operations described herein can be 
interrupted, suspended, or otherwise controlled by another 
process, such as an operating system, kernel, etc. The 
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routines can operate in an operating system environment or 
as stand-alone routines. Functions, routines, methods, steps 
and operations described herein can be performed in hard 
ware, software, firmware or any combination thereof. 

Embodiments described herein can be implemented in the 
form of control logic in software or hardware or a combi 
nation of both. The control logic may be stored in an 
information storage medium, Such as a computer-readable 
medium, as a plurality of instructions adapted to direct an 
information processing device to perform a set of steps 
disclosed in the various embodiments. Based on the disclo 
Sure and teachings provided herein, a person of ordinary 
skill in the art will appreciate other ways and/or methods to 
implement the invention. 

It is also within the spirit and scope of the invention to 
implement in Software programming or of the steps, opera 
tions, methods, routines or portions thereof described herein, 
where such software programming or code can be stored in 
a computer-readable medium and can be operated on by a 
processor to permit a computer to perform any of the steps, 
operations, methods, routines or portions thereof described 
herein. The invention may be implemented by using soft 
ware programming or code in one or more general purpose 
digital computers, by using application specific integrated 
circuits, programmable logic devices, field programmable 
gate arrays, optical, chemical, biological, quantum or nano 
engineered systems, components and mechanisms may be 
used. In general, the functions of the invention can be 
achieved by any means as is known in the art. For example, 
distributed or networked systems, components and circuits 
can be used. In another example, communication or transfer 
(or otherwise moving from one place to another) of data may 
be wired, wireless, or by any other means. 
A “computer-readable medium may be any medium that 

can contain, store, communicate, propagate, or transport the 
program for use by or in connection with the instruction 
execution system, apparatus, system or device. The com 
puter readable medium can be, by way of example, only but 
not by limitation, an electronic, magnetic, optical, electro 
magnetic, infrared, or semiconductor system, apparatus, 
system, device, propagation medium, or computer memory. 
Such computer-readable medium shall generally be machine 
readable and include Software programming or code that can 
be human readable (e.g., source code) or machine readable 
(e.g., object code). 
A "processor includes any, hardware system, mechanism 

or component that processes data, signals or other informa 
tion. A processor can include a system with a general 
purpose central processing unit, multiple processing units, 
dedicated circuitry for achieving functionality, or other 
systems. Processing need not be limited to a geographic 
location, or have temporal limitations. For example, a pro 
cessor can perform its functions in “real-time,” “offline,” in 
a “batch mode,” etc. Portions of processing can be per 
formed at different times and at different locations, by 
different (or the same) processing systems. 

It will also be appreciated that one or more of the elements 
depicted in the drawings/figures can also be implemented in 
a more separated or integrated manner, or even removed or 
rendered as inoperable in certain cases, as is useful in 
accordance with a particular application. Additionally, any 
signal arrows in the drawings/figures should be considered 
only as exemplary, and not limiting, unless otherwise spe 
cifically noted. 

Furthermore, the term 'or' as used herein is generally 
intended to mean “and/or unless otherwise indicated. As 
used herein, a term preceded by “a” or “an (and “the when 
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antecedent basis is “a” or “an') includes both singular and and a plurality of receiver parameters to further 
plural of such term (i.e., that the reference “a” or “an clearly control content delivery: 
indicates only the singular or only the plural). Also, as used and a storage device for storing the content, the 
in the description herein, the meaning of “in” includes “in” storage device in a predetermined geographic 
and “on” unless the context clearly dictates otherwise. 5 region and coupled to the transaction engine, 

Benefits, other advantages, and solutions to problems wherein the predetermined geographic region is 
have been described above with regard to specific embodi 
ments. However, the benefits, advantages, solutions to prob 
lems, and any component(s) that may cause any benefit, 
advantage, or solution to occur or become more pronounced 10 
are not to be construed as a critical, required, or essential 
feature or component. 
What is claimed is: 
1. A system for delivering content, comprising: 

configured by a sender, a transaction engine 
administrator, or a recipient. 

5. The transactional system of claim 4, wherein the sender 
configuration information is defined by a sender and 
received via the sender device. 

6. The transactional system of claim 4, wherein the 
delivery parameters include at least one of content type, 
regional storage information, validation information to Vali 

AGreadable memory, comprising instructions for: 15 date the content, integration information for integrating the 
a sender module for executing on the processor in a cloud content for the recipient, and security information. 

based computing environment to: 7. The transactional system of claim 4, wherein the 
receive content from a sending connector at a sending forwarder configuration information is defined by a recipient 

device, wherein the sending connector is a plug-in of 20 and received via the recipient device. 
an application, the content is associated with a first 8. The transactional system of claim 4, wherein the 
destination identifier associated with a first delivery forwarder parameters include at least one of content type, 
method, regional storage information, validation information to Vali 

a transmission initiator of the content has sent the date the content, integration information for integrating the 
content to the first destination identifier according to 25 content for the recipient, and security information. 
the first delivery method, 9. The transactional system of claim 4, wherein the server 

and the first destination identifier identifies a destina- is a plurality of distributed network servers, the servers 
tion according to the first delivery method; 

and a forwarder module for executing on the processor 
in the cloud based computing environment to: 30 

determine a second destination identifier and a second 
delivery method associated with the first destination 
identifier, without further involvement of the trans 
mission initiator in the determination; 

and deliver the content to the second destination iden- 35 
tifier according to the second delivery method by 
providing a location from which the content may be 

under the control of a service entity enabling use of the 
transaction engine by a sender and a recipient over a network 
to send and receive the content. 

10. The transactional system of claim 4, wherein the 
predetermined geographic region is based on security 
parameters for the content. 

11. The transactional system of claim 4, wherein the 
sender configuration information further includes a trans 
mission identifier, the content is stored as a plurality of 

accessed and sending the location to the second storage pieces on the storage device, and the storage pieces 
destination identifier; are associated with the transmission identifier. 

and a remote content access module configured to 40 12. The transactional System of claim 4, wherein the 
allow a user to access the content at the location. transaction engine further comprises a notification module 

2. The system of claim 1, wherein the second destination for configuring notifications to at least one of a sender and 
identifier is the same as the first destination identifier. a recipient. 

3. The system of claim 1, wherein the second delivery 13. The transactional system of claim 4, wherein the 
method is the same as the first delivery method. 45 transaction engine is configured to delete the content on the 

4. A transactional system, comprising: storage device based on the elapse of a predetermined 
a transaction engine for sending and receiving content and amount of time the content is stored on the storage device. 

executing on a server, comprising: 14. A content delivery system, comprising: 
a sender connector for receiving content from a sender a content delivery engine for sending and receiving con 

device, wherein a transmission initiator of the con- 50 tent and executing on a server, comprising: 
tent has sent the content to a destination identifier a sender connector for receiving content from a sender 
according to a delivery method; device, wherein a transmission initiator of the content 

Sender configuration information including: has sent the content to a destination identifier according 
at least one delivery method for delivery of the to a delivery method; 

content to the transaction engine; 55 Sender configuration information including: 
a plurality of delivery parameters to control content at least one delivery method for delivery of the 

delivery; content to the content delivery engine; 
and the destination identifier denoting a receipt and the destination identifier denoting a receipt 

address for a recipient according to the delivery address for a recipient according to the delivery 
method; 60 method; 

a forwarder for sending the content to the recipient, a forwarder for sending the content to a recipient, 
without further involvement of the transmission ini- without further involvement of the transmission ini 
tiator in the forwarding: tiator in the forwarding: 

recipient configuration information including: recipient configuration information including: 
at least one receiver method for delivery of the 65 at least one receiver method for delivery of the 

content from the transaction engine to a recipient content from the content deliver engine to a recipi 
device; ent device; 
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and a storage device for storing the content, the 
storage device in a predetermined geographic 
region and coupled to the transaction engine, 

wherein the predetermined geographic region is con 
figured by a sender, a transaction engine admin 
istrator, or a recipient, 

wherein the content delivery engine maps the receipt 
address to the at least one receiver method, the receiver 
method including information for integrating the con 
tent into an application executing on the recipient 
device, the forwarder sending the content according to 
the mapped receiver method. 

15. The system of claim 1, wherein the content is deliv 
ered with associated metadata. 

16. The system of claim 1, wherein the forwarder module 
executes to delete the content after the expiration of a time 
period. 

17. The system of claim 1, wherein the content includes 
content from an email client, SharePoint, an Oracle appli 
cation, an SAP application, Lotus Notes, a fax machine, a 
web page, or an enterprise resource planning (ERP) system. 

18. The system of claim 1, wherein the location includes 
a Uniform Resource Locator (URL). 

19. The system of claim 18, wherein the location is 
provided by sending an email. 
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