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METHOD AND APPARATUS FOR 
AUTHENTICATING ACCESS AUTHORITY 
FOR SPECIFIC RESOURCE IN WIRELESS 

COMMUNICATION SYSTEM 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

This application is the National Phase of PCT Interna 
tional Application No. PCT/KR2013/009742, filed on Oct. 
30, 2013, which claims priority under 35 U.S.C. 119(e) to 
U.S. Provisional Application No. 61/719,964 filed on Oct. 
30, 2012: 61/809,403 filed on Apr. 7, 2013: 61/829,264 filed 
on May 31, 2013: 61/859,791 filed on Jul. 30, 2013: 61/752, 
997 filed on Jan. 16, 2013, and 61/730,054 filed on Nov. 27, 
2012, all of which are hereby expressly incorporated by 
reference into the present application. 

TECHNICAL FIELD 

The present invention relates to a method for authenti 
cating access right for a specific resource in a wireless 
communication system and an apparatus therefor. 

BACKGROUND ART 

M2M (Machine to Machine) communication technology 
has come into the spotlight with the advent of ubiquitous era. 
M2M can be used for various applications such as e-health, 
Smart grid, Smart home, etc. In these applications, M2M 
devices having various hardware specifications are used and 
thus a protocol which can accept any type of M2M device 
is needed. Accordingly, it is necessary to develop an appli 
cation layer protocol suitable for resource-constrained M2M 
devices. This protocol is applicable to resource-constrained 
M2M devices and thus can also be applied to M2M devices 
having different specifications. A protocol suitable for 
resource-constrained M2M devices needs to access and 
deliver personal information stored in M2M devices accord 
ing to application. For example, personal health information 
is stored in an M2M device such as a heartbeat monitoring 
apparatus. Accordingly, there is a need for an authority 
authentication technique for limiting resources and opera 
tions in an M2M device, which are accessible by a server. 
Therefore, the present invention provides a right acquisition 
method and a right authentication method suitable for 
resource-constrained M2M devices. 
The present invention provides a method for authenticat 

ing, by an M2M client, an operation for a specific resource 
of an M2M server. 

DISCLOSURE 

Technical Problem 

An object of the present invention devised to solve the 
problem lies in a method for authenticating access rights for 
an M2M server or a specific operation from the M2M server. 

Another object of the present invention is to provide a 
method for Supporting a right authentication procedure when 
a single M2M server environment is changed to a multi 
M2M server environment in an M2M system. 
The technical problems solved by the present invention 

are not limited to the above technical problems and those 
skilled in the art may understand other technical problems 
from the following description. 
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2 
Technical Solution 

The object of the present invention can be achieved by 
providing a method for authenticating, by a terminal, access 
right for a resource in a wireless communication system, the 
method including: receiving, from a server, an operation for 
a specific object of the terminal, a specific object instance or 
a resource (hereinafter referred to as “operation target”) 
belonging to the specific object instance; checking whether 
an access right for the operation target is granted for the 
server based on access right information associated with the 
operation target; determining whether at least one resource 
belonging to the operation target Supports the operation 
based on at least one of the operation and the operation target 
when the access right for the operation target is granted, 
wherein the access right information associated with the 
operation target is specified for a specific object instance to 
which the at least one resource belongs. 

Additionally or alternatively, the determining is per 
formed only when the operation and/or the operation target 
correspond to a predetermined operation and/or a predeter 
mined operation target. 

Additionally or alternatively, a Supportable operation may 
be defined according to the operation target. 

Additionally or alternatively, the method further com 
prises: when the received operation is not supported for the 
operation target, transmitting, to the server, a response for 
notifying the server that the operation is not Supported. 

Additionally or alternatively, when the terminal has only 
a single server account, the access right of the server for the 
operation may be determined to be granted when and the 
server corresponds to the single server account. 

Additionally or alternatively, the server may have access 
rights for all operations. 

Additionally or alternatively, the method further com 
prises: when the access right for the operation target is not 
granted, transmitting, to the server, a response for notifying 
the server that access is rejected. 

Additionally or alternatively, the method further com 
prises: when the access right for the operation target is 
granted, the operation is a predetermined operation and the 
operation target is for a specific object instance, performing 
the operation for the specific object instance without check 
ing whether the at least one resource belonging to the 
operation target Supports the operation. 

Additionally or alternatively, the access right information 
associated with the operation target for the server may be 
obtained from an access control object instance associated 
with the specific object, the specific object instance or a 
resource belonging to the specific object instance. 

Additionally or alternatively, the transmitting of the 
response may include notifying the server of an operation 
target causing access rejection. 

In another aspect of the present invention, provided herein 
is a method for generating, by a terminal, access right for a 
resource in a wireless communication system, the method 
including: receiving from a server, an operation for adding 
an account of a specific server, adding the account of the 
specific server, and creating an access control object 
instance for an object having no access control object 
instance from among object instances stored in the terminal 
if the account of the specific server is added when the 
terminal has only one server account, wherein an access 
control owner of the generated access control object instance 
is the server corresponding to the only one server account. 
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Additionally or alternatively, the account of the specific 
server may be composed of a server security object instance 
having a specific value and a server object instance associ 
ated therewith. 

Additionally or alternatively, the specific value may be 
information indicating that the specific server is not a 
bootstrap server. 

Additionally or alternatively, the account of the specific 
server may be added through a bootstrap interface. 

Additionally or alternatively, the server corresponding to 
the only one server account may have access rights for all 
object instances. 

Additionally or alternatively, the access control owner 
may be able to modify the access control object instance. 
The aforementioned technical solutions are merely parts 

of embodiments of the present invention and various 
embodiments in which the technical features of the present 
invention are reflected can be derived and understood by a 
person skilled in the art on the basis of the following detailed 
description of the present invention. 

Advantageous Effects 

According to an embodiment of the present invention, it 
is possible to efficiently authenticate access right for an 
M2M server or a specific operation from the M2M server. In 
addition, reliability of the access right authentication pro 
cedure can be improved by performing access right authen 
tication. 

According to another embodiment of the present inven 
tion, it is possible to support the access right authentication 
procedure by generating an access control object instance 
for an object instance for which the access control object 
instance was not generated when a single M2M server 
environment is changed to a multi-M2M server environment 
in an M2M system. 
The effects of the present invention are not limited to the 

above-described effects and other effects which are not 
described herein will become apparent to those skilled in the 
art from the following description. 

DESCRIPTION OF DRAWINGS 

The accompanying drawings, which are included to pro 
vide a further understanding of the invention, illustrate 
embodiments of the invention and together with the descrip 
tion serve to explain the principle of the invention. In the 
drawings: 

FIG. 1 illustrates a structure of data stored in an M2M 
client; 

FIG. 2 illustrates a resource model according to an 
embodiment of the present invention: 

FIG. 3 illustrates interface models according to an 
embodiment of the present invention: 

FIG. 4 is a flowchart illustrating a method for acquiring 
access rights according to an embodiment of the present 
invention; 

FIG. 5 is a flowchart illustrating an authentication proce 
dure in the case of an operation with respect to a resource 
according to another embodiment of the present invention; 

FIG. 6 is a flowchart illustrating an authentication proce 
dure for an operation with respect to an object instance 
according to another embodiment of the present invention; 
and 

FIG. 7 is a block diagram of an apparatus for implement 
ing embodiments of the present invention. 
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4 
BEST MODE 

Reference will now be made in detail to the exemplary 
embodiments of the present invention with reference to the 
accompanying drawings. The detailed description, which 
will be given below with reference to the accompanying 
drawings, is intended to explain exemplary embodiments of 
the present invention, rather than to show the only embodi 
ments that can be implemented according to the invention. 
The following detailed description includes specific details 
in order to provide a thorough understanding of the present 
invention. However, it will be apparent to those skilled in the 
art that the present invention may be practiced without Such 
specific details. 

In some cases, to prevent the concept of the present 
invention from being ambiguous, structures and apparatuses 
of the known art will be omitted, or will be shown in the 
form of a block diagram based on main functions of each 
structure and apparatus. Also, wherever possible, the same 
reference numbers will be used throughout the drawings and 
the specification to refer to the same or like parts. 

In the present invention, a device for M2M communica 
tion, that is, an M2M client or terminal may be fixed or 
mobile and includes a server for M2M communication, that 
is, an M2M server or a device which communicates with the 
server to transmit/receive user data and/or control informa 
tion. The M2M client may be referred to as terminal equip 
ment, MS (Mobile Station), MT (Mobile Terminal), UT 
(User Terminal), SS (Subscribe Station), wireless device, 
PDA (Personal Digital Assistant), wireless modem, hand 
held device, etc. In addition, the M2M server refers to a fixed 
station communicating with M2M terminals and/or other 
M2M servers and exchanges data and control information 
with M2M terminals and/or other M2M servers by commu 
nicating therewith. 
A description will be given of the related art. 
Device Management 
Device management refers to management of device 

configuration and other managed objects of devices from the 
point of view of various management authorities. Device 
management includes, but is not restricted to setting initial 
configuration information in devices, Subsequent updates of 
persistent information in devices, retrieval of management 
information from devices and processing events and alarms 
generated by devices. 
Management Tree 
Management tree refers to an interface by which a man 

agement server interacts with a client, e.g. by storing values 
in the management tree or retrieving values from the man 
agement tree and by manipulating the properties of the 
management tree, for example, access control lists. In the 
specification, the term management tree can be used inter 
changeably with the term device management tree or DM 
tree. 
Management Object (MO) 
A management object is a Subtree of the management tree 

which is intended to be a (possibly singleton) collection 
of nodes which are related in some way. For 
example, /Dev Info Nodes form a management object. A 
simple management object may consist of one single node.) 

Device Management (DM) Server 
A DM server may be an abstract software component in 

a deployed device management infrastructure that conforms 
to OMA device management enabler static conformance 
requirements specified for DM servers. The DM server 
serves as an end-point of DM client-server protocols and a 
DM server-server interface. 
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In the specification, the DM server may be mounted in a 
device, computer, etc. including a communication module, a 
processor module, etc. 

Device Management (DM) Client 
A DM client may be an abstract software component in a 

device implementation that conforms to OMA device man 
agement Enabler static conformance requirements specified 
for DM clients. The DM client serves as an end-point of the 
DM client-server protocols. 

In the specification, the DM client may be mounted in a 
device including a communication module, a processor 
module, etc., which is an object of DM. The DM client may 
be implemented as a single device. 

Access Control List (ACL) 
An ACL refers to a list of DM server identifiers regarding 

a specific node in a management tree and access rights 
associated with each identifier. 
Node 
A Node is a single element in a management tree. There 

can be two kinds of nodes in a management tree: interior 
nodes and leaf nodes. The format property of a node 
provides information about whether the node is a leaf or an 
interior node. 

Interior Node 
An interior node is a node that may have child nodes, but 

cannot store any value allocated to a node, that is, a node 
value. The format property of an interior node is “node'. 

Leaf Node 
A leaf node can store a node value, but cannot have child 

nodes. The format property of a leaf node is not “node'. 
Accordingly, all parent nodes must be interior nodes. 
Permanent Node 
A permanent node is permanent if the DDF property 

Scope is set to permanent. If a node is not permanent, the 
node corresponds to a dynamic node. The permanent node 
cannot be dynamically generated or deleted by a server. 

Dynamic Node 
A dynamic Node is dynamic if the DDF property scope is 

set to dynamic or if the scope property is unspecified. 
Sever Identifier 
A server identifier refers to an OMADM internal name for 

a DM server. A DM Server is associated with an existing 
server identifier in a device through OMA DM account. 
ACL Properties and ACL Values 
All terminals managed by a DM protocol have a single 

DM tree starting with a root node and the DM protocol 
performs management of terminals by manipulating each 
node of the DM tree. For example, to install downloaded 
software in a terminal, the software can be installed by 
executing a node “install matched to the software. Each 
node may indicate simple information Such as a numeral and 
complicated data such as graphical data or log data. In 
addition, a node may indicate a command Such as 
“Execute”, “Download' or the like. 

Each node has properties of providing meta data related 
thereto. The properties include runtime which refers to 
duration of a node from generation of the node in the DM 
tree to extinction of the node. The runtime property includes 
an ACL, format, name, size, title, Tstamp, type and VerNo. 
The ACL is mandatory such that both a terminal and a 

server need to implement the ACL in DM 1.3 protocol. The 
ACL specifies DM commands that a specific DM server can 
execute on a specific node. An unspecified command cannot 
be executed. In other words, the ACL refers to rights granted 
to a specific DM server for a specific node. In the DM 
protocol, the ACL is given to the server identifier of a DM 
server and is not assigned to a URI, an IP address and a DM 
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6 
server certificate. The server identifier is used as an identifier 
for authenticating the DM server in the DM protocol. 
Furthermore, the ACL can be provided as ACL property and 
an ACL value provided to the ACL property. In the speci 
fication, an ACL value may also be referred to as ACL 
information or information about the ACL. In DM 1.3 
protocol, all nodes are defined to have the ACL property. All 
nodes having the ACL property are defined to have an empty 
ACL value or a non-empty ACL value. 
The ACL has unique properties different from the runtime 

property. The unique properties include ACL inheritance. 
ACL inheritance refers to the concept of obtaining an ACL 
value for a node, which is included in a DM tree and does 
not have an ACL value, from the ACL value of the parent 
node of the node. If the parent node also does not have the 
ACL value, then the ACL value of the parent node is 
obtained from the ACL value of the parent node of the parent 
node. Since the root node corresponding to the highest node 
of the DM tree must have an ACL value in the DM protocol, 
the ACL value must be inherited. ACL inheritance is per 
formed for all ACL values rather than being performed per 
DM command. Accordingly, ACL inheritance from the 
parent node of the node is carried out only when a node has 
an empty ACL value. That is, if an ACL value of a node 
specifies only “Add', unspecified “Get' is not inherited. 

In the DM protocol, the root node has “Add=*&Get=*” as 
a basic value for ACL. Here, “*” denotes a wild card and 
means an arbitrary DM server. To get an ACL value, the DM 
server uses the “Get' command. The “Get' command 
regarding /Node.A/Nodel gets an ACL value of ./Node.A/ 
Node 1. To change an ACL value, a “Replace' command is 
used. When "Replace” is executed on /Node.A/ 
Nodel?prop=ACL” tO Set 
“Add=DMS1&Delete=DMS1&Get=DMS1’, the ACL 
value is changed. In the DM protocol, an individual ACL 
entry cannot be changed and all ACL values can be changed. 
The right to get and change an ACL value is defined based 
on ACL. The right for an interior node and the right for a leaf 
node are differently defined. 

Interior node: If the corresponding node has “Get' and 
“Replace' rights, it is possible to get and replace the 
ACL value of the corresponding node. “Replace” refers 
to the right to replace ACL values of all child nodes. 

Leaf node: If a parent node of the corresponding node has 
“Replace' rights, the ACL value of the corresponding 
node can be replaced. The parent node needs to have 
"Get' rights in order to get the ACL of the correspond 
ing node. Similarly, if the corresponding node has 
“Replace' rights, the ACL value of the node can be 
replaced. To replace the ACL value, the parent node of 
the corresponding node needs to have "Replace' rights. 

The right to replace the ACL value of the corresponding 
node can be controlled by the ACL value of the parent node 
of the node irrespective of whether the node is an interior 
node or a leaf node. If an interior node has “Replace' rights, 
ACL values of all child nodes as well as the ACL value of 
the interior node can be replaced. Accordingly, if the root 
node has “Replace' rights, it is possible to have any right for 
all nodes in the DM tree. However, even when a parent node 
has “Replace' rights, specific rights such as "Get' and “Get 
are not provided for a child node and right such as “Get 
needs to be directly specified for the child node. Accord 
ingly, the ACL value of the child node needs to be corrected 
prior to execution of a command and the ACL value of the 
child node is corrected by correcting ACL values of all 
nodes located before the corresponding child node. This is 
inconvenient and thus the DM protocol allows the ACL 
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value of a corresponding node to be directly corrected 
without change of ACL values of intermediate nodes when 
the parent or ancestor node has “Replace' rights. 
When a DM server generates a new node through com 

mand “Add, the generated node does not have an ACL 
value in general and thus gets the ACL value from the parent 
node thereof. However, when the generated node is an 
interior node and the parent node thereof does not have 
“Replace' rights, it is necessary to set the ACL value of the 
generated node at the same time when the node is generated 
to provide the right to manage the node. 

The syntax for representing ACL values is defined in 
DM-TND. An exemplary ACL value is 
“Get=DMS1&Replace–DMS1&Delete=DMS2. Here, 
DMS1 and DMS2 are DM server identifiers and “Get', 
“Replace' and “Delete are DM commands. Accordingly, 
DM server DMS1 can execute “Get” and “Replace” on a 
corresponding node and DM server DMS2 can execute 
“Delete' on the corresponding node. Here, Get=DMS1, 
Replace—DMS1 and Delete=DMS2 are ACL-entries and 
represent individual command rights of the DM servers. In 
other words, an ACL value is a set of individual ACL-entries 
and an ACL value of each node can include at least one 
ACL-entry. 
DDF (Device Description Framework) 
DDF is a specification for how to describe the manage 

ment syntax and semantics for a particular device type. DDF 
provides information about MO, management functions and 
DM tree structure of terminals. 
DM 1.3 Authentication 
DM 1.3 performs authentication based on ACL. DM 

authentication is performed per DM command. If a DM 
server has transmitted a plurality of DM commands, a DM 
client (referred to as a DMC hereinafter) performs authen 
tication prior to execution of the commands and executes 
only a DM command granted as a result of authentication. 
DM Tree 
A DM tree refers to a set of MO instances exposed by a 

DMC. The DM tree functions as an interface by a manage 
ment server interacting with a client. For example, the 
management server can store and retrieve specific values 
from the DM tree and manipulate properties of the DM tree. 

FIG. 1 illustrates a data structure stored in an M2M client. 
The M2M client (or terminal) may have entities correspond 
ing to groups of resources referred to as “objects’ corre 
sponding to functions that can be implemented by the M2M 
client. An object identifier may be defined in object speci 
fication and an identifier that is not defined in the object 
specification may be set by an operator or manufacturer 
using the M2M System. A resource is an entity that stores 
data and may have a plurality of resource instances. Each 
object is generated and instantiated as an object instance by 
a specific operation and the M2M client can access the 
corresponding resource through the object instance. 

In addition, information indicating an operation Supported 
by a resource is included in or added to the resource. There 
are operations “Read”, “Write”, “Execute”, “Write Attri 
bute”, “Discover”, “Observe', etc. 

FIG. 2 illustrates a resource model according to an 
embodiment of the present invention. An ACL (Access 
Control List) and an AT (Access Type) are assigned for 
control of access rights for resources to be used in the M2M 
system according to an embodiment of the present inven 
tion. 

The ACL is assigned per resource corresponding to a 
specific function, that is, per object instance. Lower 
resources of each object instance are considered to be 
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8 
allocated the same ACL. That is, since the ACL is assigned 
per object instance, lower resources of each object instance 
have the same ACL. 

Since an object instance is an entity corresponding to a 
resource group and is a group for executing a specific 
function, the same right should be granted for all resources 
in a group when the right for a specific function is granted 
for a specific server. When the same right is not granted, 
operation can be partially performed for a function. In this 
case, the function of the server becomes ambiguous and the 
meaning of granting authority is unclear. Accordingly, in an 
embodiment of the present invention, an ACL is assigned 
per object instance, as described above, to reduce overhead, 
compared to storage per resource, and to simplify an access 
right authentication procedure by using the same mechanism 
to find an ACL. 

For reference, each object may be instantiated as a plu 
rality of object instances. 
The AT can be assigned per resource and define an access 

scheme Supported by each resource. For example, when an 
access Scheme is defined as operations, the AT can be 
defined as specific operations, for example, “Read”, “Write' 
and “Execute. 
The ACL and AT may be referred to by different terms. 

For example, the ACL can be referred to as access right and 
the AT can be referred to as a supportable operation. 

Interface 
A description will be given of an interface through which 

specific operations are transmitted between a server and a 
client (terminal) prior to description of embodiments of the 
present invention. 

Four interfaces related to the present invention are pres 
ent: 1) bootstrap, 2) device (client) registration, 3) device 
management and service enablement and 4) information 
reporting. Operations for the four interfaces can be classified 
into uplink operations and downlink operations. Operations 
of the interfaces are shown in the following table. 

TABLE 1. 

Interface Direction Logical Operation 

Bootstrap Uplink Request Bootstrap 
Bootstrap Downlink Write, Delete 
Device (Client) Uplink Register, Update, De-register 
Registration 
Device Management and Downlink Read, Create, Delete, Write, 
Service Enablement Execute, Write Attribute, Discover 
Information Reporting Downlink Observe, Cancel Observation 
Information Reporting Uplink Notify 

FIG. 3 illustrates the four interfaces. FIG. 3(a) illustrates 
an operation model for the bootstrap interface. For the 
bootstrap interface, operations include an uplink operation 
(i.e. client initiated bootstrap) called “Request bootstrap' 
and downlink operations (i.e. server initiated bootstrap) 
called “Write” and “Delete'. These operations are used to 
initiate objects necessary for a client to register with one or 
more servers. Bootstrap is defined using a factory bootstrap 
(stored in a flash memory, for example) or a bootstrap 
(stored in a Smart card) from the Smart card. 

FIG. 3(b) illustrates an operation model for “device 
(client) registration' interface. For the device registration 
interface, uplink operations called “Register”, “Update' and 
“De-register are present. “Register' is used to register 
information of a client in a server and “Update' is used to 
update the information or state of the client, registered in the 
server, periodically or according to an event generated in the 
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client. "De-register is operation of cancelling registration 
of the client with the server and the server can delete the 
information of the client according to “De-register'. 

FIG. 3(c) illustrates an operation model for the “device 
management and service enablement' interface. For the 
"device management and service enablement' interface, 
downlink operations called “Read”, “Create”, “Write”, 
Execute”, “Write Attribute” and “Discover” are present. 
These operations are used for interaction with resources, 
resource instances, objects and object instances of the client. 
“Read operation is used to read the current values of one or 
more resources, “Write' operation is used to update values 
of one or more resources and “Execute' operation is used to 
initiate operation defined by a resource. “Create” and 
“Delete' operations are used to create and delete object 
instances. “Write Attribute’ is used to set an attribute related 
to “Observe' operation and “Discover is used to discover 
the corresponding attribute. 

FIG. 3(d) illustrates an operation model for the “infor 
mation reporting interface. For the information reporting 
interface, downlink operations called "Observe' and “Can 
cel observation' and an uplink operation called “Notify” are 
present. The information reporting interface is used to 
transmit a new value related to a resource on the client to the 
server. “Observe' is used for the server to observe a specific 
resource when the server is interested in resource change 
and “Cancel observation' is used when the corresponding 
observation is no longer performed (when the server no 
longer wishes to know about resource change). “Notify” is 
used to notify the server of observation condition attributes 
set through “Write Attribute” when the observation condi 
tion attributes are satisfied. 
A more detailed description will be given of the bootstrap 

interface according to an embodiment of the present inven 
tion. 

The bootstrap interface is used to provide mandatory 
information to an M2M client such that the M2M client can 
perform “Register operation with one or more M2M serv 
ers. There are four bootstrap modes supported by an M2M 
enabler. 

Factory bootstrap: bootstrap information is preset in the 
M2M client. 

Bootstrap from a smart card: the M2M client retrieves 
bootstrap information from the Smart card. 

Client initiated bootstrap: the M2M client requests boot 
strap to an M2M bootstrap server and the M2M boot 
strap server adds/deletes/updates bootstrap information 
of the M2M client. 

Server initiated bootstrap: the M2M bootstrap server 
adds/deletes/updates the bootstrap information of the 
M2M client. 

The M2M client can support at least one bootstrap mode 
specified in the bootstrap interface. The M2M bootstrap 
server can Support all bootstrap modes specified in the 
bootstrap interface. 

Bootstrap information refers to information that needs to 
be set by the M2M client to access the M2M server or M2M 
bootstrap server. The bootstrap information can be used 
prior to a bootstrap sequence or can be obtained as a result 
of the bootstrap sequence. The bootstrap information can be 
classified into two types, that is, bootstrap information for 
the M2M server and bootstrap information for the M2M 
bootstrap server. 

The M2M client may have bootstrap information for at 
least one M2M server after the bootstrap sequence. In 
addition, the M2M client may have bootstrap information 
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10 
for the M2M bootstrap server. The bootstrap information for 
the M2M server is used for the M2M client to register with 
and access the M2M server. 
The bootstrap information for the M2M server is com 

posed of an M2M server account that is mandatory infor 
mation and information of an object instance (e.g. right 
control, network connection object instance) that can be 
selectively present. The M2M server account can include at 
least an M2M server security object instance for which 
“bootstrap server resource is set to “false' and an M2M 
server object. 
The M2M client may be configured to use two or more 

M2M servers including a set of bootstrap information for the 
M2M servers. The bootstrap information for the M2M 
bootstrap server corresponds to an M2M bootstrap server 
account and may be used for the M2M client to access the 
M2M bootstrap server in order to acquire the bootstrap 
information for the M2M server. The bootstrap information 
for the M2M bootstrap server may be an M2M server 
security object instance for which “bootstrap server' 
resource is set to “true'. 

Data Model for Access Control 
To reduce parsing process overhead and space overhead 

of an M2M device, server identifiers (IDs), ACL (or access 
right) and AT (or supportable operation) suitable for M2M 
environments are modeled. 

Short Server ID 
Information that needs to be included in an ACL must 
include information on a server and operations that the 
server can instruct. Server ID may be considerably long 
since the server ID is represented by a URI in general. Since 
an ACL needs to be represented per object instance and a 
long server ID is repeatedly used for object instances, the 
server ID may cause considerable space overhead depending 
on the number of object instances. Accordingly, the present 
invention proposes use of a short server ID having a fixed 
length (e.g. 2 bytes) for an ACL. The M2M client stores 
mapping relationship between short server IDs and server 
IDs and can find a short server ID corresponding to a server 
ID for an operation received from the server corresponding 
to the server ID and perform authentication through the 
corresponding ACL using the short server ID. 

TABLE 2 

Identifier Semantics Description 

Short 16-bit Short integer ID allocated by an LWM2M 
Server ID unsigned (Lightweight M2M, referred to as LWM2M 

integer hereinafter) bootstrap server. This identifier 
uniquely identifies each M2M server configured 
for the M2M client. 

Access Control List (ACL) or Access Right 
An ACL is allocated per object instance and corresponds 

to a list of ACL entries that designate access right for M2M 
servers. An ACL entry can be represented by a short server 
ID and access right of the corresponding server. A short 
server ID and an access right value are set to fixed short 
lengths to improve space overhead and processing efficiency 
during an authentication procedure. With regard to access 
right, a single bit value is allocated per M2M operation such 
that a specific operation is authenticated by reading only a 
single bit value to thereby improve processing efficiency. 
Default ACL entries for servers other than servers on the 
ACL can be set, and the M2M client can find a specific short 
server ID (e.g. 0x0000) when receiving operations with 
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respect to all servers which are not on the ACL and authen 
ticate the operations using the corresponding access right. 

TABLE 3 

Field Description 

ACL List of ACL entries 
ACL entry Composed of a short server ID and access 

right 
Access right is composed of 
1 lsb (least significant bit): Read 
21sb: Write 
3 lsb: Execute 
Other bits are reserved for future use. 

The ACL entry shown in Table 3 is exemplary and can be 
set to different values. 

Access Type (AT) or Supportable Operations 
AT can designate operations Supported by resources. One 

bit is mapped to one operation in the same manner as access 
right of ACL entry. 

TABLE 4 

Field Description 

Access Type 1 Isb: Read 
261sb: Write 
3 lsb: Execute 
Other bits are reserved for future use 

Access type shown Table 4 is exemplary and can be set to 
different values. 
Method for Acquiring Access Right 
FIG. 4 is a flowchart illustrating a method for acquiring 

access right according to an embodiment of the present 
invention. 
An M2M client may acquire an ACL (S301). The M2M 

client may obtain the ACL of an object instance to which an 
entity (object instance or resource) that an M2M server 
attempts to access belongs. 
The M2M client may find a short server ID to which the 

server ID of the M2M server is mapped (S302). The M2M 
client can detect the short server ID corresponding to the 
M2M server ID from a place (e.g. account) in which 
mapping information is stored. 
The order of steps S301 and S302 may be changed. 
The M2M client may determine whether the ACL 

includes an ACL entry having the short server ID (S303). 
The M2M client may find the ACL entry including the 

short server ID from the ACL acquired in step S301. The 
M2M client can obtain access right corresponding to the 
short server ID through the ACL entry. 
The M2M client may acquire right to access the entity that 

the M2M server attempts to access from the ACL entry 
(S304). When the M2M client has found the access right in 
step S303, the M2M client can obtain the corresponding 
access right. 

It is checked whether the M2M client has a default ACL 
entry (S305). When the M2M client cannot find the ACL 
entry in step S303, the M2M client can check whether the 
default ACL entry is present. 
When the default ACL entry is present, the M2M client 

may acquire access right from the default ACL entry (S306). 
When the default ACL entry is not present, the M2M 

client fails to acquire the right to access the entity that the 
M2M server attempts to access (S307). That is, the M2M 
server has no right to access the entity. 
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12 
Authorization 
A method for authenticating access right according to 

another embodiment of the present invention is described 
depending on the target of a corresponding operation, that is, 
a resource, object instance or object. As described below, 
Supportable operations can be defined depending on the 
target of an operation, that is, a resource, object instance or 
object. 

Operation for a Resource 
FIG. 5 is a flowchart illustrating an authentication proce 

dure in the case of an operation with respect to a resource 
according to another embodiment of the present invention. 
An M2M server may transmit an operation with respect to 

a resource (S401). The M2M server can transmit the opera 
tion targeting a specific resource to an M2M client. 
The M2M client may acquire access right of the M2M 

server to access the specific resource (S402). The M2M 
client may acquire the access right for the specific resource 
through the above-described access right acquisition 
method. 
The M2M client may determine whether the operation is 

granted by the acquired access right (S403). The M2M client 
may check whether the operation is granted for the M2M 
server using the access right obtained in step S402. If the 
M2M client fails to obtain the access right in step S402, the 
corresponding operation cannot be performed. 
The M2M client may acquire access type of the resource 

(S404). 
The M2M client may determine whether the operation is 

granted by the acquired access type (S405). The M2M client 
checks whether the access type obtained in step S4040 
supports the operation. 
When the obtained access type Supports the operation, 

authentication of the operation is successfully ended (S406). 
Upon successful authentication, the M2M client may per 
form the operation and transmit a response to the operation 
if a response is needed. 
When the access type does not support the operation, 

authentication of the operation fails (S407). In this case, the 
M2M client may transmit an authentication failure message. 
Here, the M2M client can represent whether authentication 
failure is caused by access right error or resource access type 
error through the authentication failure message. 

Operation for an Object Instance 
FIG. 6 is a flowchart illustrating an authentication proce 

dure for an operation with respect to an object instance 
according to another embodiment of the present invention. 
The M2M server may transmit an operation with respect 

to an object instance to the M2M client (S501). 
The M2M client may acquire access right of the M2M 

server to access the object instance (S502). The M2M client 
may obtain the access right through the above-described 
access right acquisition method. 
The M2M client may determine whether the operation is 

granted by the acquired access right (S503). The M2M client 
may determine whether the operation is Supportable through 
the access right obtained in step S502. If the M2M client 
fails to acquire the access right in step S502, the operation 
cannot be performed. 
The M2M client may acquire access type of the resource 

corresponding to the target of the operation from among 
resources included in the object instance (S504). 
The M2M client may determine whether the operation is 

granted by the acquired access type (S505). The M2M client 
may check whether the resource corresponding to the target 
of the operation, which is included in the object instance, 
Supports the operation based on the acquired access type. 
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When the resource corresponding to the target of the 
operation Supports the operation, the authentication proce 
dure is successfully ended (S506). Upon successful authen 
tication, the M2M client may perform the operation with 
respect to the resource and transmit a response to the 
operation to the M2M server if the response is needed. 

However, when the resource corresponding to the target 
of the operation does not support the operation, the authen 
tication procedure ends in failure (S507). In this case, the 
M2M client may transmit an authentication failure message 
to the M2M server. Here, the M2M client can represent 
whether authentication failure is caused by access right error 
or access type error through the authentication failure mes 
Sage. 

Steps S504 to S507 may be performed on all resources 
included in the object instance. That is, the operation can be 
performed for authenticated resources and/or a response to 
the operation can be transmitted to the M2M server. The 
operation is not performed for resources which fail to be 
authenticated and a failure message can be reported. 

In another embodiment, the operation may not be per 
formed when any resource included in the object resource 
does not support the operation. In this case, authentication 
for all resources included in the object instance ends in 
failure and the failure message can be transmitted to the 
M2M server. Here, the failure message can indicate whether 
authentication failure is caused by access right error or 
access type error and information about the resource having 
a O. 

Access Control Handling 
In the case of access control, when only one M2M server 

is present in the M2M system or there is a single M2M 
server with which the M2M client is registered (simply, 
when a single server is present), it is proper that the server 
should have rights to access all operations. Here, even if the 
server has the access rights, the M2M client may have an 
access control object instance or the access control object 
instance may not be present. 
When the Access Control Object Instance is Present 
When a single server is present, the M2M client sets the 

access control object instance to have access right for 
operation “Create” transmitted from the server or an object 
instance provided through bootstrapping. Here, the M2M 
client can set the server as an owner (entity capable of 
setting access control) for access control. 
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When the Access Control Object Instance is not Present 
When a single server is present, the server does not have 

the access control object instance. However, if a new server 
is added (i.e. when a server account related object instance 
is added), the M2M client can automatically generate the 
access control object instance for the existing server. Here, 
ACL information can be set such that the corresponding 
server has rights for the existing resources. That is, the M2M 
client can set the existing server to the owner of the right to 
control access of the access control object instance. 

Access Control Options 
Access of all M2M servers is permitted irrespective of 

whether multiple servers are present. That is, the M2M client 
may not undergo access right authentication. 

Access Control Method 
A description will be given of an access control method 

according to another embodiment of the present invention. 
Access Right Acquisition 
When the M2M client has an M2M server object instance, 

the M2M client has the rights to access corresponding 
resources without undergoing access control for the corre 
sponding single M2M server, that is, without checking the 
access control object instance. 

If the M2M client has two or more M2M server object 
instances, then the M2M client finds the ACL of a corre 
sponding server with respect to an object instance to be 
accessed or an object instance including a resource to be 
accessed in access control object instances. If the ACL 
includes the access right corresponding to the corresponding 
M2M server ID, then the corresponding M2M server has the 
access right. If the ACL entry of the corresponding M2M 
server ID is not present, the M2M client checks whether the 
ACL includes access right allocated to a default server ID. 
When the default server ID is present, the corresponding 
M2M server has access right of the default server ID. When 
the access right corresponding to the M2M server ID and the 
access right of the default server ID are not present, the 
corresponding M2M server does not have the right to access 
the corresponding object instance or resource. 

Access Control Object 
An access control object is used to check whether an 

M2M server has the access right to perform operations. Each 
access control object instance includes an ACL for a specific 
object instance in the M2M client. 
TABLE 5 

Range 
Resource Resource Supported Multiple Data O 
Name ID Operations Instances? Mandatory? Type Enumeration Units Descriptions 

Object O R Single Mandatory Integer 1-65534 — The Object ID and the Object 
ID instance ID are applied for 
Object 1 R Single Mandatory Integer 1-65535 - LWM2M identifiers. 
Instance 
ID 
ACL 2 R, W Multiple Optional Integer 8-bit — Resource instance ID must be the 

short server ID of a certain 
LWM2M server which has an 
access right. 
Resource instance ID O is for 
default short server ID. 
Setting each bit means the 
LWM2M server has the access 
right for that operation. The bit 
order is specified as below. 

lsb: Read, Observe, Discover, 
Write Attribute 
261sb: Write 
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TABLE 5-continued 

Range 
Resource Resource Supported Multiple Data O 
Name ID Operations Instances? Mandatory? Type Enumeration 

Access 3 R, W Single Mandatory Integer 1-65365 
Control 
Owner 

2O Authentication Procedure 
To pass an authentication procedure for an operation 

transmitted from an M2M server, the following needs to be 
satisfied. First, the M2M server needs to have the right (i.e. 
access right) to perform the operation transmitted for a 
corresponding resource (e.g. object instance or resource). 
Secondly, the corresponding resource needs to support the 
transmitted operation. An access right authentication proce 
dure according to an embodiment of the present invention is 
performed through two steps, that is, in a hierarchical 
Structure. 
The M2M client notifies the M2M server that the trans 

mitted operation is not performed due to a certain resource 
by transmitting an error message to the M2M server when 
the right to access the corresponding resource is not present 
and by transmitting information about the corresponding 
resource to the M2M server when the corresponding 
resource does not support the operation. The authentication 
procedure is differently performed for three levels, that is, a 
resource, an object instance and an object. 

Operation for a Resource 
If the M2M server accesses an individual resource, that is, 

the M2M server transmits an operation with respect to the 
individual resource to the M2M client, then the M2M client 
can acquire the access right of the M2M server for an object 
instance including the individual resource according to the 
aforementioned access right acquisition method and check 
whether the access right is granted to perform the operation. 
When the operation is not granted, the M2M client needs 

to transmit an error code indicating 'grant of access right is 
rejected” to the M2M server. 
When the operation is granted, the M2M client verifies 

whether the individual resource supports the operation. 
If the operation is not supported by the individual 

resource, then the M2M client needs to transmit an error 
code indicating “operation is not supported to the M2M 
SeVe. 

When the operation is supported by the individual 
resource, the M2M client can perform the operation. 

Operation for an Object Instance 
When the M2M server accesses an object instance, that is, 

the M2M server transmits an operation with respect to the 
object instance to the M2M client, the M2M client can 
acquire the access right of the M2M server for the object 
instance according to the aforementioned access right acqui 
sition method and check whether the access right is granted 
to perform the operation. 
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Units Descriptions 

3 lsb: Execute 
4" lsb: Create 
5' lsb: Delete 
Other bits are reserved for future 
St. 

Short server ID of a certain 
LWM2M server. Only this 
LWM2M server can manage 
these resources of the object 
instance. 
Value 
MAX INTEGER = 0xFFFF is 
reserved for the access control 
object instances created during 
bootstrap procedure. 

When the operation is not granted, the M2M client needs 
to transmit an error code indicating 'grant of access right is 
rejected” to the M2M server. 
When the operation is granted, the M2M client can 

perform the following processes based on the operation. 
For “Write” operation, the M2M client can perform the 

operation with respect to the object instance only when all 
resources with respect to the transmitted operation Support 
“Write operation. If any resource (with respect to the 
transmitted operation) does not support “Write' operation, 
then the M2M client can notify the M2M server of resources 
that do not support the operation by transmitting an error 
code indicating “operation is not supported to the M2M 
SeVe. 

For “Read' operation, the M2M client can retrieve all 
resources other than resources that do not support “Read' 
operation and transmit information about the retrieved 
resources to the M2M server. 

For “Create operation, the M2M client can perform the 
operation with respect to the object instance only when all 
resources with respect to the transmitted operation Support 
“Write operation and all mandatory resources are specified. 
If any resource (with respect to the transmitted operation) 
does not support “Write' operation, then the M2M client can 
transmit an error code indicating “operation is not supported 
to the M2M server to notify the M2M server of resources 
that do not support the operation. When all mandatory 
resources are not specified, the M2M client can transmit 
error code “Bad Request” to the M2M server. 

For “Delete, “Observe”, “Write Attribute or “Discover 
operation, the M2M client needs to perform the operation. 
That is, the M2M client needs to perform “Delete', 
“Observe”, “Write Attribute” or “Discover” operation with 
out checking whether the operation with respect to the object 
instance is Supported by all resources belonging to the object 
instance. 

For an operation other than the aforementioned opera 
tions, the M2M client need not perform the operation and 
needs to transmit an error code of “operation is not Sup 
ported” to the M2M server. 

Whether the M2M server has the access right for the 
object instance is determined through the aforementioned 
access right acquisition method. Then, whether individual 
resources belonging to the object instance Support the opera 
tion is checked. This process is performed depending upon 
the operation type. 
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Operation for an Object 
Operations for objects are defined according to operation 

type. 
When the M2M server transmits “Read' operation 

through an object, that is, the M2M server transmits “Read' 
operation with respect to the object to the M2M client, the 
M2M client can collect information on object instances for 
which the M2M server has the access right from among 
(lower) object instances belonging to the object and transmit 
the collected information to the M2M server. Whether the 
M2M server has the access right is determined according to 
the aforementioned access right acquisition method. 

The information on the object instances for which the 
M2M server has the access right refers to information on 
resources searched by the M2M client except for resources 
that do not support “Read' operation. 
When the M2M server transmits “Create operation 

through an object, that is, the M2M server transmits “Cre 
ate' operation with respect to the object to the M2M client, 
the M2M client can check whether the M2M server has the 
access right for the object according to the aforementioned 
access right acquisition method. 
When the M2M server has the access right for the object, 

the M2M client can perform the operation only when all 
resources transmitted according to the operation Support 
“Write operation and all mandatory resources are specified. 
If any resource (with respect to the transmitted operation) 
does not support “Write' operation, the M2M client can 
notify the M2M server of resources that do not support the 
operation by transmitting error code of “operation is not 
supported to the M2M server. If all mandatory resources 
are not specified, the M2M client can transmit error code 
"Bad Request” to the M2M server. That is, the M2M client 
notifies the M2M server that the operation according to the 
M2M server is incorrect. 

In the case of “Discover operation, the M2M client needs 
to perform the operation. That is, the M2M client does not 
check whether the M2M server has the access right for all 
lower object instances of the corresponding object and does 
not check whether all resources belonging to the object 
instances Support "Discover operation. 

In the case of “Observe' or “Write Attributes' operation, 
the M2M client needs to perform the operation. That is, for 
“Observe' or “Write Attributes' operation, the M2M client 
does not check whether the M2M server has the access right 
for all lower object instances of the object and whether all 
resources belonging to the object instances Support 
“Observe' or “Write Attributes' operation. 

For an operation other than the aforementioned opera 
tions, the M2M client should not perform the operation and 
can transmit an error code of “operation is not supported to 
the M2M server. 

Whether the M2M server has the access right for the 
object is determined through the aforementioned access 
right acquisition method according to a specific operation 
for the object. Then, whether individual resources belonging 
to object instances of the object Support the operation is 
checked. This process is performed depending upon the 
operation type. For a specific operation with respect to the 
object, whether the M2M server has the access right and 
whether the specific operation is Supported may not be 
checked. 

Notify Consideration 
When the M2M client needs to transmit “Notify” includ 

ing an object instance or a resource to the M2M server, the 
M2M client should check whether the M2M server is 
granted for “Read' operation. When the M2M server is not 
granted, the M2M client should not transmit “Notify” and 
can perform “Cancel observation' operation. When 
“Observe' operation targets an object, the M2M client 
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18 
should not perform “Cancel observation' operation. The 
M2M client can perform "Cancel observation' when 
“Observe' operation is targeted for an object instance or a 
SOUC. 

Supported Operation (Access Type) Consideration 
Even if the corresponding M2M server has the access 

right for a specific operation (command or logical opera 
tion), the M2M server cannot perform the specific operation 
for a corresponding resource. An operation Supported by the 
resource is defined for the resource. The M2M client deter 
mines whether the M2M server can perform the correspond 
ing operation for the resource in consideration of the opera 
tion Supported by the resource. 

Auto Configuration 
If the M2M client has a single M2M server object 

instance, the M2M client does not undergo the access right 
acquisition procedure, that is, the M2M client does not 
check access control object instances and the M2M server 
has access right for the corresponding resource. 

Access Control Related Operation According to Addition 
of M2M Server Account 
A description will be given of operation of the M2M client 

when an M2M server account is added to an M2M server 
account existing in the M2M client according to another 
embodiment of the present invention. 
An access control object instance for object instances 

existing in the M2M client is generated or corrects the access 
control object instance when the access control object 
instance already exists. Object ID of a present object 
instance is set to an object ID resource value in the access 
control object instance and object instance ID of the present 
object instance is set to an object instance ID resource value. 
ACL resources in the access control object instance are set 
such that the existing M2M server (identifier indicating the 
M2M server) has the access right for the corresponding 
object instance. The existing M2M server (identifier indi 
cating the M2M server) is set to an access control owner in 
the access control object instance. 
More specifically, if a new M2M server account is added 

when the M2M client has only one M2M server account, the 
M2M client can generate or correct access control object 
instances for all object instances therein, more preferably, 
object instances other than a server security object instance 
and access control object instance. In this case, the access 
control object instances are generated or corrected according 
to the following rule. 

Access control owner is set to the existing M2M server. 
The existing M2M server is set to have all access rights. 
A description will be given of operation of the M2M client 

when a new M2M server account is added to two or more 
M2M server accounts existing in the M2M client according 
to another embodiment of the present invention. 
When two M2M server accounts are present, an access 

control object instance related to an object instance is 
automatically generated when a specific M2M server gen 
erates the object instance. The access control object instance 
is set as follows. 

ObjectID and object instance ID resources have object ID 
and object instance ID of an object instance generated 
according to “Create operation. 
ACL resources are set such that the M2M server (iden 

tifier indicating the M2M server) that performs “Create’ 
operation has all access rights. 
The access control owner is set to the M2M server 

(identifier indicating the M2M server). 
When an M2M server account is added to two M2M 

server accounts, an additional procedure is not present. 
More specifically, when the M2M client has two or more 

M2M server accounts and one of the M2M servers transmits 
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“Create for a specific object instance, the M2M client can 
generate an access control object instance for the generated 
object instance. In this case, the access control object 
instance is generated or corrected according to the following 

20 
classified into factory bootstrap, bootstrap according to a 
Smartcard, client-initiated bootstrap and server-initiated 
bootstrap. 
A description will be given of the server security object 

(LWM2M security object) and server object (LWMWM rule. 5 
Access control owner is set to the M2M server that server object) instance. 

---. &G 99 The M2M server security object (or object instance) transmits “Create’. 
provides a key material of the M2M client suitable to access 

The M2M server is set to have the access right. ified M2M O biect inst ddition a Spec1Ile Sever. ne object. 1nstance 1S recom 
M2M Server Account A 10 mended to address the M2M bootstrap server. While 
An M2M server acCOunt 1S composed of an M2M server resources of the M2M server security object can be changed 

security object instance (for which bootstrap server SOUC by the M2M bootstrap server or bootstrap from a smartcard, 
is set to “false') and an M2M server object instance related the resources cannot be accessed by any other M2M servers. 
thereto. For reference, an M2M bootstrap server account is 
composed of an M2M server security object instance for 15 TABLE 6 
which the bootstrap server resource is set to “true'. 

The M2M server account is included in M2M server Multiple 
bootstrap information which is used for the M2M client to Object Object ID Object URN Instances? Mandatory? 
register with the M2M server or to access the M2M server. LWM2M Security O Multiple Mandatory 
The M2M server bootstrap information is set to the M2M 

client through the bootstrap interface. Bootstraps can be 
TABLE 7 

Range 
Resource Resource Supported Multiple O 
Name ID Operations Instances? Mandatory? Type Enumeration Units Descriptions 

LWM2M O Single Mandatory String 0-255 — Uniquely identifies the LWM2M 
Server bytes server or LWM2M bootstrap 
URI server, and is in the form: 

“coaps://host:port', where host is 
an IP address or FQDN, and port is 
the UDP port of the server. 

Bootstrap 1 Single Mandatory Boolean - Determines if the current instance 
Server concerns a LWM2M bootstrap 

server (true) or a standard 
LWM2M server (false) 

Security 2 Single Mandatory Integer 0-3 — Determines which security mode 
Mode of DTLS is used 

0: Pre-Shared Key mode 
1: Raw Public Key mode 
2: Certificate mode 
3: NoSec mode 

Public 3 Single Mandatory Opaque - Stores the LWM2M client's 
Key or certificate (certificate mode), 
Identity public key (RPK mode) or PSK 

identity (PSK mode). 
Server 4 Single Mandatory Opaque - Stores the LWM2M Server's or 
Public LWM2M bootstrap server's 
Key or certificate (Certificate mode), 
Identity public key (RPK mode) or PSK 

identity (PSK mode). 
Secret 5 Single Mandatory Opaque — Stores the secret key or private key 
Key of the security mode. This resource 

must only be changed by a 
bootstrap server and must not be 
readable by any server. 

Short 6 Single Optional Integer 1-65535 — This identifier uniquely identifies 
Server each LWM2M server configured 
ID or the LWM2M client. 

This resource must be set when the 
bootstrap server resource has false 
value. 

Default short server ID (i.e. O) 
must not be used for identifying 
he LWM2M Server. 

ClientHold 7 Single Mandatory Integer s Relevant information for a 
OffTime bootstrap server only. 

The number of seconds to wait 
before initiating a client initiated 
bootstrap once the LWM2M client 
has determined it should initiate 
his bootstrap mode 
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A description will be given of an M2M server object (or 
object instance). The M2M server object provides data 

related to an M2M server. The bootstrap server does not 
5 LWM2M Server 

have an object instance related thereto. 

Resource 
Name 

Short 
Server 
ID 
Lifetime 

Default 
Minimum 
Period 

Default 
Maximum 
Period 

Disable 

Disable 
Timeout 

Notification 
Storing 
When 
Disabled 
O 

Offline 

Binding 

ID 

O 

Object 

TABLE 9 

Resource Supported Multiple Data 
Operations Instances? Mandatory? Type 

R Single Mandatory Integer 

R, W Single Mandatory Integer 

R, W Single Optional Integer 

R, W Single Optional Integer 

E Single Optional 

R, W Single Optional Integer 

R, W Single Mandatory Boolean 

R, W Single Mandatory String 

22 
TABLE 8 

Multiple 
Object ID Object URN Instances? Mandatory? 

1 

Range 
O 

Enumeration 

1-65535 

Multiple Mandatory 

Units Descriptions 

Used as link to associate server 
object instance. 

Specify the lifetime of the 
registration in seconds. 
The default value the client 
should use for the minimum 
period of an observation in the 
absence of this parameter being 
included in an observation. 
If this resource doesn't exist, the 
default value is 1. 
The default value the client 
should use for the maximum 
period of an observation in the 
absence of this parameter being 
included in an observation. 
If this resource is executed, this 
LWM2M server object is disabled 
for a certain period defined in the 
disabled timeout resource. After 
receiving “execute logical 
operation, client must send 
response of the operation and 
perform de-registration process, 
and underlying network 
connection between the client and 
server must be disconnected to 
disable the LWM2M Server 
account. 

After the above process, the 
LWM2M Client must not send 
any message to the server and 
ignore all the messages from the 
LWM2M server for the period. 
A period to disable the server. 
After this period, the LWM2M 
client must perform registration 
process to the server. If this 

resource is not set, a default 
imeout value is 86400 (1 day). 
f true, the LWM2M client stores 
Notify logical operations to the 
LWM2M server while the 
LWM2M server account is 
disabled or the client is offline. 
After the LWM2M server account 
is enabled or the client is online, 
he LWM2M Client reports the 
stored “Notify logical operations 
o the server. 
f false, the LWM2M client 
discards all the “Notify logical 
operations or temporally disables 
he Observe function while the 
LWM2M server is disabled or the 
client is offline. 
The default value is true. 
The maximum number of storing 
notification per server is up to the 
implementation. 
This resource defines the transport 
binding configured for the client. 
If the client Supports the binding 
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TABLE 9-continued 

Range 
Resource Resource Supported Multiple Data O 
Name ID Operations Instances? Mandatory? Type Enumeration Units Descriptions 

specified in this resource, the 
client must use that for current 
binding and mode. 

Registration 8 E Single Mandatory If this resource is executed the 
Update LWM2M client shall perform an 
Trigger “Update logical operation with 

this LWM2M Server using the 
current transport binding and 
mode. 

15 
Selective Resource Discovery 
A description will be given of a discovery function 

according to another embodiment of the present invention. 
When the M2M server and the M2M client share infor 

mation (e.g. M2M object specification or information cor 
responding thereto) about a specific resource group (e.g. 
object in M2M), a method for checking whether the corre 
sponding resources have been implemented is needed 
because all resources of the resource group need not be 
implemented. Resources include mandatory resources and 
optional resources and the M2M server needs to know 
resources actually implemented in the M2M client from 
among optional resources. 

Accordingly, the M2M server needs to confirm an actually 
implemented resource in a specific resource group of the 
M2M client. For this, the M2M server can inquire of the 
M2M client about an actually implemented optional 
resource in the specific resource group and the M2M client 
can transmit information about the optional resource to the 
M2M server as an answer to the inquiry. 

Target of Optional Resource Implementation Inquiry 
A specific resource group or all resource groups Supported 
by the M2M client 

Response to Optional Resource Implementation Inquiry 
Implemented resource(s) of a specific resource group 
when the specific resource group is targeted or imple 
mented resource group(s) from among all resource 
groups supported by the M2M client when all resource 
groups are targeted, or 

Information on implemented resource(s) of a specific 
resource group when the specific resource group is 
targeted or implemented resource group(s) from among 
all resource groups supported by the M2M client 

This function has the effect that formats of all resource 
groups supported by the M2M client are shared through 
pre-shared information and partial information obtained 
through discovery without transmitting information on the 
formats of all resource groups. 
A brief description will be given of operations and objects 

(instances) described in the aforementioned embodiments 
and used in the specification. 

Read 
“Read operation is used to access (read) values of 

individual resources, resource instances of an array, object 
instances or all object instances of an object and has the 
following parameters. 

TABLE 10 

Parameter Required Default Value Notes 

Object ID Yes Indicates the object. 
Object No Indicates the object instance 
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TABLE 10-continued 

Parameter Required Default Value Notes 

to read. 
If no object instance ID is 
indicated, then the object 
instances of objects, which 
the server is authorized 

Instance ID 

to, are returned. 
Resource ID No Indicates the resource to read. 

If no resource ID is indicated, 
then the whole 

object instance is returned. 

Discover 

“Discover operation is used to discover individual 
resources, object instances and attributes (parameters) set 
for an object. “Discover operation can be used to discover 
resources implemented in an object. Returned values corre 
spond to a list of resources, which includes attributes of the 
resources, and conform to application/link-format CoRE 
Links format of RFC6690. “Discover” operation has the 
following parameters. 

TABLE 11 

Parameter Required Default Value Notes 

Object ID Yes Indicates the object. 
Object No Indicates the object instance. 
Instance ID 
Resource ID No Indicates the resource. 

As specific functions of “Discover operation, informa 
tion on which resource is implemented is returned when 
only the object ID from among the aforementioned param 
eters is specified, observe parameters set for a specified 
object instance can be returned when the object ID and the 
object instance ID from among the parameters are specified, 
and observe parameters set for a specific resource can be 
returned when the objectID, object instance ID and resource 
ID from among the parameters are specified. 

Write 

“Write' operation is used to change (write) a plurality of 
resource values in a resource, resource instances of an array 
or an object instance. “Write' operation permits a plurality 
of resources in the same object instance to be changed 
according to one command. That is, “Write' operation can 
access object instances (as well as individual resources). 
“Write operation has the following parameters. 
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TABLE 12 

Parameter Required Default Value Notes 

Yes 
Yes 

Object ID 
Object 
Instance ID 
Resource ID 

Indicates the object. 
Indicates the object instance 
to write. 
Indicates the resource to 
write. The payload is the 
new value for the resource. 
If no resource ID is 
indicated, then the included 
payload is an object 
instance containing the 
resource values. 
The new value included in the 
payload to update the 
object instance or resource. 

No 

New Value Yes 

Write Attributes 
“Write attributes' operation is used to change (write) 

attributes of a resource or an object instance. “Write attri 
butes' operation has the following parameters. 

TABLE 13 

Parameter Required Default Value Notes 

Yes 
Yes 

Object ID 
Object Instance 
ID 
Resource ID 
Minimum 
Period 

indicates the object. 

No 
No 1 

Sewer. 

Maximum No 
Period 

10 

15 
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Execute 

“Execute operation is used by the M2M server to initiate 
an operation and can be performed only for individual 
resources. The M2M client returns error when "Execute' 
operation is received for object instances or resource 
instances. "Execute operation has the following param 
eters. 

TABLE 1.4 

Parameter Required Default Value Notes 

Object ID Yes Indicates the object. 
Object Yes Indicates the object instance. 
Instance ID 

Resource ID Yes Indicates the resource to 

execute. 

indicates the object instance to write attributes. 

indicates the resource to write attributes. 
When present, the minimum period indicates the 
minimum time in seconds the client should wait 
rom the time when sending the last notification to 
he time when sending a new notification. In the 
absence of this parameter, the minimum period is 
defined by the default minimum period set in the 
LWM2M server object instance related to that 

When present, the maximum period indicated the 
maximum time in seconds the client should wait 
rom the time when sending the last notification to 
he time sending the next notification (regardless if 
he value has changed). In the absence of this 
parameter, the maximum period is up to the server. 
The maximum period must be greater than the 
minimum period parameter. In the absence of this 
parameter, the maximum period is defined by the 
default maximum period set in the LWM2M server 
object instance related to that server. 

Greater than No When present, the client should notify its value 
when the value is above the number specified in 
parameter. 

Less than No When present, the client should notify its value 
when the value is below the number specified in the 
parameter. 

Step No When present, the client should notify its value 
when the value is changed more than the number 
specified in the parameter from the resource value 
when the client receives the observe operation. 

The parameters “minimum period”, “maximum period, 
“greater than”, “less than and “step’ are used along with 
“Observe' operation. The parameters “maximum period” 
and/or “minimum period’ are used to control how often 
“Notify operation is transmitted by the M2M client for an 
observed object instance or resource. The parameters 
“greater than”, “less than and “step’ need to be specified 
only when the resource ID is indicated. The parameters 

55 

Generate 

“Generate' operation is used by the M2M server to 
generate an object instance in the M2M client. “Generate' 

60 operation needs to target one of an object instance or object 
that is not instantiated. 

An object instance generated in the M2M client by the 
M2M server should be of an object type supported by the 

“greater than”, “less than” and “step” need to be supported as M2M client and the M2M server is notified of the object 
only when the resource type is number (e.g. integer, deci 
mal). 

instance using “Register and “Update' operations of the 
device registration interface. 
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An object that Supports at most one object instance should 
be allocated an object instance ID of 0 when the object 
instance is generated. “Generate' operation has the follow 
ing parameters. 

TABLE 1.5 

Parameter Required Default Value Notes 

Object ID Yes Indicates the object. 
Object No Indicates the object 
Instance ID instance to create. If this 

resource is not specified, 
the client assigns the ID 
of the object instance. 

New Value Yes The new value included in 

the payload to create the 
object instance. 

Delete 

“Delete' operation is used for the M2M server to delete 
an object instance in the M2M client. The object instance 
deleted from the M2M client by the M2M server should be 
an object instance that is notified to the M2M server by the 
M2M client using “Register and “Update' operations of the 
device registration interface. “Delete' operation has the 
following parameters. 

TABLE 16 

Parameter Required Default Value Notes 

Object ID Yes Indicates the object. 
Object Instance Yes Indicates the object instance 
ID to delete. 

Observe 

The M2M server can initiate observation request for 
changes in a specific resource in the M2M client, resources 
in an object instance or all object instances of an object. 
Related parameters for “Observe' operation are set by 
“Write Attributes' operations and the aforementioned 
parameters are set by “Write Attributes' operation. 
“Observe' operation includes the following parameters. 

TABLE 17 

Default 
Parameter Required Value Notes 

Object ID Yes — Indicates the object. 
Object Instance No — Indicates the object instance 
ID to observe. If no object instance 

ID is indicated, then all the 
object instances of objects are 
observed and resource 
ID must not be specified. 

Resource ID No — Indicates the resource to 
observe. If no resource ID 
is indicated, then the whole object 
instance is observed. 

Cancel Observe 

“Cancel Observe' operation is transmitted from the M2M 
server to the M2M client to cancel observation for an object 
instance or a resource. “Cancel Observe' operation has the 
following parameters. 
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TABLE 1.8 

Parameter Required Default Value Notes 

Object ID Yes Indicates the object. 
Object No Indicates the object instance 
Instance ID to stop observing. If no 

object instance ID is 
indicated, then object ID is 
indicated and resource 
ID must not be specified. 

Resource ID No Indicates the resource to 
stop observing. If no 
resource ID is indicated, 
then the whole object 
instance is indicated. 

FIG. 7 is a block diagram of an apparatus for implement 
ing the embodiments of the present invention. A transmitter 
10 and a receiver 20 respectively include radio frequency 
(RF) units 13 and 23 for transmitting and receiving RF 
signals carrying information and/or data, signals, messages, 
etc., memories 12 and 22 storing information related to 
communication in a wireless communication system, and 
processors 11 and 21 which are operatively connected to the 
RF units 13 and 23 and the memories 12 and 22 and control 
the RF units 13 and 23 and the memories 12 and 22 such that 
the transmitter and the receiver perform at least one of the 
embodiments of the present invention. 
The memories 12 and 22 can store programs for process 

ing and control of the processors 11 and 21 and temporarily 
store input/output information. The memories 12 and 22 can 
function as buffers. 
The processors 11 and 21 control overall operations of 

modules in the transmitter and the receiver. Particularly, the 
processors 11 and 12 can execute various control functions 
for implementing the present invention. The processor may 
be referred to as a controller, microcontroller, microproces 
Sor, microcomputer, etc. The processors 11 and 21 may be 
achieved by various means, for example, hardware, firm 
ware, software, or a combination thereof. When the present 
invention is implemented using hardware, ASICs (applica 
tion specific integrated circuits), DSPs (digital signal pro 
cessors), DSDPs (digital signal processing devices), PLDs 
(programmable logic devices), FPGAs (field programmable 
gate arrays), etc. configured to implement the present inven 
tion can be included in the processors 11 and 12. When the 
present invention is implemented using firmware or soft 
ware, firmware or Software can be configured to include a 
module, a procedure, a function, etc. for executing functions 
or operations of the present invention. The firmware or 
Software configured to implement the present invention can 
be included in the processors 11 and 21 or stored in the 
memories 12 and 22 and executed by the processors 11 and 
21. 

In the embodiments of the present invention, an M2M 
server, an M2M client, a server or a terminal can operate as 
an apparatus in which the M2M server, M2M client, server 
or terminal is mounted or installed, that is, the transmitter 10 
or the receiver 20. 
The M2M server, M2M client, server or terminal as the 

transmitter or receiver can be configured such that the 
aforementioned embodiments of the present invention are 
independently applied or two or more thereof are simulta 
neously applied. 

Those skilled in the art will appreciate that the present 
invention may be carried out in other specific ways than 
those set forth herein without departing from the spirit and 
essential characteristics of the present invention. The above 
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embodiments are therefore to be construed in all aspects as 
illustrative and not restrictive. The scope of the invention 
should be determined by the appended claims and their legal 
equivalents, not by the above description, and all changes 
coming within the meaning and equivalency range of the 
appended claims are intended to be embraced therein. 

INDUSTRIAL APPLICABILITY 

The present invention can be used for a UE, eNB, server 
or other apparatus of a wireless mobile communication 
system. 
The invention claimed is: 
1. A method for authorizing, by a terminal, an access right 

for a resource in a wireless communication system, the 
method comprising: 

receiving, from a server, an operation for an operation 
target, the operation target being an object instance or 
the operation target being a resource belonging to the 
object instance; and 

authorizing the server to perform the received operation 
for the operation target by: 
checking whether to perform the received operation 

based on access right information associated with the 
operation target is granted for the server, 

determining, based on the access right information, 
whether the operation target supports the received 
operation when the terminal determines that the 
server is granted authorization to perform the 
received operation, and 

performing the received operation based on at least one 
of a type of the received operation and a type of the 
operation target when the terminal determines that 
the operation target supports the received operation, 

wherein the access right information associated with the 
operation target is specified for the object instance to 
which the resource belongs when the operation target is 
the resource. 

2. The method according to claim 1, wherein the received 
operation is performed only when the received operation 
and/or the operation target corresponds to a predetermined 
operation and/or a predetermined operation target, respec 
tively. 
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3. The method according to claim 1, wherein a support 

able operation is defined according to the type of the 
operation target. 

4. The method according to claim 3, further comprising: 
when the received operation is not supported for the 

operation target, transmitting, to the server, a response 
for notifying the server that the received operation is 
not supported. 

5. The method according to claim 1, wherein, when the 
terminal has only a single server account, the terminal 
checks that the server is granted for performing the received 
operation if the server corresponds to the single server 
account. 

6. The method according to claim 5, wherein the server 
has an access right for all operations. 

7. The method according to claim 1, wherein the method 
further comprises: 
when the access right for the operation target is not 

granted, transmitting, to the server, a response for 
notifying the server that access is rejected is transmit 
ted. 

8. The method according to claim 1, further comprising: 
when the terminal checks that the server is granted for 

performing the received operation, the received opera 
tion is a predetermined type of operation and the 
operation target is a specific object instance, perform 
ing the received operation for the specific object 
instance without determining whether the at least one 
resource belonging to the operation target supports the 
received operation. 

9. The method according to claim 1, wherein the access 
right information associated with the operation target for the 
server is obtained from an access control object instance 
associated with the operation target. 

10. The method according to claim 7, wherein the trans 
mitting of the response comprises notifying the server of an 
operation target causing an access rejection. 

11. The method according to claim 1, further comprising: 
checking access right information for the specific object 

instance to which the resource belongs if the operation 
target is the resource. 

ck k k k *k 


