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HARDWARE CONTROL INTERFACE FOR 
IEEE STANDARD 802.11 

BACKGROUND 

1. Field of Invention 
The techniques described herein relate to wireless net 

work communication, and in particular to a hardware control 
interface for IEEE Standard 802.11. 

2. Discussion of Related Art 
Computers are sometimes configured to communicate 

wirelessly with other devices using radio frequency mes 
sages that are exchanged in accordance with IEEE standard 
802.11. To send and receive wireless messages, software 
running on a computer communicates with a driver, which 
is Software running on the computer that is specially con 
figured to control a particular wireless network adapter to 
engage in wireless communication. Wireless network adapt 
ers that conform to IEEE standard 802.11 include a radio 
that transmits and receives radio frequency messages. 

SUMMARY 

Applicants have developed, a standardized hardware con 
trol interface for IEEE standard 802.11 that can be used with 
any of a variety of different types of 802.11 network adapters 
and 802.11 software drivers. Previously, a hardware-specific 
driver needed to be developed for each type of network 
adapter, including a hardware-specific hardware control 
interface to control a particular network adapter. By stan 
dardizing the hardware control interface for IEEE standard 
802.11, the design of software drivers and network adapters 
may be simplified. Software drivers may be designed such 
that the information that they exchange with a network 
adapter conforms to the standardized host control interface. 
Network adapters may be designed such that the information 
they exchange with a software driver conforms to the 
standardize host control interface. As a result, system reli 
ability may be improved. 

In some embodiments, hardware control interface may 
include four “core' interface components, including for 
example a transmission control interface component, a 
transmission status interface component, a reception control 
interface component and a channel Switching interface com 
ponent. However, the invention is not limited in this respect, 
as in some embodiments different numbers and/or types of 
interface components may be used. 
One embodiment relates to a computer system that 

includes a processing unit including at least one processor 
and a driver module that executes on the processing unit. 
The driver module includes a hardware control interface. 
The driver module may be configured to at least partially 
control a network adapter to engage in communication in 
accordance with IEEE standard 802.11 using the hardware 
control interface. The hardware control interface may be 
designed to exchange network adapter independent control 
information with at least two network adapters of different 
types. 

Another embodiment relates to a computer system com 
prising a driver module that at least partially controls a 
network adapter to engage in wireless communication in 
accordance with IEEE standard 802.11. The computer sys 
tem may include a computer-readable medium having com 
puter-executable instructions, which, when executed, per 
form a method that includes exchanging control 
information. The driver module exchanges control informa 
tion with the network adapter to at least partially control the 
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2 
network adapter. The control information may be exchanged 
with the network adapter via a hardware control interface. 
The hardware control interface may be designed to exchange 
network adapter independent control information with at 
least two network adapters of different types. 

Yet another embodiment relates to a method of develop 
ing a driver module. The method includes analyzing a 
hardware control interface developed by a first developer 
entity that is independent of second developer entity which 
is developing the driver module. The hardware control 
interface has been developed such that at least two network 
adapters of different types can exchange network adapter 
independent control information via the hardware control 
interface. The method also includes designing a driver to at 
least partially control one or more of the at least two network 
adapters via the hardware control interface to engage in 
IEEE 802.11 wireless communication. 

BRIEF DESCRIPTION OF DRAWINGS 

The accompanying drawings are not intended to be drawn 
to scale. In the drawings, each identical or nearly identical 
component that is illustrated in various figures is represented 
by a like numeral. For purposes of clarity, not every com 
ponent may be labeled in every drawing. In the drawings: 

FIG. 1 is a block diagram illustrating an example of a 
computing environment having a standardized hardware 
control interface, according to Some embodiments; 

FIG. 2 illustrates transmission control information that 
may be provided to a network adapter by a hardware control 
interface, according to some embodiments; 

FIG.3 illustrates transmission status information that may 
be provided to a driver module by a network adapter, 
according to some embodiments; 

FIG. 4 illustrates reception control information that may 
be provided to a hardware control interface by a network 
adapter, according to Some embodiments; 

FIG. 5 illustrates an exemplary computing system on 
which embodiments may be implemented; 

FIG. 6 is a flow chart illustrating an address matching 
stage, according to some embodiments; 

FIG. 7 is flow chart illustrating processing logic after a 
packet passes an address matching stage, according to some 
embodiments; 

FIG. 8 is flow chart illustrating BSSID matching proce 
dure, according to Some embodiments; 

FIG. 9 illustrates a key lookup procedure, according to 
Some embodiments; and 

FIGS. 10-13 illustrate transmitter-receiver timing dia 
grams, according to Some embodiments. 

DETAILED DESCRIPTION 

As discussed above, some computers are configured to 
engage in wireless communication using a specially-de 
signed driver that controls a network adapter to communi 
cate according to IEEE standard 802.11. Previously, each 
driver was specially designed to function with a single type 
of network adapter. As a consequence, a different type of 
software driver has been provided to control each different 
type of network adapter. Different developers might design 
their drivers and/or network adapters differently, resulting in 
different information being exchanged between them. Addi 
tionally, a developer might design one driver to function 
with a particular model of network adapter and another 
driver to function with a different model, as different net 
work adapter models might have different specifications. For 
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example, different network adapter models might be con 
figured to engage in wireless communication at different 
speeds. One network adapter might be capable of commu 
nicating at a relatively low speed (e.g., in accordance with 
IEEE Standard 802.11b), but a different network adapter 
may be capable of communicating at a relatively high speed 
(e.g. in accordance with IEEE Standard 802.11g). As a 
result, previous interfaces between drivers and network 
adapters might be different depending on the requirements 
of a particular network adapter. 

Applicants have appreciated that a variety of problems 
may arise from providing hardware control interfaces that 
are specialized to a particular type of network adapter. As 
one example, creating new drivers for each different type of 
network adapter may be expensive and time-consuming for 
network adapter developers, as they may need to develop 
and test the network adapters with their drivers for each new 
network adapter released. As another example, specialized 
hardware control interfaces are sometimes not designed 
adequately to perform at the speeds required by IEEE 
standard 802.11, particularly when control information is 
exchanged over a serial bus (such as a universal serial bus), 
possibly causing the driver to crash. 

Applicants have developed a standardized hardware con 
trol interface for network adapters that communicate accord 
ing to IEEE standard 802.11. Providing a standard hardware 
control interface may simplify network adapter and Software 
driver development. As a result, network adapters may be 
designed to function with a standardized hardware control 
interface, relieving network adapter developers of the need 
to provide Such an interface and increasing software driver 
reliability. 

FIG. 1 is a block diagram illustrating an example of a 
computing environment 1, according to some embodiments. 
Computing environment 1 includes a computer 2 that runs 
software module 3 and a driver module 4. Driver module 4 
includes a hardware control interface 5 having a plurality of 
interface components (a, b and c) for interfacing with a 
network adapter. Computing environment 1 also includes a 
network adapter having a radio 7 for engaging in wireless 
radio frequency communications. 

Software module 3 may engage in network communica 
tion over a wireless network via driver module 4. Driver 
module 4 may send and/or receive one or more control 
messages with network adapter 6, which controls radio 7 to 
engage in wireless radio frequency communications, includ 
ing the sending and/or receiving of a wireless message. 
Using radio 7, network adapter 6 may enable computer 1 to 
communicate with another wireless-enabled device. It 
should be appreciated that network adapter 6 may engage in 
wireless communication with any Suitable device, as the 
techniques described herein are not limited in any way by 
the device with which wireless communication is per 
formed. 

Computer 2 may be any Suitable type of computing device 
that includes at least one processor. By way of example and 
not limitation, computer 1 may be a laptop computer, a 
desktop computer, a cellular telephone or a personal digital 
assistant. In some embodiments, the at least one processor 
processors may have an operating system that executes 
thereon. Software module 3 may be any suitable software 
that executes on the processing unit. In some embodiments, 
Software module 3 may be a portion of the operating system 
configured to Support network communications, but the 
invention is not limited in this respect. As one example, 
software module 3 may be a portion of the TCP/IP (Trans 
port Control Protocol/Internet Protocol) stack. 
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4 
Software module 3 may engage in network communica 

tion by exchanging information with driver module 4. 
Driver module 4 may be a software module that executes on 
a processing unit of computer 2, and may be configured to 
control a network adapter to engage in wireless communi 
cations in accordance with IEEE standard 802.11. Driver 
module 4 may exchange control signals with network 
adapter 6 via a hardware control interface 5. Hardware 
control interface 5 may be a portion of driver module 4 that 
is configured to exchange control information with network 
adapter 6 for wireless communications according to IEEE 
standard 802.11, as discussed in further detail below. Net 
work adapter 6 may include hardware, firmware and/or 
Software configured to exchange control information with 
driver module 4 via hardware control interface 5. At least 
partially based on the control information exchanged with 
driver module 4, network adapter 6 may send and/or receive 
data via a wireless medium by controlling radio 7 to transmit 
and/or receive wireless messages in accordance with IEEE 
standard 802.11. 

In one embodiment, hardware control interface 5 may be 
a standardized hardware control interface. The term "stan 
dardized' means that the hardware control interface is 
configured to exchange control information with a plurality 
of different types of network adapters. Thus, any of a variety 
of different network adapters may be configured to exchange 
information with driver module 4 using hardware control 
interface 5. Hardware control interface 5 may be network 
adapter independent, such that hardware control interface 5 
is suitable for operating with any suitable type of network 
adapter. Providing a standardized hardware control interface 
may simplify network adapter design, development and 
testing and increase network adapter reliability, which are 
key benefits to a standardized hardware interface in some 
embodiments. 

Hardware control interface 5 may exchange information 
with network adapter 6 using any Suitable type of data bus. 
Thus, in one aspect, hardware control interface may be 
bus-independent such that it is capable of operating with any 
of a plurality of different bus types, such as a serial bus or 
a parallel bus. 

Hardware control interface 5 may include one or more 
interface components, such as interface components 5a. Sb 
and 5c. In one aspect, a standard hardware control interface 
may include a relatively small number of interface compo 
nents, such as less than fifty and/or less than ten. Providing 
a standard hardware control interface with a relatively small 
number of hardware control interface components may 
simplify driver and network adapter design compared with 
prior systems. Each network interface component may be 
configured to send and/or receive a portion (a “field') of the 
control information exchanged with a network adapter, as 
will be discussed in further detail below. 

In some embodiments, hardware control interface 5 may 
include a transmission control interface component 5a. The 
transmission control interface component 5a may be con 
figured to provide transmission control information to net 
work adapter 6 for the transmission of data packets) on the 
wireless medium. Any Suitable type of transmission control 
information may be provided, some examples of which are 
illustrated in FIG. 2. 

FIG. 2 illustrates an example of transmission control 
information 20 that may be provided to network adapter 6 
using transmission control interface 5a in accordance with 
one embodiment, although the invention is not limited the 
example illustrated in FIG. 2. The transmission control 
information may include one or more fields 21 of transmis 
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sion control information 20 that the transmission control 
interface is configured to provide. 
As illustrated in FIG. 2, a first field may include one or 

more flags that indicate a parameter of the data transmission. 
Any suitable types of flags may be used, such as a flag that 
indicates whether the wireless medium is to be held or 
released after transmission of a packet, whether acknowl 
edgement is required for a wireless message, whether a 
packet is to be encrypted, the type of packet preamble to be 
used, and/or any other Suitable type of flag that indicates any 
Suitable transmission-related information. A flag may 
include a single bit or multiple bits. In one aspect, seven or 
more flags may be used, as illustrated in FIG. 2. However, 
it should be appreciated that any suitable number of flags 
may be used, as the techniques described herein are not 
limited in this respect. 
As further illustrated in FIG. 2, a second field may include 

information relating to the transmission rate that is to be 
used by the network adapter. A third field may include 
arbitration inter-frame space number (AIFSN) information. 
A fourth field may include maximum and/or minimum 
contention window size information (CWmin, CWmax). A 
fifth field may include basic service set (BSS) information 
and/or peer table information. However, it should be appre 
ciated that these are only examples of information that may 
be provided by transmission control interface component 5a 
to at least partially control network adapter 6, and the 
techniques described herein are not limited to the exchange 
of these particular types of information. In some embodi 
ments, this information may be provided by transmission 
control interface component 5a in the same field and/or bit 
configuration and having the same order as illustrated in 
FIG. 2. However, exchange of other types of information 
and/or other data configurations are possible. 

In some embodiments, hardware control interface 5 may 
include a transmission status interface component 5b con 
figured to provide transmission status information to driver 
module 4 regarding the status of a transmission by the 
network adapter. 

FIG. 3 illustrates an example of transmission status infor 
mation 25 provided by network adapter 6 and received by a 
transmission status interface component 5b, although the 
invention is not limited to the example illustrated in FIG. 3. 
As discussed above with respect to transmission control 
interface component 5a, the transmission status interface 
component 5b may include one or more fields 36 of trans 
mission status information 25 that the transmission status 
interface component 5b is configured to receive. 
As illustrated in FIG. 3, a first field may include one or 

more flags related to the status of the transmission. Any 
Suitable transmission status flags may be used, such as a flag 
that indicates the failure of transmission. A second field may 
include information about the number of times that the 
network adapter has attempted to re-transmit a packet. A 
third field may include transmission rate information indi 
cating, the data rate at which a packet was successfully 
transmitted. A fourth field may include information about 
the data rate at which an 802.11 acknowledgement frame 
(ACK frame) was received. A fifth field may include 
received signal strength information (RSSI) about the 
strength of the signal received by the network adapter. A 
sixth field may include information related to a noise floor 
of an 802.11 ACK frame. In some embodiments, this infor 
mation may be provided to transmission status interface 
component 5b in the same field and/or bit configuration and 
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6 
having the same order as illustrated in FIG. 3. However, 
exchange of other types of information and/or other data 
configurations are possible. 

In some embodiments, hardware control interface 5 may 
include a reception control interface component. The recep 
tion control interface component may be configured to 
receive reception control information from network adapter 
6 for the reception of data. Any suitable type of reception 
control information may be provided. 

FIG. 4 illustrates an example of reception control infor 
mation 30 provided by network adapter 6 and received by a 
reception control interface component 5c, although the 
invention is not to the example illustrated in FIG. 4. As 
discussed above with respect to transmission control inter 
face component 5a, the reception control interface compo 
nent 5c may include one or more fields 31 of reception 
control information 30 that the reception control interface 
component 5c is configured to receive. 
As illustrated in FIG. 4, a first field may include one or 

more flags that indicate a parameter of the data reception. 
Any suitable types of flags may be used, such as a flag that 
indicates whether a buffer (e.g., a reception buffer of net 
work adapter 6) has overflowed, whether a reception error 
has occurred, whether an address has been matched, whether 
a key is available, whether decryption of a received packet 
has failed, whether the received packet is a probe response, 
and/or any other suitable reception related information. In 
one aspect, six or more flags may be used, as illustrated in 
FIG. 4 

A second field may include information about the rate at 
which data is received by the network adapter 6. A third field 
may include information about the strength of the signal 
carrying the received data. A fourth field may include 
information about the noise floor, such as how much back 
ground noise is present on the wireless medium. A fifth field 
may include information indicating the channel on which a 
particular packet has been received. A fifth field may include 
information indicating a time at which a packet was 
received. However, it should be appreciated that these are 
only examples of information that may be provided to 
reception control interface component 5c by network 
adapter 6, and the techniques described herein are not 
limited to the exchange of these particular types of infor 
mation. In some embodiments, this information may be 
received by reception control interface component 5c in the 
same field and/or bit configuration and having the same 
order as illustrated in FIG. 4. However, exchange of other 
types of information and/or other data configurations are 
possible. 

Three examples of host control interface components 
have been described with respect to FIGS. 1-4. However, 
any of a variety of hardware control interface components 
may be used. One example is an interface component 
configured for the exchange of channel control information 
for switching between different channels. The channel con 
trol information may include a first field related to a band or 
channel, a second field that includes a power level for 
transmitting via a new channel and/or a third field that 
includes one or more transmission queue flags Another 
example of a hardware control interface component is an 
interface component configured to provide beacon transmis 
sion control information to network adapter 6 Such that 
network adapter 6 transmits IEEE standard 802.11 beacon 
messages. Yet another example is an interface component 
configured to exchange power control information with 
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network adapter 6. Further illustrative interface components 
are described in further detail below in the section entitled. 
“Example 1.” 
As discussed above, one embodiment is directed to 

employing a standardized hardware control interface for use 
with IEEE standard 802.11 wireless communications. As 
used herein, the term IEEE standard 802.11 refers to the 
802.11 family of standards. The techniques described herein 
may be used for any of these standards, including legacy 
IEEE standard 802.11, IEEE standard 802.11b, IEEE stan 
dard 802.11a, IEEE standard 802.11g, IEEE standard 
802.11n or any other suitable 802.11 standard including 
those developed hereafter. 
A computing system will now be described, on which 

embodiments of the invention may be implemented. With 
reference to FIG. 5, an exemplary system for on which 
embodiments of the invention may be implemented includes 
a computing device, such as computing device 40, which 
may be a device Suitable to function as computer 2, for 
example. Computing device 40 may include at least one 
processing unit 41 and memory 42. Depending on the exact 
configuration and type of computing device, memory 42 
may be volatile, non-volatile or some combination of the 
two. One possible configuration is illustrated in FIG. 5 by 
dashed line 43. Additionally, device 40 may also have 
additional features/functionality. Memory 42 is a form of 
computer-readable media that may store information Such as 
computer-readable instructions, which, when executed, 
implement software module 3, driver module 4 and/or 
hardware control interface 5. 

Device 40 may include at least some form of computer 
readable media. Computer readable media can be any avail 
able media that can be accessed by device 40. By way of 
example, and not limitation, computer readable media may 
comprise computer storage media and communication 
media. For example, device 40 may also include additional 
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storage (removable and/or non-removable) including, but 
not limited to, magnetic or optical disks or tape. Such 
additional storage is illustrated in FIG. 5 by removable 
storage 44 and non-removable storage 45. Computer storage 
media includes volatile and nonvolatile, removable and 
non-removable media implemented in any method or tech 
nology for storage of information Such as computer readable 
instructions, data structures, program modules or other data. 
Memory 12, removable storage 44 and non-removable stor 
age 45 are all examples of computer storage media. 

Device 40 may also include output device(s) 46, input 
device(s) 47 and/or one or more communication connection 
(S) 48. Communication connection(s) 48 may include, for 
example, a bus interface that enables device 40 to commu 
nicate with network adapter 6 via any Suitable data bus. Such 
as a parallel bus or a serial bus. 

It should be appreciated that the invention is not limited 
to executing on any particular system or group of systems. 
For example, embodiments of the invention may run on one 
device or on a combination of devices. Also, it should be 
appreciated that the invention is not limited to any system or 
network architecture 

Example 1 

One exemplary embodiment will now be described with 
respect to an illustrative hardware control interface specifi 
cation. It should be appreciated that the illustrative specifi 
cation is merely one possible implementation according to 
the techniques described herein, as the techniques described 
herein are not limited to those described in the following 
illustrative specification. Furthermore, although the follow 
ing specification contains words such as “shall' and “must.” 
such words only apply to with respect to the illustrative 
specification below, as other embodiments are not so lim 
ited. 
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Definitions 

Delayed S-Rai: 

This is the case in which the AF replies a FS-Pol control frane with an 802.11 ACK control 

frare and transmits the buffered 802. data or rainagernett frame at 3 Eater tire. 
awice-sofce gacket 

his is art otgoing 33cket gererated by device itself. A device-sourced packet mistie an in 

BSS packet or a packet which doesn't have ESSEC field, 
Examples of device-sourced packets are in-BSS 302.3 probe responses for the BSS which 

the device is transrnitting tea coins, 3.2.1. ACK, 802.3 RS, 302.3 ful data packets, etc. 
{Seii Airess 

A group Address is a WAC address in which "if 3 address bit" is set to . he definition of 
grip address is orthogora to "f address bit" arid Oji type, herefore, Liness specificay 
inentioned otherwise, a groug address can he either riversaily or acaily administered. A 
universaliyadriftistered groin address can be either standard EEE or proprietary. 

For exampie, the foiewing are: a waii grip addresses: 

F. :::: A one's broadcast address standard EEE grog address 

3O8 Ga Standard wiAC groug address used in St 9542 
O:5:2:OCOCE Vicrosoft proprietary group address {Jriversay 

administered with twicrosoft C. 
3:34: A localy admiristered group address Oii is not applicabie 

Sfc. BSS 

his is a BSSD using a group address. 
hist-sticed packet 
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this is an outgoing packet generated by host. 
resists S-Pi 

his is the case in which the AF replies a PS-Pol controi frame with a buffered 802.1 cata or 
narragerneit packet, 

-8SS Satief 

For packet which certairs BSS field, this is a packet with BSSD ratching one of the BSS's 

in which the device has ified. 
in-RSS concept is not applicabia to packets which dor’t have BSSD field. At the tirne of this 
specification is writter, 802. cortraigackets don’t have BSSD. 

tivisai Airess 

Aiso case iricast airess 

A individual Address is a wiAC address in which "f 3 address hit" is set to 0. 
ificia SSS 

This is a RSSE sing an individua address, 
t-g-SS asket 

For gacket which contains 8SSD field, this is a packet with BSSi not matching any BSS in 
which the device has joined, 

Cut-of-BSS concept is not applicable to packets which doin't have 85S field. At the time of 
this specification is writter, 802.1 control packets dor't have BSS. 

Retfastnissic; Rate Adagitatic 
Retransmission Rate Adaptation is the capality of selecting a tower data rate when packet 
retrar Sirission is reeded. 

fra resissisi Baie Aiagtail 
Fransmission Rate Adaptation is the capability selecting the optimal of near optimai data 

rate for the first transmissior of each g3cket, transirission Rate Adaptation usually requires 
historica infortation. 

cars BSS 

A BSS is 3 if ::::: 

Aiiigi SS 

A zero eigth SSED 

2 Assumptions 

littie endian is assurned iness specified otherwise, that is, it () is east significant it aid hyte G 
is east significant 3yte. 
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3 MAC Sub-layer Functions 

his settii describes the HC's inpfeinentation of WAC Sui-layer functions. For each sectic 

here, there is one corresponding section in section 9 in the EEE 802.11 specification. 

3. AC Arciectare 

NAA 

3.2 CF 

Device performs CF procedure sing host suppied CF parameters, such as AEFSN, ECWrn in aid 

ECWrax, of a per-packet basis. DCF parameters are passed to device it ixies Critor (section 

For no-QoS packets, host set AFSN to 2. Here, 2 cornes fron DiFS:2xaSioi fine--SiFS. For QoS 
packet, host set AFSN according to the g3cket AC Access Category. Device can calculate Ai-S as 
AiFSix Sitfir-SiS. 

his design rakes the 3cket access Category transparent to device while at the Sane tire give 
host the fiexibility to tine C tining parameters. When tiring garameters are set propery, this 

desig is contpatible to with iEEE 802.11 specification, including other tirning afarinete's derived 

from SFS/FSAAFS, For exampie, according to section 9.2.3.5 in the EEE 802. 3. Specification, 
"... Reception of an error-free fame during the Et FS or EIFS-ii FS-i-ii FS-4 C resynchronizes 
the STA to tie actual bias /idie state of the mediin, so the FiFS or i if S-iDiFS+AIFSAC is 
te; iiiiated and nornai Higdiuri access ... " 

For orna packet, if host set AFSN to 2, AFS wit essetiay sect a to FS. herefore, ERFS. 

Eff S-1-A FSA CF equads to EifS. 

Regardiess of whether device supports CoS, device staiaow host to to trul CF patrainetes on 
a per-packet basis. 

3.2. RS/CS 

Host is resigfisible for closing RTS/CS in a per packet basis. he information is passed to 

device it ixescriptor section 7.4. "RS Protection Bit" wit be set to wer. R5 is reed. 
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3.2.2 RS with fragmentation 

Host is responsible for choosing RTS/CS and performs fragrinentatio or a ger-packet basis. The 
information is passed to device it. Extescriptor section 7.4}. Specificay, for this particiar 

Situation, 

$ idoid viadiuri Bit ir, Xiescriptor wii e set to 1. This tells device to hold the wireless 
redin and transnit the next fraine within SFS interva. 

& RFS Protection Bit if xDescriptor wii ka set to , his teis device to irycke RS/CS 
procedure before the transmitting the packet. 

8 No ACK Bit is Lisuay set to Guess BlackACK is being used. 

EDevice sha erasure the proper car-air be havior as defined in section 9.2.5.5 ir the EEE 802.3 
Specification. 

3.3 Fragmentation 

Host is fly responsible for perforning fragmentatior. When fragmentation is used, 

& Hoid wiedi in Bit in xDescriptor wii be set to . This tet is device to hold the wireless 
fred in and transin it the next frane within S-S interva. 

$ ivo ACK Bit is stay set to Ourass BockACK is heirg used, 

Device is retired for easiring the SFS interwat requirement which is defined in the EEE 802. 
Specification, 

3.4 Defragmentation 

Host is fity responsible for perfortning defragerstation. 

3.5 Matirate Support 

Case 3 swice doesn't Spart tras?issio an "etransissio rate a captatic 
his is the case where device clears at Bii O and Bit in xiapabilities field in Giokai Capability 

(defined it. Section 7.2, i. 

cist chooses data fate for the first transrnission as well as retrarsinissions. Host also deterries 

the naxin in it in her of tetrarsinissics which device shai perform, he information is passed 
to the device in X descriptor S ection 7.4. 
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Host usuaily wisegest device to report status of the transmissions. For JSE device, this is doe 
by settig xid fied to a non zero waiie in NWF USB WSG X PACKE sectior; 8.3.1. Upon 
transirission Cornpietior, device reports to the host the rinker of tetransmission performed in 

"XStatus section .5. That information, along with other it formation Siach as RSS, wi je tised 
for adjisting data rates for the SLSequent trafismissions. 

Case 2 evice dest siggert transissis fate asaptatic, it its parts retras?issis fate 
aiagtaki 

his is the case where device ceaf’s Bit: ) and sets Bit 1 in xCasabilities fied in Gita Cagaaiiity 
defined in section 7.2.1. 

in this case, host deter:Yiries the rinaxirinir in frker of retransrnissions aid the data rate for the 

first transmission, evice is responsibie for selecting the retransirission data rates. he host 

Controied infrnation is assed to the device if X descriptor section 7.4. Device shod ise 
the retrafismission data rates ir. X descriptor to deterrire the raxinuin is tier of 

retransnissions by Courting the nutrier of for-zero data rates. it ca, ignore the actuai data rate 
waius 3rd Se its own retransfinission rates. 

lost is aily wieciest device to report stats of the tarsinissions. For JSE device, this is dote 
by settig Exic field to a on-zero waite in NWF USB WSS X PACKE section 8.3.g. Upon 
transmission competior, device reports to the host the furnaer of retra is mission performed in 

XStatus (section 7.5. That infortation, along with other iforniation Stich as RSS, wii be sed 
for a disting data rates for the SLinsequent transmissioi S. 

ECase 3 Rewits sugart is assission a ti retrassission rate adaptation 

his is the case where device sets both Bit arid Bit in ExCapabilities field iri Giobai agaki;ity 
defired in Section 7.2. 

in this case, host determines the maxin in in her of retra; Snissions, evice is respositie for 
selecting the transriission aid retiaismission data rates, evice said use the data rate array in 

EX descriptor section 7.4 to deterrine the naxin in number of retransmissions by conting 
the inher of on-zero data rates. it can ignore the actual fate waites and ise its own values. 

gain tars frission Coringletion, device is expected to report X status information inciding X 

successffailure, retransmission count, aid the data rate of the last retransmission, etc. host 
uses this information for determiring whether roaring is reeded. 

Case 4 evice sport transnissil rate aciagstatis, it it doesn't stage ret; assissisi ate 
aiaptatic 

his case ray not be supported. if device supports transmission rate adaptation, it rust also 
Suport retra; Snission rate adaptation. 
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Regardess of device rate adaptatio in capabilities, BSS Entry section 7.7.1 in device's BSSabie 

contains the basic data rate for the BSS. he basic data rate information is used by device for 
choosing data rate for device Sou: Ceci gackets such as 803.3. ACK. 

3.6 MS assissi restrictis 

Whe transmitting sackets, device shal; preserve the order of packets in which they are 

Suinitted to the device's transmission queues sectio; 6.2.2 

When ificiicating packets to the host, device shal preserve the order of packets ir which they are 
received fron the air. 

3.7 Operation across regulatory domains 

i.evice has a defait fregulatory densit arid Supported Region is see Sector 7.2.3} Stied ir; a 
device specific persistent storage. At initializatiot time, device shold set the current regulatory 

ciorrain to its default regiatory difnair. host can guery the defaut "egiatory difnair and 

Supported Registraits. freeded, host can chaige device's current fregulatory of air. Device 
has oily one curret regulatory donain ever though it nay join nultiplie BSS operatig in 

different regiatory dornairs. 

evice is responsible for a the regislatory coniiance requirefine its except for the following: 

... For host-so frced packets, host selects transrnissior power eve; or a per-packet basis. 

Host estres that the requested transmission power iewei doesn't exceed the regulatory 

innit, ransmission power for natio is passed to device if xescriptor section 7.4. 
2 host is responsible for selecting the active scarring channeis in a rainier that is 

confiant to the cirrent regatory donait. 
3. For device-sourced packets, device should use the transinission power eye defined it 

Current Charine ixipowerindex (see sectif 7.9.2 for details. 

38 C. 

i his sector is apicable city when device set it () is OSCapabilities field in GobaiCapai:iiity 
defined ir; Section 7.2. 
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38, ECA 

EECA is based or DCF, his HC desigr doesn't differentiate DCF and EDCA since host can Supply 
ECW nin, ECWYax and AFSN parameters. See DCF (Sectio 3.2} and xDescriptor (Section 7,4} for 
details. 

ihis design requires device to Slipport 5 transmissior gueues see sector 6.2.2 for details. Host 
will put gackets into appropriate transmission dueties based on the access category of the 
packets. However, device inst aways use the CFECA pararheters in ixiescriptor sectic 
7.4). it inst not calculate EEDEAfDCF tinning pararieters based of the transmission quee which 
the packets are in. 

3.9 Bock Acknowledgeheat Block Ack 

This sector is applicable city when device sei Eit in CoSCagakities fied in Gokai Capability 

defined it. Section 7.2,i, 

lost is filly responsibie for setting up, updating and tearing down BockACK agreeinert with the 
peer. 

Wher transitting packets to peer with which there is a Block ACK agreement, host determines 
whether Block ACK should be used on a per-packet hasis. his iforniation is passed to device in 
ixescriptof Section 7.4}. Specificatiy, the following bits are set in Exilescriptor 

& Filid wiedit in Bit is set to his te:is device to hold the wireless Yegrin art transirii 

the text fans within SFS interva. 

8 No ACK Bit is set to . This teiis device not to wait for 302. ACK before trarsmitting the 
rext packet, 

For detai is of BockACK operations, see section 6.2.6 for BockACK transnission and section 6,1.3, 
6.3.5 arid 6.38 for reception, 

3.10 No Acknowledgement (No Ack 

defined in section 7.2.1. 

Host deternities whether AEK is needed of a ger-packet basis, his infortation is passed to 
device in xDescriptor (section 7.4}. Specificay, the following hits are set if xRescriptor 

& did wieditfi Bit is set to his tes, device to hold the wireless Yacirn arc transirit 
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the next frare within SFS interwa. 

& No ACK Bit is set to . his teiis device hot to wait for 802.11 ACK before transnitting the 
next packet. 

As we car see here, NACK operatioi is sane as Birck ACK operation fron the device's goint of 

wiew, he difference is ir the host side. With BlockACK Setup, inst will place a BockACKRec at 
the end of packet guese. 

For details of NoACK operations, see Section 6.2.6 for Block ACK transrnission arid section 6.3, 
6.1.5 and 5.3.6 for reception. 

3. Frame exchange sequences 

3.2 Protectic Recais fir -ERP receivers 

Host deterrines whether arid how protection shoid is ised on a ger-packet basis. The 
protectif info fration is passed to the device in X descript section 7,4}, he host ray chose 
to use either RESA CSS or CS-to-Seif Specifically, 

& RFS Protectio; Bii is set to wher. RSFCS grotector is feeded 

& CiS Protection Bit is set to 1 wher. CS-to-seif protection is needed 
s (36 gris as at is rigiri Sii arc S. Friefir Eii i rest g of sat is 

the safe packet, 

4. ESAP interface 

his section describes the Ci's impierneritation of viv. E SAF interface. For each section here, 
there is the corresponding section in sectici (3.3 in the EEE 802. Specification. 

4. Sca 

Host is fiy responsible for performing Scannig. iusi inay require device to perform the 
fishing actions during Scafring: 

... Stsgendransriission (i.eue 

See section 6.2.2 for fore information about transnission glieue managernett. 

2. Sisperid Attoratic Beacor Eransmissior if the systern is operating as an BSS node or an 
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8, 2.; access goint 
See section 6.3 and 7.6 for nore information about beacon generation. 

3, Switch Chaire 

See sectii, 7.9.2 for channe switching. 
4. Fans init 8.2.1 probe request packets if active scanning is needed 

See: sectior, 6.2, 7.4, and 7.5 for packet transmission. 
S Resire rarSinissir 

See Section 6.2.2 for nore information about trains nission (i.eue managerert. 
S. Resire Atirati Bear raisirissor 

See section; 6.3 and 7.6 for nore information about beacon gereratio, 

4.2. Synchronizatio oil 

Host joins a BSS by adding a BSS Entry section 7.7. ir; the device. BSSaale. The BSSEritry can be 
see toy device for Synchronizing its SF timer with the BSS, 

evice mist Cornpiete adding BSSEritry into BSSiake as scort as possible without waiting for 

receiving 802.3.1, beacoff probe resporise frir, the BSS. he refore, there could be a short period 
in which host exchages 802.1 management arid data packets with the 8SS without proper 
Synchronization assuring that scarring appers orig tine age and hence igsfissine and 

itsticcai finite becofre outdated. 

Note: when operating as an infrastructure SA, host fray not add 8SSEritry into the device. When 
this happers, for device's perspective, 'Cir' is skipped. 

4.3 Atatesticate 

Host is fally responsible for perforning at thentication grocedure. There is no special 

frequifenefit of device. Device is not aware faithentication state. 

Device inst roi assuine that joining always occars before at thentication. 

4.4 leatheticate 

Host is fity responsibie for performing deathetication grocedure. 
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4.5 Associate 

lost is fuliy responsible for performing association procedure, here is no special requirement on 
device. evice is not aware of association State. 

fevice frust rotassie host wi aiways perform at thentication efore starting association, 

4.6 Reassiciate 

ost is fity responsible for perforrhing reassociation grocedure. 

jewicernist not assure host wit aways perform autheritication efore starting reassociation. 

4.7 isassiciate 

hist is fly responsible for perfortying disassociation procedure. 

4.8 Rese 

Reset is not defined for device. However, host ca: request devices perfor in the following actions 
diring hist réset: 

... Retrove BSSErity frcrn civice's RSSafe 
2. Renoye PeerEntry fron device's Feerritry 

Remove Beacor (3roup Entry fron device's Beacon Grospatie 3. 

4. S. 

When operating as art 802. access point, host wi periodicay transmit 802.3 teacor frarness 
using the host timer. The BssEntry section 7.7.} wii contain the basic rate information of the 
infrastructure BSS to be started. However, the BSSi field ir; BssEntry may contain wildcard BSS, 
in which case the device shal disable its BSS filtering. 

When starting ar BSS station, host wirequest the device to periodically transfrit 802.3, beacon 

frames, he request is sert to the device via Start: BSSBeacor, defired in section 7, 6.1, he 
BSSEntry wii cottain the basic rate information of the infrastruct are BSS to be started. She BSSD 
field wii cortain the BSSE of the new 85S network since the RSSEritry is referenced by 
Startis SSBeacon request. 
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4. Case Switc. 

See Currenthan a section 7.9.2 data structure for details, 

4. SetKeys 

airwise keys are stored in Peer intry section 7.8.i). Host adds or updates the correspoding 
PeerEntry if the device Peerabia when it needs to set airwise key. 

Decryptic: grip keys are also stored in PeerEntry, they are rataged in a Siriar way as Pairwise 
keys. Decryption groug keys are ised for decrypting incorring broadcast or fruiticast packets. 

Encryptic; groug keys are stored it 85SEntry. Host adds or updates the corresponding BSS Entry 
when it reeds to set encryption group key. Ericrygtion groug keys are Sed for errygiing 

outgoing roadcast 3F frticast packets, 

Ne: 

M.C key portion of Ki-iviC key is always stored in lost. viiC verificatio is done in host. 
2. Host doesn't aiways add keys into device. Device frust indicate to the host a the 

received packets for which it can't find a decryptor key. 

3. Even wher host addis keys ir to device, it nay hot always add isoth pairwise key and 
groug key for the saré pair, it can appen that host 3d is pairwise keys to the device, bit 
inot grip keys, 

4.2. Deetekeys 

to deiete pairwise aid decryption group keys, host deietes or updates a FeerEntry if the device's 
Peterise. 

o delete encryption grotip key, host deletes or updates a BSS Entry if the device's BSSabie. 

Note: dietetirig keys doesn't rear that the system is disassociating or death enticating from the 
peer. 

4.13 MC (Michae) failure event 

As key is always stored in host. Host is fiy responsible for Wii verification arid vs. faire 
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detectio, 

44. EAP 

Host is fully responsibie for EAO exchange. 

evice inst riot assure that host wi always perform association before starting EAPO. 
excharge. 

4.5 MILME-PeerKeyStart 

Host is fly responsible for obtaining cigher keys. 

4. Setirecti 

iost deterrines whether arid how protection should ke sed of a ger-packet basis, he 
protection iforniation is passed to the device if X descriptor section 7.4). 

4, E-RECEFRAERE 

his is not applicable to device. evice sh;3 indicate to host at the received packets for which it 
can't fird cigher keys. hist widelicie A heiher the jacket should be dropped (ir riot, 

4.18 TS management interface 

Host is fally respersite for Siranagement, 

4.9 Management of direct link 

Host is fity responsible for direct ink management. 

4.20 Higher Layer Synchronization Support 

iost is fully responsible for higher ayer Synchronizatior. Device is required to provide the local 

time read fron device's FSF tinner) at which a packet is transiritted or received, he local time is 
gassed to the device through XStatus (section 7.5 or RXescriptor section 7,3}. 
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4.2. BeckACK 

his section is agpicable ority wher; device set it in CCSCapai)ilities field in Giola Cagality 
defined in Section 7.2.. 

Host is fully responsibie for setting up, updating 3rd tearing dowri Bock ACK agreement with the 
peer. 

When transitting gackets to pete with which there is a Block ACK agreeinent, host deterrifies 

whether BiockAik should be ised or a per-packet basis, this irformatior is passed to device ir 
xOescriptor Section 7.4). See section 6.2.6 for Birck ACK trafismission and section S. 1.3, 6.15 
and 6.5 for reception. 

is WWE 

his secticer describes the -it's irnie frientation of AAEME furictionalities. A Eve 2 sections here 

can be 2:1 napped to eve 2 sections it section i in the EEE 802.1 specification. Wherever 
applicable, this section will refer to the corresponding Ci data strictures. 

5. Synchronization 

... S. 

Wher ogerating in RSS node, host wi set the BSS field in the BSS Entry section 7.7,1} to the 
BSS network in which the host is, evice is regaired to Synchrotize its SF tiner with the BSS 
network. 

Whe operating as an infrastructure SA, host doesn't require the device to Sychronize its SF 

tiner with the BSS host wise the host time for power saving purpose. Therefore, the BSSE) 
field in the EssEntry ray Certain wildcard acidress. 

When operating as a BSS SA, host wit set the BSS) field in the BSSEntry section 7.7.i. to the 
35S network, Host syster itself doesn't reiy (; the SF syrich rorization. Setting the 35S is 
naily because soire device implementation needs the SF synchronization for imiennetting 

the distristed beaco: mechanism defited in section I.i.2.2 in the EEE 802.11 Specification. 
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S.2 Beaco (seeatic 

When ogerating as an 802.11 access point, host wii gerie? ate arid trarisrinit beacon frames at 

every S. Device is required to f the EineStain in the beacon fraines with the device's SF 
tner waiie. 

When operating as an iBSS SA, host will regiest device to geneiate beacons at every 8, he 

rediest is sent to the device via StartiBSSBeacon request sectio 7.5.3. 

5.3 Probe Request Processing 

See Secticr; 6...f. 

S...4. Prose Response and ost Sorced Beacon 

See sectior; 6.2.8, 

S...S Scanning 

See Section 4... 

5.2 Power Management 

5.2. Power anagerent is an infrastructure network 

5.2.8, i Ai Tii; it is tissists 

ost is respisiiie for setting the "w and the artial virtuai finiag, if the heato; packets 

which the host transmits at every B", he portii virtual bitinap is described in section 7.3.2.6 
in the EEE 802. Specification, 

5.2.i.2 Fayer garagement with AFS: 
Host is fully responsibie for inpiernerting APS for both access point rincide and 802. 
ifrasticture client mode. 

Host should ensure that the host timer is configured to the required resolution risisecond eve 
to stipport A-AFSD. 
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Afggeration is ring the CP 
When operating as an 802.31 access point, host inpfeinents the following: 

3. 

2. 

5. 

7 

Keep tracking (if power rainager ent statis for each currently associated SA 

Advertise AFS support in the heator if device set Bit () in CoSCapabiities field it 

Slobal Capability defined in section 2.2.1. 
Process SPEC and rnaintain APSED stats for each currently associated SA 
Buffer iwiS or rainagement fraines destified for power saving SEAS 

a. Transmit offered wiSDi far againert frames por receiving PS-Poli 
E. ransrii. Eiffered ASD finanagerneri frames wher; SA switches iric active: 

rode 

ic, ringenerit packet aging functionality 

Buffer broadcast frnaticast wiSD is for which the Order it in the Frane Controi field is 
clear. 

a. Transin it buffered frames spor; it wis 
b. raisin it offeed wiS finanagernet franes when aii the associated SAS are 

in active node 

ransri 802, k eacos at every 8 with most fecent partial virtuiti hittrip and 
i. 

ransirit A-APSO packets at each sched tied ASP service seriod 
itarisirit J-APS gackets or receiving trigger faires, 

evice is required to indicate PS-Foi 32.3 controi frame to the host, evice is not required to 
traintair power manage frient status for each currerily associated SA. Therefore, STA will lose 
packets which have a ready beer posted in the transirission gueue prior to the "active "h power 
Saving" transition. 

5.2.i.4 As operatioi is fig tieg (FP 
his is riot applicable sice this specificatio doesn't slipport CF and for CCA. 

5.2.2.5 Receive geration for SEAs in PS naggie airing the CP 
When operating as ar; 802.31 infrastructiire SA, host will inpiernet the following: 

2. 

ost wi rescuest device to power or its radio wherever it is a propriate, he aigorithin 

which the host uses is outside the scope of this document. 
to power on the radio, host issues a set requiest on GohaiState Radio PowerState field it 
section 7.9. 
Wien host detects that the it corresponding to its AE is set in the vil, it will post a FS 
PC 302. Control packet to the device transmission queue to retrieve the ouffered 

WSEDi ( Yanagemert frare. 

host wifegiest device to put its radio into doze state wherever it is appropriate, he 
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algorithin which the host Eises is outside the scope of this document. 

to doze the fadio, host issues a set request of Subai State Radio'o werSiate fied in 
section 7.9. 

ised. 

5.2.2.5 feeceive aperation for SEAs in PS naggie during the FP 
his is not applicable since this specification doesn't support PCF aid for HCCA, 

5.3 STA Athetication at Associatio 

See section: 4.3, 4.4, 4.5, 4.6 and 4.7. 

5.4 Biock ACK Operation 

Applica hie ory when device set Bit () in CoSCapabilities fied in Gohalapability defined in 
Sectic ..., 

See section: 3,3,3,3, 4.2. 6.2.8, 6.3, 6.5 and 6.1.5. 

5.5 Higher layer Tier Synchronization 

See Sector £2. 

6 Packet Transmission and Reception 

6. General Packet Reception 

in this section, receive path flow is described. Fease refer to section for the format of 
Rxidescriptor. The following topics are covered. 

& Receptics of corrugated packets 

& Promiscuous reception 

8 802.3 certro packet reception 
& Address watching 

Paciret processig after address matching 
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& 8SSE) watching 
8 Key able lookug 
& secryption 

Receive path is designed with the following assinations: 
is lefragmentation is done in host systern 

8 MC werificatio; in KP is dote in host systein 
& innediate Block ACK inay rot he spported. Oriy delayed block ACK is supported. 

Host car contici five packet filtering behaviors through 4 fiiters Dipiicate Packet filtering and 

Address Fitering are to troited by the same fitter. 

& Corption Facket Filtering (Filter is cardorpted Frane 
When this filtering is enahed, device shot id not indicate corrupted packets CRC32 
errof. This fiiteririg is efiabied by defait. 

is uglicate Facket Fite fig Filter iscarduplicateranie 

Wher this filtering is estabiei, device should not iridicate duplicate packets. 
Diplicate packets can be detected via Sequence Control field in the WAC header, 

his fittering is enabied by default. 
if device doesn't tripiernet citicate packet detection, it can ignore this fier, 

& Address : Fitering FilteriscardAddressivismatched-rane 
Wher this filtering is erailed, device: should not indicate packets with a linicasted 
receiver address that doesn't match the device's cirrent WAC address. This filtering 

is applicable to packets with a linicast receiver address. it is enahied by default. 

is 802.11 Contro: Frame Fitering Fiter Discard Control Fraine) 
This fitering is applicable to 302, control franes, except FS-Pol, BockACKReg 

and Bock ACK fraries. Wher it is a rated, device shigi not iridicate 802.1 cort rol 
packets to which this filtering is applicate, it is eaked by defat, 

8 BSS Fiterrig Filteriscard BSS Divisratched DataFaire) 
his fliering is applicable to 802.1 data farnes aly, it is enailed when ESSE field 

of any BSS Entry contains a uticast address. When it is enahied, device should not 
indicate 832. 3. data packets with a BSSED which carriot be found in Bssaile. 

Fig. 6 is the flow chart of address natching stage. The flow chart is for the purpose of 
it strating the expected tehavior. Ypiertertation doesn't have: to exactly foilow the flow chart 
as log as it produces the same out it. Wicrosoft specific operations are highlighted it red text 
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arid das-style Îies. Ost will aiways perform packet duplicate detection logic. o pass address 

matching stage, the Address : field in WAC header mist contain either the device's cirrent wiAC 

address or a group acidress. Digicate Packet Detection is oatia, lost will always perfor 
diplicate packet detection irrespective of whether it has been performed by the device or not. 

8... Reception Processing After Address watching 

This section describes the processing ogic after a packet passes Address viaiching stage. Error 
Reference source rest fairs, is the flow chart. Wicrosoft specific operations are highlighted in 

red text and dash-style ines, it is worth to poist out the following: 
Device: rnist iridicate cigher-grotected packets to the host systeir, even when it is rakie 

to find matching key. For such kind of packet indications, the device inst set Rxflags. Bit3 
(see sectior in the Rx descriptor. 
Device must radicate packets which faii in decryptic. For such kirid of packet ridicators, 

the device mist set RxFags. Bit-4 (see section (} in the Rx descriptor, he device doesn't 
have to indicate the whole packet to the host systern, Oniy the wiAC header is needed. 
i his is reeded for the host systern to ircernet appropriate per-station statistic 
cites. 

fath SSS 

his operation is done of y or 832.3 data ackets, it retarns true when jacket ESS 
naiches one of BssEtry if 8ssagie. Otherwise, it feturns faise. See F3.8 for details. 

are the 802.3 data packets can have asy Corinairations of Fr Y. S. and to Swaitias, 
When performing 85S fittering, devices are expected to retrieve packet BSSED from 

correct Address field either Address2 or Address 3 based in From S to oi Swaii e. 
Note: Froir SfoS are: iniy used for determining packet BSSi. it must not be used for 
packet filtering, evices rust expect to receive and grocess afy data packets 

irrespective of network rode irfrastricture of ad hoc. 
8xitikeyard & crypt 

Rxtinckey operatiot Fooks up key which will be used for decrypting cipher-protected 
gackets. Decrypt operation decrypt packets using key find by Rxfindsey. 

See section 6.i.2 for detaiis on key lookup and decryption. 
rocess RxAfter atchisigAir. 

This is the operation in which the device processes packets which glass Address test as 
defined above, it is described in section 6... 
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6.i.2 Key lookup 

Pairwise cays and decryption group keys are stored in Peer intry section 7.3.3. Pairwise keys 3re 
used for encrypting aid decrypting linicast packets. Decryptic group keys are Sed for 

decrysting broadcast and for in uticast packets. F.G. S iustrates the icey look up process. it 
retirris the key inciax of the matching PeerEntry. 

6.3 Decryption 

Decryptio sha not remove cipher header or cigher traier, Recryption sail fict Lindate 32.13. 
iWAC header, e.g., resetting Protected bit ir frare controi. 

8.4 reciate sk. ACK RX 

infrediate Bock ACK fray riot be supported. She host wi not advertise intriediate Biock ACK 
capability when running is access point mode. 

6.1.5 Delayed Bock ACK RX 

This section is applicable only when device set Bit in CoSCapabilities field in Giobai Capahity 
defined is section 7.2.i. 

evice frust send ari 802.3. ACK upon receiving a 302. ... BickAckReg frarine directed to the 
device's WAC address. 

it is transparent to the device water there is a biock ACK agreement with the transmitter. The 
host is responsi tie of buffering packets during a kick Aik transferring art diocessing ADBA, 

CEBA, Block AckRea and BlockAck packets. he device mist be abie to parse ACK goiicy shfieid 

in the QoS header, if ACK policy sofield is set to Block ACK, the device inst riot serid 802. ACK 
fraine pot receiving the MP or AMPED}. 

... CK RX 

desire: in Sector 7.2, 

he device in ust be able to parse ACK policy subfied in the CoS header, if ACK policy subfield is 
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set to No ACK, the device nist not send 802.31 ACK frame upon receiving the iwi Fi or wiwi Puj. 

6.7 Probe Reciest aiding 

Host aid device reply to piche retiest franes using the following guidance: 

i. When the receiver address in proke request is an al-ore broadcast address arid device 
as started the BSS beacor process, the device should reply the picke request with 

prote response, subject to the criteria defied it: Section 11.1.3.2 it the EEE 802. 
specification. For exaringle, one of the criteria is that the device shat it reply if it 

doesn't transmit beacon at the most receit S. Device should indicate this prote 
request to the host regardess of whether it replies or rot. 

Whef the receiver aficiress in grobe regiest is not an a-ora broadcast address, the 2 

device rnust not repiy. Device should treat this prote request like norinai SO2.1 data 
and 3rage finert frames. it should indicate it to the host if the packet passes address 
filtering test defined in sector 6.3 in this specificatior. 

6.8 Probe Response and Beacon anding 

When the received packet is an 802.1 probe response or eacon and device car; find a natching 
BSSEritry in device's BSSabies, device shal deter:Yire if it should accept the Ernestarp (the 

BSSi ine) i? the received packet. Fease see section 1... and 1.1.1.2 if the EEE 802.3 
Specification regarding to accepting timing informatio for infrastricture and BS5 network. 

if device determines that it said accept the irnesia trip ir; the receive packet, it should update 
it stESS Fine and itstid failine field if the corresponding BSSEntry, 

6.2. Packet assissio 

This section is applicabie to both rior CoS arid QoS capabie devices although it is decribed in the 
Cortext of CCS capabie device. Civious CoS specific descripton wit not be highlighted. But they 
ca; he ignored for device that doesn't support CoS. 

EDevice 'eports it sigorts CoS isy setting Bit (, CSCapabilities field in Gioia Capability defired in 

Section 7.2.1. or device that doesn't support OS, 

6.2. Viac leader Management 

his section is riot applicabie for device sourced packet, it defines the ovartership of 802. WAC 
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header fields for host sourced packets. if a field is owned by host, its waiue wii e provided by the 

host, if a field is owned by device, its waiue should be provided by device. 

Fies Nate host swice 
Farne Cortici Versior 

Frame{Cottrolype f 

frategistri.Subtype y Except CF-Poland C-Ackbit) v CF-Foibit and CF-Ackbitory) 
Fars introS 

are intro. From S 

Frarie Cortici.wife Frag 

Frane:Cortici. Restry 
frare CotroS 

Frarieto introl.wiore Data 

Farreto introl. Frotected 

FarineControl. Cides 

trater 

Assi...l. 
Address2 

AireSS3 

SC. Sevio f 
re - 

COS 

Notes: 

i. For non-Li uticast foS packets, host is esponsibie for fing Seavid. evice inst not 

Source any such kind of packets because doing SC can case seguerce nurnker Corflicts. 
2 For at other types of packets, wherever applicable, device is esponsibie for firg 

Sego, 

6.2.2 assission sese 

if device: cears Bit in QSCapabilities field in Soba Capability defined ir section 7.2., device is 

required to support one tit-of-ESS taisirissio: Lee C and ote in-8SS trafsission quieties 

{{1}. Otherwise, it is required to spport one out-of-BSS trasnission geue 0} and 4 -85S 
transrnission teles 3, 2, C3 and R4. See: Sectic; 8.4 for fraging transriission teues 
it to USB endpoints. 

& the priority order is CO > Q3 - 2 - Q3 > Q4. evice finust first trains initting packets 
frty high priority ceae before it caf transrit any packets frir (A. priority guese. 
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'rafsission geue (i to 4 can be suspended. When a transmission dietae is 
suspended, transfinission Shai be stopped of that queue. 

Anir, CW triax arc AFSN garameters are rest associated with trar Srnission guese, cast 

wit supply CWnnin, Winax and AFSN of a per-packet basis. 
it is host responsibility to provide correct valies for whole systern to be congiant with 
3O2. Specification. For exampie, the host wit set A FSN to 2 for non-CoS frame in 

order to set the FS correctly (OFS: Si:S + 2* Sotirne). 
inst is responsiiie for assigning packets to appropriate transirission guese, evices sha gring {} grO) t 

that cik for AC access Category in the CCS teacief and charge the assigret. 

if there is Sifficient Space, transmission gieiae inay hoid nitiple jackets, Packets are 
aways appended to the end of transnission (i.e. e. 
ransmission queue flow control is specific to the indier yig auS techniogy. See Section 
S.5 for fivy chiro in SB, 

The arolint of Yarmory resource: assigned to each transmission clieues is specific to 
device inpiernestation. it must be large enough for 

O transmitting at east one full-sized WISE)} or at the WPC is beiorgig to the Sarne 
S. 

C) in piernetting the optical burst tiarisinissior 
See Section 8.2.6 for hurst transmission. 

Note: device scarced packets frust not reduce the trafsission queue resource availakie 
to the host. 

6.2.3 Encryption 

he host is resportsibie for key took up. Fairwise key is stored if Perritry, if encryption is 

needed, host will set 'Encryptic i Bit" in xFags field in the ixescriptor sectic 7,4}. 
s 

.23. i 

Pairwise key is stored in Peerty (section 7.8.1. Aher. Address is a dividual 
address, the device shai gerfor encryption sing pairwise key from the i-th Peeter try 
Peerae, 

evice doesn't have to set Fraine{Controi. Frotected bit to . Host already set it property. 
Encryptor groug key is stored in 85SEntry section 7.7.1). Wher. Address 1 is a grip 
address, the device shai perform encryption sing groug key from the i-th BSS Entry in 
BSSaale. 

evice: doesn't have to set Frarine Cortici, Protected kit to ... lost a ready set it grogery. 

38/EP Eircryptian 
Host rvices and initializes the WEF header. Device should retrieve the EV (initialization Wector 
waite from the header. 
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Host provides uninitialized space for the 4 byte WEF CW integrity Check Value. Device is 
reqired to update it with the result of Al EP encryption. 

6.2.3.3 TKii Encryptian 
host provides and initiaizes the KF header. Device shoid retrieve the v iitialization Wector 
waite frn the leader, 

Host provides uninitialized space for the 4 byte K P ECW (tegrity Check waite). Device is 
required to update it with the result of TKP arcryption. 

5.2.3.3 CCMF Encryption 
host provides and iiiializes the CCWP header, evice should reirieve the PN Packet Nurnber 
waite from the header. 

ost provides Lininitialized space for the 8 byte CCWP wC vessage integrity Code. evice is 
retired to giate it with the result of CCVP encryptior. 

6.2.4 Retransmission Management 

evice shai perfeir retians frissic for iricast packet if it doesn't receive the corresponding 
wiAC layer Acknowledgment. For packets that require wiAC layer acknowledgenert, the host wii 
citear the Aid ACK bit in XFlags fied in Xi Descriptor. 

802.11 ACK fraine is the WAC layer acknowiedgement for most frarines. here are other types of 
VAC layer acknowledgement for certain other types of 802.11 fraries. For examie. 302. 3. 
Rick Ack frare is a waii acknowledgernet to a 802, E. BickAckReg frare; arid a for Yai 

802.11 data farna is a waid acknowiedgenient to an 802.11 PsPaii fraine. he device will need to 
look into the Fraine{ofitri field in outgoing packet in order to deternine the type of incorring 
802.11 wiAC iayer acknowiecigernett which it should expect to receive. 

TxtRaies array in xDescriptor controis the data rate aid the maxin in number of 

retrarsrnissiors. ixiates Coritairs 8 transrnission data frates, one for each transmissior atterpt, 
xRates C is the data rate for the first transnission and xRates 7 are data rates for 

retransfinissions, xRegies array is nui termirated data rate () when less than 3 retarisinissio's 
are needed, he device sha fail a transfission when it reaches the retrarsinissor iirit, 

{ // field in xescriptor specifies the contention window parameter that the device sha Lise in 
retrafismissior back-off, 

6.2.S. Fragmentation 

Fragrine intatior is cic the in hist arid is transparer to the cevice. Each fragment is described by one 
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ixescriptor. Except for the asi fragment, the host wii set hioid viediurn. Eit in xFiags fied in the 
ixies.Cistor section 7.4, Host wi assign the Sainte Seigiience Niniber to a fragner is bei origing 
to the Sarine St. 

fevice shai Set Diiration field in the WAC header according to the special ruies described if 
section 9.2.5. S if yr EEE 802.1. Specificatior, if device wants to know whether fragirefits are 
held ging to the same MSEDJ, it shal inspect i? are:Frag hit in Frariecontroi. ilioid ified in Bit in 
ixescrigio" is not reliable since it car be used in other situations wherewer SFS intervatining is 
reeded. 

6.2.6 Birst ransmission Bock ACK and No ACX 

Burst raisfission is optional. Capability of birst transmission is reported it viaxix8ursi Size field 
in RadijiapabilityEntry see sectio; 7.2.2). Birst ransnission is used for inpen enting 802. 
Bick ACK aid 302.3 fic ACK which are descried in Sectior 9, G art 9... in the EEE 802. 

specification. 82.1 Bitick ACK settip and teardows is trai's parent to the device. 

Each packet in burst transfinission is described by one ixescriptor, in addition, the host wi do 
the following: 

i. For 802.1 BockAOK transnission, host wi set either RS Protection Bit or CTS 
Protector Bit ir: TxFiggs or the first frarne 
Except for the iast frane in the burst exchange, 

a. Set No ACK bit in ixfiggs 

2. 

b. Sei toid ified in Bit in wrigs 

C. ixiates array will coriar oiliy one rate 

3. For 802.1. Block ACK transmissior, the last fraine will be an 802. Biock AckReg control 
fare. 

a, Nic ACK it it is Figgs is clear. 
NoACK is rears that device sha retransmit if it doesn't receive a viAC eye 

acknowledge:Yent. 

For 332.33. BickAckReq, both 802.11 BiockAck and 802. ACK are considered 
3S acceptabie WAC eve acknowledge Yerit. 

b. iioid F/iedi in Bit in ixfiggs is clear. 

This wii et device to release the Inedi in after it contgietes the transmission. 
c. ixiates array fray contain inore than or a fate. 

he device sha retra; Snit the last farne if it can roi receive 

4. For 802.3.1, NOAK transmissioi, the last frane wit be a format 802.1 data or 

rtainagement frare. 

a. No ACK it is is Figgs wif he set. 
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b. iioid A/ie?ii in Bit in ixfiggs inay of ray not be set. 

c. xRates array contain ority of a rate 

5, he host ensures that all packets ir the same burst excharge are directed to the Sarne: 
receive: 

6. For 302.3 BiockACKX, the host ensures that aii the data fraines are oS frames. 

The host wili perfor rn tetrars frissions for packets that are r it acknow edged by 802.3 
Biock ACK frare. 

7. The host arisires the birst node exchange car be accomplished within the XCP init. 
Note: the XOP in it may cross is bondary. For EDCA, this is a lowed by EEE 802. 
Specification. 

here: rnusi be care ix.Siritus for every frare trarsinited iri karst rode, he device may corrkire 
ai ix3ttius in ore status response. 

6.2.7. Protection (RS or CS-to-seif 

When protection is needed, host will set RTS Protection bit or CFS Protection bit is isfigs. 

Subject to requirerner is defined in 9, 3 in the EEE 802.3, Specification, device Shai transmit Ris 

and CS farne using the highest Basi Rate that is less that or equal to xiates) in the 
ixescriptor, Here, the Basic Regie Set is the intersection of BSS Basic Rate Set and SSS/HRESSS 
viadatory Rate Set. When intersection is eringty, the BSS Basic Rate Set shai ke used. Device car 
find BSS Basic Raie Sei fron the Corresponding BSSEntry if BSSabie see section 7.7.1 for 
BSSEritry structure}. 

evice ray retry RS protection. For each retransmission, device shai find the highest Basic fie 

that is ess that or ecsai to xRatei in the ixi Descipator, where i is the i-th retransmission. 

After RiS completes, device sha trars; it the Sibseque?t data farne: starting from data fate 
ExFies O (regardless of whether retras?issio, CCCrs in RS state or not. 

in case of birst transrnissior and fragmentatior transmission, the x Rate in first ixiescriptor 
shai be used. 

the sievice shai set the titation fied to cover the sitation antitive first packet with either Rice AcKibit cat 

hioid Riedin it: {.. if the first packet has Nia ACK it is: i, the tiration ist aise include the time that is 

recisired for transnitting the i? Aaye ackness eigentent. 33s. - 3 is strate serine of passie scenaries. 

6.2.8 ransmission of Beacon and Probe Response 

Host tra SrinitS 802, proka resporise are beacor fra Yes jist ike any other 802, fra Yes, 
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Device shai fi the firrestanip fied value with the current SF tirner waiue it is a host Sipplied 
adjustment waite, the adjustinent waiue is passed to the device in Extescriptor section; 7.4. 

te: 

i. Host needs to Sugpiy the adjusted waiie since it nay Send prohe response and heator 

farnes for the BSSS which device is not aware of. Therefore, device ray inot have 

iastical Tire and iastEssfire, which are required for Cacuating the Carrent ESS tire. 
2. to determine the frame type, device sha inspect the type 3rd Sibtype field in Frame 

orife in the ?aC easief, 

3. Sinay send unsolicited probe respoise (transmit probe response without receiving a 
grobe request. 

6.3. Aasaic Beach raisassis 

8.3. Astoratic Beaco assissio BSS 

When host is operating in BSS frode, hist will prograri device to a to Yatically transfit eacon 
at a specified intervai. The regesi is sent to the device via Start: BSSBeacor feigest section 
7.6.2. Wher generating beacon packets, device shai foliosy the grocedure: defined in section 
3.1.1.2.2 in the EEE 802.3 specification. 

8.3.2 Astoratic Beaco rasission i frastructure 

Network 

Whe host is operating as an AP access goint) if infrastructire network, it will transmit heacon 
packet at a specified interwai, he beacon packet is trarsnitted ike a regular 802.3 nanagerinent 

packet. Device is required to set the restaring field in the beacon packet sectio; 5.2.8). 

Note: since the host wi reed to peiate M information a terment freqerty, the benefit of 
officiadirig the beacor gereratior to device is dra Yatically fed ced. Given that the typical sizes of 
beacor packets are around 5300 bytes, there is't hig difference between transferring a fi 

beacor and transferring a w information element for a seria irk Eike: USB bus, 
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7 Data Types 

7. Basic Data Types 

7... Keywateria 

Keywaterial is the data Structure represerting cipher key, 

abies escriptio of Key lateria giate tyre 

indicate the cipher algorithm 
. 

- KP 

- AES 

Algorith Y 

28-255 - HV Specific wate can be used by 
Ef driver 

... (the waiies - Reserved 

ength ength of key. 

For WEF algorithm, length is either 5 or 13. 
For KF ength field always has a value of 8. 

For AES, tergth field aways has a watue of 6. 
Other values are reserved. 

Xey it 864 he key rateriai. 

7.2. Data Rate tex 

Data rate index is fepreserted as 8 ft 8 bit insigned integer int3. it is an ertaineration types, 
defined is able 2 and abie 3. A the other data rate index waites are reserved. 

s if device supports 802.11, it in ust Sipport at the data rates in Eabie 2. 
& if device supports 802.3.g., it rinst support a the data rates in ahie 3 and Table 3. 

ERP-P8CC and SSS-OFDw modes are not irngeniented in this specification. 

$ if device Supports 32.3a, it inst Sipport at the data rates in able 3. 

Easie & 8ta Rata sex skata sass 

Dataikateriex 38. Rate Waite 
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| 1 Mbps (CCK 
l 2 was (CCK 

5 ybps (CCR 
- MPPS). 

table 3 stafate insix fe: SFRNiata Rates fiftieth 83.iis and 892.iig.r 
Y------aiaRateindex — the 
8 wikis 

whis for i{ viz channei spacing for ia oriy 
5 wbgs for 5 whiz charine spacing for a ory 

7 Wigs 

.5 was for 10 viz chairei spacing for a cry} 

acaca awawaya-a-a-axx-www.www.xxxx...wawaxa: 25 was for 5 whiz channel spacing for 1a oriy 

8 

vibas for 13 whz charine: spacing for a only 
3 v?kips for 5 viz channet spacing for a oriy 

9 8 wigs 

was for it wiz channeisfacing for ia of ly 

.5 Mbps for 5 witHz charine spacing for a ority 
a vaps 

2 wikips for O viz. carrie: spacirig for a city} 
3 was for Switz chaniel Sfacing for a oniy) 
6 wikips 

8 waps for iG viz channe spacing (for lia oriy 
wikips for 5 witHz channel spacing for 33 or y} 

48 :Wps 
4 vips for whiz chantesgacing for a criy} 

3. A vips 

27 was for 13 whz chaine spacing for 1a only 
3.5 was for 5 v2 channe: spacing for a ory 

... yata RateSet 

Data Rate:Set is 328-bit it mask as disfired below. Wher kit i is set, data rate iridex i is in the fate 

set. For exampie, ari 802.3b device will set bit U3 arid cear at the other hits in its spported 
data fate: Set, 
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escritier 

ria 

...4 archase 

Bardhannel is 32 it it with as ciefined following: 
33 Bis B 

---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- 

... Band....Shanasians...hannel. 

Band hit 1631 
For 2.4 Ghz and operator, this field is always ger. 
For 53-2 had operation, this field specifies the channei starting frequency is 3.5 viz init. 

The following waites are currently defined in Annex in the EEE 802.1-2007. 
{{CO: Channe Start Frequency 5 GHz 

9875: Charte Start Fregency 4.9375 GHz 
9780: Charre Start Frequency 4.89 GHz 

97 (; Chairie Start Frequency 4.85 GHz 
300 Channe Start frequerity 4 GHz 

100C5: Channe Start Frequency S.GO25 GHz 
S}{S: Chanei Stat. Frequency 4.025 GHz 

All other values are reserved. 

Chairie Spacing bit .235 
3: 2 viz. Chaniel Sating 
i: if whiz Chane Spacing for 5 GHz band only 
2: S vig Charine Spacing for 5 GHz band Ory 
35; Reserved 

Charrel bit (r. 11 
When Band field is C, Charine field car have waiue aigirig frcin 14. Ai Other waites are 
reserved. For channel 14, the channel center frequency sha be 2484 viz., of channe 
i:3, the chaire center freqercy is calcuated as the following: 

Channel Center Frequency = 2407 + Channei x 5 MHz 

Wher Bard field is not zero, Chanfei field can have waite raging from 1255. Ai Other 
waiies are reserved. The charrie Center frequercy is calculated as the following: 

Channel Cente; Frequency = Band % (.5 MHz + Channel x 5 A4iii. 
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7.2. Capability 

7.2. Goba Capability 

Fies ya ascritish 

Nir Radios its Reserved. 

ivist aways he i. 
ift3 he size of Essable. his waite frtist e at 

east . 

inti 

BSSiaki Size 

PeteratieSize he size of Peerfiaki, his waii? rust be at 

east 32. 

Supported Cighers int32 This is bit ?nask indicating supported packet 
ecyption fiecryptia; algorithins 

Bit O. WEF Algorithm 

Setting this kit inciicates that the 
device supports WEF encryption and 
tiecryption 

Bit 1 - KPAlgorithir 

Setting this bit indicates that the 
device supports KP encryption and 
decryptor 

Bit 2-AES CCVP Algorithm 

Setting this bit iridicates that the 
device spports AES CCVP etcryption 
and decryption. 

ther its or Reserve 

Aways zero 

iwia Address Perrnane intAddress the permanent WAC address that is fashed 

in the device, 

3.SS.Reacrifax.Size rtifs waxin in size of BSS Beacor Packet. 

evice sial reserve at east S12 aytas for 
storing BSS beacon packets. 

See section 7.6 for usage of this fied. 

x agabilities int5 Bit --- ransmission Rate Adaptation 

Setting this kit indicates that device 
ingieneris tarisinission ae 
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CoS Capabilities 

arranean 

adaptation a fic wii ignore the data 

fates in xEDescriptor section 7.4. 

Clearing this hit neans that device 
relies or host systein for providing the 

tarisinissio data rate it xDescriptor 

section 7.4. 

if this hit is set, Bit inst also be set. 

Bit - Retransmissior Rate Adaptatior 

Setting this bit indicates that device 
inpfeinents retra Sission rate 

adagitation. 

Elearing this hit means that device 
relies of host systein for providing the 
retrar Srrissio data rts i 

xEDescriptor (section 7.4, 

Bit 2-per-gacket ACK capabilities 

Setting this bit indicates that device 
in plenients ACK status information in 
xStatis, iifci. faiSissi 

Cornpietior. 

Clearing this bit otherwise, 

if device impierneris ACK status 

ifornation, it inst be abie to report 

the signal strength and received data 
rate of the 802. ACK fraine, it at 

optionaily report the noise floor of the 
802. ACK frare. 

See section 7.5 for details. 

Bit 3.5 - Reservati 

these hits rust be aways zero, 
Bit O - CoS Supported 

Setting this hit indicates that device 
in pierrents a the hardware features 
that are recured for supporting basic 
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QoS flictionalities. Below uties the 

hardware 'ecifernants: 
i. Ahility of transmitting uticast 

packets without requiring the 
receiver to sers 832, ACK 

his is needed for inpienefiting 
Bock ACK and via ACK transmissior 

policy, 

Ahiity of recognizing the Ai K 

policy kit if S header arid 

doesn't reply 802.1 ACK when 
requested by the serider. 

3, aiior to XO trar Srrissior 

queue, device should in piernent 4 

transmission clieues X.4. 

4. if device in piernets cipiicate 

packet detection, it frust he abie 
to detect duplicate packets or a 

per-ger transmitter basis, 

Bit 5 - Reserved 

these hits rst always be zero. 

efaut Regionain irtés he default regulatory donair. it is 2 byte 

gig aci is encodied in the sarine way as 
EEE 802.13 standard B variable 

cictii Regionairis Supporteci waite. 

NL in OfSupported Regionains int16 Nurnber of regiatory donais which the 
device: can Sugport. 

7.2.2 Radio Capability Entry 

There is one Radio CapabilityEntry for each independent radio. 

escription 
Phytype vask Ei C - 8O2. 

Setting this hit indicates that this radio 
Sugports 802.11b. 

Bit 1 - 802.ig 

Setting this it indicates that this radio 
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Sports 82... g. 

it 2 - 82,3 

Setting this it indicates that this radio 
Siports 82.11 a. 

Bii. 33 - reserved, 

WaxxirstSize Eirités he axifrun total size of packets in a irst 

transmissif spported by the device. 
if tesyce gies’t support hirst 

transmissior, it sitti set this field to zero, 

See Sectio; 6.2.2 for transnission quietie 
a fageinert and section 5.2.6 for birst 

trafSrihission, 

XPowerewe int.83 8 levels of X gower if nW. 

Rawice shoid report X power aves in 
desterding of dei. it shot aviays at O at 

the end of this array when it has ess that 3 

trarismissior over ewes, 

i\in OfSupported Bandihanneis unus Nurnber of SLipported band frhaniels 

7.2.3 Sapported Regionairs 

his take describes the regatory domairs staported by the radio, Each eritry in the take is 2 

byte iong and is encoded in the sane way as EEE 82.11 standard V8 waiiahie 
citii RegtCoincis Supported waite. 

7.2.4 Supported Barcican reis 

his table describes the band, chaire and cafe spacing supported by the radio. Each entry in 

the taile is type of Bard Charriei defined if Section 7.3.4. 

he actual charines that will be used are deterrnired gy the cirrent regatory donnai, or 
example, a device inay support channel 114 for 2.4 GHz operation. it supports FCC (x0) and 
japan X40 tegulatory donairs. Aher the current regiator dornain is set to FCC, host wi 
perform active scaring ironiy charried iii. 

if devica spports 
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7.3 RxDescriptor 

Rxescriptor is a fixed size 32-byte structire passed fron device to host. See sector S. for 

receiving operations and section 8.4.2 for NWF jSE wiSG RX PACKE. 
&scriptic: 

Rx Flags Rx flags field. 

Bi () -- RxBuffer overflow hit. 

Setting this bit indicates that at east of he packet 

is dogged die into insufficient feceive kiffer 
before this packet is fully received. 

it - FCS Error Bit 

Setting this hit indicates the packet is corrupted 

fail to pass FCS check 

St. 2 - AcideSS watched Bit 

Setting this bit indicates the packet has passed 
Address tast as defined is section and reach 

Process RXAfter watching Addr. Error: Reference 

safca is fati. 7). 

Bit 3 - Key Urawaiiahie Bit 
Setting this bit indicates that the decryption key 
is lot availabie. 

his it Yist be aways () for fenciypted 

JacketS. 
Setting this hit in pias it 2 rust also be set. 

Bit 4 - Decryption Faire Bit 

Setti"g this hit idicates decryptor faire, 

Whe in this hit is set, kit 2 rust be and kit 3 
nusi he O. 

Bit 5 - Prote: Regied Bit 

Setting this it indicates that device has already 

relied the prohe request with an 802.11 probe 

reSFSC. 

his it shai ke aways C when the feceived 
packet is not at 302. i3 prohe regiest, 
See: Section S. 3.7 for further rifornation. 
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RXRate 

RSS 

Nisor 

3 S ̂  3 - reserved. 

he data rate index waite for the data rate at whic 

the packet is received. 

See aale 2 and a hie 3 for the inapping data rate 
index and data fate waite, 

Receive signal strerigti indicator, the valid faige is - 

128 dBrn to 27 dBin. 
Noise floor in Bir. The valid range is -28, - Bri. 

if device can't neasure noise floor, it should set this 
fied to . 

i his HC Specification alows the device to indicate 

noise for on a per-packet basis. However, the 
freiercy of rise foci feast refrient is specific to 

device in pleinentatio, therefore, device may report 
Sanne Noisefoor waite for Several corsectitive 

received packets. 

Reserved Reserved. Eviusi always be 0. 
Bad Chane; Bandhannel identify the charine of which this packet is received. 

s w 

ints4. The local SF tinner waise wher; the packet is received. 
sites: 

2. 

For JSB device, irnrediately without adding bytes after the Rx descripter is the packet 
data. 

For ericrygited packets 

if device staccessfy decrypts an entrypted packets, it must set RxFlags. Bit2 is and 

RxFlags. Bit3 ::: {} and Rxflags. Bitá it: . it rast not reset Frane(Controi. Frotected bit 
after decryption, he host relies or Protected bit for rerowing cipher header arid cipher 
tailer, 

if device doesn't have decryption key for an encrypted packets, it in ust set Rx-ags. Bit3 
cic 1, and Rxags. BEA star ( to sigrat the host for performing the decryption. 

7.4 TxDescriptor 

XiaScriptor is a 32-byte fixed size structure passed fron host to device. See Sectio; 6.1.7 for 

transmission operations arid section; O for NWF ISBMSG X, PACKET. 
Field | type I description 

xFags ix flags fied. 

Bit or Hold Mediurn Bit 
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When this bit is set, indicates that the device rnust 
irnrnediately transriit the next packet without 

reieasing the median after it competes the 

transmissior of this packet. Here, the current packet 

and the text packet are sibritted to the device if 
ore sigle regiest, 

8 it - c. ACK it 

Whe this hit is set, the transnissist doesn't need 

ACK from the receivers. The host wi set this bit 

when the receiver address is a group address or Black 
ACK is being used. 

Bit 2 - Encryption it. 

Setting this bit indicates that the device in usi encrypt 
the packet using key from the BSSabief Peerahe 
specified by BSSPeer index field. 

Cherwise, the host rust not attempt to encrypt the 
packet. 

See sectic 6.2.3 for details about encryptic, 

St 3 - rearhie Bit 

Wher this it is set, sing prean be should he sad. 

(Citherwise, short prearnie is used. 

st A - RS te: if it 

When this it is set, RS/CS hardshake sha & 
performed prior to the transmission of the packet. 
he host wi: rawer set this hit if the receiver address 

is a group address. 

St 5 - CS Protection Bit 

When this bit is set, CiS-to-Seti protection shal te: 
used prior to the traisinissio of the packet. 

Bit S - ist-of-BSS Bit 

Wher this hit is set, this packet is an out-of-SSS 
packet. BSSR’eerindex fied will hot to taif a waii 
waite. 

Bit 3 - reserved. 

he data rate ridex waite for each re-trars frissic. 
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xRatasi is the data rate iridex for the i-th trars frission. 
ixRates array is terrinated with 0xff wheti ess that 8 data 
fates are provided, 

if No ACK bit in is Figgs is clear, the retransrnissior shal 
be stopped when the device receives ar. 302. ACK or i > 8 

of xRatesis: O. For at i>-3 and xRates it:0, the 
transriission fails. 

if No ACK bit in XFiggs is set, the device should transmit 
the g3cket sing xRates O (the first data rate, 

For data rate index aid data rate waiue inapping, see able 

2 and table 3. 
Reserved int88 8-bytes reserved. Aftist always he G. 

AFSNAPwrewe t8 Bit O'3 

SAFSN waiti.e. 

Bit 46 - ansmissior Fower eve Bit 

Wallie C 7 cc fresponding to the transrnissior power 

eve eported in 7.2.2. 
Bit 7 - Reserved 

C it8. ECWritin aid ECWrnax that should be used for this packet. 
33 - ECAir 

Cric2(ECAir - 

Bita^7 - ECW nex 

Crax: Wrax ... 

ESSFeerindex irts his field is invalid winer "Cit-of-85S" bit is set is xFlags. 

(Otherwise, it contains the BSSaxie and Peerable index. 
Bit G 3 - 6 indigex r BSSatie, Sig Scticer , for its 

details about BSSiabia. 

Bit 4 - 5 - the index in Peerabia, See: Sectif. 7.8 for the 

details ahi Faerahie. 

Reserted airst64 Aways zero. 

7.5 xSas 

IxStatus is a 32-byte fixed size structure passed fron device to host. See section 6.1.7 for 
transnission operations and section 8.4. for NWF SB JSG X Si AJS 

isi type escription 
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x Flags 

Retries 

Extes 

AKRSS 

int 

8 

it:3 

riS 

Ix Statis Flags 

Bit () - a Bit 

Setting this bit indicates that the transnissioi faiis, 

Otherwise, the trari Srission sicceeds. 

idote: when “No Ack” bit in the corresponding 

xescriptor is clear, tra Sinission salajays Sticceed. 

8it .31 - reserved. 

Bit Or2 - Retry Court Rit 
N/A if i\ia ACK it in the corresponding xDescriptor is 
clear. 

Otherwise, this field iridicates the frker of 
retransmissions. 

Bit 35: RTS Retry Count Bit 
N/A if fio ACK it if the corresponding xidescripter is 
clear, 

Otherwise, this field indicates the rinker of RS 
retransrniSSiors, 

his field is agpicable ority wher; device inpiernerits 

transmission or retrar Srinission rate adaptation, 

his fieid contains the data rate of the last retransmissio 
which device performs on the packet. 

The data rate index waite for the data rate at which the 

82.3. ACK is received. See akie 2 and faile 3 for the 

frapping data rate iridex and data rate valie, 
his status information is optionai, it is applicable only when 

the packets require 802.1 ACK and the device impiernerits 

per-packet Ai K status indicatiot, evice should set this field 

to zero if this field is not applicabie. 
For detais Gr, how device regi?ts the capaxility of per 

packet ACK status iridicatio, see the definition of Bit 2 in 
xCapahiities field if section 7.2.1. 

Freceive signal strength indicator of the SO2. ACK, he 

waiid range is -28 dBn to 127 dBn). 
his status inforrhaior is optionai. it is applicable ory when 

the packets requite 802. E. ACK and the device inteneris 

per-packet ACK status indicatior. Device should set this field 
to zero if this field is fict applicabie. 
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For details on how device regorts the capability of per. 

packet ACK status indication, see the definition of Bit 2 ir 
ixCapabilities field in Section 7.2.1. 

ACKNoise cof ri8 Noise floor of the 802.1.3. ACK in dBri, he waid range is - 

428, -3 dBn. 
if device can't neasure noise floor, it shed set this 
fied to 3. 

if device doesn't spport per-packet noise floor 

ineasure finert, it should set this fied to the rise floor 
value from its nost retent reasurerieri. 

his status for natio is optionai. it is applicaine oy when 

the packets regaire 802, ii. At Karci the device interneris 
per-packet ACK statis indication. 

k For details on how device reports tie capa inity of ger 

packet ACK statis iridication, see the definitior of Bit 2 ir 

xCapabilities field in Section 7.2.1. 
Reserved it 823 Reserved padding bytes. 

7.6. Abatic BSS Beach assissi 

... Sita SSBeach 

his grinitive starts the BSS eacon generation in the cirrent channe. The size of beaco; packet 

doesn't exceed the BSSBeactivaxSize if Giacapability defired ir section 7.2.1. 

For SS device, the size of the teacon packet car be determined by subtracting the size of the 
fixed giftior of flowing data structure from the JS8 message size, 

isserialist 

his field is always zero. 

BSSidex his is the index of the BSS Entry see Section 7.7.1). 

Froin the BSS Entry, device car find detailed 

information about the BSS, Sich as BSS and hasic 
data rate. 

Beacon interva Beacor interriwa in US 

he data rate at which the packet should be 
transritted. 
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he trans frission power evei of the beacor 3cket 
Beaco: Packet Variable size The beacon packet including the WAC header and 

beacon body. 

evice shot id update the irrestarr fied with the 
current SF wheeyer it transmits a heato packet. 

7.6.2. StopBSSBeacon 

This grinitive stops the SSS heator generatio, it is host's responsibility to issue StopBSSBeacon 

before switching to a different carriei. 

Reserved his field is always zero, 

v. BSS e 

i here is a goal BSS abie describing each BSS it which the device airs. BSS iaie is a fixed size 
affay, is size can't be changed once the host driver is loaded. The following pseudo Code describe 
BSS iaite, 

8ss try 8ssia eBSSiasieSize; 

Host car modify Essentry, it rever reads EssEritry for the device. When BssEntry. RSS is nui 

(GE):{{}:{{}:{}{}:{0:0{}, the corresponding Essentry is empty. When device needs to ook up 8SS 
table, it inst skig the empty entry. 

At RX path, device wit need to ook up BSS tahie for the purpose of packet filtering aid for 
deternining the basic rate to transin it 802.3 ACK. 

At X gath, BSS Entry index is already part of request. evice does.'t have to took up the BSS 

tabie. it should use the BSSE try indicated by the index. 

he device frust support a BSS tabie with at east of he 8ssEntry BSSiableSize sc: , BSSahieSize > 
is needed to spport repeater AP and for virta WiFi functionalities, 

if the device sports ricre than ore BSSEritry, it frust also suppori, ier-BSS basic fate aid 
Sycroflizatio with nutipe BSS networks. 

When device Sparts oriy cre: EssEntry, hist wit not start of ii inite than ore BSS retwork, 

However, it nay start or associate with n'ttinie infrastricture networks. in this case, the Basic 
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Rates fied wi Contain the basic data rates Cornrnor to a the BSS'es, The BSSEC field in the 

BSSErify wit he set to a foadcast addess (wildcard address, is wi; (iisage the FSF 
synchronization and ESSE data packet filtering in the device. 

7.7. BssEntry 

WAC Address ESS, 

After BSS field is not a broadcast address either 
nicas or rniticast), it will be used as a filter for 

filtering 802.11 data packets see Section 6. i.i. 

Wher BSS is a tricast address, device car not 
required update its SF tinner upon receiving a probe 

response or beacon fraines fron the BSS. 
GCupkey Key:Wateria: Ciper key for encryptig a roadcast fruiticast packets 

transrinitted to the RSS identified by RSSIE field. 
this field is NFA wher. BSS field is a group addess. 

3Sicrates Data R3teSat After BSS field is a tiricast address, this field 

contains the basic data rates which are supported by 
a devices in the BSS. 

When BSS) field is 3 roadcast groug address, this 
field cotta is the defali basic data iates - the hasic 

rates to be Esed wher; a natching BSS Entry can not be 
findi. 

When BSS field is a hort-broadcast group address, 

this field is Fif A. 
local sf time from the Rxilescriptor for the East 
received probe respose of eacon fraine, 

his field is \lf A when 8SS D field is a group address, 

he timestann waite in the last received probe 
response or beacon farne: 

his field is NFA when 83SD field is a group address, 
Nes: 

BSS fied uniquey identified a BSS Entry. Wher BSSi is nu OGGO:00:0:0:{}}, it 
fears BSS Entry is efnpty. 

2. At the 8ss: try fields, including Group Key, are read-abie. 

3. At the BSS Etry fields are write-abie. Host always set the whole BSS Entry. 
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a. When BSSD is changed fruin a for-nui wate into fi, it is a BSSEtry deleting 
operation. it is up to device inpiernetation to implement deleting specific 
operatior. 

h. When BSS is changed fron into a no-rut value, it is a BssEntry creating 
operation. it is tip to device implementation to igieneni Creating specific 
operation. 

t. When BSSD is not ruli and is not changed by a 3SS Entry setting request, it is a 
BSS Entry adating operation, 

4. For art BssEntry updating operation, 

a, if it is in portant for the device to know which field is updated, the device can find 
it out by corngaring the updatirig request with the wailies stored in the device. 

b. The device car assine that the BasicRates field wit not be peated the waite in 
the request is sane as the one stored in the device). 

C. Group Key can be changed even when the device has broadcastfrinuiticast packets 
in its X queue that require access to the Grotipkey. he device should estre 
atomicity at packet evei: each packet in the X quee must be encrypted either 

by the old key or by the new key. it is ok that Sorne are er crypted with the cic 
key and Soine are encrypted with the new key. 

d. After Grotipkey is updated, a the subsequent broadcastfriticast packets 
Sikritted froy the host rust be erecrypted with the new key. 

.8 seer is 

here is a goal peer table describing eacheer which the device associates with. Here, the peer 

car be an 802.1ad hoc peer station of an irfrastructure AP Peer take is a fixed size 3rray, its 
size can't be changed ice the host driver is cacieri. The following pseu do Code describe BSS 
table. 

Peer try Peefaxie PeeraeSize; 
-cast can modify PeerEntry, it never reads pee: Entry frcir; the device. Wher Feerintry, Peeriya is 

nai (CO:3:03:30:0:00, the corresponding PeerEntry is empty. When device needs to look up 
peer table, it inst skip the engty Entry. 
At RX gath, device will reed to look ig peer iaisie for the purpose of packet decryption, etc. 
At X path, PeerEntry index is aiready part of request. Device doesn't have to ook up the peer 

taki.e. it should use the PeerEritry indicated by the index. 
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7.8. Peer Entry 

Easie A escritic of Scies:stry data type 

Fisic Descriptic 

Peera WAC Address Peer's WAC address. Whe it is nui, the Feerintry is 

erty. Otherwise, it contains the waC address of the 

peer aid inst be a uticast address. 
ESS WA. Address Peter's 8SS: ), his field rnist contain a tiricast address 

for a no-efty Feeritry. 

aarate Data R3tSgt Data rates which are Sugported by this peer. 

his fieid is provided so that the device car choose 
proper data rates for fate adaptation. 

Pairwise Key Keywateria: Cipher key for encrypting or decryptig tiricast 
packets. 

Group Key Keywateria Cipher key for decrypting broadcast finiticast packets 

transmitted from peer in network iciertified by BSS 
fit, 

Nies: 

3. Peterivac and BSS triguely iderstify a Peer Entry 
4, Aii the Peerfitty fields, inciadiig Pairwise:Key arid Sri Key, are read-ai.e., 

5. At the BSSEritry fields are write-abie. Host aiways set the whole BSS Entry. 

3. Wher Peerwac is charged fror a nor-ri value into ni, it is a Peer intry 
deletig ogeratio... it is p to device ingenientation to inpeir ent deleting 
Specific operation. 

b. When Peerivac is changed from into a ron-nui waii, it is a PeterEntry creating 
operation. it is a to device ingementation to inpieneni creating Specific 
operation. 

... Wher Peerwac is riot iii and is not changed by a PeerEntry setting recest, it is a 
Peer try updating operatio, 

6. For ar. RSSEritry updating operatior, 

a, if it is irportant for the device to krow which field is updated, the device car fire 
it out by coin paring the updatig request with the waites stored in the device. 

b. Pairwise:Key can be changed ever, wher; the device as directed packets if its X 
gueue that sectire efcryption. he device shii erstre atomicity at p3cket 
level: each packet in the X geue mist he encrypted either by the old key or by 
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the few key. it is ok that sore are encrypted with the aid key aid scine are 
encrypted with the few key. 

C. After Fairwise Key is tigidated, a the skiseguerit directed packets subritted from 

the host frust he encrypted with the few key, 
di. After Group Key is pdated, a tie subseqe?t broadcasted finiticasted pacivets 

received from the peer rinist ke decrypted with the new key. Packets area iy in 
the Rx buffer at the time when Group Rey is giated nuist be decrypted with the 
old key. 

7.3 tie Priitives 

7.9. Goba State (W) 

GioaaiState contairs relatively state infortration. tetris that fray charge frequently, such as 

RadioPowerState and CirrentChane, have their ow; dedicated prinitives. 
ascriptia 

Bit G - Filteriscarciorrupted Frairie 

if this hit is set, device should discarci ai frares 

that fail to pass FCS werification and should not 
iridicate their to host. 

Otherwise, device should indicate Corpted 
fraines to host if device is capable of receiving 

thern. 
Bit 1 - Fiteriscardgicate Frane 

if this it is set and device in perients diplicates 

faire detecticar, device shogi ciscard duplicate 
fraines. 

Otherwise, device should riot drop diplicate 

fraries at it can stii drop that frare at atter 
tine if there are other applicable fiters. 

Bit 2 - Fiteriscard AcidireSSwisratched-rare 

if this hit is set, device should discard directed 
frane is which the Address 1 fieid doesn't 

inatoh device's curret wiAC address. 

(therwise, device should indicate the faines to 
host, 
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Bit 3 - Fiteriscard Corri-rang 

if this bit is set, device Shoici discard 802, E1. 

to trol frames extet PS-Pol, Bock ACKRec and 
Bock ACK frames. 

Otherwise, device should indicate the faires to 
host, 

Bit A - Fitefiscard BSS Divisnatched Frania 

his bit is agglicabie to 802.3 data fraries gy. 

if this bit is set, device Shoid discarci 802.11 
data frarnes with 3 BSS that can fict be fore 

in the SSSae. 

Ctherwise, device should indicate the franes to 

host. 

Sit S3 - Reserved 

vist aways be zero. 

Current Regionair; The current regulatory donair, he default was a 
rist be a fategistrain iri Goba Capability as 
defined in section 7.2.1. 

7.9.2 Radio-owerState (W) 

Radio Powei State Sii ( ' -- Radio Power State Bit 

{} - radii is tired off 

- radio is in doze: State power off for power 
Saving gurgose; 

2 - reserved 

3 - radio is turred in 

Bit 2-7 --- Reserved 

vust be aiways 0. 

Switching between "doze' aid "on" state should't 
take nore than risecond, 

Jini 83 Reserved, wist be always (3. 
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7.9.3 CurrentChanne (W) 

Fies M type X i escriptic 

8adshare Bar Chaire See section .i.4 ft Bard Charre data type. 

After device powers g, it ray stay in afy bad or 
charine. 

xOwerriex he defait transfission powei' ieve for the rew 
charine. 

his value is actuay ar: iridex into ExPowerieve table 
which the device reports in Gioia Capability as 
defined in Section 7.2.1. 

xueue Flags irt8 Bit () - in-8SS queue enabled 

Setting this it wi erable (or festine the 
packet transriission fr; the i-3SS gueue ir 
the new carrel. 

Cieairing this it will disaka (or suspend} the 
packet tiarisinissioi from the in-SSS diese if 
the new channel, 

Bit "f - Reserve 

Evast aways he zero. 

7.9.4 FashxOueue W 

Eescriptic; 

Bit O - C Exete 

Wher this kit is set, a jackets quiesci in are 

innediately discarded. 

Bit - 2 

When this it is set, ai packets teled in O2 are 
innediateiy discarded. 

Bit 2 - 3 

Wher this kit is set, a packets queued in C3 are 
immediately discarded. 

Bit 3 - 4 

Whe this bit is set, ai packets glieued in C4 are 
immediateiy discarded. 
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Bit (f - Reserve 

These its must always be zero. 

After device powers tip. 14 mistie engty. 
Reserved Reserved. Visit be aways G. 

8 USB Message Definition 

A S8 wireless A:\} device is a high speed jS8 device low speed and fi speed configurations 

may not be sported. it is iniernetted as a USB CDC Conninication evice Class device 
with two interfaces. A Cofrintificati in Class interface of type Abstrait Citri, arid 3 at a Class 
interface combine to form a singie fuctional in it representing the tiSS wireless AN device. 
The Corrurication Class interface incities a single endpoint for evert notification and uses the 
shared bidirecticia Cotri end goint for cortioi fressages. The Bata Class interface incides two 
bulk endpoints for data traffic. 

8.1 USB Descriptors 

8... Device Descriptor 

Native 802.31 JSB device is vendor specific cass protocol field is set to Oxff USB CDC device, it 
uses the standard JSE CEDC. device descriptof, 

Native 802.11 USB device shoid support wicrosoft £35 escriptor WCD), through which the 
operating syster car forrin the Native 802.3 device identification string (PnP iD). The Coirpatible 

it in the Microsoft CS Configuration Descriptor should be "WAN \x0ExO(\{x{CAxi}{}''. The sub 
compatibia should be zero. This will cause the OS PriP manager to create coinpatible device it} 

"JSRVMS CCWF WAN", which will select the OS USE WEAN class driver wher; there is ric: ; HW 
specific driver. 

8.2 Configuration. Descriptor 

ivative 302... iSB device uses the standard 58 CDC corfigratio descriptor. 
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8.3 Conication Cass interface 

his interface contains cry one endpoint for device riotification. The endpoint descriptor is a 

standard 58 interrupt-type N endpoint whose wiviaxiacketSize field is 8 bytes. 

Corruricatior interface i3SS code binterfaceClass 
hinterfaceSubiass Wendor Specific Sub Cass 

fig protocol code for verdar specific 7 hinerfaceirotocol 
protocol. 

8... Data Cass interface 

The Data Class interface is described by a standard JSB interface escriptor foilowed by 3 
eridpoiri descriptors: 3 Busik-ji and . Buik-Nertipoint, the maxiirir packet size is 1024 bytes 
for high speed configuation. Fu speed configration nay rot he sported. 

The first Buik-Oii eridpoint is listed for transferring control messages 3rd packets transiritted 
over the out-of-8SS questie (RO. The 2." Bulk-Out and point is used for transferring packets 

transfritted fro in the for if-ESS transmissioi cieties OEC4. See sectiof 5.2.2 for definitions of 
transrnissior quees O'C5. The folio wing notations are used for represerting the Biak-Cui 
er idports 

Bik-Out (0. The first Buik-Fi endpoint 
Busik-Out (1} Ther! 2". Buik-OUT endpoint 
Buik-Cit. Any Buik-Cli endpoint 

The Bik- Neidpoint is for indicating packets to the lost. here is oriy ore end Buik-i-, endpoint. 

8. Fow Centre 

rains frission ete Fow control is achieved via the standard J58 first control mechanistr; as 

defined it. Section 8.5. in the iSB 2.0 Specificatio. 
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8.2 USB Message on Default Endpoints 

8.2. Device Capasities 

Host series various 332. 3 capabilities front the device by setting Raqest to 1 in JSB Setup 
transactici. 

bir Requestiype 
OXA. 

bRequest wValue wiridex weigth 
Specify the ww. 

Directio: evice to host Of type 

yge: Class capabilities 

Recipiet; device 

8.2.É.i itai Cagaiiiities 
Host queries go hai capabilities using the followig SB setup transaction, if the data transaction, 

the device should ratin its gigia capabilities as defired in section 7.2.1. 
bir Requestiya bRegiest wfallie wength 

A. 1. Size of "Gioba 

Stricture defined ir sector 7.2... 

k 

8.2.i.2 Raciic capabilities 
Host geries radio capabilities sing the following 58 Setap transaction, if the data transaction, 
the device should return its radio capabilities for the reguested radio. 
bin Requestiype wength 

Size of "Radio Capability" 
struct re defired in Section 7.2.2. 

8.2.i.3 Regitiately joiniai Cagiaisities 
ost gueries supported regulatory do Yains sing the following ISS Setup transaction. the data 

transaction, the device shot id retirin at array of Sipported regulatory donais. Each regulatory 
domair, erstry is 2 byte ir ength and has the Sarine definitior as the EEE stardard V8 
cotti. Regi)orai : SSlipported value. 

evice's behavior is urspecified if wieragih is snaief tiar the required size. Host caciates the 

size based in Niinii Sipported Regi Grains which device returns it the tradio capabilities 
Stre, 

bin Requestive wilength 

Size of the regiatory domain 
take. 
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8.3.2.4 Siggarted Baird aid Channels 
Host gueries supported band and chanies sing the foilowing jSB set in transaction. if the data 

transaction, the device should return art array of spacited artifichaires. Each eritry is type of 
Bandhane Sticture defined in section ...4. 

Device's behavior is unspecified if vi?iength is sailer than the required size. Hest Casciates the 
size hased of Niitii Stipported harneis which device returns in the radio capabilities structure. 

------------------------------------------------------------------------------------------------------------------------------------------------------ 

bri Recies type birecueist wValie windex willength 

XA E. 4 Size of the Bar air age, 

8.3 USB Message on Buk-OUT Endpoints 

Native WiFi Siik-OJ messages always start with the foilowing header, in this revisioi, host wi 
riot corcates rate in tipies railer JSB fressages. Therefore, every rative Ai Fi Buk-Ou Yassage 

regires at east ore iS8 write transfer. When the ressage size exceeds the raxirini i? S8 
packet size 1024 bytes, it wii he split. 

alie S Native WiFi 8-i-C: FSB lessage Header 

Aiy Suitabie Fessage type Code may be used. 
length eigh frnessage exciding type arid ergth 

fied. 

& 

3 
& 

Serrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr 

wessage data itself 

vost control ressages are sent to devices over the Bik-Eui O} endpoint it stead of the defa, it 
endpoint), this is reeded for ensure proper Syrichronization with activities in the air. For exampie, 
switching charriei and setting cipher keys rust be serialized with packet transmissions. 

The for wing massages are: defined for Buic-Cut endpoints 

Easie & Native WiFi S8 yiessage of Bisik-CSi Edoints 

NWF JSE MSG X PACKE iveSSage ir jacket Biak-Out 
tra Srissio 

NWF USB v. 53 SWCH CHANNE Switch Band/Channel Bik-Out (G} 
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NWF SBMSG GLOBAL STATE irn of off radio Bulk-Out(0) 
NWF SB viSG RADiO POWER SEATE irn on foff radio or set Bulk-Out{O} : 

racic irto gize state. 

NWF SBVSG Fit Shi X Fus X giates i Bulk-Out(0) 
NWF SB viSG BSS ENRY Set BSS Entry Buik-Out(0} 

NWF JS8 VSG PEER ENTRY Set Peer try Bik-Ott 

8.3.1. NWF USB MSG X PACKET 

NWF USB WSG X PACKE is transferred over one of the 5 Busik-Qiji eridpoirits, representing 

the 5 transrnission queues defined it section 6.2.2, he rhessage body for 
NWF JSG VSS X PACKE is as foliowing: 

as S8 S&S X PACK 

Txid 4. The transmissior identifier. 
When xid is zero, host doesn't care the 

3. trarsinission statis. it Corsiders the 

trarississior as Corrieted as soor, as the SB 
write transfer conietes. 

When Exid is nor-zero, device shall report the 
X status wia N//F tiSE AviSG TX STATUS, it 
sha copy the ixit value into the 
corresponding NA/F LiS8 visG is SiAit S, 

The host uses this field to correiate 
NWF USB MSG. TX PACKET with 

N/vrijSB iv.53 : X STATUS, 

A. xescriptor 3. See section 7.4 for x)escriptor structure. 

Packet Data variable The packet data iriciding wiAC header, packet 

body and FCS field. FCS field is initialized to 
{Xffff:ffff. Size of packet data can be determined by 
subtracting packet data offset from the total 
reSSage eigth. 
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8.3.2. NWF SB MSG BAND CHANNE 

See section 7.1.4 for Bandihanne data type. 

See section 7.9, for RadioPowerState data type. 

8.3.4. NWF USB MSG FUS IX 

Eabic: 3. NAFF SBitSG. RX SSENS is SEASE 

Flushixuete See section 7.9.4 for Fish ExCueue data type. 

8.3.5 NWF USB MSG BSS ENTRY 

iaisie N.W.F.S.B.V.S.G. ESSENRY Set Request 

The iridex of the BSSEritry ir the Eisstabie. 
BSSEritry See section 7.7, for BSS Entry data type, 
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8.3.6 NWF USB MSG PEER ENTRY 

is 2 - SB SS 8SS EAR S R 

he index of the PeerEntry in ti 

PeerEntry See section, 7.3.1 for Peer Eritry data type, 

8.4 USB Message on Biak-N Endpoint 

Native WiFi Buik-N tressages always start with the for wing header, he header for rat is sane 
as the one used in Buik-1 in essages. 

iaixie 3 Native it is Buik-i-; SB iessage Header 

8 
: Any suitabie fressage type Code may be used. 

i. length of message exciuding type arid length 

field). : 
he eigth doesn't it ciude padding hytes which 

rinay be added iri riitiinessage transfer. 

3. Body length vessage data itseif 

vultige snailer USB messages ray be cocaterated 3rd sent in or a single J58 transfer, type 
field of each ressage is aways aligned to 4-yte boundary. Eherefore, padding hytes may he 

added to USB messages except the East one, iength of message does it incide the padding 
bytes. Paciding bytes car be rinitialized. 

the following inessages are defied or Baie-N endpoint. 

faixie 4 Native WiFi SS Message on 8 k-E. Exipeints 

NAF USB wiSG TX STAJS vessage for packet transrnissior 
Competion 

vessage for acket radicatior 
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8.4. NWF USB MSG X STATUS 

NWF. JSE MSG. TX SEAT S is transferred over the Buik-N endgoint. 

he transnission identifier. 
The device shall set this field with the xid from 
the to "esponding NWF tiS8 fiSG TX PACKEi. 

- Y -v-Y - Y -w- Y -v- w ------------------------------------------------------------------------------------------------------------- 

See section 7.5 for xStatus stricture. 

8.4.2 NWF USB MSG RXPACKE 

NWF JSE WSG RX PACKE is trarsierred over the Buik-i \} {er tip cirt. 

Easie BSE S K E: 

See section 3 for Rxescriptor struct re. 
variable The packet data inciding wiAt header, packet 

body and FCS field. Size of packet data can be 

determined by subtracting packet data offset from 
the total message ength. 

8.5 Functionalities Requirements 

8.5. Basic Requirement 

8.5. i. i. Singaported 3/ifi Firectingiities 
the operating system wit provide a WiFi JSE class driver that ring emerts basic 802. 
fictionalities: 

& infrastructure station supporting: Operfic Encryption. Operfwe, OperfiX WEF, WPA 

PSK?KP, WFA-FSKAAES, WPAfi KF WPA/AES, WPA2-PSK?KP, WPA2, KF, and 
WPA2AES 

$ 85S station supportig "No Er cryption", AF and WPA2-PSK/AES. 
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infrastructure Access Point 

A the above three wiisipport subset of WWW and 32.13e 

he basic 802.11 finiticialities does't sport 
s 

s 

s 

s 

vulti-8SS joining 
302. power rainagerrant 

Wake of WireleSS AN 

Performance Erhancernett, Sich as hardware accelerated ecryption and decryption. 

8.5.i.2 is evice Requirement 
in order to neet the basic requirements, device mist in piernent the following: 

s 

s 

8.5, 3 

Charine: Switchirgas defired ir section 79.2 
Ai transnission functionaities as defied in section 6.2, 7.4 and 7.5 extet the following: 

c) Fragmentation transnissio 

c) Packet, Er Cryption 
O Report the tirestang at which a packet is transmitted 

A reception furictionalities as defired in section 6.1 and 7.3 except the foowing: 

C) Packet ecryption 
Autoratic Beacon Generation: 

O Jewice: doesn't have to support nore than one beacon per beacor group 

O Device does it have to support aea coin is interval with a waite greater than . 
herefore, device can contend for BSS eacon transmission at each B. 

ii'iei" is sigiitii 

he OS supplied WiFi S3 class driver wise a Coirpatible device icientificatior string derived 

fron Wicrosoft CS descriptor, he operating syster supplied WiFi JSE class driver car he 

?epiaced with a signed W drive, if ore awaiiac. HW Sippie driver rinst use device 

identification string in the form of JSBW: ) viad) & PEED git 4 &REW (4). 
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Having now described some embodiments of the inven 
tion, it should be apparent to those skilled in the art that the 
foregoing is merely illustrative and not limiting, having been 
presented by way of example only. Numerous modifications 
and other embodiments are within the scope of one of 
ordinary skill in the art and are contemplated as falling 
within the scope of the invention. The foregoing description 
and drawings are by way of example only. In particular, 
although many of the examples presented herein involve 
specific combinations of method acts or system elements, it 
should be understood that those acts and those elements may 
be combined in other ways to accomplish the same objec 
tives. Acts, elements and features discussed only in connec 
tion with one embodiment are not intended to be excluded 
from a similar role in other embodiments. 
Use of ordinal terms such as “first', 'second, “third, 

etc., in the claims to modify a claim element does not by 
itself connote any priority, precedence, or order of one claim 
element over another or the temporal order in which acts of 
a method are performed, but are used merely as labels to 
distinguish one claim element having a certain name from 
another element having a same name (but for use of the 
ordinal term) to distinguish the claim elements. The use of 
“including.” “comprising,” or “having.” “containing.” 
“involving,” and variations thereof herein, is meant to 
encompass the items listed thereafter and equivalents thereof 
as well as additional items. 
What is claimed is: 
1. A method performed on a computing device, the 

method comprising: exchanging information via a hardware 
control interface (“HCI) between a hardware network 
adapter and a driver software module that corresponds to the 
hardware network adapter, where the hardware control inter 
face is configured for operating with a variety of different 
hardware network adapters of different types, where the 
different hardware network adapters include the hardware 
network adapter, and where the hardware control interface is 
network adapter independent. 

2. The method of claim 1 where the hardware control 
interface is configured for Supporting at least a portion of a 
wireless communication standard. 

3. The method of claim 1 where the hardware control 
interface comprises: 

a transmission control interface; 
a transmission status interface; 
a reception control interface; or 
a channel Switching interface. 
4. The method of claim 1 where the driver software 

module comprises the hardware control interface. 
5. The method of claim 4 where the driver software 

module controls the hardware network adapter according to 
at least a portion of a wireless communication standard. 

6. The method of claim 5 where the wireless communi 
cation standard comprises at least one 802.11 standard. 

7. The method of claim 1 where the hardware control 
interface is implemented at least in part in Software. 

8. At least one computer storage media storing computer 
executable instructions that, based on execution by a com 
puting device, configure the computing device to perform 
actions comprising: exchanging information via a hardware 
control interface (“HCI) between a hardware network 
adapter and a driver software module that corresponds to the 
hardware network adapter, where the hardware control inter 
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face is configured for operating with a variety of different 
hardware network adapters of different types, where the 
different hardware network adapters include the hardware 
network adapter, and where the hardware control interface is 
network adapter independent. 

9. The at least one computer storage media of claim 8 
where the hardware control interface is configured for 
Supporting at least a portion of a wireless communication 
standard. 

10. The at least one computer storage media of claim 8 
where the hardware control interface comprises: 

a transmission control interface; 
a transmission status interface; 
a reception control interface; or 
a channel Switching interface. 
11. The at least one computer storage media of claim 8 

where the driver software module comprises the hardware 
control interface. 

12. The at least one computer storage media of claim 11 
where the driver software module controls the hardware 
network adapter according to at least a portion of a wireless 
communication standard. 

13. The at least one computer storage media of claim 12 
where the wireless communication standard comprises at 
least one 802.11 standard. 

14. The at least one computer storage media of claim 8 
where the hardware control interface is implemented at least 
in part in Software. 

15. A computing device comprising: 
at least one processor; 
memory coupled to the at least one processor; 
a hardware network adapter coupled to the at least one 

processor and the memory; 
a hardware control interface (“HCI) via which the com 

puting device exchanges information between the hard 
ware network adapter and a driver software module that 
corresponds to the hardware network adapter, where 
the hardware control interface is configured for oper 
ating with a variety of different hardware network 
adapters of different types, where the different hard 
ware network adapters include the hardware network 
adapter, and where the hardware control interface is 
network adapter independent. 

16. The computing device of claim 15 where the hardware 
control interface is configured for Supporting at least a 
portion of a wireless communication standard. 

17. The computing device of claim 15 where the hardware 
control interface comprises: 

a transmission control interface; 
a transmission status interface; 
a reception control interface; or 
a channel Switching interface. 
18. The computing device of claim 15 where the driver 

software module comprises the hardware control interface 
that is implemented at least in part in Software. 

19. The computing device of claim 18 where the driver 
software module controls the hardware network adapter 
according to at least a portion of a wireless communication 
standard. 

20. The computing device of claim 19 where the wireless 
communication standard comprises at least one 802.11 stan 
dard. 


