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BIOMETRICAUTHENTICATION 
APPARATUS AND METHOD 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application is based upon and claims the benefit of 
priority of the prior Japanese Patent Application No. 2014 
044182, filed on Mar. 6, 2014, the entire contents of which 
are incorporated herein by reference. 

FIELD 

The embodiments discussed herein are related to a bio 
metric authentication apparatus, a biometric authentication 
method, a program, and a computer-readable storage 
medium. 

BACKGROUND 

Biometric authentication performs personal identification 
(or identify verification) based on biometric information 
Such as fingerprint, iris, retina, Vein, or the like, for example. 
The biometric authentication includes a one-to-one (or 1:1) 
authentication that performs the personal identification 
using a user identifier (hereinafter also referred to as a “user 
ID) and biometric data, and a one-to-many (or 1:N, where 
N is a natural number greater than or equal to two) authen 
tication that performs the personal identification using only 
the biometric data and without the use of the user ID. In the 
1:N authentication, the biometric data that is input by 
optically reading the user's fingerprint, for example, is 
matched (or collated) with a large number of biometric data 
registered in a database. Hence, although the 1:Nauthenti 
cation requires a longer processing time than the 1:1 authen 
tication, the 1:Nauthentication does not require the userID 
to be input. 

In a large-scale biometric authentication apparatus 
applied with the 1:Nauthentication and having one million 
to ten million users, for example, the authentication pro 
cessing time is long because the large number of registered 
biometric data. Hence, the processing performance of the 
biometric authentication apparatus may be improved by 
performing the 1:N authentication by parallel processing 
using a plurality of processing apparatuses such as authen 
tication servers. In this case, the database in which the 
biometric data are registered may be distributively arranged 
in the plurality of processing apparatuses, that is, distribu 
tively stored and managed by the plurality of processing 
apparatuses. 
On the other hand, the registered biometric data include 

biometric data having various qualities. For this reason, in a 
case in which low-quality biometric data are biasedly 
arranged in specific processing apparatuses, there is a pos 
sibility that the processing performance of only the specific 
processing apparatuses will deteriorate. When the process 
ing performance of only the specific processing apparatuses 
deteriorates, the authentication processing time may greatly 
differ amongst the plurality of processing apparatuses, mak 
ing it difficult to take advantage of the parallel processing 
using the plurality of processing apparatuses, and the pro 
cessing performance of the biometric authentication appa 
ratus as a whole may deteriorate. 

In addition, when the quality of the registered biometric 
data is too low, the authentication processing time may 
become short due to the authentication being cancelled by 
the processing apparatus at an early stage of the authenti 
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2 
cation, or the authentication processing time may become 
long abruptly when the quality of the registered biometric 
data becomes lower than a predetermined quality level. 
Accordingly, a relationship between the quality of the reg 
istered biometric data and the processing time of the authen 
tication performed by the processing apparatus changes 
depending on a matching algorithm that is used to match the 
input biometric data with the registered biometric data, and 
it is difficult to reduce and Smoothen the inconsistencies in 
the processing times of the authentication amongst the 
plurality of processing apparatuses by simply arranging the 
low-quality biometric data so as not to be biasedly arranged 
in the specific processing apparatuses. 

Furthermore, a plurality of qualities may be defined with 
respect to the biometric data, and the relationship between 
the quality of the biometric data and the authentication 
processing time is complex. The qualities defined with 
respect to the biometric data may include an image quality 
determined according to contents of the biometric data, a 
registered data quality determined according to contents of 
the biometric data that is generated from biometric data that 
are input a plurality of times, for example, when registering 
the biometric data, or the like. For this reason, the processing 
performance of the biometric authentication apparatus as a 
whole cannot be improved by merely evaluating the rela 
tionship between the quality of the biometric data and the 
authentication processing time based on a particular index. 

In the large-scale biometric authentication apparatus, 
amongst the registered biometric data distributively 
arranged in a plurality of authentication servers, the regis 
tered biometric data that actually become matching targets 
of the 1:Nauthentication are narrowed down according to 
the input biometric data, such that different combinations of 
the registered biometric data are used every time the authen 
tication is performed. For this reason, even when the 
arrangement of the registered biometric data in one authen 
tication server is modified according to past access frequen 
cies to the registered biometric data, as proposed in Japanese 
Laid-Open Patent Publication No. 2009-093571, for 
example, such a modification of the arrangement of the 
registered biometric data is not effective from the viewpoint 
of improving the processing performance of the biometric 
authentication apparatus as a whole. 

Accordingly, it is difficult to Smoothen the processing 
times of the authentication amongst the plurality of process 
ing apparatuses when performing the 1:Nauthentication by 
the parallel processing. 

Examples of prior art methods and systems may be found 
in Japanese National Publications of International Patent 
Applications No. 2012-516510 and No. 2008-524750, and 
Japanese Laid-Open Patent Publication No. 2009-093571, 
for example. 

SUMMARY 

Accordingly, it is an object in one aspect of the embodi 
ment to provide a biometric authentication apparatus, a 
biometric authentication method, a program, and a com 
puter-readable storage medium, which can Smoothen the 
processing times of the authentication amongst the plurality 
of processing apparatuses when performing the 1:Nauthen 
tication by the parallel processing. 

According to one aspect of the embodiment, a biometric 
authentication apparatus includes a plurality of processing 
apparatuses allocated with biometric data to be matched; a 
storage unit configured to store a distribution of the biomet 
ric data for each of a plurality of quality levels, and an 
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authentication processing time required by an authentication 
process of each of the plurality of processing apparatuses; 
and a management apparatus configured to extract a first 
processing apparatus and a second processing apparatus 
from the plurality of processing apparatuses based on the 
authentication processing time, identify a quality level for 
which a difference between the distributions of the first and 
second processing apparatuses is greater than or equal to a 
threshold value, and exchange the biometric data having the 
identified quality level between the first and second pro 
cessing apparatuses. 
The object and advantages of the invention will be 

realized and attained by means of the elements and combi 
nations particularly pointed out in the claims. 

It is to be understood that both the foregoing general 
description and the following detailed description are exem 
plary and explanatory and are not restrictive of the inven 
tion, as claimed. 

BRIEF DESCRIPTION OF DRAWINGS 

FIG. 1 is a block diagram illustrating an example of a 
configuration of a biometric authentication apparatus in one 
embodiment; 

FIG. 2 is a block diagram illustrating an example of a 
configuration of a computer; 

FIG. 3 is a flow chart for explaining an example of a 
general operation of the biometric authentication apparatus 
in one embodiment; 

FIG. 4 is a diagram for explaining qualities of fingerprint 
data, which is an example of biometric data; 

FIG. 5 is a diagram for explaining an example of quality 
distribution information of the biometric data; 

FIG. 6 is a diagram for explaining an example of an 
extraction of quality levels affecting a processing perfor 
mance of the biometric authentication apparatus; 

FIG. 7 is a diagram for explaining an example of an 
extraction of the quality levels affecting a processing per 
formance of the biometric authentication apparatus; 

FIG. 8 is a flow chart for explaining, in more detail, an 
example of a process of a database server, 

FIG. 9 is a flow chart for explaining an example of 
grouping: 

FIG. 10 is a diagram for explaining an example of the 
grouping of quality levels according to different quality 
types; 

FIG. 11 is a diagram for explaining another example of 
the grouping of the quality levels according to the different 
quality types; 

FIG. 12 is a flow chart for explaining an example of a data 
exchange between authentication servers; 

FIG. 13 is a flow chart for explaining another example of 
the data exchange between the authentication servers; 

FIG. 14 is a diagram for explaining the data exchange of 
FIG. 13; 

FIG. 15 is a diagram for explaining an example of an 
extraction of the authentication servers that perform the data 
exchange; 

FIG. 16 is a block diagram illustrating an example of the 
configuration of the biometric authentication apparatus in a 
modification; and 

FIG. 17 is a flow chart for explaining an example of the 
general operation of the biometric authentication apparatus 
in the modification. 

DESCRIPTION OF EMBODIMENTS 

Preferred embodiments of the present invention will be 
described with reference to the accompanying drawings. 
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4 
A description will now be given of the biometric authen 

tication apparatus, the biometric authentication method, the 
program, and the computer-readable storage medium in each 
embodiment according to the present invention. 

In one embodiment, in order to improve a processing 
performance of the entire biometric authentication appara 
tus, a relation between an authentication processing time and 
quality information of biometric data is used to determine a 
method of arranging registered data, and an inconsistency in 
the authentication processing times is reduced amongst a 
plurality of processing apparatuses that perform a 1:N 
authentication by parallel processing. 
More particularly, amongst a plurality of authentication 

processing apparatuses, which are examples of the plurality 
of processing apparatuses and store the biometric data, the 
authentication processing apparatuses having short process 
ing times and the authentication processing apparatuses 
having long processing times are extracted, and the biomet 
ric data stored in each of the authentication processing 
apparatuses are classified by quality. By interchanging the 
biometric data having differences in distributions of the 
qualities amongst the authentication processing apparatuses 
having the short processing times and the authentication 
processing apparatuses having the long processing times, the 
processing times can be levelled (or Smoothened) amongst 
the plurality of authentication processing apparatuses. 

FIG. 1 is a block diagram illustrating an example of a 
configuration of the biometric authentication apparatus in 
one embodiment. A biometric authentication apparatus 1 
illustrated in FIG. 1 includes a client PC (Personal Com 
puter) 2, a parallel processing management server 3, authen 
tication servers 4-1 through 4-N (N is a natural number 
greater than or equal to two), and a DB (Data-Base) server 
(or management server) 5 that are connected via a network 
6. The authentication servers 4-1 through 4-N are examples 
of authentication processing apparatuses. The DB server 5 is 
an example of a management apparatus. 
The client PC 2 is an example of a computer usable by a 

user who is an example of a client. In this example, the client 
PC 2 is connected to a biometric sensor 20. The biometric 
sensor 20 detects biometric information of the user, such as 
fingerprint, iris, retina, vein, or the like, for example. The 
biometric sensor 20 may have a known configuration. The 
client PC 2 includes a biometric information acquiring unit 
21, an image processing unit 22, a biometric data generating 
unit 23, and a quality extracting unit 24. The biometric 
sensor 20 may be included in the client PC 2. 
The parallel processing management server 3 is an 

example of a computer that distributes a 1:N matching 
process (or collating process) to the plurality of authentica 
tion servers 4-1 through 4-N, and returns to the client PC 2 
an authentication result by integrating results of parallel 
processing of the 1:N matching performed by the plurality of 
authentication servers 4-1 through 4-N. The parallel pro 
cessing management server 3 includes a parallel processing 
managing unit 31. 
The plurality of authentication servers 4-1 through 4-N 

are examples of computers that perform the 1:Nauthenti 
cation by the parallel processing. The processing time when 
each of the authentication servers 4-1 through 4-N perform 
the 1:Nauthentication, and quality information of the bio 
metric data (hereinafter also referred to as “registered bio 
metric data') that are registered and matched (or collated) 
with the biometric data sent from the client PC 2, are 
recorded in a performance information log and sent to the 
DB server 5 periodically, for example. Each of the authen 
tication servers 4-1 through 4-N includes a biometric data 
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managing unit 41, a matching process unit (or collating 
process unit) 42, and a performance information acquiring 
unit 43. 

The DB server 5 is an example of a computer that 
manages a DB for storing the registered data including the 
biometric data, the quality information, or the like. This DB 
is stored in a storage unit 50 that is accessible from the DB 
server 5. The DB server 5 has functions to analyze the 
performance information log sent from each of the authen 
tication servers 4-1 through 4-N, and to extract the quality 
information (or quality level) that affects the processing 
performance of the biometric authentication apparatus 1. In 
addition, the DB server 5 also has a function to allocate 
(hereinafter also referred to as “arrange') the biometric data 
that are registered in the DB and are the matching targets (or 
collating targets) to each of the authentication servers 4-1 
through 4-N. The DB server 5 includes a biometric data 
managing unit 51, a biometric data arranging unit 52, a 
quality analyzing unit 53 to analyze the quality of the 
biometric data, and a plan creating unit 54 to create a plan 
to rearrange the biometric data. 

FIG. 2 is a block diagram illustrating an example of a 
configuration of the computer. Each of the client PC 2, the 
parallel processing management server 3, the authentication 
servers 4-1 through 4-N, and the DB server 5 may be formed 
by a computer 100 illustrated in FIG. 2. The computer 100 
includes a CPU (Central Processing Unit) 101 which is an 
example of a processor, a storage unit 102, a keyboard 103 
which is an example of an input device, a communication 
unit 104, an interface 105, or the like. In a case in which the 
computer 100 forms the client PC 2, for example, the 
computer 100 may further include a display unit 106 which 
is an example of an output device. In this example, the CPU 
101, the storage unit 102, the keyboard 103, the communi 
cation unit 104, the interface 105, and the display unit 106 
are connected via a bus 107. However, the configuration of 
the computer 100 is not limited to the configuration in which 
the constituent elements of the computer 100 are connected 
via the bus 107. The biometric sensor 20 illustrated in FIG. 
1 may be connected to the interface 105, for example. 
The storage unit 102 stores one or more programs to be 

executed by the CPU 101, various kinds of data, or the like. 
The storage unit 102 may be formed by a storage device 
such as a memory, a HDD (Hard Disk Drive), or the like. 
The storage unit 102 may form an example of a non 
transitory computer-readable storage medium that stores one 
or more programs which, when executed by the computer 
100 (or CPU 101), causes the computer 100 to perform the 
functions of any one of the client PC 2, the parallel pro 
cessing management server 3, the authentication servers 4-1 
through 4-N, and the DB server 5. 

The CPU 101 controls the entire computer 100 by execut 
ing one or more programs stored in the storage unit 102. In 
the case in which the computer 100 forms the client PC 2. 
the CPU 101 performs functions of the biometric informa 
tion acquiring unit 21, the image processing unit 22, the 
biometric data generating unit 23, and the quality extracting 
unit 24, by executing one or more programs. In a case in 
which the computer 100 forms the parallel processing man 
agement server 3, the CPU 101 performs functions of the 
parallel processing managing unit 31 by executing one or 
more programs. In a case in which the computer 100 forms 
the authentication server 4-1, for example, the CPU 101 
performs functions of the biometric data managing unit 41, 
the matching process unit 42, and the performance infor 
mation acquiring unit 43 by executing one or more pro 
grams. In a case in which the computer 100 forms the DB 
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6 
server 5, the CPU 101 performs functions of the biometric 
data managing unit 51, the biometric data arranging unit 52. 
the quality analyzing unit 53, and the plan creating unit 54 
by executing one or more programs. In addition, in the case 
in which the computer 100 forms the DB server 5, the 
storage unit 102 may function as the storage unit 50. 
The keyboard 103 may be used to input commands and 

data to the CPU 101. The communication unit 104 performs 
a cable or wireless communication between the computer 
100 and an external apparatus Such as another computer. The 
interface 105 may be used to connect the computer 100 to 
the external apparatus. The display unit 106 may display 
various data, messages, or the like to the user (or operator) 
of the computer 100, under the control of the CPU 101. 

Next, a description will be given of a general operation of 
the biometric authentication apparatus 1, by referring to 
FIG. 3. FIG. 3 is a flow chart for explaining an example of 
the general operation of the biometric authentication appa 
ratus in one embodiment. 

In FIG. 3, the client PC 2 executes step S1 at the time of 
registering the biometric data. More particularly, in the 
client PC 2, the biometric information acquiring unit 21 
acquires the biometric information (for example, biometric 
image data) of the user detected by the biometric sensor 20, 
and the image processing unit 22 performs an image pro 
cessing, such as noise reduction, binarization, thinning, or 
the like, with respect to the acquired biometric information. 
In addition, the biometric data generating unit 23 generates 
biometric data to be registered in the DB of the DB server 
5, based on the biometric information that is subjected to the 
image processing in the image processing unit 22. Further, 
the quality extracting unit 24 extracts quality information 
(for example, a quality level) indicating the quality of the 
biometric data, from the biometric information of the user 
detected by the biometric sensor 20 and the biometric data 
generated by the biometric data generating unit 23. 

In a case in which the biometric information is fingerprint 
information and the biometric sensor 20 is a fingerprint 
sensor, for example, the quality extracting unit 24 extracts 
the quality information of fingerprint data, when the image 
processing unit 22 performs the image processing with 
respect to fingerprint image data output from the fingerprint 
sensor and the biometric data generating unit 23 generates 
the biometric data to be registered based on the fingerprint 
data that is Subjected to the image processing. 

Accordingly, the client PC 2, in step S1, sends the 
biometric data to be registered, generated by the biometric 
data generating unit 23, and the quality information of the 
biometric data extracted by the quality extracting unit 24, to 
the DB server 5 via the network 6, and registers the 
biometric data and the quality information in the DB within 
the storage unit 50 of the DB server 5. The biometric data 
and the quality information are registered in the DB by the 
biometric data managing unit 51 of the DB server 5. 

FIG. 4 is a diagram for explaining qualities of the finger 
print data, which is an example of biometric data. In the 
example illustrated in FIG. 4, the quality of the fingerprint 
data is categorized into four quality types Surrounded by a 
dotted line. The four quality types include a fingerprint 
image data quality, an image quality (hereinafter also 
referred to as a “ridge attribute quality) evaluated using an 
attribute (for example, a continuity in a ridge direction) of 
ridges (or friction ridges) of the fingerprint, a quality evalu 
ated using a general image quality (for example, contrast, 
resolution, or the like), and registered data quality. In this 
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example, the quality evaluated using the general image 
quality is a quality that is evaluated by digitizing the contrast 
of the image data. 

Methods of computing the quality level of each of the 
quality types are not limited to particular methods. The 
quality level that uses the attribute of the ridges of the 
fingerprint may be evaluated, for example, by segmenting 
the fingerprint image data into 9x9 equal blocks, and evalu 
ating the quality level in five stages using a ratio of the 
blocks clearly (or sharply) representing the ridges amongst 
the total number of blocks. The quality level that is evaluated 
by digitizing the contrast of the image data may be evalu 
ated, for example, by segmenting the fingerprint image data 
into 9x9 equal blocks, representing the pixel value of each 
block in 256 gradation levels from 0 to 255 in Gray scale, 
and evaluating a computed value of C (P-P)/(P+ 
P.), where P. denotes a maximum pixel value within the 
image data and P. denotes a minimum pixel value within 
the image data. The fingerprint image data quality may be 
determined, for example, by integrating the quality level 
represented using the attribute value of the ridges of the 
fingerprint and the quality level represented using the con 
trast of the image data. 

The registered data quality is the quality of the fingerprint 
data that is registered. The registered data quality may be 
determined, for example, by using similarities of a plurality 
offingerprints input at the time of registering the fingerprint. 
When registering the fingerprint data, the fingerprint image 
data that are input from the fingerprint sensor a plurality of 
times are acquired, for example, and the fingerprint data to 
be registered is generated from the acquired fingerprint 
image data. In a case in which the states of the user's 
fingerprints are good, there is a high possibility that the 
plurality of fingerprint image data that are acquired will 
match. The registered data quality may be determined, for 
example, according to a degree of matching of the plurality 
offingerprint image data that are input when generating the 
fingerprint data to be registered. 

Returning now to the description of FIG. 3, the DB server 
5 executes step S2 at the time of starting or restarting the 
biometric authentication apparatus 1. More particularly, in 
the DB server 5, the biometric data arranging unit 52 
arranges the biometric data registered in the DB in each of 
the authentication servers 4-1 through 4-N. The biometric 
data arranged in each of the authentication servers 4-1 
through 4-N are stored in the biometric data managing unit 
41 or in a storage unit (not illustrated) that is managed by the 
biometric data managing unit 41. In addition, the quality 
analyzing unit 53 records, in the DB, quality distribution 
information including a number of biometric data, identifiers 
(IDs) of the biometric data, the quality level of the corre 
sponding biometric data, or the like for each quality level of 
the biometric data arranged in each of the authentication 
servers 4-1 through 4-N. The biometric data arranging unit 
52 may, at the time of starting or restarting the biometric 
authentication apparatus 1, arrange the biometric data reg 
istered in the DB in each of the authentication servers 4-1 
through 4-N, based on an analysis result of the quality of the 
biometric data analyzed by the quality analyzing unit 53. 

FIG. 5 is a diagram for explaining an example of the 
quality distribution information of the biometric data. In 
FIG. 5, amongst registered data quality levels 1, 2, ..., and 
5, the larger the value of the registered data quality, the 
higher the quality of the biometric data. FIG. 5 illustrates the 
quality distribution information arranged in one authentica 
tion server 4-i (i-1, . . . , N) amongst the plurality of 
authentication servers 4-1 through 4-N, including 10 bio 
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8 
metric data having the quality level 1, 15 biometric data 
having the quality level 2, ..., and 90 biometric data having 
the quality level 5. As will be described later, in a case in 
which a plurality of quality types (or indexes) exist, the 
quality distribution information for each quality type may be 
stored in the DB of the DB server 5. In other words, the 
quality distribution information of each quality level of the 
quality evaluated in a manner similar to the registered data 
quality, using the quality of the fingerprint image data, the 
quality evaluated using the attribute of the ridges of the 
fingerprint, and the image quality (for example, contrast, 
resolution, or the like), may be arranged in each of the 
authentication servers 4-1 through 4-N. 
The parallel processing management server 3 executes 

step S3 when the parallel processing management server 3 
receives a 1:Nauthentication request from the client PC 2. 
More particularly, in the parallel processing management 
server 3, the parallel processing managing unit 31 distributes 
the processes to the plurality of authentication servers 4-1 
through 4-N in response to the 1:Nauthentication request. 

Each of the authentication servers 4-1 through 4-N 
executes step S4. More particularly, in each of the authen 
tication servers 4-1 through 4-N, the matching process unit 
42 records a processing time for the case in which the 1:N 
authentication is performed, and the quality information of 
the registered biometric data managed by the biometric data 
managing unit 41, matched with the biometric data sent from 
the client PC 2 and acquired by the performance information 
acquiring unit 43, in the performance information log within 
the biometric data managing unit 41. The performance 
information log is stored in the performance information 
acquiring unit 43 or in the storage unit managed by the 
performance information acquiring unit 43. 
The performance information log recorded by the perfor 

mance information acquiring unit 43 may include the fol 
lowing information, for example. In the following informa 
tion, a quality q of biometric data d1 of a quality type k1. 
and a quality q of biometric data d1 of a quality type k2. 
are examples of quality levels of different quality types. 
“ID of 1:Nauthentication request, processing time, num 

ber of biometric data, the quality type k1 (for example, 
information indicating the registered data quality), the 
quality q of the biometric data d1, a quality q of 
biometric data d2. . . . . a quality q of biometric data 
dN, the quality type k2 (for example, information 
indicating quality of biometric image data), a quality 
q of the biometric data d1, a quality q22 of the 
biometric data d2. . . . . a quality q of the biometric 
data dN, a quality type k3, . . . . 

Each of the authentication servers 4-1 through 4-N 
executes step S5. More particularly, in each of the authen 
tication servers 4-1 through 4-N, the performance informa 
tion acquiring unit 43 sends the recorded performance 
information log to the DB server 5 periodically, for example. 
Step S5 may be executed by the parallel processing man 
agement server 3. In this case, the parallel processing 
management server 3 may periodically aggregate and send 
to the DB server 5 the performance information logs from 
each of the authentication servers 4-1 through 4-N. 
The DB server 5 executes step S6. More particularly, in 

the DB server 5, the quality analyzing unit 53 judges 
whether the time is the analyzing time of the performance 
information log sent from each of the authentication servers 
4-1 through 4-N (or the parallel processing management 
server 3) and stored in the DB, and the process returns to 
step S2 when the judgment result in step S6 is NO. On the 
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other hand, the process advances to step S7 when the 
judgment result in step S6 is YES. 

The DB server 5 executes step S7. More particularly, in 
the DB server 5, the quality analyzing unit 53 makes a 
reference to the performance information log sent from each 
of the authentication servers 4-1 through 4-N, and extracts 
and stores in the DB the quality levels that affect the 
processing performance of the biometric authentication 
apparatus 1, amongst the authentication servers having the 
processing time with a small average value (that is, a high 
processing speed) and the authentication servers having the 
processing time with a large average value (that is, a low 
processing speed). 

FIGS. 6 and 7 are diagrams for explaining examples of an 
extraction of the quality levels affecting the processing 
performance of the biometric authentication apparatus. FIG. 
6 illustrates a part of the performance information log of the 
authentication server 4-1, and FIG. 7 illustrates a part of the 
performance information log of the authentication server 
4-2. In FIGS. 6 and 7, amongst the registered data quality 
levels 1, 2, ..., and 5, the larger the value of the registered 
data quality, the higher the quality of the biometric data. 
FIG. 6 illustrates a case in which the average value of the 
processing time of the authentication server 4-1 is Small (for 
example, 100 milliseconds or less), and FIG. 7 illustrates a 
case in which the average value of the processing time of the 
authentication server 4-2 is large (for example, 1 second or 
greater). The quality analyzing unit 53 of the DB server 5 
computes a difference between the number of biometric data 
for each registered data quality level of the registered 
biometric data between the authentication servers 4-1 and 
4-2, and judges that the quality level affects the processing 
performance of the biometric authentication apparatus 1 
when the difference is greater than a threshold value (50 in 
this example). Accordingly, in this example, as Surrounded 
by rectangles indicated by bold solid lines in FIGS. 6 and 7. 
the quality levels 4 and 5 having large values in FIG. 6 are 
judged as the quality levels affecting the processing perfor 
mance of the biometric authentication apparatus 1 for the 
authentication server 4-1, and the quality levels 1 and 2 
having small values in FIG. 7 are judged as the quality levels 
affecting the processing performance of the biometric 
authentication apparatus 1 for the authentication server 4-2. 
The DB server 5 executes step S8 when the quality levels 

of different quality types exist. More particularly, in the DB 
server 5, the quality analyzing unit 53 adds a priority to the 
quality levels that affect the processing performance of the 
biometric authentication apparatus 1 approximately to the 
same extent, amongst the quality levels of the different 
quality types within the performance information log stored 
in the DB, based on the quality levels judged as affecting the 
processing performance, and groups the quality levels added 
with the same priority into the same group. The priority 
represents a priority order with which the registered bio 
metric data are to be exchanged amongst the plurality of 
authentication servers 4-1 through 4-N, and the higher the 
priority the more the processing performance of the biomet 
ric authentication apparatus 1 is affected. The difference in 
the number of biometric data computed for the quality levels 
4 and 5 in FIG. 6 is smaller than the difference in the number 
of biometric data computed for the quality levels 1 and 2 in 
FIG. 7. Hence, the extent to which the processing perfor 
mance of the biometric authentication apparatus 1 is affected 
by the quality levels 4 and 5 in FIG. 6 is smaller than the 
extent to which the processing performance is affected by 
the quality levels 1 and 2 in FIG. 7, and the priorities of the 
quality levels 4 and 5 in FIG. 6 are set lower than the 
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10 
priorities of the quality levels 1 and 2 in FIG. 7. The priority 
that is added when performing the grouping, may be added, 
for example, to the quality levels of the registered data 
quality, and the quality of the biometric image data (for 
example, defined by the attribute of the ridges included in 
the fingerprint image data and the general image quality). 
The DB server 5 executes step S9. More particularly, in 

the DB server 5, the plan creating unit 54 rearranges the 
biometric data registered in the DB in each of the authen 
tication servers 4-1 through 4-N, based on the analysis result 
of the quality of the biometric data analyzed by the quality 
analyzing unit 53, including the grouping, and the process 
ends. In other words, the plan creating unit 54 rearranges the 
registered biometric data arranged in the plurality of authen 
tication servers 4-1 through 4-N, depending on the grouped 
quality levels, so that the number of biometric data having 
the quality levels affecting the processing performance of 
the biometric authentication apparatus 1 becomes uniform 
amongst the plurality of authentication servers 4-1 through 
4-N. The rearrangement of the registered biometric data is 
performed by exchanging the registered biometric data 
amongst the authentication servers 4-1 through 4-N accord 
ing to the priority order of the priorities added to the quality 
levels, so that the number of biometric data having the 
quality levels affecting the processing performance of the 
biometric authentication apparatus 1 becomes uniform 
amongst the plurality of authentication servers 4-1 through 
4-N. By performing the data exchange with priority starting 
from the registered biometric data having the quality levels 
that greatly affect the processing time, the effect of reducing 
the inconsistency amongst the processing times of the 
authentication servers 4-1 through 4-N can be improved. 

In the case of the examples illustrated in FIGS. 6 and 7. 
the registered biometric data having the large quality levels 
surrounded by the rectangle indicated by the bold solid line 
in FIG. 6 and the registered biometric data having the small 
quality levels surrounded by the rectangle indicated by the 
bold solid line in FIG. 7 are exchanged between the authen 
tication servers 4-1 and 4-2 according to the priority order of 
the priorities added to the quality levels, so that the number 
of biometric data having the quality levels affecting the 
processing performance of the biometric authentication 
apparatus 1 becomes uniform between the authentication 
servers 4-1 and 4-2. Hence, amongst the plurality of authen 
tication servers 4-1 through 4-N, the registered biometric 
data are exchanged between the authentication server which 
causes the long processing time of the biometric authenti 
cation apparatus 1 on an average and the authentication 
server which causes the short processing time of the bio 
metric authentication apparatus 1 on an average, so that the 
number of biometric data having the quality levels affecting 
the processing performance of the biometric authentication 
apparatus 1 becomes uniform, to thereby perform the rear 
rangement of the registered biometric data. 

FIG. 8 is a flow chart for explaining, in more detail, an 
example of a process of the database server. In step S11 
illustrated in FIG. 8, at the time of starting or restarting the 
biometric authentication apparatus 1, the biometric data 
arranging unit 52 of the DB server 5 arranges the biometric 
data registered in the DB that is managed by the biometric 
data managing unit 51 in each of the authentication servers 
4-1 through 4-N, and the quality analyzing unit 53 records 
in the DB within the storage unit 50 the quality distribution 
information including the number of biometric data, the 
identifiers (IDs) of the biometric data, the quality level of the 
corresponding biometric data, or the like for each quality 
level of the biometric data arranged in each of the authen 
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tication servers 4-1 through 4-N. In the case in which a 
plurality of quality types exist, the quality distribution 
information for each quality type may be recorded in the DB 
within the storage unit 50. 

In step S12, the quality analyzing unit 53 of the DB server 
5 receives the performance information log periodically, for 
example, from each of the authentication servers 4-1 through 
4-N. This performance information log includes the pro 
cessing time of each of the authentication servers 4-1 
through 4-N which receives the 1:Nauthentication request 
from the client PC 2 via the parallel processing management 
server 3, when each of the authentication servers 4-1 through 
4-N executes the 1:Nauthentication, and the quality infor 
mation of the registered biometric data. 

In step S13, the quality analyzing unit 53 of the DB server 
5 judges whether the time is the analyzing time of the 
performance information log, and the process returns to step 
S12 when the judgment result in step S13 is NO. On the 
other hand, the process advances to step S14 when the 
judgment result in step S13 is YES. 

In step S14, the quality analyzing unit 53 of the DB server 
5 makes a reference to the performance information log, and 
extracts the quality levels that affect the processing perfor 
mance of the biometric authentication apparatus 1, between 
the authentication servers having the processing time with 
the Small average value (that is, a high processing speed) and 
the authentication servers having the processing time with 
the large average value (that is, a low processing speed). 

In step S15, the quality analyzing unit 53 of the DB server 
5 performs a grouping by adding the priority according to 
the extent to which the processing performance of the 
biometric authentication apparatus 1 is affected, to the 
quality levels affecting the processing performance approxi 
mately to the same extent, amongst the quality levels of 
different quality types within the performance information 
log stored in the DB, based on the quality levels that are 
judged as affecting the processing performance. 

In step S16, the plan creating unit 54 of the DB server 5 
rearranges the registered biometric data arranged in the 
plurality of authentication servers 4-1 through 4-N, accord 
ing to the quality levels grouped by the grouping, so that the 
number of biometric data having the quality levels affecting 
the processing performance of the biometric authentication 
apparatus 1 becomes uniform amongst the plurality of 
authentication servers 4-1 through 4-N. The process ends 
after step S16. The registered biometric data are rearranged 
by exchanging the registered biometric data amongst the 
plurality of authentication servers 4-1 through 4-N accord 
ing to the priority order of the priorities added to the quality 
levels, so that the number of biometric data having the 
quality levels affecting the processing performance of the 
biometric authentication apparatus 1 becomes uniform 
amongst the plurality of authentication servers 4-1 through 
4-N. By exchanging the registered biometric data having the 
quality levels greatly affecting the processing time with 
priority over the registered biometric data having the quality 
levels less affecting the processing time, it is possible to 
improve the effect of reducing the inconsistency in the 
processing times amongst the authentication servers 4-1 
through 4-N. 

FIG. 9 is a flow chart for explaining an example of the 
grouping. FIG. 9 illustrates the process of step S15 illus 
trated in FIG. 8 in more detail. In step S151 illustrated in 
FIG. 9, the quality analyzing unit 53 of the DB server 5 
defines, as an authentication server having the processing 
time with a small average value, the authentication server 
having the processing time with an average value less than 
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12 
or equal to a first threshold value (for example, 100 milli 
seconds), and defines, as an authentication server having the 
processing time with a large average value, the authentica 
tion server having the processing time with an average value 
greater than or equal to a second threshold value (for 
example, 1 second). 

In step S152, the quality analyzing unit 53 judges whether 
a plurality of different quality types are defined, and the 
process ends when the judgment result in step S152 is NO. 
On the other hand, the process advances to step S153 when 
the judgment result in step S152 is YES. 

In step S153, the quality analyzing unit 53 makes a 
reference to the performance information log of the authen 
tication server (hereinafter also referred to as “authentication 
server having a high processing speed') having the process 
ing time with the Small average value and the authentication 
server (hereinafter also referred to as “authentication server 
having a low processing speed') having the processing time 
with the large average value, and extracts, as a quality level 
affecting the processing performance of the biometric 
authentication apparatus 1, when the difference in the num 
ber of biometric data having this quality level in the authen 
tication server having the high processing speed and the 
authentication server having the low processing speed is 
greater than a threshold value (for example, 50), for each of 
the quality types and also for each of the quality levels of the 
registered biometric data. 

In step S154, the quality analyzing unit 53 judges whether 
the quality level affecting the processing performance of the 
biometric authentication apparatus 1 exists, and the process 
ends when the judgment result in step S154 is NO. On the 
other hand, the process advances to step S155 when the 
judgment result in step S154 is YES. 

In step S155, the quality analyzing unit 53 adds a priority 
that is higher for a quality level that is judged as affecting the 
processing performance of the biometric authentication 
apparatus 1 and the difference in the number of biometric 
data having this quality level is more greater than the 
threshold value, for each of the quality types. Hence, 
amongst the quality levels of the different quality types 
within the performance information log stored in the DB, the 
quality levels affecting the processing performance of the 
biometric authentication apparatus 1 approximately to the 
same extent are added with the priorities according to the 
magnitude of the extent to which the processing perfor 
mance is affected. A method of determining the priority is 
not limited to a particular method. For example, with respect 
to each of the quality levels of the registered biometric data, 
a priority p1 may be added to the quality level for which the 
difference in the number of biometric data between the 
authentication server having the processing time with the 
Small average value and the authentication server having the 
processing time with the large average value amongst the 
plurality of authentication servers 4-1 through 4-N is greater 
than or equal to 100, a priority p2 may be added to the 
quality level for which the difference in the number of 
biometric data is greater than or equal to 50 and less than 
100, and a priority p3 may be added to the quality level for 
which the difference in the number of biometric data is less 
than 50, where p1 >p2>p3. 

In step S156, the quality analyzing unit 53 performs a 
grouping to group the quality levels added with the same 
priority, amongst the quality levels of the different quality 
types within the performance information log stored in the 
DB, in the same group. 

FIG. 10 is a diagram for explaining an example of the 
grouping of the quality levels according to the different 
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quality types. FIG. 10 illustrates a part of the performance 
information log of the authentication server 4-i, for an 
example in which four quality types are recorded. The four 
quality types include a registered data quality, an image data 
quality, an image quality, and a ridge attribute quality. In this 
example of the grouping, the grouping is performed accord 
ing to a continuity of the quality levels affecting the pro 
cessing performance of the biometric authentication appa 
ratus 1. In this example, with respect to the registered data 
quality, the image data quality, and the image quality, the 
number of biometric data is continuously large for the three 
quality levels 3, 4, and 5, and these quality levels 3, 4, and 
5 affect the processing performance of the biometric authen 
tication apparatus 1 to a large extent. For this reason, the 
quality levels 3, 4, and 5 are grouped into a single group G1 
by the grouping. In addition, with respect to the ridge 
attribute quality, the number of biometric data is continu 
ously large for the two quality levels 1 and 2, and these 
quality levels 1 and 2 affect the processing performance of 
the biometric authentication apparatus 1 to a large extent. 
Hence, the quality levels 1 and 2 are grouped into a single 
group G2 by the grouping. Furthermore, since the average 
number of biometric data with respect to one quality level of 
the group G2 is larger than the average number of biometric 
data with respect to one quality level of the group G1, the 
priority set for the group G2 in this example is higher than 
that set for the group G1. 

FIG. 11 is a diagram for explaining another example of 
the grouping of the quality levels according to the different 
quality types. FIG. 11 illustrates a part of the performance 
information log of the authentication server 4-i, for an 
example in which four quality types are recorded. The four 
quality types include the registered data quality, the image 
data quality, the image quality, and the ridge attribute 
quality. In this example of the grouping, the grouping is 
performed according to the continuity of the quality levels 
affecting the processing performance of the biometric 
authentication apparatus 1. 

In this example, with respect to the registered data quality 
and the image data quality, the number of biometric data is 
continuously large for the quality level 1, and this quality 
level 1 affects the processing performance of the biometric 
authentication apparatus 1 to a large extent. For this reason, 
the quality level 1 is grouped into a single group G3 by the 
grouping. In addition, with respect to the image quality and 
the ridge attribute quality, the number of biometric data is 
continuously large for the quality level 5, and this quality 
level 5 affects the processing performance of the biometric 
authentication apparatus 1 to a large extent. For this reason, 
the quality level 5 is grouped into a single group G4 by the 
grouping. Furthermore, since the average number of bio 
metric data with respect to the quality level 1 of the group 
G3 is larger than the average number of biometric data with 
respect to the quality level 5 of the group G4, the priority set 
for the group G3 in this example is higher than that set for 
the group G4. 

The performance information log records the processing 
time, in addition to the information of the quality types and 
the quality levels illustrated in FIG. 10 or FIG. 11, for 
example. In a case in which the ID of the 1:Nauthentication 
request is '1', the matching processing time in the authen 
tication server 4-i is 100 milliseconds, the number of bio 
metric data that are matching targets of a 1:N matching in the 
authentication server 4-i is five, the quality type is the 
registered data quality, and the five quality levels of the 
registered biometric data respectively are “3”, “2”, “3”, “1”, 
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14 
and “5”, for example, the performance information log 
includes the following information. 

“1, 100 msec, registered data quality, 3, 2, 3, 1, 5” 
Returning now to the description of FIG. 5, in step S157, 

the plan creating unit 54 rearranges the registered biometric 
data arranged in the plurality of authentication servers 4-1 
through 4-N, by exchanging the registered biometric data 
between the authentication server having the processing 
time with the Small average value and the authentication 
server having the processing time with the large average 
value amongst the plurality of authentication servers 4-1 
through 4-N according to the priority order of the priorities 
added to the quality level, based on the analysis result of the 
quality of the biometric data analyzed by the quality ana 
lyzing unit 53, so that the number of biometric data having 
the quality level affecting the processing performance of the 
biometric authentication apparatus 1 becomes uniform 
amongst the plurality of authentication servers 4-1 through 
4-N. The process ends after step S157. 

FIG. 12 is a flow chart for explaining an example of the 
data exchange between the authentication servers. FIG. 12 
illustrates the process of step S16 illustrated in FIG. 8 in 
more detail. In step S161 illustrated in FIG. 12, the plan 
creating unit 54 of the DB server 5 extracts from the 
information recorded in the DB at the time of starting the 
biometric authentication apparatus 1 by the process illus 
trated in FIG. 8, the identifier (ID) of the biometric data 
having the quality level included in the group having the 
highest priority, with respect to the authentication server 
having the processing time with the Small average value and 
the high processing speed and the authentication server 
having the processing time with the large average value and 
the low processing speed that are extracted by the process 
illustrated in FIG. 9. 

In step S162, the plan creating unit 54 computes a total 
number of biometric data having the identifier (ID) of the 
biometric data extracted in step S161. In step S163, the plan 
creating unit 54 divides the total number of biometric data 
computed in step S162 by the number of authentication 
servers that are targets of the data exchange, and performs 
the data exchange on the registered biometric data according 
to the priority order of the priorities between the authenti 
cation servers that are the targets of the data exchange, so 
that the number of biometric data having the quality levels 
affecting the processing performance of the biometric 
authentication apparatus 1 becomes uniform amongst the 
authentication servers that are the targets of the data 
exchange. 

In step S164, the plan creating unit 54 judges whether a 
group that has the next highest priority and is not yet 
processed exists, and the process ends when the judgment 
result in step S164 is NO. On the other hand, the process 
advances to step S165 when the judgment result in step S164 
is YES. In step S165, the plan creating unit 54 extracts from 
the information recorded in the DB at the time of starting the 
biometric authentication apparatus 1 by the process illus 
trated in FIG. 8, the identifier (ID) of the biometric data 
having the quality level included in the group having the 
next highest priority, with respect to the authentication 
server having the processing time with the Small average 
value and the high processing speed and the authentication 
server having the processing time with the large average 
value and the low processing speed that are extracted by the 
process illustrated in FIG. 9. The process returns to step 
S162 after step S165. Hence, the data exchange is performed 
between the authentication servers that are the targets of the 
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data exchange, with the priority placed on the biometric data 
having the quality level included in the group with the high 
priority. 

FIG. 13 is a flow chart for explaining another example of 
the data exchange between the authentication servers. FIG. 
13 illustrates an example of the data exchange between the 
authentication servers for a case in which a plurality of 
quality types are defined. In this example, as described 
above in conjunction with the example illustrated in FIG. 11, 
the plurality of quality types include the four quality types 
which are the registered data quality, the continuity of the 
ridge direction, the contrast, and the resolution. 

In step S61 illustrated in FIG. 13, the quality analyzing 
unit 53 of the DB server 5 extracts the quality level affecting 
the processing performance of the biometric authentication 
apparatus 1, more particularly, the quality level of the 
fingerprint image data. In step S62, the quality analyzing 
unit 53 extracts the quality level affecting the processing 
performance of the biometric authentication apparatus 1, 
more particularly, the quality level of the ridge attribute. In 
step S63, the quality analyzing unit 53 extracts the quality 
level affecting the processing performance of the biometric 
authentication apparatus 1, more particularly, the image 
quality level. In step S64, the quality analyzing unit 53 
extracts the quality level affecting the processing perfor 
mance of the biometric authentication apparatus 1, more 
particularly, the registered data quality level. The order in 
which steps S61 through S64 are executed is not limited to 
the order illustrated in FIG. 13. 

FIG. 14 is a diagram for explaining the data exchange of 
FIG. 13. In FIG. 14, D1 denotes the registered biometric data 
having the quality level of the fingerprint image data 
extracted in step S61, and D2 denotes the registered bio 
metric data having the quality level of the ridge attribute 
extracted in step S62. In addition, D3 denotes the registered 
biometric data having the image quality level extracted in 
step S63, and D4 denotes the registered biometric data 
having the registered data quality level extracted in step S64. 
As represented by overlaps of oval regions indicating the 
registered biometric data D1 through D4 in FIG. 14, there 
are overlaps of the biometric data amongst the quality types. 
Of course, the overlaps of the biometric data amongst the 
quality types are not limited to those of the example illus 
trated in FIG. 14. 

In this example, because the quality levels of the four 
quality types are recorded in the DB together with the 
registered biometric data, overlaps may occur amongst the 
quality levels of the plurality of quality types of the regis 
tered biometric data that are to be exchanged and affect the 
processing performances of the authentication servers. 
When performing the data exchange between the authenti 
cation servers, the data exchange is performed so that the 
number of registered biometric data having the same quality 
level of the same quality type and affecting the processing 
performances of the authentication server becomes uniform 
between the authentication servers, so that the inconsistency 
in the processing performances of the authentication servers 
is strictly reduced. On the other hand, in a case in which the 
quality levels of the plurality of quality types (in this 
example, four quality types) are used, there may exist a 
plurality of quality levels that affect the processing perfor 
mances and are used when performing the data exchange 
between the authentication servers. For example, in the case 
of the registered biometric data having the quality levels of 
the ridge attribute quality and the image quality affecting the 
processing performances, there exist a plurality of quality 
levels (in this example, two quality levels) that affect the 
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processing performances of the authentication servers. In 
FIG. 14, a union (or overlap) of the registered biometric data 
D2 and D3, for example, corresponds to a case in which at 
least one of the quality level of the ridge attribute quality and 
the image quality level affects the processing performances 
of the authentication servers. In this case, the registered 
biometric data D2 that is first extracted using the quality 
level of the ridge attribute quality may be exchanged 
between the authentication servers, and the registered bio 
metric data D3 that is next extracted using the image quality 
level may be exchanged between the authentication servers 
by excluding the registered biometric data in a common (or 
overlapping) part between the registered biometric data D2 
and D3, in order to improve the accuracy with which the 
performance of the entire biometric authentication apparatus 
1 can be improved. 

Returning now to the description of FIG. 13, in step S65, 
the plan creating unit 54 exchanges the registered biometric 
data according to the priority of the priorities between the 
authentication server having the processing time with the 
Small average value and the authentication server having the 
processing time with the large average value, amongst the 
plurality of authentication servers 4-1 through 4-N, and 
rearranges the registered biometric data arranged in the 
plurality of authentication servers 4-1 through 4-N, so that 
the number of biometric data having the quality level 
affecting the processing performances becomes uniform. 
The process ends after step S65. As a result, with respect to 
the registered biometric data D1, for example, the biometric 
data, excluding the biometric data overlapping the registered 
biometric data D2 and D3, are exchanged between the 
authentication server having the processing time with the 
Small average value and the high processing speed and the 
authentication server having the processing time with the 
large average value and the low processing speed, so that the 
number of biometric data having the quality level affecting 
the processing performances becomes uniform amongst the 
plurality of authentication servers 4-1 through 4-N. With 
respect to the registered biometric data D2, for example, the 
biometric data, excluding the biometric data overlapping the 
registered biometric data D1 and D3, are exchanged between 
the authentication server having the processing time with the 
Small average value and the high processing speed and the 
authentication server having the processing time with the 
large average value and the low processing speed, so that the 
number of biometric data having the quality level affecting 
the processing performances becomes uniform amongst the 
plurality of authentication servers 4-1 through 4-N. With 
respect to the registered biometric data D3, for example, the 
biometric data, excluding the biometric data overlapping the 
registered biometric data D1, D2, and D4, are exchanged 
between the authentication server having the processing 
time with the Small average value and the high processing 
speed and the authentication server having the processing 
time with the large average value and the low processing 
speed, so that the number of biometric data having the 
quality level affecting the processing performances becomes 
uniform amongst the plurality of authentication servers 4-1 
through 4-N. With respect to the registered biometric data 
D4, for example, the biometric data, excluding the biometric 
data overlapping the registered biometric data D3, are 
exchanged between the authentication server having the 
processing time with the Small average value and the high 
processing speed and the authentication server having the 
processing time with the large average value and the low 
processing speed, so that the number of biometric data 
having the quality level affecting the processing perfor 
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mances becomes uniform amongst the plurality of authen 
tication servers 4-1 through 4-N. The data exchange between 
the authentication servers with respect to the registered 
biometric data D1 through D4 is performed according to the 
priority order of the priories described above. 
As described above, in the case in which a plurality of 

quality types (in this example, four quality types) exist, the 
flow of the processes of acquiring of the biometric data and 
performing the 1:N matching, up to recording the perfor 
mance information log, is the same as that for the case in 
which the number of quality types is one. However, at the 
time of registration to the DB server 5, the quality levels of 
the four quality types are acquired, the biometric data and 
the quality levels of the four quality types are stored in the 
DB within the storage unit 50 of the DB server 5, and the 
four quality types are similarly recorded in the performance 
information log when the 1:N matching is executed in each 
of the authentication servers 4-1 through 4-N. Next, in order 
to evaluate a relation of the quality type and the processing 
time in steps S61 through S64 illustrated in FIG. 13, the 
quality level affecting the processing performances is 
extracted with respect to each of the four quality types, 
according to the method of extracting the quality levels 
affecting the processing time described above in conjunction 
with FIGS. 6 and 7. Finally, in a case in which the extents 
to which the processing performances of the authentication 
servers are affected are the same amongst the quality levels 
of the different quality types, the quality levels are grouped 
into the group. In addition, priorities are added to a plurality 
of groups according to the extents to which the processing 
times are affected, and the registered biometric data are 
exchanged in a range of the groups in the order of the 
priorities starting from the highest priority. 

FIG. 15 is a diagram for explaining an example of the 
extraction of the authentication servers that perform the data 
exchange. In the example illustrated in FIG. 15, in order to 
extract the authentication servers having the processing time 
with the small average value (for example, 100 milliseconds 
or less) and the high processing speed and the authentication 
servers having the processing time with the large average 
value (for example, 1 second or greater) and the low 
processing speed, the the authentication servers included in 
ranges R1 and R2 are extracted. The ranges R1 and R2 are 
not included in 95% of the normal distribution, for example, 
that is, not included in a range computed from Vatox2. 
where Va denotes the average value of the processing time 
of the entire biometric authentication apparatus 1, and 6 
denotes a standard deviation. In this example, the authenti 
cation server 4-1 is the authentication server having the 
processing time with the Small average value and the high 
processing speed, and the authentication server 4-2 is the 
authentication server having the processing time with the 
large average value and the low processing speed. 

FIG. 16 is a block diagram illustrating an example of the 
configuration of the biometric authentication apparatus in a 
modification. In FIG. 16, those parts that are the same as 
those corresponding parts in FIG. 1 are designated by the 
same reference numerals, and a description thereof will be 
omitted. In this modification, a biometric authentication 
apparatus 1-1 has a configuration that does not include the 
parallel processing management server 3. 

In this modification, amongst the plurality of authentica 
tion servers 4-1 through 4-N, one authentication server 4-1 
functions as a master with respect to the other authentication 
servers 4-2 through 2-N, and also as the parallel processing 
management server 3. For this reason, the authentication 
server 4-1 includes a parallel processing managing unit 44 
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having functions similar to the parallel processing managing 
unit 31. This parallel processing managing unit 44 distrib 
utes the process to the plurality of authentication servers 4-1 
through 4-N, including the authentication server 4-1 to 
which the parallel processing managing unit 44 belongs, in 
response to the 1:Nauthentication request from the client PC 
2. 

Next, a description will be given of a general operation of 
the biometric authentication apparatus 1-1, by referring to 
FIG. 17. FIG. 17 is a flow chart for explaining an example 
of the general operation of the biometric authentication 
apparatus in this modification. 

In FIG. 17, the client PC 2 executes step S201 at the time 
of registering the biometric data. More particularly, in the 
client PC 2, the biometric information acquiring unit 21 
acquires the biometric information (for example, biometric 
image data) of the user detected by the biometric sensor 20, 
and the image processing unit 22 performs an image pro 
cessing, such as noise reduction, binarization, thinning, or 
the like, with respect to the acquired biometric information. 
In addition, the biometric data generating unit 23 generates 
biometric data to be registered in the DB of the DB server 
5, based on the biometric information that is subjected to the 
image processing in the image processing unit 22. Further, 
the quality extracting unit 24 extracts quality information 
(for example, a quality level) indicating the quality of the 
biometric data, from the biometric information of the user 
detected by the biometric sensor 20 and the biometric data 
generated by the biometric data generating unit 23. 
The DB server 5 executes step S202 at the time of starting 

or restarting the biometric authentication apparatus 1. More 
particularly, in the DB server 5, the biometric data arranging 
unit 52 arranges the biometric data registered in the DB in 
each of the authentication servers 4-1 through 4-N. The 
biometric data arranged in each of the authentication servers 
4-1 through 4-N are stored in the biometric data managing 
unit 41 or in a storage unit (not illustrated) that is managed 
by the biometric data managing unit 41. In addition, the 
quality analyzing unit 53 records, in the DB, quality distri 
bution information including a number of biometric data, 
identifiers (IDs) of the biometric data, the quality level of the 
corresponding biometric data, or the like for each quality 
level of the biometric data arranged in each of the authen 
tication servers 4-1 through 4-N. The biometric data arrang 
ing unit 52 may, at the time of starting or restarting the 
biometric authentication apparatus 1, arrange the biometric 
data registered in the DB in each of the authentication 
servers 4-1 through 4-N, based on an analysis result of the 
quality of the biometric data analyzed by the quality ana 
lyzing unit 53. 
The parallel processing managing unit 44 of the authen 

tication server 4-1 which functions as the master executes 
step S203 when the parallel processing managing unit 44 
receives a 1:Nauthentication request from the client PC 2. 
More particularly, in the authentication server 4-1, the 
parallel processing managing unit 44 distributes the pro 
cesses to the plurality of authentication servers 4-1 through 
4-N in response to the 1:Nauthentication request. 

Each of the authentication servers 4-1 through 4-N 
executes step S204. More particularly, in each of the authen 
tication servers 4-1 through 4-N, the matching process unit 
42 records a processing time for the case in which the 1:N 
authentication is performed, and the quality information of 
the registered biometric data managed by the biometric data 
managing unit 41, matched with the biometric data sent from 
the client PC 2 and acquired by the performance information 
acquiring unit 43, in the performance information log within 
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the biometric data managing unit 41. The performance 
information log is stored in the performance information 
acquiring unit 43 or in the storage unit managed by the 
performance information acquiring unit 43. 
The authentication server 4-1 which functions as the 5 

master executes step S205. More particularly, in the authen 
tication server 4-1, the parallel processing managing unit 44 
periodically aggregates and sends to the DB server 5 the 
performance information logs from each of the authentica 
tion servers 4-1 through 4-N. 

The DB server 5 executes step S206. More particularly, in 
the DB server 5, the quality analyzing unit 53 judges 
whether the time is the analyzing time of the performance 
information log sent from the authentication server 4-1 and 
stored in the DB, and the process returns to step S202 when 15 
the judgment result in step S206 is NO. On the other hand, 
the process advances to step S207 when the judgment result 
in step S206 is YES. 

The DB server 5 executes step S207. More particularly, in 
the DB server 5, the quality analyzing unit 53 makes a 
reference to the performance information log sent from each 
of the authentication servers 4-1 through 4-N, and extracts 
and stores in the DB the quality levels that affect the 
processing performance of the biometric authentication 
apparatus 1, amongst the authentication servers having the 
processing time with a small average value (that is, a high 
processing speed) and the authentication servers having the 
processing time with a large average value (that is, a low 
processing speed). 

The DB server 5 executes step S208 when the quality 
levels of different quality types exist. More particularly, in 
the DB server 5, the quality analyzing unit 53 adds a priority 
to the quality levels that affect the processing performance 
of the biometric authentication apparatus 1 approximately to 
the same extent, amongst the quality levels of the different 
quality types within the performance information log stored 
in the DB, based on the quality levels judged as affecting the 
processing performance, and groups the quality levels added 
with the same priority into the same group. The priority 
represents a priority order with which the registered bio 
metric data are to be exchanged amongst the plurality of 
authentication servers 4-1 through 4-N, and the higher the 
priority the more the processing performance of the biomet 
ric authentication apparatus 1 is affected. 

The DB server 5 executes step S209. More particularly, in 45 
the DB server 5, the plan creating unit 54 rearranges the 
biometric data registered in the DB in each of the authen 
tication servers 4-1 through 4-N, based on the analysis result 
of the quality of the biometric data analyzed by the quality 
analyzing unit 53, including the grouping, and the process 50 
ends. In other words, the plan creating unit 54 rearranges the 
registered biometric data by exchanging the registered bio 
metric data between the authentication server having the 
processing time with the large average value and the authen 
tication server having the processing time with the Small 55 
average value, amongst the plurality of authentication serv 
ers 4-1 through 4-N, so that the number of biometric data 
having the quality levels affecting the processing perfor 
mance of the biometric authentication apparatus 1 becomes 
uniform amongst the plurality of authentication servers 4-1 60 
through 4-N. 

According to the embodiment and the modification 
described above, the plurality of processing apparatus that 
perform the 1:N authentication by the parallel processing 
exchange data based on the relationship of the plurality of 65 
quality levels and the processing performances (processing 
times), so that the authentication processing time can be 
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levelled (or Smoothened) amongst the plurality of processing 
apparatuses. For this reason, the processing performance of 
the biometric authentication apparatus can be improved. In 
addition, by adding the priority to the quality level of the 
registered biometric data when exchanging the data amongst 
the plurality of processing apparatuses and grouping the 
registered biometric data according to the priority, the data 
exchange can be started from the registered biometric data 
having the quality level that affects the processing time to a 
large extent. Accordingly, the effect of reducing the incon 
sistency in the processing times amongst the processing 
apparatuses can be improved, and the data exchange 
amongst the processing apparatuses can be performed with 
ease within the range of the quality level. 
The description above use terms such as “determine'. 

“identify”, or the like to describe the embodiments, how 
ever, such terms are abstractions of the actual operations that 
are performed. Hence, the actual operations that correspond 
to such terms may vary depending on the implementation, as 
is obvious to those skilled in the art. 

All examples and conditional language recited herein are 
intended for pedagogical purposes to aid the reader in 
understanding the invention and the concepts contributed by 
the inventor to furthering the art, and are to be construed as 
being without limitation to such specifically recited 
examples and conditions, nor does the organization of Such 
examples in the specification relate to a showing of the 
superiority and inferiority of the invention. Although the 
embodiments of the present invention have been described 
in detail, it should be understood that the various changes, 
substitutions, and alterations could be made hereto without 
departing from the spirit and scope of the invention. 
What is claimed is: 
1. A biometric authentication apparatus comprising: 
a plurality of processors that are allocated with biometric 

data to be matched to an input biometric data by a 
parallel processing: 

a first management processor configured to distribute a 
1:N matching process to the plurality of processors and 
return an authentication result to a request Source of the 
1:N matching process by integrating results of the 
parallel processing of the 1:N matching process per 
formed by the plurality of processors, where N is a 
natural number greater than or equal to two: 

a storage configured to store a distribution of the biomet 
ric data amongst the plurality of processors for each of 
a plurality of quality levels that are categorized into a 
plurality of duality types and indicates a quality of the 
biometric data for one of the plurality of quality types, 
and an authentication processing time required by each 
of the plurality of processors to perform an authenti 
cation process on the input biometric data for each of 
the plurality of quality levels of the one of the plurality 
of quality types; and 

a second management processor configured to perform a 
process including 
extracting a first processor and a second processor from 

the plurality of processors based on authentication 
processing times of the plurality of processors stored 
in the storage for each of the plurality of quality 
levels of the one of the plurality of quality types, 

identifying a quality level of a certain quality type for 
which a difference of the distributions of the bio 
metric data between the first and second processors 
is greater than or equal to a threshold value, and 

exchanging the biometric data having the identified 
quality level of the certain quality type between the 



claim 2, wherein the grouping groups the quality levels 
affecting the processing performance according to a range of 
extents to which the quality levels affect the processing 
performance. 

claim 1, wherein the second management processor per 
forms the process further including 
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first and second processors, to uniformly distribute 
the biometric data having the identified quality level 
of the certain quality type between the first and 
second processors. 

2. The biometric authentication apparatus as claimed in 5 
claim 1, wherein the second management processor per 
forms the process further including 

adding a priority to quality levels that affect a processing 
performance of the biometric authentication apparatus 
to a certain extent, amongst the plurality of quality 
levels of the plurality of quality types, 

grouping the quality levels added with a certain priority 
into a single group, and 

determining a priority order with which the biometric data 
of each of a plurality of groups are to be exchanged 
amongst the plurality of processors according to the 
priority added to the quality levels of each of the 
plurality of groups. 

3. The biometric authentication apparatus as claimed in 
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4. The biometric authentication apparatus as claimed in 
25 

determining an allocation of the biometric data to the 
plurality of processors by evaluating a relation between 
the plurality of quality levels of the plurality of quality 
types and the authentication processing times of the 
plurality of processors for the plurality of quality levels 
of the plurality of quality types. 

5. The biometric authentication apparatus as claimed in 

30 

claim 1, wherein the exchanging exchanges the biometric 
data having a quality level of a quality type that affects a 
processing performance of the biometric authentication 
apparatus to extents within a range, between the first and 

35 

second processors, to uniformly distribute the biometric data 
having the quality level of the quality type that affects the 
processing performance amongst the plurality of processors. 40 

6. The biometric authentication apparatus as claimed in 
claim 1, wherein the first management processor is formed 
by one of the plurality of processors. 

7. A biometric authentication method comprising: 
allocating to a plurality of processors, by a first manage 
ment processor, biometric data to be matched to an 
input biometric data by a parallel processing of the 
plurality of processors; 

distributing, by a second management processor, a 1:N 
matching process to the plurality of processors and 
returning an authentication result to a request source of 
the 1:N matching process by integrating results of the 
parallel processing of the 1:N matching process per 
formed by the plurality of processors, where N is a 
natural number greater than or equal to two: 

storing in a storage by the first management processor, a 
distribution of the biometric data amongst the plurality 
of processors for each of a plurality of quality levels 
that are categorized into a plurality of quality types and 
indicates a quality of the biometric data for one of a 
plurality of quality types, and an authentication pro 
cessing time required by each of the plurality of pro 
cessors to perform an authentication process on the 
input biometric data for each of the plurality of quality 
levels of the one of the plurality of quality types; and 

exchanging, by the first management processor, the bio 
metric data having an identified quality level of a 
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certain quality type between a first processor and a 
second processor extracted from the plurality of pro 
cessors based on authentication processing times of the 
plurality of processors stored in the storage for each of 
the plurality of quality levels of the one of the plurality 
of quality types, by identifying the quality level of the 
certain quality type for which a difference of the 
distributions of the biometric data between the first and 
second processors is greater than or equal to a threshold 
value, to uniformly distribute the biometric data having 
the identified quality level of the certain quality type 
between the first and second processors. 

8. The biometric authentication method as claimed in 
claim 7, wherein the exchanging includes 

adding, by the first management processor, a priority to 
quality levels that affect a processing performance of a 
biometric authentication apparatus that includes the 
first management processor, the second management 
processor, and the plurality of processors to a certain 
extent, amongst the plurality of quality levels of the 
plurality of quality types, 

grouping, by the first management processor, the quality 
levels added with a certain priority into a single group, 
and 

determining, by the first management processor, a priority 
order with which the biometric data of each of a 
plurality of groups are to be exchanged amongst the 
plurality of processors according to the priority added 
to the quality levels of each of the plurality of groups. 

9. The biometric authentication method as claimed in 
claim 8, wherein the grouping, by the first management 
processor, groups the quality levels affecting the processing 
performance according to a range of extents to which the 
quality levels affect the processing performance. 

10. The biometric authentication method as claimed in 
claim 7, wherein the exchanging includes 

determining, by the first management processor, an allo 
cation of the biometric data to the plurality of proces 
sors by evaluating a relation between the plurality of 
quality levels of the plurality of quality types and the 
authentication processing times of the plurality of pro 
cessors of the plurality of quality levels of the plurality 
of quality types. 

11. The biometric authentication method as claimed in 
claim 7, wherein the exchanging exchanges, by the first 
management processor, the biometric data having a quality 
level of a quality type that affects a processing performance 
of a biometric authentication apparatus that includes the first 
management processor and the plurality of processor to 
extents within a range, between the first and second proces 
sors, to uniformly distribute the biometric data having the 
quality level of the Quality type that affects the processing 
performance amongst the plurality of processors. 

12. The biometric authentication method as claimed in 
claim 7, wherein the second management processor is 
formed by one of the plurality of processors. 

13. A non-transitory computer-readable storage medium 
having stored therein a program which, when executed by a 
computer, causes the computer to perform a process com 
prising: 

allocating, to a plurality of processors, biometric data to 
be matched to an input biometric data by a parallel 
processing of the plurality of processors; 

distributing a 1:N matching process to the plurality of 
processors and returning an authentication result to a 
request Source of the 1:N matching process by inte 
grating results of the parallel processing of the 1:N 
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matching process performed by the plurality of proces 
Sors, where N is a natural number greater than or equal 
to two; 

storing, in a storage, a distribution of the biometric data 
amongst the plurality of processors for each of a 
plurality of quality levels that are categorized into a 
plurality of quality types and indicates a quality of the 
biometric data for one of the plurality of quality types, 
and an authentication processing time required by each 
of the plurality of processors to perform an authenti 
cation process on the input biometric data for each of 
the plurality of quality levels of the one of the plurality 
of quality types; and 

exchanging the biometric data having an identified quality 
level between a first processor and a second processor 
extracted from the plurality of processors based on 
authentication processing times of the plurality of pro 
cessors stored in the storage for each of the plurality of 
quality levels of a certain quality type, by identifying 
the quality level for which a difference of the distribu 
tions of the biometric data between the first and second 
processors is greater than or equal to a threshold value, 
to uniformly distribute the biometric data having the 
identified Quality level of the certain Quality type 
between the first and second processors. 

14. The non-transitory computer-readable storage 
medium as claimed in claim 13, wherein the exchanging 
includes 

adding a priority to quality levels that affect a processing 
performance of a biometric authentication apparatus 
that includes the computer and the plurality of proces 
sors to a certain extent, amongst the plurality of quality 
levels of the plurality of quality types: 
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24 
grouping the quality levels added with a certain priority 

into a single group; and 
determining a priority order with which the biometric data 

of each of a plurality of groups are to be exchanged 
amongst the plurality of processors according to the 
priority added to the quality levels of each of the 
plurality of groups. 

15. The non-transitory computer-readable storage 
medium as claimed in claim 14, wherein the grouping 
groups the quality levels affecting the processing perfor 
mance according to a range of extents to which the quality 
levels affect the processing performance. 

16. The non-transitory computer-readable storage 
medium as claimed in claim 13, wherein the exchanging 
includes 

determining an allocation of the biometric data to the 
plurality of processors by evaluating a relation between 
the plurality of quality levels of the plurality of quality 
types and the authentication processing times of the 
plurality of processors for each of the plurality of 
quality levels of the one of the plurality of quality 
types. 

17. The non-transitory computer-readable storage 
medium as claimed in claim 13, wherein the exchanging 
exchanges the biometric data having a quality level of a 
quality type that affects a processing performance of a 
biometric authentication apparatus that includes the com 
puter and the plurality of processors to extents within a 
range, between the first and second processors, to uniformly 
distribute the biometric data having the quality level of the 
quality type that affects the processing performance amongst 
the plurality of processors. 


