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SCALABLE RFID SYSTEMS: A
PRIVACY-PRESERVING PROTOCOL WITH
CONSTANT-TIME IDENTIFICATION

RELATED APPLICATION INFORMATION

[0001] This application is a continuation of U.S. patent
application Ser. No. 12/642,307, filed Dec. 18, 2009, which
claims the benefit of U.S. Provisional Application No.
61/139,476, filed on December 19, 2008.

GOVERNMENT RIGHTS

[0002] This invention was made with U.S. government sup-
port under Grant No. W911NF-05-1-0491 awarded by the
U.S. Army Research Office. The U.S. government has certain
rights in the invention.

BACKGROUND

[0003] Privacy issues have been limiting the successful
commercialization of radio frequency identification (RFID)
systems. The ability to trace RFID tags, and ultimately the
individuals carrying them, is a major obstacle for the deploy-
ment of RFID systems in real life applications. Privacy activ-
ists have been concerned about the invasion of users’ privacy
by RFID tags, calling for the delay or even the abandonment
of their deployment. In some cases, companies have been
forced to repudiate their plans for RFID deployment in
response to the threat of being boycotted over such privacy
concerns. As a consequence of these threats, significant effort
has been made in the direction of designing RFID systems
that preserve the privacy of users.

[0004] The three main goals of RFID systems are identifi-
cation, security, and privacy. Individually, these goals can be
achieved relatively easily. However, achieving all the three
goals simultaneously is a very challenging task for protocol
designers. Identification, by itself, can be as easy as transmit-
ting identifiers of tags in clear text. When combined with the
privacy requirement, however, transmitting identifiers in
clear text is obviously unacceptable. Adding security to the
equation makes things even more complicated. To secure
communicated messages against various types of attacks, the
cryptographic parameters that are used must be sufficiently
long. (The U.S. National Institute for Standards and Technol-
ogy, NIST, has indicated that 80-bit encryption keys will no
longer be secure for symmetric key cryptography by the year
2010.) If the length of the RFID tag identifiers that is used is
sufficiently long, so that easily implemented attacks such as
random guessing and exhaustive search have only a small
probability of success, then searching a database to find those
identifiers will be more time consuming and inefficient.
[0005] Earlier RFID protocols traded off identification effi-
ciency in order to address all three goals of an RFID system.
That is, the three goals were achieved, but the reader was
required to perform alinear search among all the RFID tags in
the system in order to identify the RFID tag currently being
interrogated. In a typical protocol of this class, the reader
interrogates the RFID tag by sending a random nonce, r,. The
RFID tag generates another nonce, r,, computes h(ID, r , r,),
which is the hash of'its identifier concatenated withr, and r,,
and then responds with r, and the resulting hash value. Dif-
ferent protocols implement variants of this approach, but
achieving this result is the main functional goal of this class of
protocols. Uponreceiving the RFID tag’s response, the reader
performs a linear search of all the RFID tags in the system,
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computing the hash of their identifiers with the transmitted
nonce, until it finds a match. Obviously, unauthorized observ-
ers cannot correlate different responses of the same tag, as
long as the nonce is never repeated.

[0006] Although this class of protocols can provide private
identification, they lack the important scalability property.
More specifically, this class of protocols may be suitable for
small RFID systems, but becomes impractical as the number
of tags in the system increases. In an RFID system with
millions or billions of tags, performing a linear search for
every identification run can be extremely cumbersome and
time consuming. Thus, for a RFID system to be practical, it is
desirable to employ an identification process that can break
the barrier of linear search complexity.

[0007] An important step towards solving the scalability
issue in RFID systems has been proposed in the prior art. This
approach uses a tree structure, where each edge in the tree
corresponds to a unique secret key, each leaf of the tree
corresponds to a unique tag in the system, and each tag carries
the set of keys on the corresponding path from the root of the
tree to its leaf. The RFID tag is identified and authorized, by
its knowledge of the secret keys along its corresponding path.
[0008] However, managing tags in a tree structure based on
the secret keys that they possess poses a serious security
threat to a RFID system. Every compromised tag will reveal
the secret keys from the root of the tree to its leaf. Since these
keys are shared by many tags in the system, compromising
one tag will reveal secret information about all tags sharing a
subset of these keys.

[0009] Existing privacy preserving RFID identification
schemes, other than tree-based schemes, have a search time
complexity of O(N,), where N is the number of tags in the
system. A clear advantage of the tree-based scheme is that the
search time complexity is reduced to O(logN ), which repre-
sents a big step towards scalable RFID systems.

[0010] Many protocols for low-cost RFID systems have
been proposed over the past few years. Some have been
shown to be secure, but many have been broken or fail to
achieve the claimed properties. For example, one prior
approach proposed a privacy preserving identification proto-
col. In this protocol, when an RFID reader is used to identify
a tag within its communication range, it sends a request. The
RFID tag generates a random number r, hashes it with its
secret ID, and responds with s=(h(ID,r),r), where ID is unique
for each tag in the system. Upon receiving the RFID tag’s
response, the reader performs a linear search, hashing the
received r with all the ID’s in the database until a match is
found. Obviously, an adversary interrogating the same tag
multiple times will receive different responses each time, and
thus, will be unable to invade the privacy of the RFID tag.
[0011] Another prior art protocol differs from the preced-
ing one, because it applies hashing on a non-static identifier
instead of a randomized response. Two hash functions, h, and
h,, are used in the implementation of this protocol. Each tag
is initialized with a unique ID, and every time that the RFID
tag is interrogated, it responds with h; (ID), which is the hash
of'its ID. Following every response, the RFID tag replaces its
ID by h, (ID). To identify a tag, the database constructs N,
hash chains (one for each tag), until it finds a match. This
protocol also provides private identification.

[0012] Another lightweight prior art protocol provides that
eachtag, T,, has a secret, which is denoted that is known to the
database. The reader interrogates the RFID tag by sending a
random nonce r,. The RFID tag generates another random
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number evaluates M,=t,;r, and M,=ht,(r,.r,), where ht, is a
keyed hash function, and sends M, and M, to the reader. Upon
receiving the RFID tag’s response, the reader searches the
database for thet, that satisfies M,=ht,(r,,M .t,). Having iden-
tified the RFID tag, the reader responds with a message that
allows the RFID tag to authenticate the reader and update its
secret t,.

[0013] All of these protocols require searching all of the
RFID tags in the database until a match is found in order to
identify a single tag. Therefore, it can be said that they belong
to the linear-time identification class of protocols, which
inherently require more time as the number of tags in a data-
base increases.

[0014] The second class of protocols is the logarithmic-
time identification class, where tag identification requires
searching for a time that is proportional to the logarithm of the
number of tags in the system.

[0015] In the first logarithmic-time identification protocol
that appeared in the prior art, to avoid the need to search the
entire database for every identification, the RFID tags were
arranged in a tree structure based on a secret key possessed by
authorized users.

[0016] The tree is then built such that each edge has a
unique secret key. Tags are stored at the leaves of the tree, and
each tag stores the keys in the path from the root to its leaf By
traversing the tree from top to bottom, the reader can identify
tags by the secret key possessed by an authorized user.
[0017] Although reducing search-time complexity can be
considered a milestone in the design of scalable RFID proto-
cols, it introduces a new security threat. Arranging tags in a
tree, based on their secret keys, implies that different tags will
share secret information depending on their position in the
tree. Therefore, compromising a subset of tags in the system
can dangerously undermine the security of other uncompro-
mised tags. In fact, in at least one of the prior art approaches,
it has been shown that, by compromising only 20 tags in a
system containing 22° tags, an adversary can trace an uncom-
promised tag with a probability close to one.

[0018] The advantage of reducing the search-time com-
plexity was attractive but it is not possible to overlook the
protocol as a result of the new threat it introduced. In an
attempt to mitigate the problem of tag compromise attack,
others have proposed a dynamic key update authentication
protocol that is similar to the tree-based protocol, but adds the
step of updating the tree after every successtful protocol run.
The idea of key update improves the security of the protocol,
but does not provide security against a compromise attack.
More precisely, in a system that contains 2°° tags, an adver-
sary compromising 20 tags will still have a 60% chance of
tracing an uncompromised tag.

[0019] To address the problem of private identification in
RFID systems, it would thus be desirable to employ a proto-
col that not only breaks the linear search complexity barrier,
but also improves on the efficiency of the logarithmic search
complexity and enables tag identification with constant-time
search complexity. Unlike tree-based protocols, such a pro-
tocol should also be resilient to tag compromise attacks, so
that compromising a subset of tags in the system, regardless
of' the size of the subset, should not affect the security of the
remaining uncompromised tags.

BRIEF SUMMARY

[0020] To address the concerns noted above, an exemplary
method is employed for securely identifying and authenticat-
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ing radio frequency identification (RFID) tags while main-
taining privacy. The method includes the step of providing
each RFID tag with an internal counter, a unique pseudonym,
and a secret key. In addition, a database is created and initial-
ized to include data identifying the RFID tags. A random
nonce is generated and conveyed to a RFID tag that is to be
identified. At the RFID tag to be identified, a first hash value
is computed of the unique pseudonym and a current value of
the counter for the RFID tag, and a second hash value is
computed that is a function of the secret key, the random
nonce, the unique pseudonym, and the current value of the
counter for the RFID tag. The first hash value and the second
hash value are conveyed to a reader, which accesses the data-
base to attempt to identify the RFID tag as a function of the
first hash value. The database includes the unique pseud-
onym, the secret key, and a new unique pseudonym for the
RFID tag, all of which are associated with the first hash value.
If the reader is successtul in identifying the RFID tag, it next
authenticates that the RFID tag for which the first and the
second hash values were computed is the RFID tag that was
identified in the database. This authentication step is carried
out using the second hash value to confirm that the RFID tag
being identified had the secret key that was stored in the
database for the RFID tag that was just identified.

[0021] Ifthe RFID tag that was identified is authenticated,
the method then provides for computing a plurality of hash
values as functions of the pseudonym, the secret key, the
second hash conveyed to the reader, and the new unique
pseudonym. The plurality of hash values are then conveyed to
the RFID tag that was identified and authenticated. The RFID
tag then tries to authenticate the reader using one of the
plurality of hash values, and if the reader was authenticated,
uses another of the plurality of hash values to determine the
new unique pseudonym. Next, using still another of the plu-
rality of hash values, the RFID tag attempts to verify an
integrity of the new pseudonym that was determined.

[0022] The method also includes the steps of selecting
parameters that must be determined before initializing values
included in the database and in each of the RFID tags. Using
the parameters that were selected, the database is initialized
so that it includes a first hash value, a secret key, and a new
unique pseudonym for each RFID tag that can be identified.
The unique pseudonym and secret key can then be loaded into
each of the RFID tags.

[0023] The method can also include the step of choosing a
function for use in computing the first hash value and the
second hash value such that the first and the second hash
values used in connection with the database are distinct, to
minimize a probability of collisions between hash values
associated with different RFID tags.

[0024] The step of selecting parameters can include the step
of selecting at least one parameter from the group consisting
of a total number of unique pseudonyms that can be used for
the RFID tags, where a total number of the RFID tags is less
than the total number of unique pseudonyms; a maximum
counter value that can be employed by the RFID tags; a length
in bits for the secret keys and for the unique pseudonyms; a
hash function used to compute the first hash value and the
second hash value when identifying a RFID tag, as well as an
output length of the hash function; and a length of truncated
hash values used to access data in the database.

[0025] The method can also include the step of organizing
the database to include pointers to other parts of the database,
as well as a first hash value for each different RFID tag that
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can be identified, and information about each RFID tag, in
association with a unique pseudonym for the RFID tag. The
database can be organized with three parts, including a first
part including pointers that comprise truncated first hash val-
ues and which point to mini tables in a second part of the
database. The second part can including mini tables of
untruncated first hash values for the RFID tags and second
pointers to the information about RFID tags. The information
is then included in a third part of the database.

[0026] The database is modified each time that a new
unique pseudonym is provided to one of the RFID tags, so that
the new unique pseudonym, the first hash value, and the
second hash value are updated and associated with the infor-
mation about the RFID tag that was just provided the new
unique pseudonym.

[0027] Another part of the method includes the step of
randomly selecting the unique pseudonyms provided to the
RFID tags from a set of all possible bit strings of a predefined
number of bits, so that a different unique pseudonym is pro-
vided to each RFID tag. This unique pseudonym is employed
in the database in connection with the identification of the
RFID tag with which it is associated.

[0028] Another aspect of this approach is directed to a
machine readable memory medium on which are stored
machine executable instructions. When executed by a proces-
sor, the instructions carry out a plurality of functions for
securely identifying and authenticating radio frequency iden-
tification (RFID) tags while maintaining privacy. These func-
tions are generally consistent with the steps of the exemplary
method discussed above.

[0029] This application specifically incorporates by refer-
ence the disclosure and drawings of the patent application
identified above as a related application.

[0030] This Summary has been provided to introduce a few
concepts in a simplified form that are further described in
detail below in the Description. However, this

[0031] Summary is not intended to identify key or essential
features of the claimed subject matter, nor is it intended to be
used as an aid in determining the scope of the claimed subject
matter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0032] Various aspects and attendant advantages of one or
more exemplary embodiments and modifications thereto will
become more readily appreciated as the same becomes better
understood by reference to the following detailed description,
when taken in conjunction with the accompanying drawings,
wherein:

[0033] FIG. 1 is a schematic block diagram illustrating an
exemplary embodiment of the present novel privacy preserv-
ing protocol;

[0034] FIG. 2 is an exemplary table of hash value used in a
database accessed by a reader of the RFID tags, where the
table illustrates hash values computed during initialization of
the database for each of N pseudonyms and each RFID tag
counter value, from 0 through C-1, where C is a predefined
parameter,

[0035] FIG. 3 illustrates an exemplary architecture for the
database, where each entry in a table in a column M-I points
to another, smaller table in a column M-II that includes data
from the table of FIG. 2, and each of the entries in the smaller
tables in M-I point to information for the RFID tags;
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[0036] FIG. 4 illustrates an exemplary database update,
wherein only the RFID tag information is updated, so that it is
only necessary to update two entries instead of O(C) entries;
[0037] FIGS.5A and 5B are flowcharts showing exemplary
steps for carrying out the method for maintaining privacy
while identifying RFID tags, in accord with the approach
disclosed herein; and

[0038] FIG. 6 is a functional block diagram of an exem-
plary computing device that can be employed in a system for
maintaining privacy while identifying RFID tags using data
in a database related to the RFID tags.

DETAILED DESCRIPTION

Figures and Disclosed Embodiments Are Not Limiting

[0039] Exemplary embodiments are illustrated in refer-
enced Figures of the drawings. It is intended that the embodi-
ments and Figures disclosed herein are to be considered illus-
trative rather than restrictive. No limitation on the scope of the
technology and of the claims that follow is to be imputed to
the examples shown in the drawings and discussed herein.

System Model

[0040] RFID systems are typically broken down into three
main components: a tag, a reader, and a database. In an
exemplary embodiment of the present model, the RFID tag is
assumed to have limited computing power: hash computa-
tions are the most expensive operations that tags can perform.
The reader is a computationally powerful device with the
ability to perform sophisticated cryptographic operations.
The database is a storage resource at which information about
the RFID tags in the system is stored. Communications
between readers and the database are assumed to be secure
(either by using secure wired connections or by establishing
secure channels using proven secure cryptographic primi-
tives).

[0041] In a typical RFID system, the number of tags is
orders of magnitudes larger than the number of readers. When
an RFID tag is within the communication range of a reader,
the reader interrogates the RFID tag in order to carry out the
identification process. Upon interrogation, the RFID tag
responds with a quantity that uniquely identifies the RFID tag
and allows the reader to access the database and obtain infor-
mation about the RFID tag.

Adversarial Model

[0042] An adversary is assumed to have complete access to
the communication channel used by tags and readers. Thus,
the adversary can observe all messages exchanged between
valid readers and tags, modify exchanged messages, block
exchanged messages and replay them later, as well as gener-
ate messages. However, the following discussion does not
consider an adversary whose only goal is to jam the commu-
nication channel.
[0043] The adversary is modeled as a polynomial-time
algorithm. In an approach that is similar to the adversarial
model proposed by others, it is assumed that given a tag, T,
and a reader, R, the adversary has access to the following
oracles:
[0044] Query(T,m,,m,): The adversary acts as the reader
in an instance of the protocol. The adversary sends m, as
the first message to T, receives a response, and then
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sends the message m;. This oracle models the adver-
sary’s ability to interrogate the RFID tag.

[0045] Send(R,m,): The adversary executes the proto-
col, acting as the RFID tag. The adversary sends m, to
the reader R and receives the reader’s response. This
oracle models the adversary’s ability to act as a tag in the
system.

[0046] Execute(TR): The RFID tag, T, and the reader, R,
execute an instance of the protocol. The adversary
eavesdrops on the channel and can also tamper with the
messages exchanged between T and R. This oracle mod-
els the adversary’s ability to actively monitor the chan-
nel between tag and reader.

[0047] Reveal(T): This query models the exposure of the
RFID tags’ secret parameters to the adversary. The
oracle simulates the adversary’s ability to physically
capture the RFID tag and obtain its secret information.

[0048] The adversary can call the oracles Query, Send, and
Execute any polynomial number of times. The Reveal oracle
can be called only once, at which the RFID tag is considered
compromised and, thus, there is no point in calling the other
oracles after the Reveal oracle has been called.

Security Model

[0049] The main security goals of the present exemplary
protocol are privacy and authenticity. Privacy is measured by
the adversary’s ability to trace tags by means of the adver-
sary’s responses in different protocol runs. The three notions
of untraceability, i.e., universal untraceability, forward
untraceability, and existential untraceability, are defined as
follows.

Definition 1 (Universal Untraceability): Tags in an RFID
system are said to be universally untraceable if an adversary
cannot track a tag based on information gained before the
RFID tag’s last authentication with a valid reader. In other
words, there is no correlation between a tag’s responses
before and after being scanned by a valid reader.

[0050] Universal untraceability is modeled by the follow-
ing game between the challenger C (i.e., an RFID system) and
a polynomial time adversary A.

[0051] 1. A signals C to begin the game.

[0052] 2. C selects two tags, T, and T, a valid reader, R,
and gives them to A.

[0053] 3. A makes queries of T, T,, and R using the
Query, Send, and Execute oracles for a number of times
of'its choice.

[0054] 4. A stops calling the oracles and notifies C.

[0055] 5. Ccarries outan instance of the protocol with T,
and T, during which mutual authentication of both tags
with R is achieved.

[0056] 6. C selects a random bit, b, and sets T=T,.

[0057] 7. The adversary makes queries of T and R using
the Query, Send, and Execute oracles.

[0058] 8. A outputs abit, b'. The adversary wins the game
if b'=b.

[0059] The second notion of privacy, forward untraceabil-
ity, is defined as follows.

Definition 2 (Forward Untraceability): In an RFID system
with forward untraceability, an adversary capturing the RFID
tag’s secret information cannot correlate the RFID tag with its
responses before the last mutual authentication with a valid
reader.

[0060] Assume there is an adversary observing an
exchanged message between a tag and a valid reader. If at a
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certain point in time, the secret keys of the RFID tag are
exposed to the adversary (for example, by physically captur-
ing the RFID tag), the adversary cannot correlate the RFID
tag with its previously observed past instances.

[0061] Forward untraceability is modeled by the following
game between the challenger C (i.e., an RFID system) and a
polynomial time adversary A.

[0062] 1. A signals C to begin the game.

[0063] 2.C selects two tags, T, and T, a valid reader, R,
and gives them to A.

[0064] 3. A makes queries of T,, T, and R using the
Query, Send, and Execute oracles for a number of times
of its choice.

[0065] 4. A stops calling the oracles and notifies C.

[0066] 5. C carries outan instance of the protocol with T,
and T, during which mutual authentication of both tags
with R is achieved.

[0067] 6. C selects a random bit, b, and sets T=Tb.

[0068] 7. The adversary calls the oracle Reveal (T).

[0069] 8. A outputs abit,b'. The adversary wins the game
if b'=b.

[0070] The third notion of privacy, existential untraceabil-
ity, is defined as follows.

Definition 3 (Existential Untraceability): Tags in a RFID sys-
tem are said to be existentially untraceable if an active adver-
sary cannot track a tag based on its responses to multiple
interrogations, even if the RFID tag has not been able to
accomplish mutual authentication with an authorized reader.
[0071] Existential untraceability is modeled by the follow-
ing game between the challenger C (an RFID system) and a
polynomial time adversary A.

[0072] 1. A signals C to begin the game.
[0073] 2.Cselectstwo tags, T,and T, and gives them to
A

[0074] 3. A makes queries of T, and T, using the Query
oracle for at most CI number of times for each tag, where
Cl is a pre-specified system security parameter.

[0075] 4. A stops calling the oracles and notifies C.
[0076] 5. C selects a random bit, b, and sets T=Tb.
[0077] 6. The adversary makes a query of T using the

Query oracle.
[0078] 7. A outputs abit,b'. The adversary wins the game
if b'=b.
[0079] To quantify the adversary’s ability to trace RFID
tags, the adversary’s advantage of successfully identifying
the RFID tag in the previous games is defined as:

Adv,=2(Pr(b'=b)-15). (1)

[0080] Ifthe adversary cannot do any better than a random
guess, then Pr(b'=b)=Y2. Consequently, the adversary’s
advantage, Adv 4, is zero, at which point it is said that tags are
untraceable.

[0081] The other security goal of the present exemplary
novel protocol is mutual authentication. Inspired by the work
of others in the prior art, an honest protocol run is defined as
follows.

Definition 4 (Honest Protocol Run): A mutual authentication
protocol run in the symmetric key setup is said to be honest if
the parties involved in the protocol run use their shared key to
exchange messages, and the messages exchanged in the pro-
tocol run have been relayed faithfully (without modification).
[0082] Another term that will be used herein is the defini-
tion of negligible functions. As is known in the art, negligible
functions are defined as follows.
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Definition 5 (Negligible Functions): A function y: N—R is
said to be negligible if for any nonzero polynomial €, there
exists N, such that for all N>N, Iy(N)I<(1/1 (N)I). That is,
the function is said to be negligible if it converges to zero
faster than the reciprocal of any polynomial function.

[0083] A formal definition of secure mutual authentication
for RFID systems follows.

Definition 6 (Secure Mutual Authentication): A mutual
authentication protocol for RFID systems is said to be secure
if and only if it satisfies all of the following conditions:

[0084] 1. The secret parameters of the RFID tag cannot
be recovered by observing messages exchanged in pro-
tocol runs.

[0085] 2. Authentication® Honest protocol: the prob-
ability of achieving mutual authentication when the pro-
tocol run is not honest is negligible.

[0086] 3. Honest§ protocol Authentication: if the proto-
col run is honest, the RFID tag-reader pair must authen-
ticate each other with a probability equal to one.

[0087] To model the adversary’s attempt to authenticate as
atag to a reader (i.e., to impersonate a tag in the system), the
following game between the challenger C and adversary A is

proposed.
[0088] 1. A signals C to begin the game.
[0089] 2. C chooses atag, T, at random, a reader, R, and

gives them to A.
[0090] 3. A calls the oracles Query, Send, and Execute
using T and R for a number of times of its choice.
[0091] 4. A decides to stop and signals C to move on to
the next phase.
[0092] 5. C initiates communication with A (as if Ais a
tag in the system).
[0093] 6. A responds with a string, s. If s is accepted as a
valid tag response, A wins the game.
[0094] Similarly, to model the adversary’s attempt to
authenticate as if a reader of an RFID tag, the following game
between the challenger C and adversary A is proposed.
[0095] 1. A signals for the game to begin.
[0096] 2.C chooses atag, T, at random, a reader, R, and
gives them to A.
[0097] 3. A calls the oracles Query, Send, and Execute
using T and R for a number of times of its choice.
[0098] 4. A decides to stop and signals C to move on to
the next phase.
[0099] 5. A initiates communication with T (as if A is a
valid reader), and observes its response.
[0100] 6. A responds with a string, s. If s is accepted as a
valid reader response by T, A wins the game.
[0101] Definition 6 implies that this exemplary novel pro-
tocol achieves secure mutual authentication only if the adver-
sary’s probability of winning either one of the previous two
games is negligible.

Protocol Overview

[0102] In the present exemplary system, each tag has an
internal counter, ¢, and is preloaded with a unique pseud-
onym, W, and a secret key, k. The secret key and the pseud-
onym are updated whenever mutual authentication with a
valid reader is accomplished, while the counter is incre-
mented every time authentication fails.

[0103] To allow for constant-time identification, the struc-
ture of the database is divided into three logical parts. The first
part consists of pointers that allow direct accessing to entries
in the second part. The second part, in turn, contains pointers

Aug. 15,2013

that allow direct accessing of information about an interro-
gated tag. As described below, this architecture allows for
constant-time identification.

[0104] Whenan RFID reader is to identify and authenticate
atag within its range, it generates a random nonce,  1z{0,1}*
, and transmits it to the RFID tag. Upon receiving r, the RFID
tag computes h(W.c) and ¥:=h(0,W,c.k,r) , where W is the
RFID tag’s current pseudonym, k is the RFID tag’s current
secret key, ¢ is the RFID tag’s internal counter, and r is the
received nonce. The RFID tag then increments its counter
after replying to the reader. If authentication succeeds and the
tag updates its pseudonym, the counter is reset to zero, imply-
ing that the counter is only incremented if authentication fails.
With h(W,c), the reader accesses the database to identify the
RFID tag and obtain its information, including its pseud-
onym, W, its secret key, k, and a new pseudonym, W', to
update the RFID tag. With % the reader authenticates the
RFID tag by confirming its knowledge of the secret key, k,
obtained from the database.

TABLE 1

A list of parameters and used notations

N7 The total number of tags in the system
N The total number of pseudonyms chosen
by the system designer
, The i* pseudonym
C The maximum counter value chosen by
the system designer
The length of the secret parameter in bits
The cryptographic hash function used, mapping
strings with arbitrary lengths to L-bit strings

h: {0, 1}*—{0, 1}*

L The output length of the hash function used
n The length of the truncated hash values
v, . Tags’ identifiers ¥, , := h(¥,, c)
w, " The n most significant bits of ¥,
[x] For a real number x, [x] is the smallest
integer greater than or equal to x
XERS X is a random element of the set S
[0105] Once the RFID tag has been identified and authen-

ticated, the reader responds with h(1, ¥, k.?), h(2, ¥.k), W',
and h(3, W'k, ). With h(1, W k.F), the RFID tag authenticates
the reader (by verifying its knowledge of its secret key, k). If
the reader is authenticated, the RFID tag uses h(2, ¥,k), ¥' to
extract its new pseudonym, W'. Once the new pseudonym has
been computed, the RFID tag verifies its integrity using h(3,
W' k,p). The RFID tag and the reader then update the RFID
tag’s secret key to k'=h(k) , truncated to the required length, 1.
[0106] FIG. 1 includes a block diagram 10 that depicts an
exemplary single protocol run between an RFID reader 12
and an RFID tag 14. The RFID reader uses data in a database
16 to identify RFID tag 14, as explained below. The protocol
can be broken into three main phases: system initialization
phase, tag identification phase, and identity randomization
and system update phase. Each phase is detailed below.

System Initialization

[0107] During this phase, the database is initialized and
each tag is preloaded with secret information. The secret
information includes the RFID tag’s secret key, which the
RFID tag and reader use to authenticate one another, and the
RFID tag’s pseudonym, which is used by the reader to iden-
tify the RFID tag.

[0108] Given the total number of tags the RFID system is
suppose to handle, N, and predefined security and perfor-
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mance requirements (as discussed below), the system
designer chooses the following parameters to start the initial-
ization phase:

[0109] The total number of pseudonyms, N. Since
pseudonyms will be used as unique tag identifiers, there
must be at least one pseudonym for every tag in the
system. Furthermore, since tags are assigned new iden-
tifiers following every successful mutual authentication
process with an authorized reader, the total number of
pseudonyms must be greater than the total number of
tags in the system, i.e., N>N,. (N can be chosento be a
constant multiple of N, e.g., N=FN,, where F is a posi-
tive integer chosen by the system designer.)

[0110] The maximum counter value, C. The counter is
used by RFID tags to mitigate traceability by active
adversaries; the larger the counter is, the more difficult it
will be for active adversaries to track the RFID tag. On
the downside, the size of the database will grow linearly
with the maximum value of the counter (the database
size is O(NC)). Therefore, the size of the counter is a
trade-off between the privacy of tags and the system
complexity, and these parameters must be decided by the
system designer (according to the security and perfor-
mance requirements).

[0111] The length, 1, in bits, of the secret parameters for
the RFID tags (pseudonyms and keys). As in any sym-
metric key cryptosystem, this parameter should be cho-
sen properly to prevent easy-to-implement attacks, such
as exhaustive search and random guessing.

[0112] The hash function, h. More particularly, the out-
put length of the hash values, L, is of special importance.
The length must be chosen to be sufficiently large so that
there are no collisions during database initialization,
which is described below.

[0113] The length, n, of the truncated hashes. The value
of'n should be at least n=log, NC.

[0114] Once the system parameters have been chosen, the
initialization phase can start. The initialization phase can be
summarized in the following steps.

[0115] 1. Given the number of pseudonyms, N, and the
length of each pseudonym, 1 the system designer draws,
without replacement, N pseudonyms randomly from the
set of all possible 1-bit strings. That is, N distinct pseud-
onyms, W, Q,, . .., Wy, are chosen at random from
{0,1}". Each tag is given a unique pseudonym and a
secret key, and the counter for each tag is initially set to
Zero.

[0116] 2.Foreach pseudonym, W,, the hash value h(¥,c)
iscomputed foralli=1,2,...,Nandallc=0,1,...,C-1,
i.e., a total of NxC hash operations must be performed.
FIG. 2 depicts a table 20 that illustrates examples of hash
values 22 that are thus generated for N unique pseud-
onyms and the RFID tag counter values from 0 (hash
values shown in a column 24) through C-1 (hash values
shown in a column 26).

[0117] Each row of the table in FIG. 2 corresponds to the
same unique pseudonym. Therefore, all entries in the i row
must point to the same memory address carrying information
about the RFID tag identified by the unique pseudonym W,.

[0118] In order for tags to be identified uniquely, the hash
values in the table of FIG. 2 must be distinct. This goal can be
achieved by choosing the hash function, h, to be an expansion
function, as opposed to the usual hash functions that are used,
which are compression functions, so that any collisions will
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occur with a small probability, e.g., 2.9x107>° for L equal to
128 bits and assuming (reasonably) that the outputs of the
hash function are uniformly distributed over all possible out-
puts. For example, an expanding hash function can be
achieved by concatenating multiple hash functions, i.e., h(x)
=h,x)||.. . |lh,,(x), so that h(x) has the required length. Tt will
be assumed that the output of the hash function has length L
bits, which must be at least equal to log, NC so that the table
in FIG. 2, which is of size NC, can be constructed without
collisions (I will be much larger in practice). If a pseudonym
that causes a collision in FIG. 2 is found, the pseudonym is
replaced by another one that does not cause a collision. (It
should be noted that the pool of possible pseudonyms is of
size 2/, which is much larger than the required number of
pseudonyms N, which gives the system designer sufficient
freedom to properly construct the system.) With the appro-
priate choice of the hash function, a table of hash values with
no collisions can be constructed. Since this operation is only
performed once, i.e., at the initialization phase, time com-
plexity is not an issue thereafter.

[0119] Since the length of h(W¥,c) (the identifiers of the
RFID tags), L, is large to avoid collisions, it would be infea-
sible to have a physical memory that can accommodate all
possible L-bit strings (for direct addressing). For example, if
L=128, a database size on the order of 4x10*® Gigabytes
would be required. Previously proposed privacy-preserving
schemes solve this problem in one of two ways. The first
approach requires O(N,) memory space to store information
about each tag in the system and requires the reader to per-
form a linear search among tags in the system to identify
responses of the RFID tags, thus requiring O(N) space and
O(N,) time for identification. The other method identifies
tags based on their key information and requires the reader to
perform a logarithmic search to identify responses of the
RFID tags, thus requiring O(N ;) space and O(log N ;) time for
identification, as is known in the art.

[0120] For ease of presentation, the database canbe divided
into three logical parts, M-I, M-II, and M-III, as shown for a
representation of an exemplary database 30 in FIG. 3. The
first part, M-1, consists of a single table of size O(2”), where
nZlog, NC (n is chosen so that 2"=NC). The second part,
M-II, consists of multiple smaller tables, such as exemplary
tables 32, 38, and 48; the total size of all the tables in M-II is
O(NC). Finally, the last part, M-III, is of size O(N).

[0121] The table in M-I is a table of pointers, such as
pointers 36 and 46. The addresses of M-I range from 0" to 1".
Each entry in the table points to the head of one of the mini
tables in M-II (according to a specific relation that is
explained below).

[0122] Each entry of M-II contains two fields. In the first
field, the hash values obtained in the table of FIG. 2 are stored
(ie, h(W,c)foralli=1,... ,Nandall c=0, ..., C-1). M-1I
is organized based on the hash values stored in the first field.
It is noted that two hash values h(¥,,c,) and h(¥,.c,) are in
the same position, b, if their n most significant bits are the
same (recall that the output length of the hash function is
L>n). All hash values that have the same position, i.e., share
the n most significant bits, are stored in the same mini table in
M-II (e.g., the hash values with b=s, where pointer 36 points
to table 38 of FIG. 3). Hash values with distinct positions are
stored in different tables (e.g., hash values with b=0" ,s,1” in
FIG. 3 are respectively stored in tables 32, 38, and 48). (Recall
that FIG. 2 contains the computed hash values; thus, table
M-II can be viewed as a reorganized version of the two-
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dimensional table 20 in FIG. 2, i.e., reorganized as a one-
dimensional table of size O(NC).) The second field of each
entry of M-1I stores a pointer such as a pointer 39 to an entry
in M-III containing information about a tag in the system
(depending on the value of'the first field), such as information
field 40. For example, if the value stored in the first field is
h(¥,,c), which is in the first row of table 38, then the value in
the second field will be pointer 39 to the data entry in M-III
where information 40 about the RFID tag with unique pseud-
onym can be found. It should be noted that table 32 includes
a pointer p that points to an empty field 34 in M-II1. Field 34
is empty because there is currently no tag in the system with
pseudonym W, as is evident in the example of FIG. 3. Since
the number of pseudonyms in the system, N, is larger than the
number of tags, N, which is necessary to ensure that there
will be pseudonyms available to update the tag upon its iden-
tification, there will be N - Nempty spaces in M-1II. Assum-
ing that the reader has identified a tag in the system, the reader
will select one of the unused pseudonyms to update the tag. If
W, is the selected pseudonym, then the information about the
tag will be copied into empty field 34, since W, is now the
current pseudonym for the tag.

[0123] After M-II has been constructed, the pointers at M-I
are chosen to satisfy the following: the pointer stored at
address ain M-I must point to the mini table in M-11 that stores
identifiers with position a. In other words, each pointer in M-I
must point to the identifiers with position equal to the address
of the pointer.

[0124] Finally, M-III is the actual memory where informa-
tion for the RFID tags is stored. FIG. 3 depicts the architecture
of the database with the three logical partitions. The identifi-
cation phase below will further illustrate the structure of the
database.

Tag Identification

[0125] Tags in aprotocol run of the system are identified by
the hash of their pseudonyms concatenated with their internal
counters. Denote by W, the hash value of the i”* pseudonym
concatenated with a counter c; that is, W, .:=h(W, ¢). Further-
more using W, "', denote the truncated value of W, ; more
precisely, W, " represents the n most significant bits of ¥, .
(i.e., the position of W, ).

[0126] Once W, _has beenreceived, the reader accesses the

data entry at address W, " in M-1. This table entry is actually

a pointer, p, to one of the tables in M-II. There are three

possible scenarios here:

[0127] 1. The value at address W, ” in M-I is a null,
which implies that, during the construction of the table
in FIG. 2, no identifier with position W, " was con-
structed. Therefore, either the RFID tag is not a valid
one, or the RFID tag’s response has been modified. In
the example of FIG. 3, ifthe n most significant bits of the
received W, _ are zeros, then no valid tag matches this
response.

[0128] 2. The pointer, p, ataddress W, . points to a table
in M-II with exactly one entry. In this scenario, the first
field of the entry pointed at by p must be the entire
(untruncated) W, _; the value at the second field will be a
pointer to the entry in M-III that contains information
about the interrogated tag. In the example of FIG. 3, if
the n most significant bits of the received W, _ are ones,
then pointer 46 at address 1” in M-I will point to the entry
(i.e., table 48) at M-1I at which W, =I"|{t", and the
pointer, p", are stored. In turn, p" will point to the entry
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at M-III where information 44 about the RFID tag with
unique pseudonym W, is stored.

[0129] 3. The pointer at address W, * of M-I points to a
table in M-1I with more than one entry. In this scenario,
the reader searches the first fields of the mini table in
M-II until it reaches the entry that matches the complete
(untruncated) received identifier, W, .. Next, it follows
the pointer (in the corresponding second field) to obtain
the RFID tag’s information. In the example of FIG. 3, if
thereceived identifieris W', . =s||t;, the reader will follow
pointer 36 at address s of M-I. The pointer, however,
points to table 38 in M-II with more than one entry.
Therefore, the reader must search until it reaches the last
entry of table 38 to find a match for the received
W, . =slltz- Once the match is found, the reader can fol-
low the pointer, p", to the entry in M-III containing
information 44 about the RFID tag with the current
unique pseudonym W,.

[0130] The identification process allows for unique identi-
fication of tags in the system. This result is due to the require-
ment that, in the initialization phase, the values in the table of
FIG. 2 are distinct. Consequently, the entries in M-I are
distinct, enabling the unique identification of tags.

Identity Randomization and System Update

[0131] Once atag has been authenticated, the reader draws
one of the unoccupied pseudonyms generated in the initial-
ization phase. (Recall that the number of pseudonyms is
greater than the number of tags in the system; consequently,
there will always be unused pseudonyms available for iden-
tity randomization.) Once an unoccupied pseudonym has
been chosen, it is to be transmitted to the RFID tag in a secret
and authenticated way.
[0132] To allow for correct identification of a tag after its
pseudonym has been updated, the database must be updated
accordingly. A straightforward way of updating the database
is by updating the pointers corresponding to the outdated and
updated pseudonyms. For example, if the RFID tag’s out-
dated pseudonym is W,, and its updated pseudonym is ¥,
then all pointers in M-II corresponding to entries W, o, W, |, .
. » W, ., must point to a null; and all pointers in M-II
corresponding to entries W, o, Wy ;, ..., W, ._, must point to
the entry in M-I1II containing information about the RFID tag.
This method, however, requires O(C) updates.
[0133] An alternative method that allows a faster update is
graphically depicted in a schematic diagram 50 shown in FIG.
4. In this diagram, an upper portion 52 shows hash values 54
and pointers 56 before the pseudonym for a tag is updated.
Pointers p then point to information 58, while pointers p' point
to an empty field in M-III. After the RFID tag is provided a
new unique pseudonym, instead of updating the pointers as in
the previous method, the information for the RFID tag is
moved to the entry in M-III pointed at by the pointers corre-
sponding to the updated pseudonym in M-II. Lower portion
62 shows the hash values and pointers after this approach is
used to update the database for the change to the new unique
pseudonym. New hash values 64 are now associated with
pointers p', which point to information about the RFID tag in
field 68, leaving field 70 now empty.
[0134] The only downside to this method over the previous
one is that the size of M-11I will increase from O(N;) to O(N).
(Asymptotically, however, N and N are of the same size.) In
the example of FIG. 4, instead of changing all entries in M-I
with pointer p' to p, and changing entries with pointer p to
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null, the RFID tag’s information is moved to the entry in
M-III pointed at by p' and the entry pointed at by p is emptied.

Flowchart Showing Exemplary Steps for Identifying RFID
Tags

[0135] FIGS. 5A and 5B illustrate a flowchart 80 showing
exemplary steps for implementing the secure identification of
RFID tags, while maintaining privacy. As noted above, the
process begins at a step 82 in which the designer ofthe system
selects the parameters that are used, for example, as shown in
Table 1. Based upon these parameters, a database is created
and initialized to include the hash values for each of N pseud-
onyms, as well as an indication of a next unique pseudonym
that will be provided to an RFID tag after it has been identi-
fied. These hash values, secret keys, and pointers are applied
to create the database, as discussed above, and in a step 86,
each of the RFID tags is loaded with its unique pseudonym
and secret key, and the counter on each is set to zero, com-
pleting the initialization of the system.

[0136] When aRFID tagis to be identified, in a step 88, the
RFID reader generates a random nonce (a binary string that is
L bits in length) and transmits the nonce to the RFID tag to be
identified. The RFID tag uses the unique pseudonym and the
counter value to computer a first hash value, and the unique
pseudonym, counter value, key, and nonce to compute a sec-
ond hash value, and then transmits the first and the second
hash values to the RFID reader, in a step 90. In a decision step
92, the reader tries to use the first hash value to determine the
identity of the RFID by reference to the database. A step 94
indicates that the identification has failed, and the logic would
then return to step 88 to wait until the RFID reader needs to
identify another RFID tag. However, if the RFID reader was
successful, in a decision step 96, the RFID reader tries to use
the second hash value to confirm that the key of the RFID tag
that was identified matches the secret key for that RFID tag in
the database (the secret key is included in the information for
the RFID tag that was identified). If not successful, as indi-
cated in a step 98, the logic again returns to step 88 to wait
until another RFID tag is to be identified. Otherwise, if suc-
cessful, a step 100 indicates that the RFID reader has identi-
fied the RFID tag. The logic proceeds to a reference A, in FIG.
5B.

[0137] In a step 102, the RFID reader computes multiple
(third, fourth, and fifth) hash values. The third hash value is
computed using the pseudonym, the key, and the second hash
value; the fourth hash value is computed using the pseud-
onym, the key, and the second hash value XORed with the
new pseudonym; and, the fifth hash value is computed with
the new pseudonym, the key, and the second hash value. The
third, fourth, and fifth hash values are then transmitted to the
RFID tag that was just identified. With the third hash value, h
(1,y,k.7), the RFID tag attempts to authenticate the reader (by
verifying its knowledge of its secret key, k). If the reader is
authenticated, the RFID tag uses the fourth hash value, h
(1p.k By to extract the new pseudonym 1)’ for the RFID
tag. Once the new pseudonym has been computed, the RFID
tag verifies the integrity of the new pseudonym using the fifth
hash value, h(3,y"k7). The RFID tag and the reader then
update the RFID tag’s secret key to k'=h(k), truncated to the
required length, 1.

[0138] Inaddition, in step 102, the RFID reader updates the
database to indicate that the new secret key and new unique
pseudonym are to be associated with the identity of the RFID
tag that was just identified. Since there is a chance that the
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RFID tag will not accept the reader’s response, either because
the response was modified in the transmission to the RFID tag
or was blocked by an adversary, the reader may update the
pseudonym for the RFID tag in the database, while the RFID
tag does not do so.

[0139] To address this problem of the database and RFID
having different current pseudonyms, the database stores
both the previous and the updated pseudonyms for the RFID
tag. An exemplary approach used to facilitate this solution to
the problem is indicated in the database update shown in FI1G.
4. Instead of emptying the entry in table M-III that stores
information about the identified RFID tag (as in field 70 in
FIG. 4), information about the tag remains there. By retaining
the information, the RFID tag can still be identified—whether
if it has updated its pseudonym or not. However, a pointer to
field 70 is stored in field 68, where the new information about
the tag is copied, so that when the RFID tag is identified in the
next run (with the updated pseudonym), the database can
delete the information previously stored in field 70. Similarly,
a pointer to field 68 should be stored in field 70 so that, if the
RFID tag is identified via its previous (now outdated) pseud-
onym, the information in field 68 can be deleted. Without
these pointers, the database will not be able to delete the
information corresponding to the previous outdated (or unde-
livered updated) pseudonym, and thus, multiple copies of
RFID tag information will be stored in M-III (one for each
identification run).

[0140] In a decision step 104, the RFID tag attempts to
authenticate the RFID reader using one of the hash values it
just received (i.e., the third hash value), but if not successful,
a step 106 indicates that the RFID reader is not authorized to
interact with the RFID tag. Otherwise, if successtul, a step
108 provides that using another of the hash values just
received (i.e., the fourth hash value), the RFID tag determines
the new unique pseudonym that it should be using for the next
attempt at identification by the reader. A decision step 110
determines if the RFID tag can verify the integrity of the new
unique pseudonym just determined, based on another of the
hash values (i.e., the fifth hash value) just received. If not
successful, a step 112 indicates that the RFID tag will not use
the new unique pseudonym, but will instead continue using
the unique pseudonym that it previously used. Otherwise, if
successful in decision step 110, in a step 114, the RFID tag
updates its secret key and will use the new unique pseudonym
when it is next necessary for the RFID reader to identify the
RFID tag. A step 116 indicates that the RFID reader is now
available to identify another tag (although it is contemplated
that multiple RFID tags might be identified in parallel pro-
cesses). The logic then returns to reference B at step 88 to wait
until the RFID reader must again identify a RFID tag by
repeating this process.

Probabilistic Analysis

[0141] For the proposed scheme to be practical, it is neces-
sary to show that a set of parameters can be chosen such that
the claim of constant-time identification can be achieved with
feasible resources (namely, feasible database size). This sec-
tion is devoted to showing that, with a set of appropriately
chosen parameters, the present exemplary technique can
achieve constant-time identification with a database of size
O(Ny).

[0142] Assuming that the W, ’s are uniformly distributed,
the probability that the truncated version W, . takes a specific
value, s, is a=Pr(¥, /'=s)=27", for any s € {0,1}”. Let M:=NC
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and define m:=log, M , where N is the total number of pseud-
onyms and C is the maximum counter value. Then, out of the
Mvalues of W, s, the probability that exactly k of them share
the same truncation value (i.e., exactly k of them have the
same n most significant bits) is

M 2
p(k:k):( . ]o/u—w)M’k, @

where k is the random variable representing the number of
W, "sharing the same value, s, for any s € {0,1}”. Then, for
k<<M,

My  Mm! M- (3)
(k]—sz

Using the fact that

1 n
lim(l——] =1/e,
n

n—oo

the following result is obtained:

l-aM*=1-a¥ )
=(l-a)®" ©)
(LY ©
=(t-3)
1 e )
=(1_2_n]
~e ®

[0143] Substituting Egs. (3) and (8) into Eq. (2), and using
the fact that M=2" and a=2"" yields:

)

_omn
kg2

Mk
P(k:k)‘:F'

ML (10)
L,
k1o onk

1 _ (1
= f et

where=2""". Choosing m=n yields =1, and Eq. (11) can be
reduced to:

1 (12)
plk=k)~ F-e fork=0,1, ...

(It can be shown that p, is a valid probability mass function by
verifying that ,_,“p (k=k)=1.)
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[0144] Using the fact that the expected number of truncated
W, _expressions with the same value is:

(13)
1 (14)

as)

16)

=1 (7

[0145] Recall that identifiers W, . with the same truncated
value W, . will be in the same table in M-II; when the reader
receives one of these identifiers, it will have to search the table
to be able to identify the RFID tag. Eq. (17), however, implies
that the expected size of the tables in M-II is one. Therefore,
upon receiving a RFID tag identifier W, , the reader goes to
the table entry in M-I at address W, ., follows the pointer p,
stored at that address, searches the table in M-1I pointed at by
p, for the received W, . (on average, there will be only one
entry—based on Eq. (17)), and then follows a pointer p, to
information about the RFID tag. In fact, the search time
required to identify a RFID tag is independent of the number

of RFID tags in the system (on average).

[0146] Sincethe database consists ofthree parts, M-I, M-I,
and M-III; and since the size of M-1is O(2"), the size of M-11
is O(NC), and the size of M-111is O(N), the only concern is the
size of M-1. The above analysis shows that, by choosing n=1
log, NC, the system achieves the constant-time identification
goal. Therefore, the size of M-I is O(NC) and, consequently,
the total size of the database is O(NC). However, C is a
constant, independent of the number of RFID tags in the
system; and, N is O(N). Therefore, with the proposed sys-
tem, the required size of the database for constant-time iden-
tification to be achieved is O(N ).

TABLE 2

Performance comparison of the present novel exemplary protocol
with existing protocols as a function of the number of tags in the system,
Ny, where Class 1 represents the class of protocols with linear-
time identification, while Class 2 represents the class of protocols
with logarithmic-time identification

Data- Communication  Compro-
Search base & computation-  mise
time Keysize  size al overhead attack
Class1 O(NT) o) O(Np O NO
Class2 O(logN;) O(logNy) O(N;)  O(logNy) YES
Novel  O(1) o) O(Np O NO
protocol
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Cryptographic Hash Functions

[0147] The use of a secure cryptographic one-way hash
function (the Secure Hash Algorithm, SHA, family) is a popu-
lar example that is accepted as a standard by the National
Institute of Standards and Technology, NIST. Under practical
assumptions about the adversary’s computational power, the
used hash function satisfies the following properties.

[0148] (1) Given the output of the hash function, it is
infeasible to infer the input, i.e., given the value of h(x),
the probability to predict the correct value of x is negli-
gible.

[0149] (2) Given x and h(x), the probability to predict
h(x+i), for any i, without actually evaluating h(x+i) is
negligible.

[0150] Giventhe above properties of the hash function used
herein, the following lemma states an important result that
will be used for the privacy and integrity proofs.

[0151] Lemma 1: The secret parameters of RFID tags in the
proposed protocol cannot be exposed without calling the
Reveal oracle.

[0152] ProofIn any interrogation, the tag responds with its
current identifier, 1, =h(\, c) where 1, is the tag current
pseudonym and c is its internal counter. Given the above
properties of the hash function that is used in the present
approach, the pseudonym cannot be exposed by the observa-
tion of h(1,,c) with a non-negligible probability. Further-
more, the new pseudonym is delivered to the tag by transmit-
ting (h(2,p,k,H)P,,,), which can be viewed as an
encryption of,,; with the key h(2,3,.k,, ). Since1p, and k, are
unknown to adversaries, h(2,1,,k,,7) will act as a random key
and the new pseudonym,, ; will be delivered secretly. More-
over, since the outdated and the updated pseudonyms, 1, and
P,, ;, are unknown to adversaries, the two identifiers, h(1,, ¢)
and h(y,_,,c), cannot be correlated with a non-negligible
probability; and similarly, the identifiers h(y,, ¢) and h(i},,
c+1), cannot be correlated with a non-negligible probability.
Therefore, unless A calls the Reveal oracle, no secret infor-
mation about RFID tags in the proposed protocol can be
revealed.

Security Analysis—Privacy

[0153] The following discussion shows that the proposed
protocol preserves the privacy of RFID tags.

[0154] Theorem 1: In the proposed protocol, RFID tags are
universally untraceable.

[0155] Proof: Assume the challenger C has chosen two
RFID tags, T,and T,, and areader R forthe game. A starts the
game by calling the Query, Send, Execute and Block oracles
on T,, T,, and R for a number of times of its choice before
deciding to stop. A records all the outputs of the oracle calls
and notifies C.

[0156] Now, R carries out protocol runs with T, and T,
causing their pseudonyms and keys to update. C chooses a bit
b uniformly at random and sets T=T,. By Lemma 1, A cannot
infer the outdated nor the updated values of the RFID tags’
pseudonyms and keys. A now calls the oracles Query, Send,
Execute and Block and outputs a bitb'. Since A does not know
the outdated or the updated pseudonyms, by the assumptions
on the used hash function, the probability Pr(b=b") will be
greater than ' with a non-negligible probability.

[0157] Therefore, the adversary’s advantage, as defined in
Eq. (1), will be greater than zero with only a negligible prob-
ability.
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[0158] The following theorem concerns forward untrace-
ability in the protocol used in this exemplary approach.
[0159] Theorem 2: In the proposed protocol, RFID tags are
forward untraceable.

[0160] Proof Similar to the proof of universal untraceabil-
ity, assume the challenger C has chosen two RFID tags, T,
and T, and a reader R for the game. A starts the game by
calling the Query, Send, Execute, and Block oracleson T, T,
and R for a number of times of its choice before deciding to
stop. A records all the outputs of the oracle calls and notifies
C.

[0161] Now, R carries out protocol runs with T, and T,
causing their pseudonyms and keys to update. C chooses a bit
b uniformly at random and sets T=T, and gives it to A. By
Lemma 1, A cannot infer the outdated nor the updated values
of the RFID tags’ pseudonyms and keys. A now calls the
Reveal(T) oracle, thus getting T’s secret parameters, and then
outputs abitb'. Since A cannot infer the outdated pseudonyms
and keys of T, and T, from the recorded oracle outputs, and
since the updated pseudonyms are chosen independently of
the outdated ones, by the assumptions on the used hash func-
tion, the probability Pr(b=b") will be greater than %2 with only
a non-negligible probability.

[0162] Therefore, the adversary’s advantage, as defined in
Eq. (11, will be greater than zero with only a negligible
probability.

[0163] Finally, the following theorem concerns existential
untraceability in the present exemplary protocol.

[0164] Theorem 3: Without being able to achieve mutual
authentication with an authorized reader, a RFID tag interro-
gated fewer than C number of times by an active adversary is
untraceable.

[0165] ProofAssumethatChasgivenT,andT, toA.Lety,
and 1, denote the pseudonyms of T, and T, respectively.
Without loss of generality, assume that RFID tags T, and T,
have their internal counters at zero. A calling the Query oracle
on T, and T, for m and n times, respectively, where m, n<C
will observe the following sequences:

[h(w,0), . . . sh(hom-1)], (18)
[h(y;,0), .. . ,h(pn-1)]. (19)
[0166] Thechallenger Cnow chooses a bitb at random, sets

T=T,, and gives T to A. By interrogating the RFID tag, A gets
an identifier h(y,,1) , where b € {0,1} and 1€ {m,n}. Again,
by Lemma 1, the pseudonyms 1, and 1, cannot be recovered
by the observation of the sequences in Egs. (18) and (19).
[0167] Furthermore, by the assumptions on the hash func-
tion, h(1p,, m) and h(1p,, n) cannot be correlated to the
observed values in Egs. (18) and (19) with a non-negligible
probability. Therefore, the probability that A’s guess b' is
equal to b can be higher than %4 with only a negligible prob-
ability and, thus, Adv,=0 and RFID tags are existentially
untraceable, provided that m, n<C.

Mutual Authentication

[0168] This discussion is now directed to the other security
requirement, authenticity.

[0169] Theorem 4: The proposed protocol performs secure
mutual authentication.

[0170] Proof Assume that C has given A a RFID tag T and
areader R. Assume further that A has called the Query, Send,
Execute, and Block oracles for a number of times of its choice
and recorded the oracle outputs.
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[0171] The first condition of Definition 4 of secure mutual
authentication is satisfied by Lemma 1.

[0172] Assume now that A attempts to impersonate the
RFID tag T. A must answer the reader’s challenge r with a
response s=(h(,c),F=h(0,y,c.k.r)), where1) is the RFID tag’s
current pseudonym and k is its key. Since v and k remain
secret, by Lemma 1, A can be successful with only a negli-
gible probability. Observe further that, even if A attempts to
impersonate an arbitrary RFID tag in the system (the one with
pseudonym 1), A must know the value ofk corresponding to
the RFID tag with pseudonym 1 in order to be authenticated
with a non-negligible probability. Therefore, the probability
of impersonating a RFID tag in the system is negligible.
[0173] Onthe other hand, assume that A attempts to imper-
sonate the reader R. A sends r to the RFID tag and receives
h(y, ¢) and =h(0, y,c.k,r) where 1 is the RFID tag’s pseud-
onym, k is its secretkey, and c is its internal counter. Since, by
the assumption on the hash function, A cannot infer the secret
parameters, the probability of coming up with a response that
will be equal to h (0,p,¢.k ) is negligible. Consequently, the
probability of impersonating an authorized reader in the sys-
tem is negligible.

[0174] Therefore, the probability of mutual authentication
when the protocol is not honest is negligible and, hence, the
second condition of Definition 4 of secure mutual authenti-
cation is satisfied.

[0175] As shown above, the adversary’s probability of
causing a desynchronization between the RFID tag and the
reader by authenticating herself to either one of them is neg-
ligible. Causing a desynchronization by blocking the last
message of the protocol can be solved by making the reader
store both the updated and the outdated values (as discussed
above). Therefore, if the protocol run is honest, mutual
authentication will be achieved with probability one and,
consequently, the third condition of Definition 4 of secure
mutual authentication is satisfied.

[0176] Accordingly, all conditions of Definition 4 of secure
mutual authentication are satisfied and the proposed protocol
is shown to provide secure mutual authentication.

RFID Tag Compromise Vulnerability

[0177] The following section describes a vulnerability to
RFID tag compromise, modifies the adversarial model to
capture this vulnerability, analyzes the system using the
modified model, and proposes countermeasures to mitigate
RFID tag compromise attacks.

The Compromise Attack

[0178] Each RFID tag in the proposed protocol has two
pieces of secret information, its pseudonym and its key. Since
RFID tags’ pseudonyms and keys are designed to be statisti-
cally independent for different RFID tags, compromising
some RFID tags in the system does not affect the security of
other, uncompromised RFID tags. An adversary, however,
can compromise a RFID tag in the system and attempt to
harvest as many pseudonyms as possible by performing mul-
tiple protocol runs with a valid reader.

[0179] The adversarial model discussed above can be
modified to capture the RFID tag compromise attack. Assume
an adversary calling the Reveal (T) oracle, thus capturing the
RFID tag T, has the ability to perform multiple protocol runs
with the system. Let q be the number of protocol runs an
adversary has performed with the system using compromised
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RFID tags. The number of interest here is how many distinct
pseudonyms the adversary has collected, after q protocol
runs. This determination is known in the literature of prob-
ability theory as the “coupon collecting problem.” Given
there are N distinct pseudonyms and the adversary has per-
formed q protocol runs, assuming each pseudonym is equally
likely to be selected, the expected number of distinct pseud-
onyms collected by the adversary is:

()

[0180] Assume an adversary has built a system, similar to
the present construction, with the collected pseudonyms. The
adversary’s advantage of distinguishing between two RFID
tags, given by equation (1), will be greater than zero if at least
one of the two RFID tags’ pseudonyms is in the constructed
table. Thus, given the adversary has performed q protocol
runs with a system of N pseudonyms, the probability of dis-
tinguishing between two RFID tags is:

1_(N—1]2‘7. 20

[0181] Using the value N=2x10°, as discussed above, to
have a 0.001 probability of distinguishing between two RFID
tags, an adversary needs to compromise a RFID tag and
complete more than a million protocol runs with the system.

Countermeasures

[0182] However, the database is a powerful device. There-
fore, designing the database to record timing information
about the RFID tag’s past protocol runs can mitigate this
threat. For example, the database can store information about
the RFID tag’s last five protocol runs (this can be stored as
part of the RFID tag’s information, i.e., in M-III). If the
adversary tries to harvest different pseudonyms by perform-
ing multiple protocol runs with the system, the RFID tag will
be detected. Therefore, to harvest enough pseudonyms, the
adversary will need to compromise more than one RFID tag,
depending on the system’s parameters and the required prob-
ability of success.

[0183] Furthermore, the database can periodically update
the system by replacing vacant pseudonyms with new pseud-
onyms (recall that the number of pseudonyms in the database,
N, is only a small fraction of the number of all possible
pseudonyms, 27). This pseudonym update procedure is per-
formed offline by the database, thus, not affecting identifica-
tion time. Moreover, as a result of the independence of secret
parameters amongst RFID tags, the updating procedure is
independent of the RFID tags.

[0184] With the periodic update described above, the space
of'possible pseudonyms will increase to all possible 1-bit long
strings, as opposed to the predefined smaller number N.
Therefore, for a bounded adversary, any polynomial number
of collected pseudonyms is negligible in the security param-
eter 1. (Recall that the size of the actual database is still
proportional to N; only from the adversary’s point of view the
size is proportional to 2°.) Consequently, the adversary’s
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probability of breaking the privacy of the system is negligible
in 1, provided the periodic update of the database is carried
out.

Exemplary Computing Device for Use in Secure
Identification of RFID Tags

[0185] FIG. 6 schematically illustrates an exemplary sys-
tem 150 suitable for implementing the present novel tech-
nique. System 150 can include a generally conventional per-
sonal computer (PC) 164 such as a laptop, desktop computer,
personal data assistant, or other form of computing device,
but can alternatively comprise a hardwired logic device that is
coupled to a RFID tag reader 151 (or which is included as an
integral part of the RFID tag reader). RFID tag reader 151
communicates with RFID tags that are to be identified using
bi-directional radio transmissions, as is well known in this art.
FIG. 6 illustrates only a single RFID tag 153, for purposes of
simplicity, but it will be understood that many more such
RFID tags can be identified in the database accessed by sys-
tem 150, so that RFID tag reader 151 may be in communica-
tion with any of these many RFID tags from time-to-time,
when there is a need to securely identify and authenticate one
of them.

[0186] PC 164 is optionally coupled to a display 168, which
is used for displaying text and graphics to a user. Included
within PC 164 is a processor 162. A memory 166 (with both
read only memory (ROM) and random access memory
(RAM)), and a non-volatile storage 160 (such as a hard drive
or other non-volatile data storage device) for storage of data,
the database used for identifying the RFID tags, and software
programs are coupled to processor 162 through a bus 154.
Optionally, a network interface 152, and an optical drive 158
can also be coupled to the processor. Optical drive 158 can
read a compact disk (CD) 156 (or other optical storage media,
such as a digital video disk (DVD) or Blu-Ray disk) on which
machine instructions are stored for implementing the present
novel technique, as well as other software modules and pro-
grams that may be run by PC 164. The machine instructions
are loaded into memory 166 before being executed by pro-
cessor 162 to carry out the steps for implementing the present
technique.

[0187] The user employs PC 164 to control access to the
database in order to identify RFID tags when processor 162
executes the machine instructions stored in memory 166 and
to carry out the logical steps implemented by the RFID tag
reader, as discussed above. The database can be stored on
non-volatile storage 160 or can be stored in a different loca-
tion that is accessed by the connection to optional Internet/
other network 170, through network interface 152. Generally,
the selection of parameters and any other input used in this
novel approach can be implemented with input by a user
provided PC 164 using an optional keyboard/mouse 172 and
displayed on an optional display 168, or can be predefined
and stored in memory 166 or on non-volatile storage 160.
Optional display 168 can also display information about
RFID tag 153, for example, to indicate its identity once it has
been identified and authenticated as discussed above.

[0188] It must again be emphasized that a hardwired logic
device or application specific integrated circuit (ASIC) can be
employed for controlling the logical steps implemented by
the RFID tag reader to securely identify RFID tags while
maintaining privacy, instead of PC 164. PC 164 is illustrated
to provide only an example of one type of computing device
that can be employed for this purpose.
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[0189] Although the concepts disclosed herein have been
described in connection with the preferred form of practicing
them and modifications thereto, those of ordinary skill in the
art will understand that many other modifications can be
made thereto within the scope of the claims that follow.
Accordingly, it is not intended that the scope of these con-
cepts in any way be limited by the above description, but
instead be determined entirely by reference to the claims that
follow.

1. (canceled)

2. A method for performing radio frequency identification
(RFID) tag identification, comprising:

generating a random nonce;

communicating the random nonce to an unidentified RFID

tag;

receiving in response to communicating the random nonce

to the unidentified RFID tag:

(1) a first hash value that is a function of a number of
different tag identification elements; and,

(ii) a second hash value that is a function of a number of
different key authentication elements;

accessing a storage element to attempt to identify the uni-

dentified RFID tag in a list of RFID tags based on the
first hash value; and

if successful in identifying the unidentified RFID tag,

authenticating the unidentified RFID tag based on the
second hash value.

3. The method of claim 2, wherein the tag identification
elements include a unique pseudonym provided at the uni-
dentified RFID tag and a current value of an internal counter
provided at the unidentified RFID tag.

4. The method of claim 3, wherein accessing a storage
element to attempt to identify the unidentified RFID tag
includes comparing the first hash value to a plurality of hash
values stored in the storage element, each hash value being
associated with an RFID tag.

5. The method of claim 2, wherein the key authentication
elements include a numerical constant, a unique pseudonym
provided at the unidentified RFID tag, a current value of an
internal counter provided at the unidentified RFID tag, a
secret key provided at the unidentified RFID tag, and the
random nonce.

6. The method of claim 5, wherein a stored secret key is
associated with each RFID tag in the list of RFID tags, and
authenticating the unidentified RFID tag includes using the
second hash value to determine whether the secret key pro-
vided at the unidentified RFID tag matches one of the stored
secret keys.

7. The method of claim 2, further comprising:

generating a modified third hash value, the modified third

hash value being a function of a numerical constant, a
unique pseudonym, a secret key, and the random nonce,
and being modified by a new unique pseudonym;

generating a fourth hash value that is a function of a

numerical constant, the new unique pseudonym, the
secret key, and the random nonce; and

communicating the modified third hash value and the

fourth hash value to the unidentified RFID tag.

8. A system for performing radio frequency identification
(RFID) tag identification, comprising:

a storage element configured to store a list of RFID tags;

and
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a processor communicatively coupled to the storage ele-
ment, the processor being configured to perform opera-
tions including:
generating a random nonce;
communicating the random nonce to an unidentified

RFID tag;
receiving in response to communicating the random
nonce to the unidentified RFID tag:
(1) a first hash value that is a function of a number of
different tag identification elements; and,
(i1) a second hash value that is a function of a number
of different key authentication elements;
accessing the storage element to attempt to identity the
unidentified RFID tag in the list of RFID tags based on
the first hash value; and
if successful in identifying the unidentified RFID tag,
authenticating the unidentified RFID tag based on the
second hash value.

9. The system of claim 8, wherein the processor is config-
ured to perform additional operations including:

receiving a user input selecting parameters to start initial-
izing data included in the storage element;

using the parameters selected, initializing the storage ele-
ment so that it associates at least one hash value, a secret
key, and a unique pseudonym with each RFID tag in the
list of RFID tags; and

for each RFID tag in the list of RFID tags, loading the
secret key and the unique pseudonym associated with
the RFID tag into an actual RFID tag.

10. The system of claim 9, wherein the at least one hash
value associated with each RFID tag is unique so that one or
more hash values associated with one of the RFID tags in the
list of RFID tags is different than the hash values associated
with other RFID tags in the list of RFID tags.

11. The system of claim 9, wherein the at least one hash
value associated with each RFID tag includes a plurality of
hash values, each of the plurality of hash values being gener-
ated using a unique numerical constant.

12. The system of claim 8, wherein the storage element
includes a first part, a second part, and a third part, and
wherein:

the first part comprises pointers to tables in the second part;

the second part comprises the tables, each table including
one or more of a plurality of hash values associated with
the RFID tags, the one or more hash values sharing the
same set of most significant bits, and each table further
including, for each of its hash values, a pointer to an
entry in the third part; and

the third part comprises information about each of the
RFID tags, each pointer in the second part pointing to an
entry in the third part comprising information about the
RFID tag associated with the hash value corresponding
to the pointer.

13. The system of claim 12, wherein at least one of the
entries in the third part further comprises a pointer to another
entry in the third part.

14. A method for performing radio frequency identification
(RFID) tag identification, comprising:

receiving, at an unidentified RFID tag, a random nonce;

generating, at the unidentified RFID tag, a first hash value
as a function of a number of different tag identification
elements;
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generating, at the unidentified RFID tag, a second hash
value as a function of a number of different key authen-
tication elements;

communicating the first hash value to a system for per-
forming RFID tag identification to identify the uniden-
tified RFID tag from a list of RFID tags; and

communicating the second hash value to the system for
performing RFID tag identification to authenticate the
unidentified RFID tag.

15. The method of claim 14, wherein the tag identification
elements include a unique pseudonym provided at the uni-
dentified RFID tag and a current value of an internal counter
provided at the unidentified RFID tag.

16. The method of claim 14, wherein the key authentication
elements include a numerical constant, a unique pseudonym
provided at the unidentified RFID tag, a current value of an
internal counter provided at the unidentified RFID tag, a
secret key provided at the unidentified RFID tag, and the
random nonce.

17. The method of claim 14, further comprising:

receiving a modified third hash value, the modified third
hash value being a function of a numerical constant, a
unique pseudonym, a secret key, and the random nonce,
and being modified by a new unique pseudonym; and

extracting the new unique pseudonym from the modified
third hash value.

18. The method of claim 17, further comprising:

receiving a fourth hash value that is a function of a numeri-
cal constant, the new unique pseudonym, the secret key,
and the random nonce; and

authenticating the system for performing RFID tag identi-
fication using the fourth hash value.

19. The method of claim 17, further comprising:

receiving a fourth hash value that is a function of a numeri-
cal constant, the new unique pseudonym, the secret key,
and the random nonce; and

verifying an integrity of the new unique pseudonym using
the fourth hash value.

20. A radio frequency identification (RFID) tag, compris-

ing:
a counter configured to output a current counter value;
a storage element configured to store a number of different
tag identification elements and a number of different key
authentication elements; and
logic configured to:
receive a random nonce;
generate a first hash value as a function of the tag iden-
tification elements;

generate a second hash value as a function of the key
authentication elements;

communicate the first hash value to a system for per-
forming RFID tag identification to identify the RFID
tag from a list of RFID tags; and

communicate the second hash value to the system for
performing RFID tag identification to authenticate
the RFID tag.

21. The RFID tag of claim 20, wherein the counter is
further configured to increment the current counter value
when authentication of the RFID tag fails.

22. The RFID tag of claim 20, wherein the tag identifica-
tion elements include the current counter value, and the key
authentication elements include the current counter value and
the random nonce.
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23. The RFID tag of claim 20, wherein the tag identifica-
tion elements and the key authentication elements include a
unique pseudonym.

24. The RFID tag of claim 23, wherein the logic is further
configured to:

receive a new unique pseudonym from the system for per-

forming RFID tag identification; and

replace the unique pseudonym with the new unique pseud-

onym.

25. The RFID tag of claim 24, wherein the logic is further
configured to replace the unique pseudonym with the new
unique pseudonym only after verifying an integrity of the new
unique pseudonym.



