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TAGGING VIRTUAL OVERLAY PACKETS IN
A VIRTUAL NETWORKING SYSTEM

BACKGROUND

Embodiments of the invention relate to overlay virtual
environments, and in particular, tagging virtual overlay
packets in a virtual networking system.

Network virtualization using overlays use encapsulation,
such as virtual extensible local area network (VXLAN)
encapsulation and network virtualization generic routing
encapsulation (NVGRE), which may be supported by hyper-
visor and networking vendors. To use VXLAN or NVGRE
encapsulation, hypervisor virtual switches are modified to
support the respective overlay technology. Incompatibility
with encapsulation types makes it necessary to use a trans-
lation gateway, which translates between the different packet
formats. Often the translation gateways are communication
bottlenecks and impact communication performance.

BRIEF SUMMARY

Embodiments of the invention provide a method for
packet distribution in a virtual networking system compris-
ing multiple virtual networks interconnected over an under-
lying layer network, wherein each virtual network comprises
one or more computing nodes. The method comprises, for
each virtual network, sending at least one outgoing packet
targeting a computing node at a different virtual network,
and receiving at least one incoming packet targeting a
computing node of the virtual network. Each packet has a
corresponding virtual networking tag that includes routing
information identifying a destination virtual network for the
packet.

Another embodiment provides a virtual networking sys-
tem comprising multiple virtual networks, wherein each
virtual network comprises one or more computing nodes.
The system further comprises an underlying layer network
interconnecting said multiple virtual networks. Each virtual
network is configured to send at least one outgoing packet
targeting a computing node at a different virtual network,
and receive at least one incoming packet targeting a com-
puting node of the virtual network. Each packet has a
corresponding virtual networking tag that includes routing
information identifying a destination virtual network for said
packet.

These and other features, aspects and advantages of the
present invention will become understood with reference to
the following description, appended claims and accompa-
nying figures.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

FIG. 1 illustrates a block diagram of an example cloud
computing node, in accordance with an embodiment of the
invention;

FIG. 2 illustrates an example cloud computing environ-
ment, in accordance with an embodiment of the invention;

FIG. 3 illustrates abstraction model layers of a cloud
computing environment, in accordance with an embodiment
of the invention;

FIG. 4 shows a block diagram illustrating a distributed
overlay virtual environment 400 for employing an embodi-
ment of the present invention;
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2

FIG. 5 illustrates packet distribution in a virtual network-
ing system 100, in accordance with an embodiment of the
invention;

FIG. 6 is a block diagram of a distributed overlay virtual
Ethernet (DOVE) switch in FIG. 5, in accordance with an
embodiment of the invention;

FIG. 7 illustrates an example untagged packet, in accor-
dance with an embodiment of the invention;

FIG. 8 illustrates an example tagged packet, in accordance
with an embodiment of the invention;

FIG. 9 illustrates the difference between a standard
802.1Q VLAN tag and a virtual networking tag in accor-
dance with an embodiment of the invention;

FIG. 10 is a block diagram of a tunnel end point (TEP)
device in FIG. 5, in accordance with an embodiment of the
invention;

FIG. 11 illustrates encapsulating an outgoing packet, in
accordance with an embodiment of the invention;

FIG. 12 illustrates a flowchart of an example process of
packet distribution for a virtual networking system, in accor-
dance with an embodiment of the invention; and

FIG. 13 is a high level block diagram showing an infor-
mation processing system 300 useful for implementing one
embodiment of the present invention.

DETAILED DESCRIPTION

Embodiments of the invention relate to overlay virtual
environments, and in particular, tagging virtual overlay
packets in a virtual networking system. One embodiment
provides a method for packet distribution in a virtual net-
working system comprising multiple virtual networks inter-
connected over an underlying layer network, wherein each
virtual network comprises one or more computing nodes.
The method comprises, for each virtual network, sending at
least one outgoing packet targeting a computing node at a
different virtual network, and receiving at least one incom-
ing packet targeting a computing node of the virtual net-
work. Each packet has a corresponding virtual networking
tag that includes routing information identifying a destina-
tion virtual network for the packet.

Another embodiment provides a virtual networking sys-
tem comprising multiple virtual networks, wherein each
virtual network comprises one or more computing nodes.
The system further comprises an underlying layer network
interconnecting said multiple virtual networks. Each virtual
network is configured to send at least one outgoing packet
targeting a computing node at a different virtual network,
and receive at least one incoming packet targeting a com-
puting node of the virtual network. Each packet has a
corresponding virtual networking tag that includes routing
information identifying a destination virtual network for said
packet.

It is understood in advance that although this disclosure
includes a detailed description of cloud computing, imple-
mentation of the teachings recited herein are not limited to
a cloud computing environment. Rather, embodiments of the
present invention are capable of being implemented in
conjunction with any other type of computing environment
now known or later developed.

Cloud computing is a model of service delivery for
enabling convenient, on-demand network access to a shared
pool of configurable computing resources (e.g. networks,
network bandwidth, servers, processing, memory, storage,
applications, virtual machines, and services) that can be
rapidly provisioned and released with minimal management
effort or interaction with a provider of the service. This cloud
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model may include at least five characteristics, at least three
service models, and at least four deployment models.

Characteristics are as follows:

On-demand self-service: a cloud consumer can unilater-
ally provision computing capabilities, such as server time
and network storage, as needed, automatically without
requiring human interaction with the service’s provider.

Broad network access: capabilities are available over a
network and accessed through standard mechanisms that
promote use by heterogeneous thin or thick client platforms
(e.g., mobile phones, laptops, and PDAs).

Resource pooling: the provider’s computing resources are
pooled to serve multiple consumers using a multi-tenant
model, with different physical and virtual resources dynami-
cally assigned and reassigned according to demand. There is
a sense of location independence in that the consumer
generally has no control or knowledge over the exact
location of the provided resources but may be able to specify
location at a higher level of abstraction (e.g., country, state,
or datacenter).

Rapid elasticity: capabilities can be rapidly and elastically
provisioned, in some cases automatically, to quickly scale
out and rapidly released to quickly scale in. To the consumer,
the capabilities available for provisioning often appear to be
unlimited and can be purchased in any quantity at any time.

Measured service: cloud systems automatically control
and optimize resource use by leveraging a metering capa-
bility at some level of abstraction appropriate to the type of
service (e.g., storage, processing, bandwidth, and active
consumer accounts). Resource usage can be monitored,
controlled, and reported providing transparency for both the
provider and consumer of the utilized service.

Service Models are as follows:

Software as a Service (SaaS): the capability provided to
the consumer is to use the provider’s applications running on
a cloud infrastructure. The applications are accessible from
various client devices through a thin client interface such as
a web browser (e.g., web-based email). The consumer does
not manage or control the underlying cloud infrastructure
including network, servers, operating systems, storage, or
even individual application capabilities, with the possible
exception of limited consumer-specific application configu-
ration settings.

Platform as a Service (PaaS): the capability provided to
the consumer is to deploy onto the cloud infrastructure
consumer-created or acquired applications created using
programming languages and tools supported by the provider.
The consumer does not manage or control the underlying
cloud infrastructure including networks, servers, operating
systems, or storage, but has control over the deployed
applications and possibly application-hosting environment
configurations.

Infrastructure as a Service (laaS): the capability provided
to the consumer is to provision processing, storage, net-
works, and other fundamental computing resources where
the consumer is able to deploy and run arbitrary software,
which can include operating systems and applications. The
consumer does not manage or control the underlying cloud
infrastructure but has control over operating systems, stor-
age, deployed applications, and possibly limited control of
select networking components (e.g., host firewalls).

Deployment Models are as follows:

Private cloud: the cloud infrastructure is operated solely
for an organization. It may be managed by the organization
or a third party and may exist on-premises or off-premises.

Community cloud: the cloud infrastructure is shared by
several organizations and supports a specific community that
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has shared concerns (e.g., mission, security requirements,
policy, and compliance considerations). It may be managed
by the organizations or a third party and may exist on-
premises or off-premises.

Public cloud: the cloud infrastructure is made available to
the general public or a large industry group and is owned by
an organization selling cloud services.

Hybrid cloud: the cloud infrastructure is a composition of
two or more clouds (private, community, or public) that
remain unique entities but are bound together by standard-
ized or proprietary technology that enables data and appli-
cation portability (e.g., cloud bursting for load-balancing
between clouds).

A cloud computing environment is service oriented with
a focus on statelessness, low coupling, modularity, and
semantic interoperability. At the heart of cloud computing is
an infrastructure comprising a network of interconnected
nodes.

FIG. 1 illustrates a block diagram of an example cloud
computing node 10, in accordance with an embodiment of
the invention. The cloud computing node 10 illustrated in
FIG. 1 is only one example of a suitable cloud computing
node and is not intended to suggest any limitation as to the
scope of use or functionality of embodiments of the inven-
tion described herein. Regardless, the cloud computing node
10 is capable of being implemented and/or performing any
of the functionality set forth hereinabove.

The cloud computing node 10 comprises a computer
system/server 12 that is operational with numerous other
general purpose or special purpose computing system envi-
ronments or configurations. Examples of well-known com-
puting systems, environments, and/or configurations that
may be suitable for use with computer system/server 12
include, but are not limited to, personal computer systems,
server computer systems, thin clients, thick clients, hand-
held or laptop devices, multiprocessor systems, micropro-
cessor-based systems, set top boxes, programmable con-
sumer electronics, network PCs, minicomputer systems,
mainframe computer systems, and distributed cloud com-
puting environments that include any of the above systems
or devices, and the like.

The computer system/server 12 may be described in the
general context of computer system-executable instructions,
such as program modules, being executed by a computer
system. Generally, program modules may include routines,
programs, objects, components, logic, data structures, and so
on that perform particular tasks or implement particular
abstract data types. The computer system/server 12 may be
practiced in distributed cloud computing environments
where tasks are performed by remote processing devices that
are linked through a communications network. In a distrib-
uted cloud computing environment, program modules may
be located in both local and remote computer system storage
media including memory storage devices.

The components of the computer system/server 12 may
include, but are not limited to, one or more processors or
processing units 16, a system memory 28, and a bus 18 that
couples various system components (e.g., the system
memory 28 and the processor 16). The bus 18 represents one
or more types of bus structures, including a memory bus or
memory controller, a peripheral bus, an accelerated graphics
port, and a processor or local bus using any of a variety of
bus architectures. By way of example, and not limitation,
such architectures include Industry Standard Architecture
(ISA) bus, Micro Channel Architecture (MCA) bus,
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Enhanced ISA (EISA) bus, Video Electronics Standards
Association (VESA) local bus, and Peripheral Component
Interconnects (PCI) bus.

The computer system/server 12 typically includes a vari-
ety of computer system readable media. Such media may be
any available media that is accessible by computer system/
server 12, and it includes both volatile and non-volatile
media, removable and non-removable media.

The system memory 28 can include computer system
readable media in the form of volatile memory, such as a
random access memory (RAM) 30 and/or a cache memory
32. The computer systenv/server 12 may further include
other removable/non-removable, volatile/non-volatile com-
puter system storage media. By way of example only, a
storage system 34 can be provided for reading from and
writing to a non-removable, non-volatile magnetic media
(not shown and typically called a “hard drive”). Although
not shown, a magnetic disk drive for reading from and
writing to a removable, non-volatile magnetic disk (e.g., a
“floppy disk™), and an optical disk drive for reading from or
writing to a removable, non-volatile optical disk such as a
CD-ROM, DVD-ROM, or other optical media can be pro-
vided. In such instances, each can be connected to the bus 18
by one or more data media interfaces. As will be further
depicted and described below, the system memory 28 may
include at least one program product having a set (e.g., at
least one) of program modules that are configured to carry
out the functions of embodiments of the invention.

The embodiments of the invention may be implemented
as a computer readable signal medium, which may include
a propagated data signal with computer readable program
code embodied therein (e.g., in baseband or as part of a
carrier wave). Such a propagated signal may take any of a
variety of forms including, but not limited to, electro-
magnetic, optical, or any suitable combination thereof. A
computer readable signal medium may be any computer
readable medium that is not a computer readable storage
medium and that can communicate, propagate, or transport
a program for use by or in connection with an instruction
execution system, apparatus, or device.

Program code embodied on a computer readable medium
may be transmitted using any appropriate medium includ-
ing, but not limited to, wireless, wireline, optical fiber cable,
radio-frequency (RF), etc., or any suitable combination of
the foregoing.

A program/utility 40 including at least one program
module 42 may be stored in the system memory 28 by way
of example, and not limitation, as well as an operating
system, one or more application programs, other program
modules, and program data. Each of the operating systems,
one or more application programs, other program modules,
and program data or some combination thereof, may include
an implementation of a networking environment. The pro-
gram modules 42 generally carry out the functions and/or
methodologies of embodiments of the invention as described
herein.

The computer system/server 12 may also communicate
with one or more external devices 14 such as a keyboard, a
pointing device, a display 24, one or more devices that
enable a consumer to interact with the computer system/
server 12, and/or any devices (e.g., network card, modem,
etc.) that enable the computer system/server 12 to commu-
nicate with one or more other computing devices. Such
communication can occur via I/O interfaces 22. Still yet, the
computer system/server 12 can communicate with one or
more networks such as a local area network (LAN), a
general wide area network (WAN), and/or a public network

25

40

45

6

(e.g., the Internet) via a network adapter 20. As depicted, the
network adapter 20 communicates with the other compo-
nents of computer system/server 12 via the bus 18. It should
be understood that although not shown, other hardware
and/or software components could be used in conjunction
with the computer system/server 12. Examples include, but
are not limited to: microcode, device drivers, redundant
processing units, external disk drive arrays, RAID systems,
tape drives, and data archival storage systems, etc.

FIG. 2 illustrates an example cloud computing environ-
ment 50, in accordance with an embodiment of the inven-
tion. Referring now to FIG. 2, illustrative cloud computing
environment 50 is depicted. The cloud computing environ-
ment 50 comprises one or more cloud computing nodes 10
with which local computing devices 54 used by cloud
consumers, such as, for example, a personal digital assistant
(PDA) or a cellular telephone 54A, a desktop computer 54B,
a laptop computer 54C, and/or an automobile computer
system 54N may communicate. The nodes 10 may commu-
nicate with one another. They may be grouped (not shown)
physically or virtually, in one or more networks, such as
private, community, public, or hybrid clouds as described
hereinabove, or a combination thereof. This allows cloud
computing environment 50 to offer infrastructure, platforms,
and/or software as services for which a cloud consumer does
not need to maintain resources on a local computing device.
It is understood that the types of computing devices 54 A-N
shown in FIG. 2 are intended to be illustrative only and that
computing nodes 10 and cloud computing environment 50
can communicate with any type of computerized device over
any type of network and/or network addressable connection
(e.g., using a web browser).

FIG. 3 illustrates abstraction model layers of a cloud
computing environment 50, in accordance with an embodi-
ment of the invention. Referring now to FIG. 3, a set of
functional abstraction layers provided by cloud computing
environment 50 (FIG. 2) is shown. It should be understood
in advance that the components, layers, and functions shown
in FIG. 3 are intended to be illustrative only and embodi-
ments of the invention are not limited thereto. As depicted,
the following layers and corresponding functions are pro-
vided:

Hardware and software layer 60 includes hardware and
software components. Examples of hardware components
include mainframes. In one example, IBM® zSeries® sys-
tems and RISC (Reduced Instruction Set Computer) archi-
tecture based servers. In one example, IBM pSeries® sys-
tems, IBM xSeries® systems, IBM BladeCenter® systems,
storage devices, networks, and networking components.
Examples of software components include network appli-
cation server software. In one example, IBM WebSphere®
application server software and database software. In one
example, IBM DB2® database software. (IBM, zSeries,
pSeries, xSeries, BladeCenter, WebSphere, and DB2 are
trademarks of International Business Machines Corporation
registered in many jurisdictions worldwide.)

Virtualization layer 62 provides an abstraction layer from
which the following examples of virtual entities may be
provided: virtual servers; virtual storage; virtual networks,
including virtual private networks; virtual applications and
operating systems; and virtual clients.

In one example, management layer 64 may provide the
functions described below. Resource provisioning provides
dynamic procurement of computing resources and other
resources that are utilized to perform tasks within the cloud
computing environment. Metering and pricing provide cost
tracking as resources are utilized within the cloud computing
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environment, and billing or invoicing for consumption of
these resources. In one example, these resources may com-
prise application software licenses. Security provides iden-
tity verification for cloud consumers and tasks, as well as
protection for data and other resources. Consumer portal
provides access to the cloud computing environment for
consumers and system administrators. Service level man-
agement provides cloud computing resource allocation and
management such that required service levels are met.
Service Level Agreement (SLA) planning and fulfillment
provides pre-arrangement for, and procurement of, cloud
computing resources for which a future requirement is
anticipated in accordance with an SLA.

Workloads layer 66 provides examples of functionality
for which the cloud computing environment may be utilized.
Examples of workloads and functions which may be pro-
vided from this layer include: mapping and navigation;
software development and lifecycle management; virtual
classroom education delivery; data analytics processing;
transaction processing; and encapsulation mapping and
communication. As mentioned above, all of the foregoing
examples described with respect to FIG. 3 are illustrative
only, and the invention is not limited to these examples.

It is understood all functions of the present invention as
described herein can be tangibly embodied as modules of
program code 42 of program/utility 40 (FIG. 1). However,
this need not be the case. Rather, the functionality recited
herein could be carried out/implemented and/or enabled by
any of the layers 60-66 shown in FIG. 3.

It is reiterated that although this disclosure includes a
detailed description on cloud computing, implementation of
the teachings recited herein are not limited to a cloud
computing environment. Rather, the embodiments of the
present invention are intended to be implemented with any
type of clustered computing environment now known or
later developed.

Embodiments of the invention relate to providing interop-
erability between hosts supporting multiple encapsulation.
One embodiment includes a method that includes mapping
packet encapsulation protocol type information for virtual
switches. Each virtual switch is associated with one or more
virtual machines (VMs). In one embodiment, it is deter-
mined whether one or more common encapsulation protocol
types exist for a first VM associated with a first virtual
switch and a second VM associated with a second virtual
switch based on the mapping. In one embodiment, a com-
mon encapsulation protocol type is selected if it is deter-
mined that one or more common encapsulation protocol
types exist for the first virtual switch and the second virtual
switch. A packet is encapsulated for communication
between the first VM and the second VM using the selected
common encapsulation protocol type.

FIG. 4 shows a block diagram illustrating a distributed
overlay virtual environment 400 for employing an embodi-
ment of the present invention. In one embodiment, the
distributed overlay virtual environment 400 may comprise a
distributed overlay virtual Ethernet (DOVE) network sys-
tem. The distributed overlay virtual environment 400
includes multiple virtual systems (or networks) 405 (also
known as DOVE modules in one embodiment). Each virtual
system 405 comprises a server 310 (or host) with a virtual
switch 315, a hypervisor 316, and at least one VMs 320. The
virtual system 405 overlays a physical layer 325 (e.g.,
including physical hardware and software processes) that
may include physical switches, routers, servers, gateways,
firewalls, etc. The physical layer 325 may also be referred to
as the under layer.
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In one embodiment, overlay network segments 1-N 305
(e.g., overlay network segments 1-3) connect the multiple
systems for communication of the different elements (e.g.,
hypervisors 316, VMs 320), where N is a positive number
(e.g., 2, 3, 5, 10, etc.). It should be noted that while three
systems 405 are shown, more (or less) systems 405 may be
included in the distributed overlay virtual environment 400.
In one embodiment, the virtual switches 315 comprise
DOVE switches.

In one embodiment, the overlay network segments 1-N
305 create overlay networks between the hypervisors 316
and use encapsulation of packets, where packets originating
from one VM 320 are encapsulated (e.g., adding overlay and
physical network headers) and the physical layer 325 (un-
derlay) is used to deliver to a server 310 where the target VM
320 resides. In one embodiment, in the physical layer 325 an
outer header is used by physical switches to forward packets,
where an overlay identification (ID) in an encapsulation
header provides traffic isolation. Incoming packets to a
virtual switch 315 of a destination server 310 are de-
capsulated (e.g., the encapsulation headers are stripped from
the packet) and delivered to a destination VM 320. In one
embodiment, address independence between different vir-
tual systems 405 is supported. For example, two different
VMs 320 operating in two different systems 405 may have
the same Internet Protocol (IP) address and media access
control (MAC) address. As another example, the systems
405 support deploying VMs 320, which belong to the same
system 405, onto different hosts that are located in different
physical subnets (includes switches and/or routers between
the physical entities). In another embodiment, VMs 320
belonging to different systems 405 may be hosted on the
same physical host. In yet another embodiment, the systems
405 support VM 320 migration anywhere in a data center
without changing the VM 320 network address and losing its
network connection.

In one embodiment, the systems 405 encapsulate data
with physical path translations based upon policies (e.g.,
from a distributed policy service (DPS)), and send the
encapsulated data between systems 405 that, in turn, is
de-capsulated and forwarded to a destination VM 320. In
one embodiment, the policies describe, in a logical manner,
how data is required to be sent over virtual networks without
details of the underlying physical entities that performs
particular tasks.

In one embodiment, the hypervisors 316 (e.g., VM 320
managers) allow multiple operating systems (e.g., VMs,
such as VMs 320) to run concurrently on a host computer.
A hypervisor 316 provides abstraction of physical resources
to the VMs 320. For example, a physical network interface
card (NIC) may be abstracted as a virtual NIC (vNIC) of a
system 405. In one embodiment, a virtual switch 315 is a
software abstraction of an Ethernet switch in the hypervisor
316 for providing connectivity for VMs 320.

FIG. 5 illustrates packet distribution in a virtual network-
ing system 100, in accordance with an embodiment of the
invention. The system 100 comprises multiple virtual net-
works (systems) 405, such as a first virtual network VN1 and
a second virtual network VN2. Each virtual network 405
comprises at least one server (host) 310 (FIG. 4) on which
a hypervisor 316 (FIG. 4) is running. The hypervisor 316
creates and runs one or more virtual machines 320. For
example, as shown in FIG. 5, the first virtual network VN1
comprises a virtual machine 320 identified as VM1, the
second virtual network VN2 comprises a virtual machine
320 identified as VM2.
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Each virtual machine 320 of a virtual network 405 may
receive an incoming packet from, and/or send an outgoing
packet to, another virtual machine 320. In one embodiment,
tunnel end point (TEP) devices 200 are utilized to facilitate
packet distribution between different virtual networks 405
via an underlying layer network 250 (e.g., a Layer 2 network
or a Layer 3 network such an IP network). Specifically, each
virtual network 405 is connected to a corresponding tunnel
end point (TEP) device 200. For example, as shown in FIG.
5, the first virtual network VN1 is connected to a corre-
sponding TEP device 200 identified as TEP 1, and the
second virtual network VN2 is connected to a corresponding
TEP device 200 identified as TEP 2.

Each virtual network 405 comprises at least one DOVE
switch 315 for processing incoming packets and outgoing
packets. For example, as shown in FIG. 5, the first virtual
network VN1 further comprises a DOVE switch 315 iden-
tified as SWITCH 1, and the second virtual network VN2
further comprises a DOVE switch 315 identified as
SWITCH 2. Virtual machine VM1 of the first virtual net-
work VN1 is connected to SWITCH 1, and virtual machine
VM2 of the second virtual network VN2 is connected to
SWITCH 2.

As described in detail later herein, a DOVE switch 315 of
a virtual network 405 is configured to receive an outgoing
packet from a virtual machine 320 of the virtual network
405. The DOVE switch 315 tags the outgoing packet with a
corresponding virtual networking tag. The DOVE switch
315 sends the outgoing packet with the virtual networking
tag to a corresponding TEP device 200 of the virtual network
405.

As described in detail later herein, a TEP device 200 for
a virtual network 405 is configured to encapsulate an out-
going packet from the virtual network 405 before sending
the outgoing packet to another TEP device 200 via the
underlying layer network 250. The TEP device 200 encap-
sulates the outgoing packet based on a corresponding virtual
networking tag, and sends the encapsulated outgoing packet
to another TEP device 200 via the underlying layer network
250. The underlying layer network 250 propagates encap-
sulated packets between different TEP devices 200.

As described in detail later herein, a TEP device 200 for
a virtual network 405 is further configured to de-encapsulate
an encapsulated incoming packet received from another TEP
device 200 via the underlying layer network 250. The TEP
device 200 is further configured to tag the incoming packet
with a corresponding virtual networking tag, and send the
incoming packet with the virtual networking tag to the
virtual network 405.

As described in detail later herein, a DOVE switch 315 of
a virtual network 405 is further configured to receive an
incoming packet from a corresponding TEP device 200 of
the virtual network 405. Upon receiving the incoming
packet, the DOVE switch 315 determines which virtual
machine 320 the incoming packet targets based on a corre-
sponding virtual networking tag, and sends the incoming
packet to the target virtual machine 320.

FIG. 6 is a block diagram of a DOVE switch 315 in FIG.
5, in accordance with an embodiment of the invention. A
DOVE switch 315 of a virtual network 405 comprises at
least the following components: a virtual network port 110
(VN PORT) for receiving outgoing packets from a virtual
machine 320 of the virtual network 405, a VLAN port 120
(VLAN PORT) for receiving incoming packets from a
corresponding TEP device 200 of the virtual network 405, a
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virtual networking tagging application module 130 for pro-
cessing incoming packets and outgoing packets, and a
memory unit 140.

When the DOVE switch 315 receives a packet, the packet
will either already have a virtual networking tag or the
DOVE switch 315 will insert a virtual networking tag into
the packet. For example, an incoming packet originating
from a different virtual network 405 includes a virtual
networking tag, whereas an outgoing packet from a virtual
machine 320 of the virtual network 405 does not include a
virtual networking tag (i.e., the DOVE switch 315 will insert
a virtual networking tag into the outgoing packet).

Each DOVE switch 315 and each port is associated with
a virtual network identifier (VNID) representing a virtual
network 405. In one embodiment, the memory unit 140
maintains a lookup table 150 (LUT). The lookup table 150
includes information mapping each DOVE switch 315 and
each port to a corresponding 24-bit VNID. In one embodi-
ment, a management plane command associates a VNID
with a switch/port.

Upon receiving an outgoing packet, the virtual network-
ing tagging application module 130 determines a VNID for
the virtual network 405 that the outgoing packet belongs to
based on the lookup table 150 and header information
included in the outgoing packet. The virtual networking
tagging application module 130 tags the outgoing packet
with a corresponding virtual networking tag, wherein the
virtual networking tag includes the VNID. The virtual
networking tagging application module 130 sends the out-
going packet with the virtual networking tag to a corre-
sponding TEP device 200 of the virtual network 405.

Upon receiving an incoming packet, the virtual network-
ing tagging application module 130 determines a virtual
machine 320 that the incoming packet targets based on the
lookup table 150, a virtual networking tag included in the
incoming packet, and header information included in the
incoming packet. The virtual networking tagging application
module 130 then forwards the incoming packet to the target
virtual machine 320.

FIG. 7 illustrates an example untagged packet 160, in
accordance with an embodiment of the invention. The
untagged packet 160 comprises payload information and
supplemental data positioned before the payload informa-
tion, such as an Ethernet header and an IP header. The
untagged packet 160 may include additional supplemental
data.

The Ethernet header comprises at least the following
information: a destination address (i.e., the address of a
virtual machine 320 that the packet is sent/broadcast to), a
source address (i.e., the address of a virtual machine 320 that
generated the packet), type/length information relating to
data that the packet is carrying, the data that the packet is
carrying, and cyclic redundancy check (CRC) information.

FIG. 8 illustrates an example tagged packet 170, in
accordance with an embodiment of the invention. Upon
receiving an outgoing packet in the form of an untagged
packet 160 from a virtual machine 320, the virtual network-
ing tagging application module 130 transforms the outgoing
packet into a tagged packet 170 by inserting a virtual
networking tag into the Ethernet header of the outgoing
packet.

In one embodiment, the virtual networking tag comprises
44 bits, which includes a 24-bit VNID of the virtual network
405 that the outgoing packet belongs to. The virtual net-
working tagging application module 130 sends the tagged
packet 170 to a corresponding TEP device 200.
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The virtual networking tagging application module 130
also receives tagged packets 170 from the corresponding
TEP device 120. Each tagged packet 170 the virtual net-
working tagging application module 130 receives represents
an incoming packet. Upon receiving a tagged packet 170,
the virtual networking tagging application module 130
determines a target virtual machine 320 based on the lookup
table 150, header information included in the tagged packet
170, and the virtual networking tag included in the tagged
packet 170. The virtual networking tagging application
module 170 transforms the tagged packet 170 to an untagged
packet 160, and sends the untagged packet 160 to the target
virtual machine 320.

FIG. 9 illustrates the difference between a standard
802.1Q VLAN tag and a virtual networking tag in accor-
dance with an embodiment of the invention. A standard
802.1Q VLAN tag comprises 32 bits of information. The
information included in the standard 802.1Q VLAN tag is
the following: 16 bits for a tag protocol identifier, 3 bits for
indicating user priority, 1 bit for a canonical format indica-
tor, and 12 bits for a VL AN identifier identifying a target
virtual network 405.

In one embodiment, the virtual networking tag comprises
a 24-bit VNID and a new tag protocol identifier indicating
the presence of the 24-bit VNID.

In one embodiment, the virtual networking tag is an
extended 802.1Q VLAN tag. Compared to the standard
802.1Q VLAN tag, the extended 802.1Q VLAN tag com-
prises 44 bits of information. The extended 802.1Q VLAN
tag includes a tag protocol identifier indicating the presence
of a 24-bit VNID instead of a 12-bit VLAN identifier, and
the 24-bit VNID.

FIG. 10 is a block diagram of a TEP device 200 in FIG.
5, in accordance with an embodiment of the invention. The
TEP device 200 comprises at least the following compo-
nents: an encapsulation/de-encapsulation application mod-
ule 210 for encapsulating outgoing packets and de-encap-
sulating incoming packets, a memory unit 220, and a virtual
networking tagging application module 240 for tagging each
incoming packet with a corresponding virtual networking
tag.

In one embodiment, the memory unit 220 maintains a
lookup table 230 (LUT). The lookup table 230 includes
information mapping each DOVE switch 315 and each port
to a corresponding 24-bit VNID.

Upon receiving an outgoing packet from a DOVE switch
315, the encapsulation/de-encapsulation application module
210 encapsulates the outgoing packet with an overlay header
based on a corresponding virtual networking tag. The encap-
sulation/de-encapsulation application module 210 sends the
encapsulated outgoing packet to another TEP device 200 via
the underlying layer network 250, wherein the other TEP
device 200 is the corresponding TEP device 200 for the
target virtual network 405.

Upon receiving an incoming packet from another TEP
device 200 via the underlying layer network 250, the encap-
sulation/de-encapsulation application module 200 de-encap-
sulates the incoming packet by removing an overlay header
included in the incoming packet. The virtual networking
tagging application module 240 then tags the incoming
packet with a virtual networking tag based on the lookup
table 230 and remaining header information in the incoming
packet. The virtual networking tagging application module
240 forwards the tagged incoming packet to a DOVE switch
315 of the target virtual network 405.

FIG. 11 illustrates encapsulating an outgoing packet, in
accordance with an embodiment of the invention. Upon

10

15

20

25

30

35

40

45

50

55

60

65

12

receiving a tagged packet 170 representing an outgoing
packet from a DOVE switch 315, the encapsulation/de-
encapsulation application module 210 encapsulates the
packet 170 with an overlay header (i.e., outer header). The
encapsulation/de-encapsulation application module 210
sends the encapsulated packet 180 to another TEP device
200 via the underlying layer network 250.

In one embodiment, an overlay header (i.e., outer header)
of a packet includes addresses specific to the underlying
layer network 250, and an inner header (i.e., the headers/
frames of the packet 170 before encapsulation) includes
addresses specific to a virtual network 405 that the packet
belongs to.

FIG. 12 illustrates a flowchart of an example process 600
of packet distribution for a virtual networking system, in
accordance with an embodiment of the invention. In process
block 601, a first virtual machine of a first virtual network
generates a packet. In process block 602, a first switch for
the first virtual network tags the packet with a virtual
networking tag including a virtual networking identifier
(VNID) associated with the first switch (e.g., a management
plane command associates the VNID with the first switch).
In process block 603, a first TEP device for the virtual
network encapsulates the packet by transforming the virtual
networking tag into an overlay header. In process block 604,
the packet propagates to a second TEP device for a target
virtual network (via an underlying layer network, for
example a Layer 2 network or a Layer 3 network such an IP
network). In process block 605, the second TEP device
de-encapsulates the packet, and tags the packet with a virtual
networking tag. In process block 606, a second switch for
the target virtual network removes the virtual networking tag
from the packet, and sends the packet to a target virtual
machine of the target virtual network.

FIG. 13 is a high level block diagram showing an infor-
mation processing system 300 useful for implementing one
embodiment of the present invention. The computer system
includes one or more processors, such as processor 302. The
processor 302 is connected to a communication infrastruc-
ture 304 (e.g., a communications bus, cross-over bar, or
network).

The computer system can include a display interface 306
that forwards graphics, text, and other data from the com-
munication infrastructure 304 (or from a frame buffer not
shown) for display on a display unit 308. The computer
system also includes a main memory 310, preferably ran-
dom access memory (RAM), and may also include a sec-
ondary memory 312. The secondary memory 312 may
include, for example, a hard disk drive 314 and/or a remov-
able storage drive 316, representing, for example, a floppy
disk drive, a magnetic tape drive, or an optical disk drive.
The removable storage drive 316 reads from and/or writes to
a removable storage unit 318 in a manner well known to
those having ordinary skill in the art. Removable storage
unit 318 represents, for example, a floppy disk, a compact
disc, a magnetic tape, or an optical disk, etc. which is read
by and written to by removable storage drive 316. As will be
appreciated, the removable storage unit 318 includes a
computer readable medium having stored therein computer
software and/or data.

In alternative embodiments, the secondary memory 312
may include other similar means for allowing computer
programs or other instructions to be loaded into the com-
puter system. Such means may include, for example, a
removable storage unit 350 and an interface 322. Examples
of such means may include a program package and package
interface (such as that found in video game devices), a
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removable memory chip (such as an EPROM, or PROM)
and associated socket, and other removable storage units
350 and interfaces 322 which allow software and data to be
transferred from the removable storage unit 350 to the
computer system.

The computer system may also include a communication
interface 324. Communication interface 324 allows software
and data to be transferred between the computer system and
external devices. Examples of communication interface 324
may include a modem, a network interface (such as an
Ethernet card), a communication port, or a PCMCIA slot and
card, etc. Software and data transferred via communication
interface 324 are in the form of signals which may be, for
example, electronic, electromagnetic, optical, or other sig-
nals capable of being received by communication interface
324. These signals are provided to communication interface
324 via a communication path (i.e., channel) 326. This
communication path 326 carries signals and may be imple-
mented using wire or cable, fiber optics, a phone line, a
cellular phone link, an RF link, and/or other communication
channels.

In this document, the terms “computer program medium,”
“computer usable medium,” and “computer readable
medium” are used to generally refer to media such as main
memory 310 and secondary memory 312, removable storage
drive 316, and a hard disk installed in hard disk drive 314.

Computer programs (also called computer control logic)
are stored in main memory 310 and/or secondary memory
312. Computer programs may also be received via commu-
nication interface 324. Such computer programs, when run,
enable the computer system to perform the features of the
present invention as discussed herein. In particular, the
computer programs, when run, enable the processor 302 to
perform the features of the computer system. Accordingly,
such computer programs represent controllers of the com-
puter system.

From the above description, it can be seen that the present
invention provides a system, computer program product, and
method for implementing the embodiments of the invention.
The present invention further provides a non-transitory
computer-useable storage medium for hierarchical routing
and two-way information flow with structural plasticity in
neural networks. The non-transitory computer-useable stor-
age medium has a computer-readable program, wherein the
program upon being processed on a computer causes the
computer to implement the steps of the present invention
according to the embodiments described herein. References
in the claims to an element in the singular is not intended to
mean “one and only” unless explicitly so stated, but rather
“one or more.” All structural and functional equivalents to
the elements of the above-described exemplary embodiment
that are currently known or later come to be known to those
of ordinary skill in the art are intended to be encompassed
by the present claims. No claim element herein is to be
construed under the provisions of 35 U.S.C. section 112,
sixth paragraph, unless the element is expressly recited
using the phrase “means for” or “step for.”

The terminology used herein is for the purpose of describ-
ing particular embodiments only and is not intended to be
limiting of the invention. As used herein, the singular forms
“a”, “an” and “the” are intended to include the plural forms
as well, unless the context clearly indicates otherwise. It will
be further understood that the terms “comprises” and/or
“comprising,” when used in this specification, specify the
presence of stated features, integers, steps, operations, ele-
ments, and/or components, but do not preclude the presence
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or addition of one or more other features, integers, steps,
operations, elements, components, and/or groups thereof.

The corresponding structures, materials, acts, and equiva-
lents of all means or step plus function elements in the
claims below are intended to include any structure, material,
or act for performing the function in combination with other
claimed elements as specifically claimed. The description of
the present invention has been presented for purposes of
illustration and description, but is not intended to be exhaus-
tive or limited to the invention in the form disclosed. Many
modifications and variations will be apparent to those of
ordinary skill in the art without departing from the scope and
spirit of the invention. The embodiment was chosen and
described in order to best explain the principles of the
invention and the practical application, and to enable others
of ordinary skill in the art to understand the invention for
various embodiments with various modifications as are
suited to the particular use contemplated.

What is claimed is:

1. A method for packet distribution in a virtual networking
system comprising at least a first virtual network and a
second virtual network, the method comprising:

at a first virtual switch for the first virtual network:

maintaining information mapping each virtual switch
of the virtual networking system to a corresponding
virtual network identifier (VNID) for a virtual net-
work that includes the virtual switch;
receiving, from a virtual machine of the first virtual
network, an outgoing packet targeting a different
virtual machine of the second virtual network; and
based on the information maintained, tagging the
outgoing packet with a first extended virtual net-
working tag comprising a VNID for the second
virtual network, wherein the outgoing packet is
encapsulated with an overlay header based on the
first extended virtual networking tag before the
outgoing packet is distributed to the second virtual
network.

2. The method of claim 1, further comprising:

at the first virtual switch for the first virtual network:

receiving, via an underlying layer network intercon-
necting the first virtual network and the second
virtual network, an incoming packet tagged with a
second extended virtual networking tag comprising a
VNID for the first virtual network; and

forwarding the incoming packet to a target virtual
machine of the first virtual network based on the
second extended virtual networking tag.

3. The method of claim 2, wherein each extended virtual
networking tag comprises an extended 802.1Q virtual local
area network (VLAN) tag including a 24-bit VNID.

4. The method of claim 3, wherein each virtual switch of
the virtual networking system supports address indepen-
dence between different virtual networks of the virtual
networking system.

5. The method of claim 4, wherein different virtual
machines, of different virtual networks of the virtual net-
working system, have the same Internet Protocol (IP)
address and media access control (MAC) address.

6. The method of claim 4, wherein different virtual
machines, of the same virtual network of the virtual net-
working system, are deployed on different physical hosts
located in different physical subnets.

7. The method of claim 4, wherein different virtual
machines, of different virtual networks of the virtual net-
working system, are deployed on the same physical host.
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8. The method of claim 3, wherein a network address for
a virtual machine of the virtual networking system remains
the same if the virtual machine is migrated from one virtual
network of the virtual networking system to another virtual
network of the virtual networking system.

9. A system for packet distribution in a virtual networking
system comprising at least a first virtual network and a
second virtual network, comprising:

at least one processor; and

a non-transitory processor-readable memory device stor-

ing instructions that when executed by the at least one
processor causes the at least one processor to perform
operations including:
at a first virtual switch for the first virtual network:
maintaining information mapping each virtual
switch of the virtual networking system to a
corresponding virtual network identifier (VNID)
for a virtual network that includes the virtual
switch;
receiving, from a virtual machine of the first virtual
network, an outgoing packet targeting a different
virtual machine of the second virtual network; and
based on the information maintained, tagging the
outgoing packet with a first extended virtual net-
working tag comprising a VNID for the second
virtual network, wherein the outgoing packet is
encapsulated with an overlay header based on the
first extended virtual networking tag before the
outgoing packet is distributed to the second virtual
network.

10. The system of claim 9, further comprising:

at the first virtual switch for the first virtual network:

receiving, via an underlying layer network intercon-
necting the first virtual network and the second
virtual network, an incoming packet tagged with a
second extended virtual networking tag comprising a
VNID for the first virtual network; and

forwarding the incoming packet to a target virtual
machine of the first virtual network based on the
second extended virtual networking tag.

11. The system of claim 10, wherein each extended virtual
networking tag comprises an extended 802.1Q virtual local
area network (VLAN) tag including a 24-bit VNID.

12. The system of claim 11, wherein each virtual switch
of the virtual networking

system supports address independence between different

virtual networks of the virtual networking system.

13. The system of claim 12, wherein different virtual
machines, of different virtual networks of the virtual net-
working system, have the same Internet Protocol (IP)
address and media access control (MAC) address.

14. The system of claim 12, wherein different virtual
machines, of the same virtual network of the virtual net-
working system, are deployed on different physical hosts
located in different physical subnets.
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15. The system of claim 12, wherein different virtual
machines, of different virtual networks of the virtual net-
working system, are deployed on the same physical host.

16. The system of claim 11, wherein a network address for
a virtual machine of the virtual networking system remains
the same if the virtual machine is migrated from one virtual
network of the virtual networking system to another virtual
network of the virtual networking system.

17. A non-transitory computer-readable medium storing
instructions that, when executed by at least one processor of
a machine, cause the machine to perform operations for
packet distribution in a virtual networking system compris-
ing at least a first virtual network and a second virtual
network, the operations comprising:

at a first virtual switch for the first virtual network:

maintaining information mapping each virtual switch
of the virtual networking system to a corresponding
virtual network identifier (VNID) for a virtual net-
work that includes the virtual switch;
receiving, from a virtual machine of the first virtual
network, an outgoing packet targeting a different
virtual machine of the second virtual network; and
based on the information maintained, tagging the
outgoing packet with a first extended virtual net-
working tag comprising a VNID for the second
virtual network, wherein the outgoing packet is
encapsulated with an overlay header based on the
first extended virtual networking tag before the
outgoing packet is distributed to the second virtual
network.
18. The non-transitory computer-readable medium of
claim 17, wherein the operations further comprise:
at the first virtual switch for the first virtual network:
receiving, via an underlying layer network intercon-
necting the first virtual network and the second
virtual network, an incoming packet tagged with a
second extended virtual networking tag comprising a
VNID for the first virtual network; and
forwarding the incoming packet to a target virtual
machine of the first virtual network based on the
second extended virtual networking tag.
19. The non-transitory computer-readable medium of
claim 18, wherein each extended virtual networking tag
comprises an extended 802.1Q virtual local area network
(VLAN) tag including a 24-bit VNID.
20. The non-transitory computer-readable medium of
claim 19, wherein:
each virtual switch of the virtual networking system
supports address independence between different vir-
tual networks of the virtual networking system; and

each virtual switch of the virtual networking system
supports migration of a virtual machine of the virtual
networking system without affecting a network address
for the virtual machine.
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