a2 United States Patent

Bovet

US009538377B2

US 9,538,377 B2
Jan. 3, 2017

(10) Patent No.:
45) Date of Patent:

(54) SWITCHING BETWEEN
RESTRICTED-ACCESS WEBSITES ON
MOBILE USER DEVICES

(71) Applicant: salesforce.com, inc., San Francisco, CA
(US)

(72) Inventor: Jean Elie Bovet, L.os Angeles, CA (US)

(73) Assignee: SALESFORCE.COM, INC., San
Francisco, CA (US)

(*) Notice: Subject to any disclaimer, the term of this

patent is extended or adjusted under 35
U.S.C. 154(b) by 0 days.

(21) Appl. No.: 14/664,395
(22) Filed: Mar. 20, 2015

(65) Prior Publication Data
US 2016/0057621 Al Feb. 25, 2016

Related U.S. Application Data
(60) Provisional application No. 62/040,841, filed on Aug.

22, 2014.
(51) Int. CL
HO4M 1/66 (2006.01)
HO4W 12/06 (2009.01)
HO4W 4/00 (2009.01)
HO4M 1/725 (2006.01)
HO4W 12/08 (2009.01)
HO4L 29/08 (2006.01)
HO4W 12/04 (2009.01)
(52) US.CL
CPC ... HO4W 12/06 (2013.01); HO4L 67/145

(2013.01); H04M 1/72561 (2013.01); HO4M
1/72577 (2013.01); HO4W 4/003 (2013.01);
HO4W 12/08 (2013.01); HO4W 12/04
(2013.01)

(58) Field of Classification Search
CPC ...... HO04W 12/06; HO4W 12/08; HO4W 12/12;
HO04W 88/02
USPC ottt 455/411
See application file for complete search history.

(56) References Cited
U.S. PATENT DOCUMENTS

5,577,188 A 11/1996 Zhu

5,608,872 A 3/1997 Schwartz et al.
5,649,104 A 7/1997 Carleton et al.
5,715,450 A 2/1998 Ambrose et al.
5,761,419 A 6/1998 Schwartz et al.
5,819,038 A 10/1998 Carleton et al.
5,821,937 A 10/1998 Tonelli et al.
5,831,610 A 11/1998 Tonelli et al.

(Continued)

Primary Examiner — Don N Vo
(74) Attorney, Agent, or Firm — Schwabe Williamson &
Wyatt

(57) ABSTRACT

A system stores first information, provided by a first user
input via a mobile operating system, which enables access to
a first restricted access website. The system stores a first
screenshot and first data associated with the first restricted
access website in response to a first user request, via the
mobile operating system, to switch to a second restricted
access website. The system stores second information, pro-
vided by a second user input via the mobile operating
system, which enables access to the second restricted access
website. The system stores a second screenshot and second
data associated with the second restricted access website in
response to a second user input, via the mobile operating
system, to switch to the first restricted access website. The
system outputs the first screenshot supported by the first
data. The system enables access to the first restricted access
website based on the stored first information.

17 Claims, 3 Drawing Sheets
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SWITCHING BETWEEN
RESTRICTED-ACCESS WEBSITES ON
MOBILE USER DEVICES

RELATED APPLICATION

This is a non-provisional of U.S. Provisional Patent
Application No. 62/040,841, filed Aug. 22, 2014, which is
incorporated herein by this reference.

COPYRIGHT NOTICE

A portion of the disclosure of this patent document
contains material which is subject to copyright protection.
The copyright owner has no objection to the facsimile
reproduction by anyone of the patent document or the patent
disclosure, as it appears in the United States Patent and
Trademark Office patent file or records, but otherwise
reserves all copyright rights whatsoever.

TECHNICAL FIELD

The technology disclosed herein relates to mobile oper-
ating systems and to enabling mobile operating system users
to switch between websites having restricted access.

BACKGROUND

A mobile operating system, also referred to as a mobile
OS, is an operating system that operates a portable or mobile
device such as a smartphone, tablet, personal digital assis-
tant (PDA), etc. Modern mobile operating systems combine
some features of a personal computer operating system with
other features, including one or more of a touchscreen,
cellular communication, Bluetooth communication, Wi-Fi
communication, near-field communication, infrared blaster,
GPS mobile navigation, still or video camera, speech rec-
ognition, voice recorder, music player, etc.

Mobile devices that use a mobile operating system com-
monly have a small form factor, limited interactive capabil-
ity, limited display size, limited memory or storage capacity,
limited processing power, or a short battery life. These
limitations on a mobile device impose limitations on the
capabilities of a mobile operating system. For example, a
personal computer operating system running on a laptop
computer can enable multiple simultaneous sessions that are
open to restricted-access websites. As a result, a user can
quickly switch from a session at one restricted-access web-
site to another by simply selecting a browser tab that
corresponds to the other session.

Mobile operating systems lack this capability. A mobile
operating system running on a smartphone can have open
only one session at a restricted-access website at a time. To
switch from one restricted-access website session to another,
a smartphone user must end the current restricted-access
website session and commence the other by entering access-
enabling information to begin the session with the new
restricted-access website. In this example, if the smartphone
user wanted to switch back to a session with the previous
restricted-access website, the mobile operating system
would require that the smartphone user end the session with
the new restricted-access website and then re-enter access-
enabling information to create a new session with the
previous restricted-access website. All of the data from the
previous session with the first restricted access website
would have been lost.
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2
BRIEF DESCRIPTION OF THE DRAWINGS

The included drawings are for illustrative purposes and
serve to provide examples of possible structures and opera-
tions for the disclosed inventive systems, apparatus, meth-
ods and computer-readable storage media. These drawings
in no way limit any changes in form and detail that may be
made by one skilled in the art without departing from the
spirit and scope of the disclosed implementations.

FIG. 1A shows a block diagram of an example environ-
ment in which an on-demand database service can be used
according to some implementations.

FIG. 1B shows a block diagram of example implemen-
tations of elements of FIG. 1A and example interconnections
between these elements according to some implementations.

FIG. 2 is a flow diagram of a restricted-access network
application switching process for a mobile user device.

DETAILED DESCRIPTION

The following detailed description is made with reference
to the technology disclosed. Preferred implementations are
described to illustrate the technology disclosed, not to limit
its scope, which is defined by the claims. Those of ordinary
skill in the art will recognize a variety of equivalent varia-
tions on the description.

Examples of systems, apparatus, computer-readable stor-
age media, and methods according to the disclosed imple-
mentations are described in this section. These examples are
being provided solely to add context and aid in the under-
standing of the disclosed implementations. It will thus be
apparent to one skilled in the art that the disclosed imple-
mentations may be practiced without some or all of the
specific details provided. In other instances, certain process
or method operations, also referred to herein as “blocks,”
have not been described in detail in order to avoid unnec-
essarily obscuring the disclosed implementations. Other
implementations and applications also are possible, and as
such, the following examples should not be taken as defini-
tive or limiting either in scope or setting.

In the following detailed description, references are made
to the accompanying drawings, which form a part of the
description and in which are shown, by way of illustration,
specific implementations. Although these disclosed imple-
mentations are described in sufficient detail to enable one
skilled in the art to practice the implementations, it is to be
understood that these examples are not limiting, such that
other implementations may be used and changes may be
made to the disclosed implementations without departing
from their spirit and scope. For example, the blocks of the
methods shown and described herein are not necessarily
performed in the order indicated in some other implemen-
tations. Additionally, in some other implementations, the
disclosed methods may include more or fewer blocks than
are described. As another example, some blocks described
herein as separate blocks may be combined in some other
implementations. Conversely, what may be described herein
as a single block may be implemented in multiple blocks in
some other implementations. Additionally, the conjunction
“or” is intended herein in the inclusive sense where appro-
priate unless otherwise indicated; that is, the phrase “A, B or
C” is intended to include the possibilities of “A,” “B,” “C,”
“Aand B,” “B and C,” “A and C” and “A, B and C.”

Some implementations described and referenced herein
are directed to systems, apparatus, computer-implemented
methods and computer-readable storage media for detecting
flooding of message queues.
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Example System Overview

FIG. 1A shows a block diagram of an example of an
environment 10 in which an on-demand database service can
be used in accordance with some implementations. The
environment 10 includes user systems 12, a network 14, a
database system 16 (also referred to herein as a “cloud-based
system”), a processor system 17, an application platform 18,
a network interface 20, tenant database 22 for storing tenant
data 23, system database 24 for storing system data 25,
program code 26 for implementing various functions of the
system 16, and process space 28 for executing database
system processes and tenant-specific processes, such as
running applications as part of an application hosting ser-
vice. In some other implementations, environment 10 may
not have all of these components or systems, or may have
other components or systems instead of, or in addition to,
those listed above.

In some implementations, the environment 10 is an envi-
ronment in which an on-demand database service exists. An
on-demand database service, such as that which can be
implemented using the system 16, is a service that is made
available to users outside of the enterprise(s) that own,
maintain or provide access to the system 16. As described
above, such users generally do not need to be concerned
with building or maintaining the system 16. Instead,
resources provided by the system 16 may be available for
such users’ use when the users need services provided by the
system 16; that is, on the demand of the users. Some
on-demand database services can store information from one
or more tenants into tables of a common database image to
form a multi-tenant database system (MTS). The term
“multi-tenant database system” can refer to those systems in
which various elements of hardware and software of a
database system may be shared by one or more customers or
tenants. For example, a given application server may simul-
taneously process requests for a great number of customers,
and a given database table may store rows of data such as
feed items for a potentially much greater number of cus-
tomers. A database image can include one or more database
objects. A relational database management system (RD-
BMS) or the equivalent can execute storage and retrieval of
information against the database object(s).

Application platform 18 can be a framework that allows
the applications of system 16 to execute, such as the
hardware or software infrastructure of the system 16. In
some implementations, the application platform 18 enables
the creation, management and execution of one or more
applications. Applications may be developed by the provider
of the on-demand database service, by users accessing the
on-demand database service via user systems 12, or by third
party application developers accessing the on-demand data-
base service via user systems 12.

In some implementations, the system 16 implements a
web-based customer relationship management (CRM) sys-
tem. For example, in some such implementations, the sys-
tem 16 includes application servers configured to implement
and execute CRM software applications as well as provide
related data, code, forms, renderable web pages and docu-
ments and other information to and from user systems 12
and to store to, and retrieve from, a database system related
data, objects, and Web page content. In some MTS imple-
mentations, data for multiple tenants may be stored in the
same physical database object in tenant database 22. In some
such implementations, tenant data is arranged in the storage
medium(s) of tenant database 22 so that data of one tenant
is kept logically separate from that of other tenants so that
one tenant does not have access to another tenant’s data,
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4

unless such data is expressly shared. The system 16 also
implements applications other than, or in addition to, a CRM
application. For example, the system 16 can provide tenant
access to multiple hosted (standard and custom) applica-
tions, including a CRM application. User (or third party
developer) applications, which may or may not include
CRM, may be supported by the application platform 18. The
application platform 18 manages the creation and storage of
the applications into one or more database objects and the
execution of the applications in one or more virtual
machines in the process space of the system 16.

According to some implementations, each system 16 may
be configured to provide web pages, forms, applications,
data and media content to user (client) systems 12 to support
the access by user systems 12 as tenants of system 16. As
such, system 16 provides security mechanisms to keep each
tenant’s data separate unless the data is shared. If more than
one MTS is used, they may be located in close proximity to
one another (for example, in a server farm located in a single
building or campus), or they may be distributed at locations
remote from one another (for example, one or more servers
located in city A and one or more servers located in city B).
As used herein, each MTS could include one or more
logically or physically connected servers distributed locally
or across one or more geographic locations. Additionally, the
term “server” is meant to refer to a computing device or
system, including processing hardware and process space(s),
an associated storage medium such as a memory device or
database, and, in some instances, a database application (for
example, OODBMS or RDBMS) as is well known in the art.
It should also be understood that “server system” and
“server” are often used interchangeably herein. Similarly,
the database objects described herein can be implemented as
part of a single database, a distributed database, a collection
of distributed databases, a database with redundant online or
offline backups or other redundancies, etc., and can include
a distributed database or storage network and associated
processing intelligence.

The network 14 can be or include any network or com-
bination of networks of systems or devices that communi-
cate with one another. For example, the network 14 can be
or include any one or any combination of a LAN (local area
network), WAN (wide area network), telephone network,
wireless network, cellular network, point-to-point network,
star network, token ring network, hub network, or other
appropriate configuration. The network 14 can include a
TCP/IP (Transfer Control Protocol and Internet Protocol)
network, such as the global internetwork of networks often
referred to as the “Internet” (with a capital “I””). The Internet
will be used in many of the examples herein. However, it
should be understood that the networks that the disclosed
implementations can use are not so limited, although TCP/IP
is a frequently implemented protocol.

The user systems 12 can communicate with system 16
using TCP/IP and, at a higher network level, other common
Internet protocols to communicate, such as HTTP, FTP,
AFS, WAP, etc. In an example where HTTP is used, each
user system 12 can include an HTTP client commonly
referred to as a “web browser” or simply a “browser” for
sending and receiving HTTP signals to and from an HTTP
server of the system 16. Such an HTTP server can be
implemented as the sole network interface 20 between the
system 16 and the network 14, but other techniques can be
used in addition to or instead of these techniques. In some
implementations, the network interface 20 between the
system 16 and the network 14 includes load sharing func-
tionality, such as round-robin HTTP request distributors to
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balance loads and distribute incoming HTTP requests evenly
over a number of servers. In MTS implementations, each of
the servers can have access to the MTS data; however, other
alternative configurations may be used instead.

The user systems 12 can be implemented as any comput-
ing device(s) or other data processing apparatus or systems
usable by users to access the database system 16. For
example, any of user systems 12 can be a desktop computer,
a work station, a laptop computer, a tablet computer, a
handheld computing device, a wearable device, a mobile
cellular phone (for example, a “smartphone”), or any other
Wi-Fi-enabled device, wireless access protocol (WAP)-en-
abled device, or other computing device capable of inter-
facing directly or indirectly to the Internet or other network.
The terms “user system” and “computing device” are used
interchangeably herein with one another and with the term
“computer.” As described above, each user system 12 typi-
cally executes an HTTP client, for example, a web browsing
(or simply “browsing”) program, such as a web browser
based on the WebKit platform, Microsoft’s Internet Explorer
browser, Netscape’s Navigator browser, Opera’s browser,
Modzilla’s Firefox browser, or a WAP-enabled browser in the
case of a cellular phone, PDA or other wireless device, or the
like, allowing a user (for example, a subscriber of on-
demand services provided by the system 16) of the user
system 12 to access, process and view information, pages
and applications available to it from the system 16 over the
network 14.

Each user system 12 also typically includes one or more
user input devices, such as a keyboard, a mouse, a trackball,
a touch pad, a touch screen, a pen or stylus or the like, for
interacting with a graphical user interface (GUI) provided by
the browser on a display (for example, a monitor screen,
liquid crystal display (LCD), light-emitting diode (LED)
display, among other possibilities) of the user system 12 in
conjunction with pages, forms, applications and other infor-
mation provided by the system 16 or other systems or
servers. For example, the user interface device can be used
to access data and applications hosted by system 16, and to
perform searches on stored data, and otherwise allow a user
to interact with various GUI pages that may be presented to
a user. As discussed above, implementations are suitable for
use with the Internet, although other networks can be used
instead of or in addition to the Internet, such as an intranet,
an extranet, a virtual private network (VPN), a non-TCP/IP
based network, any LAN or WAN or the like.

The users of user systems 12 may differ in their respective
capacities, and the capacity of a particular user system 12
can be entirely determined by permissions (permission lev-
els) for the current user of such user system. For example,
where a salesperson is using a particular user system 12 to
interact with the system 16, that user system can have the
capacities allotted to the salesperson. However, while an
administrator is using that user system 12 to interact with the
system 16, that user system can have the capacities allotted
to that administrator. Where a hierarchical role model is
used, users at one permission level can have access to
applications, data, and database information accessible by a
lower permission level user, but may not have access to
certain applications, database information, and data acces-
sible by a user at a higher permission level. Thus, different
users generally will have different capabilities with regard to
accessing and modifying application and database informa-
tion, depending on the users’ respective security or permis-
sion levels (also referred to as “authorizations”™).

According to some implementations, each user system 12
and some or all of its components are operator-configurable
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using applications, such as a browser, including computer
code executed using a central processing unit (CPU) such as
an Intel Pentium® processor or the like. Similarly, the
system 16 (and additional instances of an MTS, where more
than one is present) and all of its components can be
operator-configurable using application(s) including com-
puter code to run using the processor system 17, which may
be implemented to include a CPU, which may include an
Intel Pentium® processor or the like, or multiple CPUs.

The system 16 includes tangible computer-readable media
having non-transitory instructions stored thereon/in that are
executable by or used to program a server or other comput-
ing system (or collection of such servers or computing
systems) to perform some of the implementation of pro-
cesses described herein. For example, computer program
code 26 can implement instructions for operating and con-
figuring the system 16 to intercommunicate and to process
web pages, applications and other data and media content as
described herein. In some implementations, the computer
code 26 can be downloadable and stored on a hard disk, but
the entire program code, or portions thereof, also can be
stored in any other volatile or non-volatile memory medium
or device as is well known, such as a ROM or RAM, or
provided on any media capable of storing program code,
such as any type of rotating media including floppy disks,
optical discs, digital versatile disks (DVD), compact disks
(CD), microdrives, and magneto-optical disks, and magnetic
or optical cards, nanosystems (including molecular memory
ICs), or any other type of computer-readable medium or
device suitable for storing instructions or data. Additionally,
the entire program code, or portions thereof, may be trans-
mitted and downloaded from a software source over a
transmission medium, for example, over the Internet, or
from another server, as is well known, or transmitted over
any other existing network connection as is well known (for
example, extranet, VPN, LAN; etc.) using any communica-
tion medium and protocols (for example, TCP/IP, HTTP,
HTTPS, Ethernet, etc.) as are well known. It will also be
appreciated that computer code for the disclosed implemen-
tations can be realized in any programming language that
can be executed on a server or other computing system such
as, for example, C, C++, HTML, any other markup lan-
guage, Java™, JavaScript, ActiveX, any other scripting
language, such as VBScript, and many other programming
languages as are well known may be used. (Java™ is a
trademark of Sun Microsystems, Inc.).

FIG. 1B shows a block diagram of example implemen-
tations of elements of FIG. 1A and example interconnections
between these elements according to some implementations.
That is, FIG. 1B also illustrates environment 10, but FIG.
1B, various elements of the system 16 and various inter-
connections between such elements are shown with more
specificity according to some more specific implementa-
tions. Additionally, in FIG. 1B, the user system 12 includes
a processor system 12A, a memory system 12B, an input
system 12C, and an output system 12D. The processor
system 12A can include any suitable combination of one or
more processors. The memory system 12B can include any
suitable combination of one or more memory devices. The
input system 12C can include any suitable combination of
input devices, such as one or more touchscreen interfaces,
keyboards, mice, trackballs, scanners, cameras, or interfaces
to networks. The output system 12D can include any suitable
combination of output devices, such as one or more display
devices, printers, or interfaces to networks.

In FIG. 1B, the network interface 20 is implemented as a
set of HT'TP application servers 1001-100N. Each applica-
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tion server 100, also referred to herein as an “app server”, is
configured to communicate with tenant database 22 and the
tenant data 23 therein, as well as system database 24 and the
system data 25 therein, to serve requests received from the
user systems 12. The tenant data 23 can be divided into
individual tenant storage spaces 112, which can be physi-
cally or logically arranged or divided. Within each tenant
storage space 112, user storage 114 and application metadata
116 can similarly be allocated for each user. For example, a
copy of a user’s most recently used (MRU) items can be
stored to user storage 114. Similarly, a copy of MRU items
for an entire organization that is a tenant can be stored to
tenant storage space 112.

The process space 28 includes system process space 102,
individual tenant process spaces 104 and a tenant manage-
ment process space 110. The application platform 18
includes an application setup mechanism 38 that supports
application developers’ creation and management of appli-
cations. Such applications and others can be saved as
metadata into tenant database 22 by save routines 36 for
execution by subscribers as one or more tenant process
spaces 104 managed by tenant management process 110, for
example. Invocations to such applications can be coded
using PL/SOQL 34, which provides a programming lan-
guage style interface extension to API 32. A detailed descrip-
tion of some PL/SOQL language implementations is dis-
cussed in commonly assigned U.S. Pat. No. 7,730,478, titled
METHOD AND SYSTEM FOR ALLOWING ACCESS TO
DEVELOPED APPLICATIONS VIA A MULTI-TENANT
ON-DEMAND DATABASE SERVICE, by Craig Weiss-
man, issued on Jun. 1, 2010, and hereby incorporated by
reference in its entirety and for all purposes. Invocations to
applications can be detected by one or more system pro-
cesses, which manage retrieving application metadata 116
for the subscriber making the invocation and executing the
metadata as an application in a virtual machine.

The system 16 of FIG. 1B also includes a user interface
(UI) 30 and an application programming interface (API) 32
to system 16 resident processes to users or developers at user
systems 12. In some other implementations, the environment
10 may not have the same elements as those listed above or
may have other elements instead of; or in addition to, those
listed above.

Each application server 100 can be communicably
coupled with tenant database 22 and system database 24, for
example, having access to tenant data 23 and system data 25,
respectively, via a different network connection. For
example, one application server 1001 can be coupled via the
network 14 (for example, the Internet), another application
server 100N-1 can be coupled via a direct network link, and
another application server 100N can be coupled by yet a
different network connection. Transfer Control Protocol and
Internet Protocol (TCP/IP) are examples of typical protocols
that can be used for communicating between application
servers 100 and the system 16. However, it will be apparent
to one skilled in the art that other transport protocols can be
used to optimize the system 16 depending on the network
interconnections used.

In some implementations, each application server 100 is
configured to handle requests for any user associated with
any organization that is a tenant of the system 16. Because
it can be desirable to be able to add and remove application
servers 100 from the server pool at any time and for various
reasons, in some implementations there is no server affinity
for a user or organization to a specific application server 100.
In some such implementations, an interface system imple-
menting a load balancing function (for example, an F5
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Big-IP load balancer) is communicably coupled between the
application servers 100 and the user systems 12 to distribute
requests to the application servers 100. In one implementa-
tion, the load balancer uses a least-connections algorithm to
route user requests to the application servers 100. Other
examples of load balancing algorithms, such as round robin
and observed-response-time, also can be used. For example,
in some instances, three consecutive requests from the same
user could hit three different application servers 100, and
three requests from different users could hit the same appli-
cation server 100. In this manner, by way of example,
system 16 can be a multi-tenant system in which system 16
handles storage of, and access to, different objects, data and
applications across disparate users and organizations.

In one example storage use case, one tenant can be a
company that employs a sales force where each salesperson
uses system 16 to manage aspects of their sales. A user can
maintain contact data, leads data, customer follow-up data,
performance data, goals and progress data, etc., all appli-
cable to that user’s personal sales process (for example, in
tenant database 22). In an example of a MTS arrangement,
because all of the data and the applications to access, view,
modify, report, transmit, calculate, etc., can be maintained
and accessed by a user system 12 having little more than
network access, the user can manage his or her sales efforts
and cycles from any of many different user systems. For
example, when a salesperson is visiting a customer and the
customer has Internet access in their lobby, the salesperson
can obtain critical updates regarding that customer while
waiting for the customer to arrive in the lobby.

While each user’s data can be stored separately from other
users’ data regardless of the employers of each user, some
data can be organization-wide data shared or accessible by
several users or all of the users for a given organization that
is a tenant. Thus, there can be some data structures managed
by system 16 that are allocated at the tenant level while other
data structures can be managed at the user level. Because an
MTS can support multiple tenants including possible com-
petitors, the MTS can have security protocols that keep data,
applications, and application use separate. Also, because
many tenants may opt for access to an MTS rather than
maintain their own system, redundancy, up-time, and
backup are additional functions that can be implemented in
the MTS. In addition to user-specific data and tenant-specific
data, the system 16 also can maintain system level data
usable by multiple tenants or other data. Such system level
data can include industry reports, news, postings, and the
like that are sharable among tenants.

In some implementations, the user systems 12 (which also
can be client systems) communicate with the application
servers 100 to request and update system-level and tenant-
level data from the system 16. Such requests and updates can
involve sending one or more queries to tenant database 22 or
system database 24. The system 16 (for example, an appli-
cation server 100 in the system 16) can automatically
generate one or more SQL statements (for example, one or
more SQL queries) designed to access the desired informa-
tion. System database 24 can generate query plans to access
the requested data from the database. The term “query plan”
generally refers to one or more operations used to access
information in a database system.

Each database can generally be viewed as a collection of
objects, such as a set of logical tables, containing data fitted
into predefined or customizable categories. A “table” is one
representation of a data object, and may be used herein to
simplify the conceptual description of objects and custom
objects according to some implementations. It should be
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understood that “table” and “object” may be used inter-
changeably herein. Each table generally contains one or
more data categories logically arranged as columns or fields
in a viewable schema. Each row or element of a table can
contain an instance of data for each category defined by the
fields. For example, a CRM database can include a table that
describes a customer with fields for basic contact informa-
tion such as name, address, phone number, fax number, etc.
Another table can describe a purchase order, including fields
for information such as customer, product, sale price, date,
etc. In some MTS implementations, standard entity tables
can be provided for use by all tenants. For CRM database
applications, such standard entities can include tables for
case, account, contact, lead, and opportunity data objects,
each containing pre-defined fields. As used herein, the term
“entity” also may be used interchangeably with “object” and
“table.”

In some MTS implementations, tenants are allowed to
create and store custom objects, or may be allowed to
customize standard entities or objects, for example by cre-
ating custom fields for standard objects, including custom
index fields. Commonly assigned U.S. Pat. No. 7,779,039,
titled CUSTOM ENTITIES AND FIELDS IN A MULTI-
TENANT DATABASE SYSTEM, by Weissman et al.,
issued on Aug. 17, 2010, and hereby incorporated by refer-
ence in its entirety and for all purposes, teaches systems and
methods for creating custom objects as well as customizing
standard objects in a multi-tenant database system. In some
implementations, for example, all custom entity data rows
are stored in a single multi-tenant physical table, which may
contain multiple logical tables per organization. It is trans-
parent to customers that their multiple “tables” are in fact
stored in one large table or that their data may be stored in
the same table as the data of other customers.

FIG. 2 is a flow diagram illustrating a restricted-access
network application switching process 200 for switching a
user system 12 operating a mobile operating system between
restricted-access websites, such as restricted-access appli-
cations hosted on cloud-based system 16. With regard to
restricted-access network application switching process 200,
the user system 12 operating a mobile operating system may
be referred to herein as a “user mobile device 12.” Process
200 would allow a user of user mobile device 12 to switch
back and forth between restricted-access applications hosted
on system 16 in a quick and convenient manner.

In process block 202, a user of a user mobile device
navigates to a first restricted-access application of a cloud-
based system and enters first restricted access information
via the user mobile device to access the first restricted-
access application. Navigating to the first restricted-access
application may include, for example, entering or selecting
in a browser a network address (e.g., URL) corresponding to
the first restricted-access application. The first restricted-
access information may include a username and a password,
or any other computer system user authentication informa-
tion such as other types of identity-confirming information,
biometric information, etc. The first restricted-access appli-
cation could be any application to which access is restricted
to particular users such as an email or other communication
application, a customer management relationship applica-
tion, a business calendaring application, a data storage
application, etc.

In process block 204, the first restricted access informa-
tion is verified and stored by the system and the user of the
user mobile device is granted access to the first restricted-
access application. Access to the first restricted-access appli-
cation may include an initial page or view of the first
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restricted-access application with information or data from
the application and any subsequent restricted-access pages,
views or information that are provided by the application.

In process block 206, the system provides to the user
mobile device a first authentication key that is stored in the
user mobile device in association with the first restricted-
access application. The authentication key functions as a
credential for the user’s first restricted access information.
As one example, the authentication key may be generated in
accordance with a protocol, such as the OAuth 1.0 protocol
or the OAuth 2.0 protocol, both of which are open protocols
described by the Internet Engineering Task Force to allow
secure authorization.

In process block 208, the user of the user mobile device
indicates navigation away from the first restricted-access
application. For example, the user may enter or make a
mobile operating system user interface input or gesture
indicating that a new network location is to be accessed. For
example, the user may access or select a browser address bar
indicating an intention to enter and navigate to new network
address or application. In another implementation, mobile
operating system user interface may include a user gesture,
such as swiping the user mobile device touchscreen to one
side (e.g., the left) to open a new session with a new website
or application.

In process block 210, the page, view or information
provided by the first restricted-access application and dis-
played on the mobile user device is stored on the mobile
device when the user indicates navigation away from the
first restricted-access application. For example, the mobile
user device may cache the page, view or information (e.g.,
a “screenshot”). The stored page, view or information may
be referred to as a stored first restricted-access application
page.

In process block 212 the user navigates to a second
restricted-access application of the cloud-based system, the
second restricted-access application having an association
with the first restricted-access application, and enters second
restricted access information via the user mobile device to
access the second restricted-access application. Navigating
to the second restricted-access application may include, for
example, entering or selecting in the browser a network
address (e.g., URL) corresponding to the second restricted-
access application. For example, the first and second
restricted-access applications may be provided by a common
provider or may otherwise allow users to have the switching
accessibility provided by this method 200.

In process block 214, the second restricted access infor-
mation is verified and stored by the system and the user of
the user mobile device is granted access to the second
restricted-access application. Access to the second
restricted-access application may include an initial page or
view of the second restricted-access application with infor-
mation or data from the application and any subsequent
restricted-access pages, views or information that are pro-
vided by the application.

In process block 216, the system provides to the user
mobile device a second authentication key that is stored in
the user mobile device in association with the second
restricted-access application. The authentication key func-
tions as a credential for the user’s first restricted access
information. As one example, the authentication key may be
generated in accordance with a protocol, such as the OAuth
1.0 protocol or the OAuth 2.0 protocol, both of which are
open protocols described by the Internet Engineering Task
Force to allow secure authorization.
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In process block 218, the user of the user mobile device
indicates navigation from the second restricted-access appli-
cation back to the first restricted-access application. For
example, the user may enter or make a mobile operating
system user interface input or gesture indicating a return
back to the first restricted-access application. For example,
mobile operating system user interface may include a user
gesture, such as swiping the user mobile device touchscreen
to one side (e.g., the right) to return to a session with a prior
website or application.

In process block 220, the page, view or information
provided by the second restricted-access application and
displayed on the mobile user device is stored when the user
indicates navigation back to the first restricted-access appli-
cation. For example, the mobile user device may cache the
page, view or information (e.g., a “screenshot”). The stored
page, view or information may be referred to as a stored
second restricted-access application page.

In process block 222 the stored first restricted-access
application page is displayed on the mobile user device and
the first authentication key is sent to the first restricted-
access application to re-establish access to it.

Restricted-access network application switching process
200 includes generally conventional initial accessing of first
and second restricted-access applications, but then improved
quick and convenient subsequent switching between them.
Such a subsequent switch from the second restricted-access
application back to the first is illustrated in process blocks
218-222. It will be appreciated, however, that with the
second authentication key of process block 216 and the
stored second restricted-access application page of process
block 220 that the user of the user mobile device could
subsequently switch quickly and conveniently back to the
second restricted-access application from the first in sub-
stantially the same manner.

Moreover, although it is described with reference to two
different  associated  restricted-access  applications,
restricted-access network application switching process 200
may be applied to any number of associated restricted-
access applications. For example, the operations of process
200 relating to each of the first and second restricted-access
applications would be applied to each additional restricted-
access application.

Restricted-access network application switching process
200 may be implemented in accordance with instructions
that are stored on or in tangible, non-transitory computer-
readable media and that are executable by or used to
program one or more computing systems or devices. More-
over, restricted-access network application switching pro-
cess 200 and corresponding instructions provide improved
efficiency in accessing different restricted-access applica-
tions or websites of a cloud-based system from a user mobile
device. As a result, process 200 relates to improving the
technological operation of restricted-access applications on
mobile user devices.

A person having ordinary skill in the art will appreciate
that there are many potential applications for one or more
implementations of this disclosure and hence, the imple-
mentations disclosed herein are not intended to limit this
disclosure in any fashion.

The invention claimed is:

1. An apparatus for switching a mobile user device
between restricted-access applications that are accessed over
a computer network, the apparatus comprising:

a processor; and
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one or more stored sequences of instructions which, when
executed by the processor, cause the processor to carry
out the steps of:

switching a mobile user device between restricted-access

applications that are accessed over a computer network,
the method comprising:
providing first information, via a mobile user device, to
enable access to a first restricted-access application;

storing in memory on the mobile user device a first
authentication key authenticating access to the first
restricted-access application;

storing a first restricted-access application page of the first

restricted-access application in the memory in response
to a first user indication, via the mobile user device, to
navigate away from the first restricted-access applica-
tion;

providing second information, via the mobile user device,

to enable access to a second restricted-access applica-
tion;

displaying from the memory the first restricted-access

application page on the mobile user device in response
to a user indication of navigation back to the first
restricted-access application; and

providing the first authentication key from the memory to

enable access to the first restricted-access application.

2. The apparatus of claim 1 further comprising one or
more stored sequences of instructions which, when executed
by the processor, cause the processor to carry out the steps
of:

storing in the memory a second authentication key

authenticating access to the second restricted-access
application in response to accessing the second
restricted-access application; and

storing in the memory a second restricted-access appli-

cation page of the second restricted-access application
in response to a second user indication, via the mobile
user device, to navigate away from the second
restricted-access application.

3. The apparatus of claim 2 further comprising one or
more stored sequences of instructions which, when executed
by the processor, cause the processor to carry out the steps
of:

displaying from the memory the second restricted-access

application page on the mobile user device in response
to a user indication of navigation back to the second
restricted-access application; and

providing the second authentication key from the memory

to enable access to the second restricted-access appli-
cation.

4. The apparatus of claim 1 in which the first and second
restricted-access applications are included in a cloud-based
system.

5. The apparatus of claim 1 in which the user mobile
device includes a touchscreen and the apparatus further
includes one or more stored sequences of instructions which,
when executed by the processor, cause the processor to carry
out the step of:

receiving the user indication to navigate away from a

restricted-access application as a user gesture on the
touchscreen.

6. The apparatus of claim 5 in which the user gesture is a
swipe toward one side of the touchscreen.

7. A non-transitory machine-readable medium carrying
one or more sequences of instructions for switching mobile
operating system users between restricted access websites,
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which instructions, when executed by one or more proces-
sors, cause the one or more processors to carry out the steps
of:
providing first information, via a mobile user device, to
enable access to a first restricted-access application;

storing in memory on the mobile user device a first
authentication key authenticating access to the first
restricted-access application;

storing in the memory a first restricted-access application

page of the first restricted-access application in
response to a first user indication, via the mobile user
device, to navigate away from the first restricted-access
application;

providing second information, via the mobile user device,

to enable access to a second restricted-access applica-
tion;

displaying from the memory the first restricted-access

application page on the mobile user device in response
to a user indication of navigation back to the first
restricted-access application; and

providing the first authentication key from the memory to

enable access to the first restricted-access application.

8. The non-transitory machine-readable medium of claim
7 further carrying one or more sequences of instructions
which, when executed by one or more processors, cause the
one or more processors to carry out the steps of:

storing in the memory a second authentication key

authenticating access to the second restricted-access
application in response to accessing the second
restricted-access application; and

storing in the memory a second restricted-access appli-

cation page of the second restricted-access application
in response to a second user indication, via the mobile
user device, to navigate away from the second
restricted-access application.

9. The non-transitory machine-readable medium of claim
8 further carrying one or more sequences of instructions
which, when executed by one or more processors, cause the
one or more processors to carry out the steps of:

displaying from the memory the second restricted-access

application page on the mobile user device in response
to a user indication of navigation back to the second
restricted-access application; and

providing the second authentication key from the memory

to enable access to the second restricted-access appli-
cation.

10. The non-transitory machine-readable medium of
claim 7 in which the user mobile device includes a touch-
screen and the medium further carries one or more
sequences of instructions which, when executed by one or
more processors, cause the one or more processors to carry
out the step of:

receiving the user indication to navigate away from a

restricted-access application as a user gesture on the
touchscreen.
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11. The non-transitory machine-readable medium of
claim 10 in which the user gesture is a swipe toward one side
of the touchscreen.
12. A method for switching a mobile user device between
restricted-access applications that are accessed over a com-
puter network, the method comprising:
providing first information, via a mobile user device, to
enable access to a first restricted-access application;

storing in memory on the mobile user device a first
authentication key authenticating access to the first
restricted-access application;

storing in the memory a first restricted-access application

page of the first restricted-access application in
response to a first user indication, via the mobile user
device, to navigate away from the first restricted-access
application;

providing second information, via the mobile user device,

to enable access to a second restricted-access applica-
tion;

displaying from the memory the first restricted-access

application page on the mobile user device in response
to a user indication of navigation back to the first
restricted-access application; and

providing the first authentication key from the memory to

enable access to the first restricted-access application.

13. The method of claim 12 further including:

storing in the memory a second authentication key

authenticating access to the second restricted-access
application in response to accessing the second
restricted-access application; and

storing in the memory a second restricted-access appli-

cation page of the second restricted-access application
in response to a second user indication, via the mobile
user device, to navigate away from the second
restricted-access application.

14. The method of claim 13 further including:

displaying from the memory the second restricted-access

application page on the mobile user device in response
to a user indication of navigation back to the second
restricted-access application; and

providing the second authentication key from the memory

to enable access to the second restricted-access appli-
cation.

15. The method of claim 12 in which the first and second
restricted-access applications are included in a cloud-based
system.

16. The method of claim 12 in which the user mobile
device includes a touchscreen and the user indication, via the
mobile user device, to navigate away from a restricted-
access application includes a user gesture on the touch-
screen.

17. The method of claim 16 in which the user gesture is
a swipe toward one side of the touchscreen.
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