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57 ABSTRACT

A wireless communication device detects presence of a peer
wireless communication device within operating range and
pairs with the detected peer wireless communication device.
The wireless communication device and the peer wireless
communication device are operable to communicate wireless
broadband signals at a power level that is below a spurious
emissions mask using broadband near field communication
with full spectrum capture. The pairing may be controlled
based on the determined distance between the wireless com-
munication device and the peer wireless communication
device. A determination is made whether to utilize security to
enable the pairing based on the determined distance. A range
of the communicated wireless broadband signals may be
limited to provide secure communication between a plurality
of wireless communication devices that communicate utiliz-
ing the wireless broadband signals. Content is shared among
the plurality of wireless communication devices based on the
limiting.
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METHOD AND SYSTEM FOR BROADBAND
NEAR-FIELD COMMUNICATION UTILIZING
FULL SPECTRUM CAPTURE (FSC)
SUPPORTING PAIRING, CONTENT
SHARING AND SECURITY

CROSS-REFERENCE TO RELATED
APPLICATIONS/INCORPORATION BY
REFERENCE

[0001] This patent application makes reference to, claims
priority to, and claims benefit from:

U.S. Provisional Application Ser. No. 61/599,045, which was
filed on Feb. 15, 2012; and

U.S. Provisional Application Ser. No. 61/605,001, which was
filed on Feb. 29, 2012.

[0002] This application also makes reference to:

U.S. application Ser. No. 13/723,897, which is filed on Dec.
21,2012,

U.S. application Ser. No. (Attorney Docket No.
25043U8S02), which is filed on even date herewith;

U.S. application Ser. No. 13/726,965, which is filed on Dec.
26,2012,

U.S. application Ser. No. 13/726,994, which is filed on Dec.
26,2012,

U.S. application Ser. No. (Attorney Docket No.
25047U8S02), which is filed on even date herewith; and

U.S. application Ser. No. (Attorney Docket No.
25048US02), which is filed on even date herewith.

[0003] Each of the above reference applications is hereby
incorporated herein by reference in its entirety.

FIELD OF THE INVENTION

[0004] Certain embodiments of the invention relate to com-
munication systems. More specifically, certain embodiments
of' the invention relate to a method and system for broadband
near-field communication utilizing full spectrum capture sup-
porting pairing, content sharing, and security.

BACKGROUND OF THE INVENTION

[0005] Near Field Communication (NFC) is a new short-
range, standards-based wireless connectivity technology that
uses magnetic field induction to enable communication
between electronic devices in close proximity. Based onradio
frequency identification (RFID) technologies, NFC provides
a medium for the identification protocols that validate secure
data transfer. NFC enables users to perform intuitive, safe,
contactless transactions, access digital content and connect
electronic devices simply by touching or bringing devices
into close proximity.

[0006] Further limitations and disadvantages of conven-
tional and traditional approaches will become apparent to one
of skill in the art, through comparison of such systems with
some aspects of the present invention as set forth in the
remainder of the present application with reference to the
drawings.

BRIEF SUMMARY OF THE INVENTION

[0007] A method and/or system for broadband near-field
communication utilizing full spectrum capture supporting
pairing, content sharing, and security, substantially as shown
in and/or described in connection with at least one of the
figures, as set forth more completely in the claims.
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[0008] These and other advantages, aspects and novel fea-
tures of the present invention, as well as details of an illus-
trated embodiment thereof, will be more fully understood
from the following description and drawings.

BRIEF DESCRIPTION OF SEVERAL VIEWS OF
THE DRAWINGS

[0009] FIG. 1 is a diagram that illustrates an exemplary
communication system, such as a Broadband Near Field
Communication (BNC) system, that utilizes full spectrum
capture (FSC), in accordance with an exemplary embodiment
of the invention.

[0010] FIG. 2 is a block diagram that illustrates an exem-
plary device that performs, for example, Broadband Near
Field Communication (BNC) utilizing full spectrum capture
(FSC), in accordance with an exemplary embodiment of the
invention.

[0011] FIG. 3 is a block diagram that illustrates an exem-
plary controller, such as a Broadband Near Field Communi-
cation (BNC) controller for example, utilizing full spectrum
capture (FSC), in accordance with an exemplary embodiment
of the invention.

[0012] FIG. 4 is a block diagram that illustrates an exem-
plary implementation for a controller, such as a Broadband
Near Field Communication (BNC) controller for example,
that utilizes a tunable notch filter in a receive path with full
spectrum capture (FSC), in accordance with an exemplary
embodiment of the invention.

[0013] FIG. 5 is a block diagram that illustrates an exem-
plary center tap antenna that is utilized for full spectrum
capture (FSC) in, for example, Broadband Near Field Com-
munication (BNC), in accordance with an exemplary
embodiment of the invention.

[0014] FIG. 6A is a flow diagram that illustrates exemplary
steps for device pairing and security in, for example, Broad-
band Near Field Communication (BNC) utilizing full spec-
trum capture (FSC), in accordance with an exemplary
embodiment of the invention.

[0015] FIG. 6B is a flow diagram that illustrates exemplary
steps for device pairing and security in, for example, Broad-
band Near Field Communication (BNC) utilizing full spec-
trum capture (FSC), in accordance with an exemplary
embodiment of the invention.

[0016] FIG. 6C is a flow diagram that illustrates exemplary
steps for device pairing and security in, for example, Broad-
band Near Field Communication (BNC) utilizing full spec-
trum capture (FSC), in accordance with an exemplary
embodiment of the invention.

[0017] FIG. 6D is a flow diagram that illustrates exemplary
steps for device pairing and security in, for example, Broad-
band Near Field Communication (BNC) utilizing full spec-
trum capture (FSC), in accordance with an exemplary
embodiment of the invention.

[0018] FIG. 7 a flow chart illustrating exemplary distance-
based pairing of devices, such as BNC/FSC devices for
example, in accordance with an exemplary embodiment of
the invention.

[0019] FIG. 8 is a flow diagram that illustrates exemplary
steps for positioning an object using, for example, Broadband
Near Field Communication (BNC) with full spectrum capture
(FSC), in accordance with an exemplary embodiment of the
invention.
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[0020] FIG. 9A is a diagram that illustrates exemplary
touch pairing, in accordance with an embodiment of the
invention.

[0021] FIG.9B is a diagram that illustrates exemplary near-
touch pairing, in accordance with an embodiment of the
invention.

[0022] FIG.9Cisadiagram that illustrates exemplary wave
pairing, in accordance with an embodiment of the invention.
[0023] FIG.9D is a diagram that illustrates exemplary ges-
ture pairing, in accordance with an embodiment of the inven-
tion.

[0024] FIG. 10 is a flow chart illustrating exemplary steps
for configuring one or more BNC/FSC devices for distance
based communication, in accordance with an embodiment of
the invention.

[0025] FIG. 11 is a flow chart illustrating the configuration
of'a BNC/FSC device based on a generated map, in accor-
dance with an embodiment of the invention.

[0026] FIG. 12 is a flow chart that illustrates exemplary
steps for secure communication amongst BNC/FSC devices,
in accordance with an embodiment of the invention.

DETAILED DESCRIPTION OF THE INVENTION

[0027] Certain embodiments of the invention may be found
in a method and system for broadband near-field communi-
cation utilizing full spectrum capture (BNC/FSC) supporting
pairing, content sharing, and security. In various embodi-
ments of the invention, a wireless communication device is
operable to detect the presence of a peer wireless communi-
cation device within operating range and pairs with the
detected peer wireless communication device. The wireless
communication device and the peer wireless communication
device are operable to communicate wireless broadband sig-
nals, occupy a designated frequency spectrum band, at a
power level that is below a spurious emissions mask. The
detection of the peer wireless communication device occurs
via a broadband near-field communication link. The wireless
broadband signals are spread across the entire designated
frequency spectrum band such that a bandwidth of the wire-
less broadband signals occupy approximately 800 MHz
within a range of 0 Hz to 1 GHz and a corresponding transmit
power utilized for transmitting the wireless broadband sig-
nals is spread over a bandwidth of approximately 300 MHz
within the 800 MHz bandwidth. The spreading results in a
power spectral density of the transmitted wireless broadband
signals approximating thermal noise at a distance of approxi-
mately 3 meters.

[0028] Inaccordance with an embodiment of the invention,
a distance of the peer wireless communication device from
the wireless communication device may be determined and
the pairing may be controlled based on the determined dis-
tance. Based on the determined distance, a determination is
made as to whether security should be utilized for the pairing.
The security may be bypassed in instances when the wireless
communication device determines that the peer wireless
communication device is within a first determined distance of
the wireless communication device, the peer wireless com-
munication device touches the wireless communication
device, and/or the peer wireless communication device nearly
touches the wireless communication device. Security may be
established when the wireless communication device deter-
mines that the peer wireless communication device is within
a second determined distance of the wireless communication
device, the peer wireless communication device is not touch-
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ing the wireless communication device, and the peer wireless
communication device is not nearly touching the wireless
communication device. The first determined distance and the
second determined distance are different. One or more secu-
rity parameters may be communicated between the wireless
communication device and the peer wireless communication
device. The security parameters are utilized to provide a
secure communication link between the wireless communi-
cation device and the peer wireless communication device.
The security may utilize a security code that is predetermined
or dynamically determined.

[0029] In other embodiments of the invention, a range of
the communicated wireless broadband signals may be limited
to a group or region in order to provide secure communication
between a plurality of wireless communication devices that
communicate utilizing the wireless broadband signals, within
the group or region. The sharing of content among the plu-
rality of wireless communication devices may be based onthe
limiting of the range of the communicated wireless broad-
band signals.

[0030] FIG. 1 is a diagram that illustrates an exemplary
communication system, such as a Broadband Near Field
Communication (BNC) system for example, that utilizes full
spectrum capture (FSC), in accordance with an exemplary
embodiment of the invention. Referring to FIG. 1, there is
shown a communication system 100 comprising a plurality of
devices 110(a) through 110(c), and associated communica-
tion networks 122 through 126. The plurality of devices 110
(a) through 110(c) may be, for example, BNC/FSC enabled.

[0031] A BNC/FSC enabled device such as the BNC/FSC
enabled device 110(a) may comprise suitable logic, circuitry,
code, and/or interfaces that may be operable to perform
Broadband Near Field Communication (BNC) with other
BNC/FSC enabled devices. In this regard, the BNC/FSC
enabled device 110(a) may exchange or communicate vari-
ous types of information such as, for example, telephone
numbers, pictures, multimedia content and files such as MP3
files, and/or digital authorizations with other BNC/FSC
enabled devices such as the BNC/FSC enabled devices 110
(b) and 110(c). For data transmission with BNC, a BNC
enabled device that initiates the data transmission refers to a
polling device (initiator), while a BNC enabled device that is
targeted by the polling device refers to a listening device. A
BNC enabled device such as the BNC/FSC enabled device
110(a) may operate in a reader/writer mode (active mode), a
card emulation mode (passive mode), or a peer-to-peer mode.
In active mode, the BNC/FSC enabled device 110(a) is active
and reads or writes to a passive legacy RFID tag. In passive
mode, the BNC/FSC enabled device 110(a) behaves like an
existing contactless card conforming to one of the legacy
standards. In peer-to-peer mode, the BNC/FSC enabled
device 110(a) and its peer BNC enabled device such as the
BNC/FSC enabled device 110(b) may exchange or commu-
nicate information. In this regard, the initiator device (polling
device) may require less power compared to the reader/writer
mode. Depending on device capacities, the BNC/FSC
enabled devices 110(a)-110(c) may coexist with or support
other wireless technologies such as, for example, ZigBee,
Bluetooth, WL AN, and WiMax. In this regard, the BNC/FSC
enabled devices 110(5) and 110(c) may operate in various
spectrum bands. For example, with Zigbee enabled, the BNC/
FSC enabled devices 110(a)-110(c) may operate in 868 MHz,
915 MHz or 2.4 GHz frequency bands. With Bluetooth
enabled, the BNC/FSC enabled devices 110(5) and 110(c)
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may operate within the 2.4 GHz band. With WL AN enabled,
the BNC/FSC enabled devices 110(5) and 110(c) may operate
within the 2.4, 3.6 and 5 GHz frequency bands. With fixed
WiMAX enabled, the BNC/FSC enabled devices 110(b) and
110(c) may operate in the 2.5 GHz and 3.5 GHz frequency
bands, which require a license, as well as the license-free 5.8
GHz band. With mobile WiMAX enabled, the BNC/FSC
enabled devices 110(5) and 110(c) may operate inthe 2.3-2.4
GHz, 2.5-2.7 GHz, 3.3-3.4 GHz and 3.4-3.8 GHz frequency
bands.

[0032] In an exemplary embodiment of the invention, the
BNC/FSC enabled device 110(a) may be operable to utilize
full-spectrum capture (FSC) technology to meet the challeng-
ing demands of operators, consumers, and hardware vendors
while providing efficient scalability for future development.
In this regard, the BNC/FSC enabled device 110(a) may be
operable to digitize all, or substantially all, of the spectrum
covered by the protocol(s) of interest, such that all, or sub-
stantially all, channels of the protocol(s) are concurrently
digitized and available for further processing. The BNC/FSC
enabled device 110(a) may utilize BNC together with full
spectrum capture to provide BNC/FSC hybrid solutions for
proliferating data or content delivery and services throughout
the home and to connected devices such as the BNC/FSC
enabled devices 110(b) and 110(c). Aspects of full spectrum
capture may be found in U.S. application Ser. No. 13/485,003
filed May 31,2012, U.S. application Ser. No. 13/336,451 filed
on Dec. 23, 2011 and U.S. Application 61/532,098 filed Sep.
7, 2011. Each of these applications is hereby incorporated
herein by reference in its entirety.

[0033] The ZigBee network 122 may comprise suitable
logic, circuitry, code, and/or interfaces that may be operable
to provide data services to various ZigBee-based devices such
as the BNC/FSC enabled devices 110(a)-110(¢) using Zig-
Bee technology. ZigBee is a standard that defines a set of
communication protocols on top of the IEEE 802.15.4 Radio
Protocol for low-data-rate short-range wireless networking.
For example, the ZigBee network 122 may incorporate Zig-
Bee radios to operate at 1 mW RF power and to go to sleep
when not involved in transmission so as to minimize power
consumption and promote long battery life in battery-pow-
ered devices.

[0034] The Bluetooth network 124 may comprise suitable
logic, circuitry, interfaces and/or code that may be operableto
provide data services to various Bluetooth-based mobile
devices such as the BNC/FSC enabled devices 110a-110¢
using Bluetooth technology. A Bluetooth-based mobile
device such as the BNC/FSC enabled device 110a may be
operable to communicate Bluetooth radio frequency signals
with peer Bluetooth devices such as the BNC/FSC enabled
devices 110(5)-110(c) for various data services such as SMS/
MMS and mobile TV.

[0035] The WiFinetwork 126 may comprise suitable logic,
devices, interfaces and/or code that may be operable to pro-
vide data services to various mobile devices such as the BNC/
FSC enabled devices 110(a)-110(c) by using WiFi technol-
ogy. A WiFi-based mobile device such as the BNC/FSC
enabled device 110a may be operable to communicate WiFi
radio frequency signals with peer WiFi devices such as the
BNC/FSC enabled devices 110(b)-110(c) for various data
services such as SMS/MMS and mobile TV.

[0036] In operation, the BNC/FSC devices 110(a)-110(c)
may provide BNC/FSC hybrid solutions for signal or data
transmission at power densities through associated commu-
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nication networks such as the Bluetooth network 124. To
support the data transmission with BNC, the BNC/FSC
enabled devices 110(a)-110(c) may be configured to utilize
full spectrum capture in order to detect usable channels and
aggregate the usable channels to increase channel bandwidth
for the data transmission. In one embodiment of the inven-
tion, for transmission, the data transmission may be carried or
transmitted over a single channel within the operating spec-
trum band. However, for reception, multiple reference ele-
ments or signals such as pilot signals may be utilized to
determine or detect which of channels in the operating spec-
trum band may be indeed usable.

[0037] FIG. 2 is a block diagram that illustrates an exem-
plary device that performs, for example, Broadband Near
Field Communication (BNC) utilizing full spectrum capture
(FSC), in accordance with an exemplary embodiment of the
invention. Referring to FIG. 2, there is shown a device 200
comprising a transceiver 210, a Bluetooth transceiver 220, a
WiF1i transceiver 230, a processor 240, and a memory 250.
The BNC/FSC transceiver 210 may comprise a transmitter
210aq and a receiver 2105. The Bluetooth transceiver 220 may
comprise a transmitter 220a and a receiver 2205. The WiFi
transceiver 230 may comprise a transmitter 230a and a
receiver 2305. The transceiver 210 may be, for example, a
BNC/FSC transceiver 210. The Bluetooth transceiver 220
and the WiFi transceiver 230 may be optional depending on
device capabilities, network availabilities and/or user prefer-
ences.

[0038] The BNC/FSC transceiver 210 may comprise suit-
able logic, circuitry, interfaces and/or code that may allow the
BNC/FSC enabled device 200 and other BNC capable
devices to perform communication according to a BNC pro-
tocol. The BNC/FSC transceiver 210 may operate in a reader/
writer mode (active mode), a card emulation mode (passive
mode), or a peer-to-peer mode. In active mode, the BNC/FSC
transceiver 210 may act like contactless cards. In this regard,
the BNC/FSC transceiver 210 may enable the BNC/FSC
enabled device 200 being used for payment. In passive mode,
the BNC/FSC transceiver 210 may enable interacting with RF
tags. For example, the BNC/FSC transceiver 210 may enable
the BNC/FSC enabled device 200 used to read ‘Smart Post-
ers’ (writer RF tags) to see whatever information has been
included. In peer-to-peer mode, the BNC/FSC transceiver
210 may be operable to communicate with another BNC
capable devices. For example, the BNC/FSC transceiver 210
may enable the BNC/FSC enabled device 200 to communi-
cate information with other BNC/FSC enabled devices 110
(a)-110(c).

[0039] In an exemplary embodiment of the invention, the
BNC/FSC transceiver 210 may utilize a dedicated RF front-
end circuitry for data transmission and receiving using BNC.
In this regard, the transmitter 210a may be operable to utilize
a dedicated transmit RF front-end circuitry for data transmis-
sion and the receiver 2105 may be operable to utilize a dedi-
cated receive RF front-end circuitry for data reception.
Accordingly, there are no shared components between the
transmitter 210a and other transmitters (e.g. 220a, 230a) and
there are no shared components between the receiver 2105
and other receivers (e.g. 2205, 2305) In another exemplary
embodiment of the invention, the BNC/FSC transceiver 210
may share a RF front-end circuitry with other technology-
based transceivers such as the Bluetooth transceiver 220 and
the WiFi transceiver 230. In this regard, the transmitter 210a
may be operable share transmit RF front-end circuitry with
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the transmitter 220a of the Bluetooth transceiver 220 and/or
the transmitter 230a of the WiFi transceiver 230. The receiver
2105 may be operable share receive RF front-end circuitry
with the receiver 2205 of the Bluetooth transceiver 220 and/or
the receiver 2305 of the WiFi transceiver 230. In yet another
exemplary embodiment of the invention, the BNC/FSC trans-
ceiver 210 may be configured to communicate signals or data
in BNC utilizing full spectrum capture. In this regard, the
BNC/FSC transceiver 210 may be allowed to capture or uti-
lize the entire spectrum band for data or signal transmission
and receiving. For transmission, the BNC/FSC transceiver
210 may be instructed or signaled to utilize a single channel
within the spectrum band. For reception, the BNC 210 may be
configured to utilize one or more channels within the entire
spectrum band.

[0040] The Bluetooth transceiver 220 may comprise suit-
able logic, circuitry, interfaces and/or code that may be oper-
able to communicate Bluetooth radio signals over the Blue-
tooth network 124. In an exemplary embodiment of the
invention, the Bluetooth transceiver 220 may be on continu-
ously when needed and may utilize more power than full
spectrum capture. The Bluetooth transceiver 220 may be
enabled to support coexistence operations so as to receive
Bluetooth signals while utilizing full spectrum capture in the
BNC/FSC enabled device 200. In an exemplary embodiment
of the invention, the Bluetooth transceiver 220 may utilize a
dedicated RF front-end circuitry for data transmission and
receiving using Bluetooth. In another exemplary embodiment
of the invention, the Bluetooth transceiver 220 may share a
RF front-end circuitry with the BNC/FSC transceiver 210 for
data transmission and receiving using Bluetooth. In an exem-
plary embodiment of the invention, in some instances, the
Bluetooth transceiver 220 may be securely paired with other
Bluetooth and BNC capable devices utilizing BNC. In this
regard, the BNC/FSC transceiver 210 may be enabled to
exchange authentication information over an BNC link for
pairing the Bluetooth transceiver 220 with other Bluetooth
and BNC capable devices.

[0041] The WiFi transceiver 230 may comprise suitable
logic, circuitry, interfaces and/or code that may be operableto
communicate WiFi radio signals over the WiFi network 126.
In an exemplary embodiment of the invention, the WiFi trans-
ceiver 230 may be on continuously when needed and may
utilize more power than full spectrum capture. The WiFi
transceiver 230 may be enabled to support coexistence opera-
tions so as to receive WiF1i signals while utilizing full spec-
trum capture in the BNC/FSC enabled device 200. In an
exemplary embodiment of the invention, the WiFi transceiver
230 may utilize a dedicated RF front-end circuitry for data
transmission and reception using WiFi. In another exemplary
embodiment of the invention, the WiFi transceiver 230 may
share a RF front-end circuitry with the BNC/FSC transceiver
210 for data transmission and receiving using WiFi.

[0042] The processor 240 may comprise suitable logic, cir-
cuitry, interfaces and/or code that may be enabled to perform
a variety of signal processing tasks such as channel selection
or filtering, digital scaling, rate conversion, carrier/time syn-
chronization/recovery, equalization/demapping, and/or
channel decoding. The processor 240 may support various
modem operations such as OFDM and CDMA operations.
The processor 240 may be operable to coordinate and control
operations of the BNC/FSC transceiver 210, the Bluetooth
transceiver 220, and the WiFi transceiver 230 to communicate
corresponding radio signals while utilizing full spectrum cap-
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ture. For example, the processor 240 may manage, activate or
deactivate the BNC/FSC transceiver 210 according to
received Bluetooth signals via the Bluetooth transceiver 220.
The processor 240 may also be operable to synchronize the
operation of the BNC/FSC transceiver 210 and the Bluetooth
transceiver 220, for example, so as to reduce time delay for
accurately determining the location of an object of interest. In
an exemplary embodiment of the invention, the processor 240
may be operable to manage data transmission as well as data
reception. For transmission, the processor 240 may be oper-
able to select or utilize a single channel within the operation
spectrum band for data transmission. For reception, the pro-
cessor 240 may be operable to utilize multiple reference
elements or signals such as pilot signals to determine or detect
which of channels in the operation spectrum band may be
indeed usable. The processor 240 may also be operable to
aggregate the usable channels to increase channel bandwidth
for the data transmission.

[0043] In various embodiments of the invention, the pro-
cessor 240 may enable configuration of the BNC/FSC
enabled device 200 to operate in different communication
environments. In this regard, for example, power, distance
and bandwidth may be configured in order to stay within the
FCC masks and limits and at the same time, provide optimal
performance across the entire bandwidth.

[0044] For FCC requirements, power may be measured in a
120 KHz spectrum bandwidth. To determine how much
power could be transmitted, the bandwidth available has to be
determined. Once the bandwidth is determined, that value
may be divided by 120 KHz and the results multiplied by the
power that may be transmitted. For example, within the
broadcast television frequency band, spurious radiation
within a 120 kHz bandwidth must result in a field strength of
200 microvolts per meter or less, measured at a distance of 3
meters from an isotropic radiator. This field strength equates
to a transmitted power of 0.01 microwatts (-50 dBm) of
power radiating isotropically. If a bandwidth much larger than
120 kHz is utilized, the FCC requirements imply that much
more power may be transmitted without transgressing limits
on spurious emissions. For example, if a device transmits its
power over a 100 MHz bandwidth, then dividing this 100
MHz bandwidth by the measurement bandwidth of 120 KHz
results in a 29 dB increase in allowable spurious emission
levels. In order to stay well within the FCC limitations for
spurious emissions, a device may be designed to transmit —50
dBm spread over a full gigahertz (GHz) of bandwidth, which
is 39 dB below the FCC spurious radiation power spectral
density limitations. With such a conservative estimate, the
FCC may not possibly complain and consumer product
manufacturers may have no issues or have any questions
about whether the product may pass the FCC regulation.

[0045] Although -50 dBm may seem like very little power,
using full spectrum capture may enable a wealth of applica-
tions. At this power level, several bits per second per hertz
may be reliably conveyed across a distance of about 10 cm,
equating to several gigabits per second of capacity if the entire
television spectrum up to 1 GHz is employed. If the -50 dBm
transmitted power is spread over a subset of the television
spectrum (e.g. 200 to 600 MHz), there is a low likelihood of
interference with any device 3 meters or farther away.

[0046] When broadband near-field communication is
employed at a distance less than a wavelength, then attenua-
tion improves nonlinearly as distance decreases linearly.
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[0047] The processor 240 may establish a high data rate
communication link utilizing BNC which transmits power
levels 30 dB or more below spurious emission levels permit-
ted by FCC, while maintaining a link budget with sufficient
margin to address a variety of use cases, trading off data rate
for transmission distance or barrier penetrating capabilities.
One method of implementing this tradeoff is to use spread
spectrum techniques to achieve spreading gain in exchange
for throughput, such as is employed in CDMA systems. With
a 30 dB margin, signals may, for example, be communicated
through a typical non-load-bearing concrete wall.

[0048] Invarious embodiments ofthe invention, a transmit-
ter in the BNC/FSC transceiver 210 is operable to transmit
generated wireless broadband signals at a power level that is
below a spurious emissions mask. The transmitter in the
BNC/FSCtransceiver 210 is operable to transmit the wireless
broadband signals so that the transmitted wireless broadband
signals occupy a designated frequency spectrum band. The
transmitter in the BNC/FSC transceiver 210 is operable to
transmit the wireless broadband signals so that a bandwidth
of the transmitted wireless broadband signals may occupy
approximately 800 MHz within a frequency range of 0 Hz to
1 GHz. The transmitter in the BNC/FSC transceiver 210 may
also be operable to transmit the wireless broadband signals so
that the corresponding power utilized for transmitting the
wireless broadband signals may be spread over a bandwidth
of approximately 300 MHz within the 800 MHz bandwidth.
The spreading the wireless broadband signals results in a
power spectral density of the transmitted wireless broadband
signals approximating thermal noise at a distance of approxi-
mately 3 meters.

[0049] The transmitter in the BNC/FSC transceiver 210
may be operable to sense the designated frequency spectrum
band for available channels in order to transmit the wireless
broadband signals. The transmitter in the BNC/FSC trans-
ceiver 210 may aggregate a plurality of the sensed available
channels in order to transmit the wireless broadband signals.
The transmitter in the BNC/FSC transceiver 210 may be
operable to communicate the wireless broadband signals via
one or more asymmetric gain antennas. In this regard, the
transmitter is in the BNC/FSC transceiver 210 operable to
transmit the wireless broadband signals via the one or more
asymmetric gain antennas utilizing low gain. Accordingly, in
one aspect of the invention, the transmitted wireless broad-
band signals may be received via one or more asymmetric
gain antennas utilizing a high gain.

[0050] In an exemplary embodiment of the invention, the
processor 240 may enable the use of a channel or spectrum
map to dynamically track in real-time, what frequencies in the
channel band are usable. For example, the environment may
be sensed and a channel map, which may also be referred to as
a channel table, may be generated to identify TV, Bluetooth,
WiMax, and 802.11 channels and the status of the identified
channels noted. The channels that are not currently usable, for
example above a certain noise threshold, will be avoided. The
channel map is dynamically updated. In an exemplary
embodiment of the invention, a broadband OFDM receiver
may be utilized to capture the entire band and selectively
begin to transmit on those channels that are deemed suitable
(e.g., based on the channel map) for transmission. Since the
two devices (Tx and Rx) are relatively close to each other, it
may be safe to assume that both devices (Tx and Rx) are
experiencing similar RF related conditions. In this regard, the
transmitter may transmit without coordination of frequencies
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between the two devices. In one embodiment of the invention,
a pool of backup channels may be maintained and as soon as
a current channel degrades, a switch may be made to utilize
the backup channels. Channels may be allocated from the
pool of backup channels and de-allocated and placed back in
the pool as needed. In an exemplary embodiment of the inven-
tion, in instances where the BNC/FSC enabled device 200
may coexist with an 802.11 device, the BNC/FSC enabled
device 200 may be operable to sense the channel and transmit
only on channels that are determined to be clear. The channel
map may be continuously updated to ensure that the status of
each of the channels is up-to-date. A weighting may also be
applied to the channel.

[0051] In one embodiment of the invention, a plurality of
users, each with their own spreading code, may concurrently
transmit over a large bandwidth without any blocking. A
receiver may capture the entire bandwidth and based on secu-
rity settings, may select and listen to only those authorized
user signals that may be of interest.

[0052] In various embodiments of the invention, the pro-
cessor 240 may enable sharing of a screen for a cell phone or
other communication device with other people in a room.
While applications such as WebEx are tied to the Web, various
embodiments of the instant invention comprise ad-hoc shar-
ing of content, and control and manipulation of content dis-
played on a screen. In this regard, there is no need for a
sophisticated backend server to facilitate the Web sharing
service.

[0053] In an exemplary embodiment of the invention, a
conference presenter may utilize BNC/FSCto share the infor-
mation displayed on their tablet or cell phone screen with all
team members in a conference room, either directly or in a
daisy-chain manner. In this regard, the content displayed on
the presenter’s desktop on the cell phone or a tablet will be
displayed on the screens of team members in an ad-hoc man-
ner.

[0054] Inanexemplary embodiment of the invention, a user
may decide to take a picture and instead of showing it to a
friend and emailing or texting the picture to that friend, the
user may decide to share the screen that displays the picture
content. Unlike Webex or other screen sharing methods, the
processor 240 may enable sharing of the screens on a smart-
phone or tablet without using the 3G network or Internet.
Additionally, no wires need to be connected for sharing of
content among devices.

[0055] In an exemplary embodiment of the invention, the
processor 240 may manage content for the BNC/FSC enabled
device 200 such that the content may be layered, and when a
user is within certain proximity of another BNC/FSC device,
the display may be shared without the need for any security.
Both devices may concurrently display the same content. A
profile may be utilized to determine what is to be shared and
with whom it should be shared and when. A profile may also
indicate other criteria such as time of day and location where
sharing of the screen is permissible. Once the profile or some
default settings are established, then the sharing of the display
may occur automatically without user intervention.

[0056] Since the BNC/FSC enabled device 200 may be a
Location Aware and Context Aware device, the processor 240
may be configured to determine whether the environment is a
friendly one and if so, no security may be utilized. On the
other hand, if it determined that the environment is
unfriendly, then security may be required before screens are
shared. If the user is with family or friends, then the screen
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may be shared without security with devices that are within a
certain range. For devices outside of that range, then security
is required to share the screen. A secure sharing session may
be initiated with any device with the proper security keys
(public keys and private keys) or procedures in place. A user
may initiate sharing of their screen with all devices within 10
feet without security. This may occur since there is enough
bandwidth to resolve the distance to within a foot or less. The
distance may be extended if the user thinks that only trusted
devices will be within that extended range. In some instances,
the user may only allow a certain number of devices to share
the screen. Once that number is reached, then no more con-
nections or sharing sessions are permitted. If another device
attempts to view the displayed screen, then that attempt is
denied. This may be referred to as proximity sharing. With
proximity sharing, the processor 240 may or may not place
restriction on whether the screen or file may be copied and/or
edited. For example, in instances where a file of a memo is
being shared, group editing may be enabled for some or all the
members in the group. Members in the group may be given
control of the document at different times to enable editing.
This may also be utilized on a social environment. For
example, one user may draw on their device screen and the
drawing on that screen is shared among friends in the room.
The friends may interact with the drawing and may edit the
document so it becomes a conversational piece.

[0057] Inaddition to sharing screens, videos, presentations,
the processor 240 may allow that files may also be shared in
an ad-hoc manner without the need to use the WWAN cellular
network or a WiFi network, thereby eliminating the need to
utilize and cause congestion on these networks. The cellular
service providers may embrace this since it may offload traffic
from their networks. This autonomous sharing requires no
configuration on the part of the users.

[0058] The memory 250 may comprise suitable logic, cir-
cuitry, interfaces and/or code that may enable storage of data
and/or other information utilized by the processor 240. For
example, the memory 250 may be utilized to store informa-
tion such as available operation spectrum bands that the BNC/
FSC enabled device 200 may operate, and channels in the
available operation spectrum bands. The memory 250 may be
enabled to store executable instructions to manage or config-
ure the BNC/FSC transceiver 210, the Bluetooth transceiver
220, and/or the WiFi transceiver 230 for desired behavior. The
memory 250 may comprise RAM, ROM, low latency non-
volatile memory such as flash memory and/or other suitable
electronic data storage capable of storing data and instruc-
tions.

[0059] In operation, the processor 240 may manage and
control operation of device components such as the BNC/
FSCtransceiver 210 (transmitter 210a and receiver 2105) and
the Bluetooth transceiver 220 to communicate corresponding
radio signals for applications of interest. Transceivers such as
the BNC/FSC transceiver 210 may be enabled to utilize full
spectrum capture for data communication to support the
applications of interest. For example, a transceiver such as the
BNC/FSC transceiver 210 may be enabled to digitize the
entire operation spectrum band, 1 GHz, for example, for
instant access to channels anywhere in the operation spec-
trum band. In this regard, the use of full spectrum capture may
enable the BNC/FSC transceiver 210 with total bandwidth
deployment flexibility. For example, transceivers such as the
BNC/FSC transceiver 210 may be tuned to an entirely differ-
ent frequency in the operation spectrum band without con-
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straint. In particular, previously unusable frequencies in the
operation spectrum band may now be applied for additional
broadband services. Additionally, the BNC/FSC transceiver
210 may be tuned to either broadband or broadcast services,
and the channel allocation may be changed over time allow-
ing operators to seamlessly transition services from broadcast
to IP.

[0060] The BNC/FSC transmitter 210a is operable to trans-
mit generated wireless broadband signals at a power level that
is below a spurious emissions mask such that the transmitted
wireless broadband signals occupy a designated frequency
spectrum band. The BNC/FSC transmitter 210a may be oper-
able to transmit the wireless broadband signals so that they
occupy a bandwidth of approximately 800 MHz within a
range of approximately 0 Hz to 1 GHz. The BNC/FSC trans-
mitter 210a may be operable to transmit the wireless broad-
band signals so that the corresponding power utilized for
transmitting the wireless broadband signals may be spread
over a bandwidth of approximately 300 MHz within the 800
MHz bandwidth. The BNC/FSC transmitter 210a may be
operable to spread the wireless broadband signals to the
spreading results in the power spectral density of the trans-
mitted wireless broadband signals approximating thermal
noise at a distance of approximately 3 meters.

[0061] The BNC/FSC transmitter 210a may be operable to
sense available channels within the designated frequency
spectrum band prior to transmission of the wireless broad-
band signals. The BNC/FSC transmitter 210a may be oper-
able to aggregate a plurality of the sensed available channels
for the transmission of the wireless broadband signals. The
BNC/FSC transmitter 210a may be operable to transmit the
wireless broadband signals via one or more asymmetric gain
antennas. In this regard, the transmission of the wireless
broadband signals by the BNC/FSC transmitter 210a via the
one or more asymmetric gain antennas may utilize low gain.
The transmitted wireless broadband signals may be received,
by a receiver, via the one or more asymmetric gain antennas
utilizing a high gain.

[0062] FIG. 3 is a block diagram that illustrates an exem-
plary controller, such as a Broadband Near Field Communi-
cation (BNC) controller for example, utilizing full spectrum
capture (FSC), in accordance with an exemplary embodiment
of the invention. Referring to FIG. 3, there is shown a con-
troller 300, which may be, for example, a BNC/FSC control-
ler. The BNC/FSC controller 300 may comprise a transmit
path 310 and a receive path 320, which share a DSP/modem/
CPU unit 330. A BNC power inductive coupling unit 312 is
coupled to a diplexer 314 such that the BNC power inductive
coupling unit 312 may be shared by the transmit path 310 and
the receive path 320 for data transmission and data receiving,
respectively, over channels, ¢4, . . ., ¢,,, within a full spectrum
band 380. In addition, the transmit path 310 may comprise
variable gain amplifiers 3164 and 3204, a transmit filter 318a,
and a DAC 322a. The receive path 320 may comprise variable
gain amplifiers 3165 and 3206, a receive filter 3185, and an
ADC 322b.

[0063] In an exemplary operation, the BNC power induc-
tive coupling unit 312 may comprise suitable logic, circuitry,
interfaces and/or code that may be utilized as an antenna for
wireless communication operations for signal transmission
and reception through the transmit path 310 and the receive
path 320, respectively. The BNC power inductive coupling
unit 312 may comprise a single broadband near-field induc-
tive coupling device such as a coil or an antenna or an antenna
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coil, for example. In some instances, the single coil may be
utilized for wireless communication operations that are based
on time-division duplexing (TDD) and/or frequency-division
duplexing (FDD). In addition to being utilized as an antenna
for wireless communication operations, the single coil may
be utilized for receiving charge from a charging pad, for
example, to power or operate at least a portion of the device
that comprises the various components shown in FIG. 3. The
coil may be communicatively coupled to circuitry (not
shown) that may be utilized to manage and/or store the
received charge.

[0064] In an exemplary embodiment of the invention, the
coil of the BNC power inductive coupling unit 312 may
comprise a plurality of coil turns. In this regard, the number of
coil turns that correspond to the receive path 320 may be
larger than the number of coil turns that correspond to the
transmit path 310 so as to obtain a low transmit gain and high
receive gain operation.

[0065] In an exemplary embodiment of the invention, the
BNC power inductive coupling unit 312 may also be equal-
ized as part of full spectrum capture, when used as an antenna.
Unlike narrowband systems in which the signals are narrow-
band compared to the characteristics of the antenna, the
antenna in full spectrum capture may typically not be opti-
mized for the application. Since the operation for full spec-
trum capture may be at lower frequencies and at lower powers
than other wireless technologies, antennas with poor charac-
teristics may be utilized by equalizing the power provided to
the antenna. In this manner, the power from the antenna may
be maximized without violating any Federal Communica-
tions Commission (FCC) constraints. A sensor may be imple-
mented to detect or sense the impedance of the antenna across
a range of frequencies. The output from the sensor may be
provided as feedback for digital processing to enable sub-
carrier equalization in order to obtain an optimal power trans-
fer out of the antenna. For example, at frequencies where the
antenna performance is poor (e.g., 10% efficiency), the power
may be increased to overcome the inefficiencies. Since only a
few frequencies may require additional power to compensate
for the inefficiencies, the overall power transmitted may still
be within FCC requirements. For example, power for certain
frequencies may be increased by as much as 30 dB while the
overall power transmitted remains within FCC requirements.
In some instances, there may be a correspondence between
the frequencies at which the transmit antenna has poor per-
formance and the frequencies at which the receive antenna
has poor performance. This correspondence may be utilized
for purposes of antenna equalization. Antenna equalization
may comprise over-compensation and/or under-compensa-
tion at one or more frequencies based on the characteristics of
the transmit antenna and/or the receive antenna.

[0066] Inorder to combine the phase carriers, equalization
may need to be performed. To utilize equalization, there may
be known pilot symbol patterns, which may be scattered
throughout the portion of the spectrum being considered. The
pilot symbols may be at a known phase and are not random-
ized nor modulated by a data stream. The whole channel may
be equalized based on these pilot symbols, which enables
phase recovery. By utilizing pilot symbols, OFDM or
WCDMA techniques may be supported for the modem por-
tion described above. In broadcast, OFDM techniques may be
utilized in which pilot symbols or pilot tones may be picked
up, the pilot symbols or pilot tones being fixed or scattered
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and rotated over time. WiFi on the other hand, may utilize
preambles and/or pilot symbols to enable synchronization.

[0067] Inan exemplary embodiment of the invention, high
receive gain may also be achieved by aiming the antenna in a
particular direction. For full spectrum capture in personal
area networks, for example, omni-directional antennas for
both transmit and receive operations may be more suitable
than asymmetric antennas. On the other hand, for communi-
cating or penetrating across a wall for indoor dwelling or
other like barrier, an asymmetric antenna configuration may
be more suitable for full spectrum capture since it may be
preferable to receive in one direction and not the other.

[0068] The transmission characteristics of a remote
antenna or coil may be represented and/or modeled by the
block labeled area of transmission (AT), while the reception
characteristics of a local antenna or coil may be represented
and/or modeled by the block labeled area of receiving (AR).
In an exemplary embodiment of the invention, the remote
antenna may also have reception characteristics and the local
antenna may also have transmission characteristics.

[0069] In one embodiment of the invention, synchroniza-
tion may occur by utilizing a standard frequency pattern for
the antenna when a lower coding rate with more coding
protection is being utilized. Once two devices are synchro-
nized, the devices may start a negotiation to optimize the
channel. For example, each device may provide antenna per-
formance information and/or channel conditions information
to the other device based on an information conveyance pro-
tocol. By utilizing the protocol information, impedance sens-
ing, and signal processing, the channel conditions may be
identified and considered when determining the transmit
power distribution across antenna frequencies. In this regard,
the devices may be operable to perform signal processing
algorithms that allow the devices to dynamically determine
local and remote antenna characteristics, and/or channel con-
ditions or impairments, including the presence of blockers or
interferers, for example. A tracking scheme may be imple-
mented for exchanging channel and/or antenna characteris-
tics, which may include a preamble, a pattern field, and/or
decoding rate information. These operations may be per-
formed at the PHY and/or MAC layers, for example, through
the DSP/Modem/CPU unit 330.

[0070] Some of the techniques described above may be
applied to overcome the poor performance that some anten-
nas may have over a wide spectrum. The wide spectrum
requirements of full spectrum capture are such that the ratio of
the lower frequencies to the higher frequencies is higher than
a similar ratio for ultra-wideband (UWB), for example. As a
result, antenna characteristics over the wide spectrum of full
spectrum capture operation may be continuously monitored
and considered where such operations may not be needed for
UWB.

[0071] Inanexemplary embodiment of the invention, other
wireless technologies, for example, ZigBee, Bluetooth,
WLAN, and WiMax, may be supported in addition to full
spectrum capture. In this regard, a separate and/or better
antenna may be needed to support TDD for Bluetooth, for
example, at least on the receive path 320. The transmit path
310 may be a reverse implementation of the receive path 320.
In ZigBee, Bluetooth, WL AN, and WiMax, there may be
mixing and filtering operations at the front end that allows the
signal path to have a narrower band than full spectrum cap-
ture, which in turn may benefit from a dedicated antenna.
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[0072] In an embodiment of the invention, other wireless
technologies such as, for example, ZigBee, Bluetooth,
WLAN, and WiMax may coexist with full spectrum capture
in the same BNC/FSC enabled device 200. In this regard,
coexistence operations may be supported. Two or more
receive antennas may be utilized, each of which receives
signals from different wireless technologies such as, for
example, ZigBee, Bluetooth, WLAN, and WiMax. Each of
the received signals may be processed or filtered before they
are all combined and digitally converted for full spectrum
capture operations. In addition, utilizing device components
such as the ADC 3225 and/or the DAC 322a, which require
less power, may enable multimode devices. In an exemplary
embodiment of the invention, multimode devices such as the
BNC/FSC enabled device 200 may utilize full spectrum cap-
ture as a single radio to support multiple modes or as a
universal interface by having one or more of the analog com-
ponents, such as the filters, for example, be band-selectable or
tunable. The data converter may still run at the appropriate
rate to enable handling of the filtered data. In this regard, the
full spectrum capture may be utilized for Bluetooth, IEEE
802.11, and/or WiFi communications.

[0073] In some embodiments of the invention, a delta-
sigma bandpass converter may be utilized in connection with
the ADC 3226 such that the sampling may have a transfer
function that peaks at a certain frequency and drops off at
other frequencies. By having a converter that has a band-pass
transfer function and not a low-pass transfer function it, the
ADC 3225 may be configured to perform conversion opera-
tions utilizing less power.

[0074] Operating full spectrum capture at higher frequen-
cies, such as 5 GHz or 10 GHz, for example, based on an
efficient ADC and/or DAC, may support capture or reception
of IEEE 802.11 signals. The filtering and processing may be
performed digitally. In some instances, the front-end of the
full spectrum capture may be made coarsely tunable to be able
to remove, in the analog domain, certain frequencies, bands,
and/or unwanted intermediate data. Such an approach may
provide an improvement in dynamic range. Digital signal
processing may then be utilized for any further filtering
operations that may be needed.

[0075] Inanembodimentoftheinvention, the full spectrum
capture may be implemented without mixers. In this regard,
the data pipe may remain large until the data becomes digital.
In addition, not having mixers in full spectrum capture may
remove additional components in the transmit path 310 and
the receive path 320 that may result in a lowered dynamic
range. Distortion and/or noise performance may also be
improved since mixers are not included in the transmit path
310 and the receive path 320.

[0076] The diplexer 314 may comprise suitable logic, cir-
cuitry, interfaces and/or code that may be operable to reduce
the likelihood that signal transmission may saturate the
receive path 320. The diplexer 314, however, may not be
needed when very low power levels are utilized over a wide
bandwidth, as may occur during full spectrum capture opera-
tions. In such instances, transmission and reception of signals
may occur concurrently without having signal transmission
interfere with signal reception. In some embodiments of the
invention, a switch may be utilized instead of the diplexer 314
to switch between transmission and reception in TDD com-
munications.

[0077] The transmit filter 318a and the receive filter 3184
may comprise suitable logic, circuitry, interfaces and/or code
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that may be operable to provide or perform spectral filtering
to support full spectrum capture operations. In this regard, the
transmit filter 318« and the receive filter 3185 may be utilized
to filter frequencies outside the full spectrum capture fre-
quency range. In some instances, the characteristics of the
antenna (e.g., coil) may be such that it may perform filtering
functions and, in those instances, transmit and/or receive
filters may not be needed.

[0078] The DAC 322a and the ADC 322 may comprise
suitable logic, circuitry, interfaces and/or code that may be
operable to perform Digital to Analog data generation or
conversion and Analog to Digital data collections, respec-
tively. In an exemplary embodiment of the invention, the
DAC 3224 and the ADC 3225 may be operable to perform
high speed digital-to-analog and analog-to-digital conver-
sion, respectively. In this regard, the DAC 322a and the ADC
322b may be operable at very high speeds to enable full
spectrum capture. The digital signals produced by the ADC
322b and received by the DAC 3224 may be referred to as
digital baseband signals. The DAC 322q and the ADC 3225
may be communicatively coupled to the DSP/moden/CPU
unit 330.

[0079] The various variable gain amplifiers 3164 and 320a,
and 3165 and 3205 may comprise suitable logic, circuitry,
code, and/or interfaces that may be operable to have the gain
that may be applied by the variable gain amplifier 3164, for
example, to an input signal be programmable or controlled.
One or more of the variable gain amplifiers in the transmit
path 310 may comprise power amplifiers, while one or more
of the variable gain amplifiers in the receive path 320 may
comprise low-noise amplifiers. The various variable gain
amplifiers 316a and 3204, and 3165 and 3205 may be oper-
able to handle low levels of power spread over a wide band-
width to support full spectrum capture operations.

[0080] The DSP/Modem/CPU unit 330 may comprise cir-
cuitry that may comprise a digital signal processor (DSP)
portion 332, a modulator-demodulator (modem) portion 334,
and/or a central processing unit (CPU) 336. The DSP portion
332 may comprise suitable logic, circuitry, code, and/or inter-
faces that may be operable to clean up signals. For example,
the DSP portion 332 may be operable to perform channel
selection and/or filtering, digital scaling, and/or rate conver-
sion. The rate conversion or sample rate conversion may be
performed utilizing variable rate interpolators. For example, a
13.5 Megahertz (MHz) signal that is received may be inter-
polated down to a 13.3 MHz signal during rate conversion
operations.

[0081] The modem portion 334 may comprise suitable
logic, circuitry, code, and/or interfaces that may be operable
to perform synchronization, equalization and/or demapping,
and/or channel encoding when processing received signals.
The channel decoder may utilize a concatenated code such as
an inner code and an outer code. An example of such a
concatenated code may comprise a low-density parity-check
(LDPC) code followed by a Bose-Chaudhuri-Hocquenghem
(BCH) code. The channel decoder may utilize a concatenated
code that comprises a Viterbi code, for example. The modem
portion 334 may also be operable to perform channel encod-
ing and/or equalization, and/or mapping when processing
signals for transmission. During transmission, synchroniza-
tion is typically not needed. The operation of the modem
portion 334 may be implemented using an orthogonal fre-
quency-division multiplexing (OFDM) approach or an
approach based on code division multiple access (CDMA).
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[0082] The CPU portion 336 may comprise suitable logic,
circuitry, code, and/or interfaces that may be operable to
support MAC layer and/or Link layer operations for full spec-
trum capture. The MAC layer may support the ability to share
the medium, which utilizing full spectrum capture allows the
medium to be shared with fewer collision type issues. For
example, when everyone is sending less than the full band-
width (e.g., 1 GHz), the operation may be easier than if
everyone is trying to send close to the full bandwidth, in
which case some form of negotiation between devices may be
supported by the MAC layer.

[0083] The MAC layer and the Link layer enable access
sharing, which may use OFDM techniques or some form of
CDMA as described above. Simple CDMA techniques may
alsobeused. For CDM A-like operations, low-power multiple
phase carriers may be sent, suchas 8k, 10k, 12k, 32k, or 64
k, for example. Each of the phase carriers may have a random
phase. When the random phase is known, a scan or search
may be performed for those known phase carriers. In some
instances, there may be one or more preset channels for each
search. Since the power utilized in full spectrum capture is
typically very low, the search or scan goes through each of the
channels. If the different phase carriers are combined, it may
be possible to obtain a significant coding or dispreading gain.
OFDM techniques may provide, at least in some instances, an
approach in which some of the sub-channels may be left out
orleftunused, especially when it is known that those channels
may have some form of interference. For example, it may be
preferable not to transmit in certain channels that are known
to be dead and/or where it may be preferable to ignore infor-
mation from a channel that has noise and is likely to degrade
the performance of the combined signal.

[0084] Insome embodiments of the invention, the spectral
bandwidth corresponding to full spectrum capture operations
may extend to a frequency (e.g., {g-) of approximately 1
Gigahertz (GHz), for example. The full spectrum capture
spectral bandwidth may depend on the frequency of operation
of the ADC 3224 and/or of the DAC 322a4. If the ADC 3225
and/or the DAC 3224 is operable to capture 10 GHz of band-
width, for example, full spectrum capture at or near 10 GHz
may be performed.

[0085] In an exemplary embodiment of the invention, the
BNC/FSC enabled device 200 may comprise one or more
other receive paths 321a¢-321# in addition to the receive path
320 with full spectrum capture. In this regard, the one or more
other receive paths 321a-321» may comprise components for
handling received signals via WiFi, WiMax, ZigBee, RFID,
and/or Bluetooth. In an exemplary embodiment of the inven-
tion, when supporting additional wireless technologies, such
as Bluetooth and/or WiFi, for example, a portion of the
receive path 320 with full spectrum capture may be coupled to
the one or more other receive paths 321¢-321x. In other
words, the BNC/FSC enabled device 200 may be configured
to utilize different RF front ends to support communication
via additional wireless technologies. In an exemplary
embodiment of the invention, the BNC/FSC enabled device
200 may be configured to utilize a single RF front end to
handle communication via BNC/FSC, WiFi, WiMax, Zig-
Bee, RFID, BNC and Bluetooth.

[0086] In one embodiment of the invention, a device such
as the BNC/FSC enabled device 200 may support a process-
ing path for full spectrum capture and another processing path
for narrowband communication. The device may be operable
to switch between the two based on the operation of the
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BNC/FSC enabled device 200. Moreover, when switching to
the narrowband communication processing path, the amount
of power under consideration may drop from the amount of
power being handled by the full spectrum capture processing
path. The narrowband communication processing path may
share some components with the full spectrum capture pro-
cessing path such as low-noise amplifiers 3164, 3165, 320a
and 3205.

[0087] FIG. 4 is a block diagram that illustrates an exem-
plary implementation for a controller, such as a Broadband
Near Field Communication (BNC) controller for example,
that utilizes a tunable notch filter in a receive path with full
spectrum capture (FSC), in accordance with an exemplary
embodiment of the invention. Referring to FIG. 4, there is
shown a controller 400, which may be a hybrid BNC/FSC
controller. The hybrid BNC/FSC controller 400 may com-
prise a transmit path 410, a receive path 420, and a DSP/
Modem/CPU unit 430. In addition, the transmit path 410 may
comprise a variable gain amplifier 416 and a DAC 418. The
receive path 420 may comprise a variable gain amplifier 426,
atunable notch filter 427, and an ADC 428. The transmit path
410 and the receive path 420 may be coupled to the same
antenna 412 through a transmit-receive (T/R) switch 414. In
this regard, the variable gain amplifiers 416 in the transmit
path 410 may be turned off during receive, and the variable
gain amplifiers 426 in the receive path 420 may be turned off
during transmit. The antenna 412, the variable gain amplifiers
416 and 426, the DAC 418 and the ADC 428 may be similar
to the BNC power inductive coupling unit 312, the variable
gain amplifiers 3165, 3204, the DAC 3224, and the ADC 3225
of FIG. 3, respectively.

[0088] The T/R switch 414 may comprise suitable logic,
circuitry, interfaces and/or code that may be operable to
switch between transmit and receive. In some embodiments
of the invention, the T/R switch 414 may be positioned or
placed between the variable gain amplifier 426 and the tun-
able notch filter 427 in the receive path 420. In some
instances, since the power being transmitted may be low
enough, the T/R switch 414 may not be needed.

[0089] The tunable notch filter 427 may comprise suitable
logic, circuitry, code, and/or interfaces that may be operable
to reject a blocker or interference signal. The blockers may be
strong and saturate the ADC 428. In this regard, the tunable
notch filter 427 may be utilized to remove the strongest
blocker. The tunable notch filter 427 may be implemented
on-board or on-chip, for example. For high frequencies, the
tunable notch filter 427 may be on-chip, and for low frequen-
cies, it may be off-chip. While the tunable notch filter 427
may affect the frequencies that are adjacent to the frequency
being removed, the full spectrum capture spectrum overall
may not be significantly affected because of the broadband
nature of full spectrum capture. Sensing circuitry may be
utilized to detect the strong blockers and provide feedback to
adjust the frequency of the tunable notch filter 427.

[0090] The receive path 420 may also comprise a preamble
detector 431, a time-domain filter 432, a Fast Fourier Trans-
form (FFT) block 434, a channel equalizer (CE) 436, a sym-
bol to bit demapper 438, and/or a forward error correction
(FEC) block 440. The preamble detector 431 may comprise
suitable logic, circuitry, code, and/or interfaces that may be
operable to detect OFDM symbols in time domain from time
domain samples from the tunable notch filter 427. The time-
domain filter 432 may comprise suitable logic, circuitry,
code, and/or interfaces that may be operable to reject strong
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blocker signals. The FFT block 434 may comprise suitable
logic, circuitry, interfaces and/or code that may be operableto
perform Fast Fourier Transform (FFT) over OFDM symbols
from the time domain filter 432. The FFT block 434 may be
operable to convert time domain samples of the OFDM sym-
bols to corresponding frequency domain samples for fre-
quency domain channel equalization via the CE 436. The CE
436 may comprise suitable logic, circuitry, code, and/or inter-
faces that may be operable to provide channel equalization for
frequency bands of interest utilizing frequency domain
samples supplied from the FFT block 434. The symbol to bit
demapper 438 may comprise suitable logic, circuitry, code,
and/or interfaces that may be operable to perform bit-loading
configuration.

[0091] The transmit path 410 may also comprise a bit to
symbol mapper 433, a sub-carrier mapper 435, an Inverse
Fast Fourier Transform (IFFT) block 437, and/or a preamble
insertion block 439. The bit to symbol mapper 433 may
comprise suitable logic, circuitry, code, and/or interfaces that
may be operable to perform symbol-loading configuration.
The sub-carrier mapper 435 may comprise suitable logic,
circuitry, code, and/or interfaces that may be operable to map
sub-carriers to avoid regulated frequencies. The avoidance of
regulated frequencies may be binary or graduated. The IFFT
block 437 may comprise suitable logic, circuitry, interfaces
and/or code that may be operable to perform Inverse Fast
Fourier Transform (IFFT) over frequency domain samples of
OFDM symbols from the sub-carrier mapper 435. The IFFT
block 437 may be operable to convert frequency domain
samples of the OFDM symbols to corresponding time domain
samples. The preamble insertion block 439 may comprise
suitable logic, circuitry, code, and/or interfaces that may be
operable to insert a preamble into time domain samples from
the IFFT block 437 in a manner that deals with frequency
avoidance.

[0092] Although OFDM-based implementation is illus-
trated for full spectrum capture, the invention may not be so
limited. Accordingly, other wireless technologies such as
CDMA technology and WCDMA (spread spectrum
approach) technology may also be utilized for full spectrum
capture without departing from the spirit and scope of various
embodiments of the invention.

[0093] In an exemplary embodiment of the invention, on
the receive path 420, the variable gain amplifier 426, as a LNA
typically drives the very fast ADC 428 in order to achieve full
spectrum capture performance. The full spectrum capture
operations may be typically used with packet-based systems.
In an exemplary embodiment of the invention, the full spec-
trum capture operations may comprise having a MAC layer
picking which frequency bands are to be used and coordinat-
ing that information with the device front-end. The MAC
layer may also determine and/or coordinate bit loading, for
example. In this regard, the MAC layer may determine which
frequencies have good signal-to-noise ratio (SNR) and which
ones do not, and may allocate more bits to the ones with good
SNR than to those with lower SNR.

[0094] In an exemplary embodiment of the invention, on
the transmit path 410, there may be frequency ranges in which
the full spectrum capture may not want to transmit. For
example, the full spectrum capture may be explicitly prohib-
ited by regulatory rules from transmitting in certain frequen-
cies. In another example, the BNC/FSC enabled device 200
may sense that a television channel is being used and may not
want to transmit in that frequency. As described above, the
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avoidance of certain frequencies may be implemented in a
binary or graduated fashion. For example, in a binary case,
transmission at a certain frequency or note may be ON or
OFF. For the graduated case, the power level of the transmit-
ted signal may be based onhow strong other signals are in that
same frequency. For example, the power level may be stron-
ger for transmission at the frequency of the television channel
when the signal strength of the television channel is low,
which may indicate that the signal is far away.

[0095] To start communication between two devices, a time
reference may be established and there may be an agreement
about which frequencies are to be utilized. In an exemplary
embodiment of the invention, various ways in which synchro-
nization may be supported may be utilized by the hybrid
BNC/FSC controller 400. For example, the hybrid BNC/FSC
controller 400 that supports full spectrum capture may awake
and look for preambles or beacons of some sort. This
approach may consume a lot of power. In another example,
both sides, that is, the two peer devices that are to communi-
cate, look at one or more pulse per second (PPS) signals used
in global positioning systems (GPS). When any one device
wakes up, it may be realigned based on a PPS signal. In some
instances, the PPS signal that may be utilized for synchroni-
zation is from another device that is nearby. This type of
synchronization may occur even when there is a lot of drift
and/or when there is some degree of inaccuracy with the PPS
signal. In some embodiments of the invention, there may be
an indication received or generated by the device of how
accurate the PPS signal is in order to determine whether the
PPS signal is suitable for synchronization.

[0096] In an exemplary embodiment of the invention, the
hybrid BNC/FSC controller 400 may utilize unlicensed bands
to establish synchronization. In this regard, synchronization
information may also be provided in an unlicensed band, such
as the cordless region 450, for example, between 917 MHz
and 950 MHz. The hybrid BNC/FSC controller 400 may look
into this region of the spectrum to find synchronization infor-
mation. Similarly, frequencies down at around 27 MHz (e.g.,
frequencies for operation of garage door openers) 460 may be
utilized by devices looking for synchronization information.
[0097] Insomeembodiments of the invention, the two peer
devices looking to synchronize may operate based on an
established agreement on time regarding how long to look for
a neighbor to synchronize. Since synchronization may take
some time at relatively large power levels, looking for a
neighbor for a long period of time may result in power being
drained from the searching device.

[0098] In an embodiment of the invention, preset OFDM
symbols with randomized phases may be utilized in a corre-
lation operation to enable synchronization with another
device. With OFDM enabled, when a preamble is utilized, the
preamble may typically cover the entire frequency band. The
preamble may need to be changed to avoid certain frequen-
cies as determined by regulatory rules and/or operating con-
ditions. The preamble may then be implemented before the
FFT block 434 in the receive path 420. Both sides may need
to be aware of the preamble characteristics in order to enable
communication between them.

[0099] In an exemplary embodiment of the invention, the
full spectrum capture may provide very short duty cycles for
low power. In this regard, FCC intermittent burst allows for
the transmission, at the packet level, of much higher power
during short burst. The amount of power that is provided may
be based on the frequency.
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[0100] FIG. 5 is a block diagram that illustrates an exem-
plary center tap antenna that is utilized for full spectrum
capture (FSC) in, for example, Broadband Near Field Com-
munication (BNC), in accordance with an exemplary
embodiment of the invention. Referring to FIG. 5, there is
shown a center tap antenna 500. The center tap antenna 500
may be designed or implemented such that the impedance
circuitry and the voltage circuitry may be directly coupled to
the center tapping of the whole coil (antenna).

[0101] FIG. 6A is a flow diagram that illustrates exemplary
steps for device pairing and security in, for example, Broad-
band Near Field Communication (BNC) utilizing full spec-
trum capture (FSC), in accordance with an exemplary
embodiment of the invention. Referring to FIG. 6A, there is
shown exemplary steps 602 through 614. In step 602, a BNC/
FSC enabled device such as BNC/FSC device 110¢ may be
powered ON. In step 604, the BNC/FSC device 110¢ may be
operable to detect the presence of peer devices over a BNC
link using full spectrum capture (FSC). In step 606, a deter-
mination is made as to whether a peer device is detected. If in
step 606, the peer device is not detected, the exemplary steps
may proceed to step 604. In this regard, the exemplary steps
604 and 606 may comprise a polling mechanism. If in step
606, the peer device is detected, the exemplary steps may
proceed to step 608.

[0102] In step 608, a determination is made as to whether
the detected peer device is within proximity of a touch. In
other words, it is determined whether the detected peer device
actually touched the BNC/FSC device 110c¢ or nearly touched
the BNC/FSC device 110c. If the detected peer device nearly
touched the BNC/FSC device 110c, this may be referred to as
“near touch.” The detected peer device may be the BNC/FSC
enabled device 1105. If in step 608, a determination is made
that the peer device was not within the proximity of touch, the
exemplary steps may proceed to step 610. In step 610, secu-
rity may be required for pairing the detected peer device and
the detected peer device is paired with the BNC/FSC enabled
device 110¢ when the security is provided. If in step 608, a
determination is made that the peer was within the proximity
of touch, the exemplary steps may proceed to step 612.
[0103] In step 612, a determination is made as to whether
the detected peer device is a trusted device. If in step 612, a
determination is made that the detected peer device is not a
trusted peer device, the exemplary steps may proceed to step
610, where security is required for pairing and the detected
peer device is paired with the BNC/FSC enabled device 110¢
when the security is provided. If in step 612, a determination
is made that the detected peer device is a trusted peer device,
the exemplary steps may proceed to step 614. In step 614, the
detected peer device may be paired with the BNC/FSC
enabled device 110c. In this regard, step 612 may be viewed
as an added layer of security protection. A peer device, such
as the BNC/FSC enabled device 1105, may be a trusted
device if, for example, the identity of the BNC/FSC enabled
device 1105 was previously known to the BNC/FSC enabled
device 110c.

[0104] In an exemplary embodiment of the invention, the
BNC/FSC enabled device 110¢ may be operable to generate
a code for security. The generated security code may be
displayed by the BNC/FSC enabled device 110c¢. The gener-
ated security code may change dynamically over time. The
detected peer device may capture and enter the displayed
security code. Once the security code is entered into the
detected peer device, the pairing of the detected peer device
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and the BNC/FSC enabled device 110¢ may be completed
and the detected peer device is paired with the BNC/FSC
enabled device 110c. This may comprise the sharing of secu-
rity information such as security keys, which may be utilized
to establish a secure communication link between the BNC/
FSC enabled device 110¢ and the detected peer device. The
wide bandwidth channel utilized by BNC/FSC enables a
much larger or wider security key to be utilized.

[0105] In an exemplary embodiment of the invention, the
BNC/FSC enabled device 110¢ may comprise a default or
predefined security code, which may be affixed to the BNC/
FSC enabled device 110c by, for example, alabel. The default
or predefined security code may be entered into the peer
device. Once the security code is entered into the detected
peer device, the pairing of the detected peer device and the
BNC/FSC enabled device 110¢ may be completed. Security
information such as security keys may be shared between the
BNC/FSC enabled device 110¢ and the detected peer device
in order to establish a secure communication link between the
BNC/FSC enabled device 110¢ and the detected peer device.
[0106] Inanembodimentoftheinvention, with referenceto
FIG. 6A, the exemplary step 612 may be an optional step.
This is illustrated in FIG. 6B.

[0107] FIG. 6B is a flow diagram that illustrates exemplary
steps for device pairing and security in, for example, Broad-
band Near Field Communication (BNC) utilizing full spec-
trum capture (FSC), in accordance with an exemplary
embodiment of the invention. Referring to FIG. 6B, there is
shown an exemplary steps 622-634. The exemplary steps 622,
624, 626, 628, 630 and 634 are respectively substantially
similar to the exemplary steps 602 604, 606, 608, 610 and
614, which are illustrated in FIG. 6A. However, in FIG. 6B,
the corresponding step for step 612 is not present. In this
regard, if in step 628, a determination is made that the peer
was within the proximity of touch, the exemplary steps may
proceed to step 634, where the detected peer device may be
paired with the BNC/FSC enabled device 110c.

[0108] Inanembodimentoftheinvention, with referenceto
FIG. 6 A, the exemplary step 612 may be performed in another
sequence. This is illustrated in FIG. 6C.

[0109] FIG. 6C is a flow diagram that illustrates exemplary
steps for device pairing and security in, for example, Broad-
band Near Field Communication (BNC) utilizing full spec-
trum capture (FSC), in accordance with an exemplary
embodiment of the invention. Referring to FIG. 6C, there is
shown exemplary steps 642-654. The exemplary steps 642,
644, 646, 648, 650, 652 and 654 are respectively substantially
similar to the exemplary steps 602 604, 606, 608, 610, 612
and 614, which are illustrated in FIG. 6A. However, in FIG.
6C, the corresponding step for step 612 (FIG. 6A), namely
step 652, occurs prior to step 648, which is the corresponding
step for step 608 in FIG. 6A. In this regard, if in step 646, the
peer device is detected, then the exemplary steps proceed to
step 652. In step 652, a determination is made as to whether
the detected peer device is a trusted device. Ifin step 652, it is
determined that the detected peer device is not a trusted
device, then the exemplary steps may proceed to step 648. If
in step 652, it is determined that the detected peer device is a
trusted device, then the exemplary steps may proceed to step
654, where the detected peer device is paired without requir-
ing security.

[0110] FIG. 6D is a flow diagram that illustrates exemplary
steps for device pairing and security in, for example, Broad-
band Near Field Communication (BNC) utilizing full spec-
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trum capture (FSC), in accordance with an exemplary
embodiment of the invention. Referring to FIG. 6D, there is
shown exemplary steps 662-678. In step 662, a BNC/FSC
enabled device such as the BNC/FSC enabled device 200 is
powered on. In step 664, the BNC/FSC enabled device 200
may be operable to detect peer devices over a BNC link
utilizing full spectrum capture. For example, the BNC/FSC
enabled device 200 may monitor signals or messages
received via the BNC power inductive coupling unit 312 for
device-identifying reference information such as a MAC-ID,
MSN or a peer address in the communication network, where
the pairing takes place. In step 666, the BNC/FSC enabled
device 200 may determine whether peer BNC/FSC enabled
devices are detected over a BNC link. In instances where one
or more peer BNC/FSC enabled devices are detected, then in
step 668, the BNC/FSC enabled device 200 may determine
whether it touches or nearly touches the detected peer BNC/
FSC enabled devices. In instances where the BNC/FSC
enabled device 200 touches or nearly touches the detected
peer BNC/FSC enabled devices, then in step 670, the BNC/
FSC enabled device 200 may bypass a security request. In
other words, the BNC/FSC enabled device 200 may not
exchange or communicate security information with the
detected peer BNC/FSC enabled devices. The security infor-
mation may comprise user account names and logo, pass-
word, PIN number and other credentials, security categories,
encryption keys, cryptographic keys, an authentication value
and sequence number, signatures to be included, digital cer-
tificates, source IP address, destination IP address, and/or port
numbers.

[0111] Instep 672, the BNC/FSC enabled device 200 may
be operable to establish pairing with each of the detected peer
BNC/FSC enabled devices over a BNC link using full spec-
trum capture. The pairing may comprise near touch pairing,
wave to pairing and gesture pairing. Touch or near touch
pairing refers to pairing the BNC/FSC enabled device 200
with a peer BNC/FSC enabled device by simply touching or
near touching the two BNC/FSC enabled devices to be paired
or connected to the network. Wave to pair enables the pairing
of two BNC/FSC enabled devices when they are within cer-
tain proximity of each other, for example, /4 of a wavelength
of'each other. In this regard, one device may be waved next to
the other within the distance of Y4 wavelength to accomplish
pairing. In one embodiment of the invention, the waving may
have to occur in a specific manner, pattern or signature to
effectively pair the two BNC/FSC enabled devices. If the
waving is not done in that specific manner, pattern or signa-
ture, then no pairing is done and the devices may not com-
municate with each other or will not communicate secure
information with each other. This is done, for example, to
avoid unintended pairings based simply on proximity in
crowded environments. This signature for waving or waving
in a particular manner or pattern may be referred to as gesture
or signature pairing. In this regard, the device would not only
need to be within certain proximity, but also would need to be
moved or waived in a pre-defined manner, during the time
period in which the devices are brought into such proximity.
The BNC/FSC enabled devices may take advantage of exist-
ing motion/directional devices, such as a gyroscope, to cap-
ture a unique gesture or signature for each user, and only pair
the communication device if that gesture or signature is
detected during a proximity event.

[0112] Instep 674, the BNC/FSC enabled device 200 may
mutually share applications, multimedia content or files, and
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device components such as a display with the detected peer
BNC/FSC enabled devices. In this regard, sharing of the
display, multimedia content or files may occur among the
BNC/FSC enabled device 200 and the detected peer BNC/
FSC enabled devices regardless of who is receiving the dis-
play content. For example, a user of the BNC/FSC enabled
device 200 at a mall may take a picture and share the screen,
which displays the picture, with all their friends who are
standing there. In this regard, the user is not concerned
whether someone is eavesdropping and is viewing the picture.
The BNC/FSC enabled device 200 may be controlled so the
signals are not communicated beyond a certain range.

[0113] In step 666, in instances where no peer BNC/FSC
enabled device is detected, then the exemplary steps return to
step 664.

[0114] In step 668, in instances where the BNC/FSC
enabled device 200 does not touch or near touch the detected
peer BNC/FSC enabled devices, then in step 676, where the
BNC/FSC enabled device 200 may exchange security infor-
mation with the detected peer devices over a BNC link. In step
678, the BNC/FSC enabled device 200 may determine
whether the security information from the detected peer
devices is correct. In instances where the received security
information is correct, then exemplary process continues in
step 672. Otherwise the exemplary steps return to step 664.

[0115] Inan exemplary embodiment of the invention, with
regard to step 674, a secure group and/or secure communica-
tion session may be established for paired devices based on
proximity. In this regard, devices may be excluded from the
secure communication session if they are located outside that
proximity.

[0116] FIG. 7 a flow chart illustrating exemplary distance-
based pairing of devices, such as BNC/FSC devices for
example, in accordance with an exemplary embodiment of
the invention. Referring to FIG. 7, there is shown a distance-
based pairing 700. The BNC/FSC devices 110 may be auto-
configurable or may be quickly and easily configured to
enable instantaneous communication. In one embodiment of
the invention, two devices such as BNC/FSC devices 110a
and 1105 may be held close to each other and paired. Once
pairing is complete, the two BNC/FSC devices can start com-
municating immediately.

[0117] Invarious exemplary embodiments of the invention,
a sliding scale may be utilized for secured pairing. In this
regard, the two BNC/FSC enabled devices such as the BNC/
FSC enabled devices 110a as and 1105 that are to be paired
may be placed very close to each other and their power may be
controlled to the point where they may just hear each other
and thus may not be heard by any other listening device. At
that point, security information such as keys may be
exchanged and the two devices paired using full spectrum
capture. In an exemplary embodiment of the invention,
depending on distance between the two BNC/FSC enabled
devices, different levels of security may be applied for pair-
ing. In this regard, pairing may occur at varying distances.
The closer together the two BNC/FSC enabled devices are,
the lesser the security that is needed. On the other hand, the
further apart two BNC/FSC enabled devices are, the greater
the security that is needed for pairing. For example, if the two
BNC/FSC enabled devices, between 0 and A, are touching or
near touching, then no security request is needed. In other
words, users of the two BNC/FSC enabled devices do not care
whether the content is communicated without security, so
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long as the communication occurs and/or occurs within a
certain range (between 0 and A).

[0118] If the two BNC/FSC enabled devices, between A
and B, are near touching, then a first security scheme may be
utilized. If the two BNC/FSC enabled devices are between B
and C, 5 cm apart, for example, a second security scheme may
be utilized, where the second security scheme may be stron-
ger than the first security scheme. If the two BNC/FSC
enabled devices are between B and C, 20 cm apart, for
example, a third security scheme may be utilized, where the
third security scheme may be stronger than the second and the
first security schemes. If the two BNC/FSC enabled devices
are beyond D, greater than 100 cm, for example, no pairing
may be allowed.

[0119] A security scheme may comprise data categories
that may be communicated between the two BNC/FSC
enabled devices. In an exemplary embodiment of the inven-
tion, the two BNC/FSC enabled devices may be operable to
communicate secure data only when the two BNC/FSC
enabled devices are located at a certain distance. For example,
the two BNC/FSC enabled devices may only communicate
data when they are located at one meter or less apart. If the two
BNC/FSC enabled devices are located at a distance greater
than one meter, they may communicate only non-secure data.
If'the two BNC/FSC enabled devices are located more than 2
meters apart, then they may not communicate at all. The two
BNC/FSC enabled devices may only know the channel
between the two BNC/FSC enabled devices and both devices
share the same spectrum.

[0120] Another embodiment of the invention may also pro-
vide a layered approach for data communication between the
two BNC/FSC enabled devices. In this regard, data may be
assigned to a particular layer and only data that is in a par-
ticular layer may be communicated based on the distance. A
data type may specify what kind of data is in each particular
layer. For example, secure data in layer 1 may only be com-
municated when both devices are less than %2 meter apart.
Non-secure data in layer 2 may only be communicated in
instances when both devices are less than or equal to 1.5
meters apart. Non-secure data in layer 3 may only be com-
municated in instances when both devices are less than or
equal to 2 meters apart. Non-secure data in layer 4 may only
be communicated in instances when both devices are less than
or equal to 2.0 meters apart, and so on.

[0121] Devices may be identified by, for example, MAC
addresses, processor 1D, or other unique identifiers. If a
known or trusted device is within a certain range, then com-
munication may be permitted with little or no security based
on the device identity. However, once the trusted device is out
of range, then security may be required to facilitate commu-
nication. For example, a successful challenge may be
required for communication to occur.

[0122] FIG. 8 is a flow diagram that illustrates exemplary
steps for positioning an object using, for example, Broadband
Near Field Communication (BNC) with full spectrum capture
(FSC), in accordance with an exemplary embodiment of the
invention. Referring to FIG. 8, in step 802, a BNC/FSC
enabled device 800(a) is powered on to determine the posi-
tion of an object, for example, a BNC/FSC enabled device
800(5), within its vicinity. Also, within the vicinity of the
BNC/FSC enabled device 800(a), there may be one or more
other BNC/FSC enabled devices with known positions. The
one or more other BNC/FSC enabled devices may comprise
access points (APs), RFID tags, and other BNC/FSC enabled
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devices within the vicinity of the BNC/FSC enabled device
800(a). In an exemplary embodiment of the invention, hybrid
BNC/FSC solutions may be utilized to give or provide a more
precise location of an object without relying on received
signal strength. A duty cycle burst of low power energy over
a large bandwidth may be utilized to determine the range or
position of an object or person. In this regard, the hybrid
BNC/FSC solutions may be utilized to tell whether an object
may have been moved from its current location by, for
example, 2 centimeters. This distance may vary based on the
BNC/FSC configuration. This may be utilized to track, for
example, high value items including laptops, personal effects,
assets and so on. Persons may also be tracked in a similar
manner.

[0123] A BNC/FSC enabled device 800(a) may possess the
capability to communicate with a plurality of other BNC/FSC
enabled devices 800(5), 800(c) and 800(d) within the vicinity.
In this regard, a stolen laptop or tablet with BNC/FSC capa-
bility may be operable to send an alert or distress signal to any
of a plurality of neighboring devices. The alert or distress
signal may comprise a location of the devices. Accordingly,
the stolen laptop or tablet may be traced and recovered using
any ofa plurality of location determining mechanisms such as
relative position with respect to other devices with known
locations, for example, access points (APs), RFID tags, and
other BNC/FSC devices, with known location such as from an
integrated GPS or location based on triangulation. A BNC/
FSC enabled device may function as an indoor positioning
device.

[0124] The exemplary steps start in step 804, where the
BNC/FSC enabled device 800(a) may be operable to perform
ranging to determine corresponding ranges of the BNC/FSC
enabled device 800(), and the one or more other BNC
capable devices with known positions using BNC links with
full spectrum capture. For example, parameters r,,, r,,., and
r,, may represent the determined ranges for the BNC/FSC
enabled devices 800(5), 800(c) and 800(d) with respect to the
BNC/FSC enabled device 800(a), respectively.

[0125] In step 806, the BNC/FSC enabled device 800(a)
may determine relative locations of the object (the BNC/FSC
enabled device 800(5)) with respect to the known locations of
the one or more other BNC/FSC enabled devices 800(c) and
800(d) utilizing BNC with full spectrum capture. In step 808,
the BNC/FSC enabled device 800(a) may determine the loca-
tion of the object (the BNC/FSC enabled device 800(5))
utilizing the determined ranges and the determined relative
locations. In step 810, the BNC/FSC enabled device 800(a)
may utilize the determined location of the object to support
various use cases such as track the object (the BNC/FSC
enabled device 800(5)) based on the determined location of
the object.

[0126] In an exemplary embodiment of the invention, a
BNC/FSC device may also tether itself to a fixed device such
as a fixed access point and as a user of the BNC/FSC device
walks through a mall or store, location may be determined. As
soon as some distance is exceeded, then an alarm or alert may
be initiated by an application running on a smartphone or
tablet. As the BNC/FSC device moves away and the tether is
broken, a new tether maybe formed with another device. This
may be utilized to track, for example, criminals, child molest-
ers, and predators, as they move around. GPS or other GNSS
technology may also be utilized to pinpoint location as move-
ment is being tracked.
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[0127] In an exemplary embodiment of the invention, an
open tether may be utilized to enable in-building navigation
of humans and/or objects. The speed and/or velocity of the
BNC/FSC device may also be used to determine its location
or relative location with respect to other devices. The Doppler
from other surrounding sources may be utilized to determine
the velocity.

[0128] A BNC/FSC device may operate as location aware
and context aware device. In an exemplary embodiment of the
invention, BNC/FSC devices may be operable to sense the
environment. A map of BNC/FSC devices within a particular
area may be generated and displayed. The map may be part of
an application that is displayed on smartphones or tablets. For
example, kids may view the map to determine which ones of
their friends may be at the mall. A BNC/FSC device may be
able to determine whether it is in a room, such as an office, as
opposed to being in an auditorium. This information may be
combined with GPS information to provide a more precise
determination of the environment. The BNC/FSC device may
be scaled based on the type of application and also based on
the perimeter and surroundings where it is located.

[0129] Inanexemplary embodiment of the invention, a file
may be shared with conference participants in a conference
room. The file may be opened and viewed by every participant
in the room. However, if a participant leaves the conference
room, then a lock is placed on the document and the document
may no longer be viewed. If that participant re-enters the
room, the document will again be viewable.

[0130] With a sufficiently high SNR, location may be
resolved within a fraction of a wavelength, which translates to
within a foot or less at 1 GHz.

[0131] Inone embodiment of the invention, two BNC/FSC
devices may be electronically tethered. The moment one of
the devices moves out of a certain range of the other device,
authentication or re-authentication may be required. The
level of authentication required may vary depending of the
distance of the two devices.

[0132] Inan exemplary embodiment of the invention, user
A is streaming a movie from their smartphone to a HD TV
using BNC/FSC. User A’s kids are currently watching this
movie on the HD TV. User A gets up to take a call on the
smartphone and starts moving away from the HD TV. As user
A moves away from the HD TV, the bandwidth for the con-
nection may decrease and the quality of the movie may start
to deteriorate. User A may reach a point where a security issue
arises because an unauthorized device may be able to pick up
the streamed movie signal. When this occurs, the link may be
dropped or user A may be requested to re-authenticate using
a stronger key.

[0133] Wireless tethering may be provided for objects and/
or persons. In this regard, BNC/FSC may enable the location
of'objects, animals and persons. For example, BNC/FSC may
be utilized to determine whether a child is out of range with-
outthe need to measure and compare received signal strength.
For devices, while they are tethered, there may be no need to
authenticate. However, once the tether is broken, authentica-
tion may automatically be required.

[0134] In an exemplary embodiment of the invention,
BNC/FSC devices may be used as a gaming controller since
the resolution in position may be adjusted with fair accuracy.
For example, three (3) BNC/FSC devices may be utilized and
triangulation may be utilized to determine a position of a
person or a body part such as a hand relative to the BNC/FSC
devices. BNC/FSC sensors may also be place on the gamer’s
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body to aid in more accurately determining the location of a
person or the person’s hand, for example.

[0135] Accelerometer and/or gyroscope information for
devices may be shared among a plurality of BNC/FSC
devices and utilized to assist with the gaming control or other
interactive events. Limiting the number of participants to a
communication session may provide additional security. For
example, the number of participants may be limited to 5 and
if a 6th person enters the room, connection is denied.

[0136] In various exemplary aspects of the method and
system for broadband near-field communication utilizing full
spectrum capture, a communication device such as the BNC/
FSC enabled device 200 may comprise an integrated BNC/
FSC transceiver 210 operating in a frequency spectrum band.
The BNC/FSC enabled device 200 may be operable to detect
usable channels within the entire frequency spectrum band.
The BNC/FSC transceiver 210 may utilize one or more of the
detected channels to wirelessly communicate multimedia
content with one or more other BNC enabled devices such as
the BNC/FSC enabled devices 110(a)-110(c). In an exem-
plary embodiment of the invention, the BNC/FSC enabled
device 200 may be operable to pair with the BNC/FSC
enabled devices 110(a)-110(c) utilizing BNC protocols. In
this regard, the BNC/FSC transceiver 210 may be configured
with various security levels during the pairing, as illustrated
in FIG. 8. The security levels may be determined based on
corresponding distances between the BNC/FSC transceiver
210 and the BNC/FSC enabled devices 110(a)-110(c). The
BNC/FSC transceiver 210 may utilize the determined secu-
rity levels to communicate the multimedia content with the
BNC/FSC enabled devices 110(a)-110(c). Depending on
device capabilities, the BNC/FSC enabled device 200 may
support other wireless communication protocols such as
Bluetooth, WiFi, ZigBee, and WiMAX. In some instances,
the Bluetooth transceiver 220 may need to pair with other
Bluetooth and BNC capable devices 110(a)-110(c), for
example. In this regard, the BNC/FSC transceiver 210 may be
enabled to exchange authentication information over an BNC
link so as to expedite pairing the Bluetooth transceiver 220
with other Bluetooth and BNC capable devices 110(a)-110
(c). After the BNC based pairing, the BNC/FSC enabled
device 200 may utilize Bluetooth protocols via the Bluetooth
transceiver 220 to communicate multimedia content with
other Bluetooth and BNC capable devices 110(a)-110(c). In
an exemplary embodiment of the invention, the BNC/FSC
enabled device 200 may be configured to share the multime-
dia content with other BNC/FSC enabled devices 110(a)-110
(¢). For example, when a BNC/FSC device 110(a) is within
certain proximity of the BNC/FSC device 200, the BNC/FSC
device 200 may share its display with the BNC/FSC device
110(a) such that the two BNC/FSC enabled devices 200 and
110(a) may share and display the same multimedia content.

[0137] The BNC/FSC enabled devices 200 and 110(a)-110
(¢) may be configured to utilize full spectrum capture in order
to detect usable channels and aggregate the usable channels to
increase channel bandwidth for the data transmission. In one
embodiment of the invention, for transmission, the data trans-
mission may be carried or transmitted over a single detected
channel within the operating frequency spectrum band. How-
ever, for reception, multiple reference elements or signals
such as pilot signals may be utilized to determine or detect
which of channels in the operating frequency spectrum band
may be indeed usable.
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[0138] In order to receive signals from the BNC/FSC
enabled devices 110(a)-110(c), the BNC/FSC enabled device
200 may be operable to establish synchronization with the
BNC/FSC enabled devices 110(a)-110(c). In this regard, the
BNC/FSC enabled device 200 may be configured to utilize
unlicensed bands to establish synchronization. In other
words, synchronization information may also be provided in
an unlicensed band, such as the cordless region 450, for
example, between 917 MHz and 950 MHz. The BNC/FSC
enabled device 200 may look into this region of the frequency
spectrum band to find synchronization information.

[0139] In an exemplary embodiment of the invention, the
BNC/FSC transceiver 210 may be utilized to provide a more
precise location of an object such as the BNC/FSC enabled
device 110(a). In this regard, the BNC/FSC transceiver 210
may perform ranging to determine corresponding ranges of
the BNC/FSC enabled device 110(a), and the one or more
other BNC capable devices with known positions such as the
BNC/FSC enabled devices 110(5)-110(c) using BNC links
with full spectrum capture. The BNC/FSC enabled device
200 may determine relative locations of the object (the BNC/
FSC enabled device 110(a)) with respect to the known loca-
tions of the one or more other BNC/FSC enabled devices
110(5) and 110(c) utilizing BNC with full spectrum capture.
The BNC/FSC enabled device 200 may determine the loca-
tion of the object (the BNC/FSC enabled device 110(a))
utilizing the determined ranges and the determined relative
locations.

[0140] Inanother exemplary embodiment of the invention,
there is provided a communication device comprising an
integrated broadband transceiver, wherein the integrated
broadband transceiver is operable to communicate signals at
a power level that is below a spurious emissions mask and to
spread the communicated signals over a designated frequency
spectrum band. The integrated broadband transceiver may be
operable to detect usable channels within the designated fre-
quency spectrum band. The detected usable channels may be
aggregated and utilized for the communicating. The commu-
nication device comprising the integrated broadband trans-
ceiver may be viewed as a ultrawideband (UWB) system,
without a carrier frequency, with the capability to go down to
0 Hz or DC, or substantially 0 Hz or DC. In other words, this
may be viewed as a wireless receiver with no downconversion
steps prior to analog-to-digital conversion. A minimum band-
width may be established. For example, a minimum band-
width such as approximately 500 MHz may be established. In
another embodiment of the invention, the power divided by
the bandwidth of the system may be, on average, below a
particular limit.

[0141] The integrated broadband transceiver is operable to
wirelessly communicate content with one or more other inte-
grated broadband transceiver enabled devices over one or
more of the detected channels. The one or more other inte-
grated broadband transceiver enabled devices are operable to
communicate signals at a power level that is below a spurious
emissions mask and to spread the communicated signals over
the entire designated frequency spectrum band.

[0142] The integrated broadband transceiver may be paired
with the one or more other integrated broadband transceiver
enabled devices utilizing one or more broadband near-field
communication (BNC) protocols. The integrated broadband
transceiver may be configured with security levels during the
pairing. The security levels may be determined based on
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corresponding distances between the integrated broadband
transceiver and the one or more other integrated broadband
transceiver enabled devices.

[0143] The content may be communicated with the one or
more other integrated broadband transceiver enabled devices
based on the selected security levels utilizing the one or more
BNC protocols. The content may also be communicated with
the one or more other integrated broadband transceiver
enabled devices based on the selected security levels utilizing
one or more supported non-BNC protocols. The content may
be shared with the one or more other integrated broadband
transceiver enabled devices during the communicating.
[0144] The signals received from the one or more other
integrated broadband transceiver enabled devices during the
communicating may be synchronized. A range of the one or
more other integrated broadband transceiver enabled devices
may be determined utilizing the BNC protocols. A corre-
sponding position of the one or more other broadband trans-
ceiver enabled devices may be identified based on the deter-
mined range.

[0145] FIG. 9A is a diagram that illustrates exemplary
touch pairing, in accordance with an embodiment of the
invention. Referring to FIG. 9A, there is shown a BNC/FSC
enabled device 1104 and a BNC/FSC enabled device 1105. In
FIG. 9A, touch pairing may be achieved by moving the BNC/
FSC enabled device 1105 so that it touches a particular loca-
tion 904 of the BNC/FSC enabled device 110a. The particular
location 904 may comprise a location where BNC coils or
antennas may be located within the BNC/FSC enabled device
110a. The particular location 904 is defined as a circular
region for illustrative purposes and the invention is not nec-
essarily limited to a circular region.

[0146] FIG. 9B is a diagram that illustrates exemplary near-
touch pairing, in accordance with an embodiment of the
invention. Referring to FIG. 9B, there is shown a BNC/FSC
enabled device 1104 and a BNC/FSC enabled device 1105. In
FIG. 9B, near touch pairing may be achieved by the BNC/
FSC enabled device 1105 being brought very close a particu-
lar location 906 of the BNC/FSC enabled device 110a, but
does not touch the particular location 906 of the BNC/FSC
enabled device 110a. The particular location 906 may com-
prise a location when BNC coils or antennas may be located
within the BNC/FSC enabled device 110a. The particular
location 906 may be defined as a circular region for illustra-
tive purposes and the invention is not necessarily limited to a
circular region.

[0147] FIG. 9C s a diagram that illustrates exemplary wave
pairing, in accordance with an embodiment of the invention.
Referring to FIG. 9C, there is shown a BNC/FSC enabled
device 110a and a BNC/FSC enabled device 1105. In FIG.
9C, wave pairing may be achieved by the BNC/FSC enabled
device 1105 being brought very close to a particular location
908 of the BNC/FSC enabled device 110a in a waving
motion, but does not touch the particular location 908 of the
BNC/FSC enabled device 110a. The waving motion may be
defined, for example, by the arc A-B. In this regard, the
BNC/FSC enabled device 1105 is moved along the path ofthe
arc A-B in a single sweeping motion within proximity of the
particular location 908. The particular location 908 may com-
prise a location when BNC coils or antennas may be located
within the BNC/FSC enabled device 110a. The particular
location 908 may be defined as a circular region for illustra-
tive purposes and the invention is not limited to a circular
region.
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[0148] Wave to pair or wave pairing enables the pairing of
two communication wireless communication devices such as
the BNC/FSC enabled device 110a and the BNC/FSC
enabled device 1105, both wireless communication devices
are within a certain proximity of each other, for example, Y4 of
a wavelength of each other. Accordingly, in one aspect of the
invention, the BNC/FSC enabled device 1105 may be waved
next to the other within a distance of approximately %4 wave-
length to accomplish the wave pairing.

[0149] In one embodiment of the invention, the waving
may have to occur in a specific manner, pattern or signature to
effectively pair the two devices. If the waving is not done in
that specific manner, pattern or signature, then no pairing is
done and the devices will not communicate with each other or
will not communicate secure information with each other.
This is done, for example, to avoid unintended pairings based
simply on proximity in crowded environments.

[0150] This signature for waving or waving in a particular
manner or pattern may be referred to as gesture or signature
pairing. In this regard, the device would not only need to be
within a certain proximity, but also would need to be moved
or waived in a pre-defined manner, during the time period in
which the devices are brought into such proximity. The com-
munication devices can take advantage of existing motion/
directional devices, such as a gyroscope, to capture a unique
gesture or signature for each user, and only pair the commu-
nication device if that gesture or signature is detected during
a proximity event.

[0151] FIG. 9D is a diagram that illustrates exemplary ges-
ture pairing, in accordance with an embodiment of the inven-
tion. Referring to FIG. 9D, there is shown a BNC/FSC
enabled device 1104 and a BNC/FSC enabled device 1105. In
FIG. 9D, gesture pairing may be achieved by the BNC/FSC
enabled device 1105 being brought very close to a particular
location 910 of the BNC/FSC enabled device 110a and
moved in a continuous predefined or prearranged gesture
motion, with or without touching the particular location 908
of the BNC/FSC enabled device 110a. For example, for the
gesture pairing, the BNC/FSC enabled device 1105 may be
brought within Y4 wavelength of the BNC/FSC enabled
device 1105 in order to facilitate gesture pairing.

[0152] In FIG. 9D-1, the gesture may be defined, for
example, by the pattern A-B-C. In this regard, the BNC/FSC
enabled device 1105 is moved along the path of the gesture
specified by A-B-C in a single continuous motion within
proximity of the particular location 910. Touching of the
BNC/FSC enabled device 1105 to the BNC/FSC enabled
device 110a may or may not be permitted during replication
of the gesture A-B-C by the BNC/FSC enabled device 1105.
The pattern A-B-C may be referred to as the signature for the
gesture pairing.

[0153] In FIG. 9D-2, the gesture may be defined, for
example, by the pattern D-E-F. In this regard, the BNC/FSC
enabled device 1105 is moved along the path of the gesture
specified by D-E-F, in a single continuous motion within
proximity of the particular location 910. Touching of the
BNC/FSC enabled device 1105 to the BNC/FSC enabled
device 110a may or may not be permitted during replication
of the gesture D-E-F by the BNC/FSC enabled device 1104.
[0154] With regard to FIG. 9D-1 and 9D-2, the particular
location 910 may comprise a location when BNC coils or
antennas may be located within the BNC/FSC enabled device
110a. The particular location 910 may be defined as a circular
region for illustrative purposes and the invention is not lim-
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ited to a circular region. The pattern D-E-F may be referred to
as the signature for the gesture pairing.

[0155] Near touch pairing, gesture pairing and/or wave-to-
pair may occur, for example, when two BNC/FSC devices are
within ¥ of a wavelength.

[0156] In one embodiment of the invention, the processor
240 may enable distance based broadcast, which is a broad-
cast feature that may be based on distance. For purposes of
illustration, a plurality of BNC/FSC devices may be in a room
for an event such as a conference. The physical and/or elec-
tromagnetic characteristics of the room such as the size and/
or openness, as well as the channel characteristics may be
sensed utilizing wireless broadband signals communicated
by one or more BNC/FSC enabled devices such as the BNC/
FSC enabled device 200. In this regard, the one or more
BNC/FSC enabled devices such as the BNC/FSC enabled
device 200 may be operable to transmit wireless broadband
signals and receive and evaluate the corresponding received
signals. Based on the evaluation of the corresponding
received signals, power, data rate, and range for each of the
one or more BNC/FSC enabled devices may be adjusted to
conform to the sensed physical and/or electromagnetic char-
acteristics of the room. For example, the evaluation of the
corresponding received signals may be utilized to determine
a threshold distance that may be utilized for communication
amongst a plurality of the BNC/FSC devices in the confer-
ence room. The BNC/FSC enabled device 200 may be con-
figured to communicate with one or more BNC/FSC enabled
devices based on the determined threshold distance. For
example, the BNC/FSC device 200 may be operable to adjust
its transmit power so that only the BNC/FSC devices within
the conference room are operable to receive the transmitted
wireless broadband signals. BNC/FSC device that may be
located outside the conference room are not able to receive the
transmitted wireless broadband signals.

[0157] In some instances, it may be desirable for all con-
ference participants in a conference room to receive informa-
tion for a presentation. In this regard, the presenter does not
care who receives a broadcast signal of the presentation so
long as they are within a certain range, in this case, in the
room. For example, all the conference participants may be
within a perimeter of 15 feet. The broadcast is therefore
controlled so that the content for the presentation is broad-
casted to the conference participants within the conference
room. In addition, beamforming and MIMO may be
employed to determine the characteristics and to optimize
communication amongst the devices.

[0158] FIG. 10 is a flow chart illustrating exemplary steps
for configuring one or more BNC/FSC devices for distance
based communication, in accordance with an embodiment of
the invention. Referring to FI1G. 10, there is shown exemplary
steps 1002 through 1014. In step 1002, one or more BNC/FSC
devices may be operable to transmit wireless broadband sig-
nals in a room. The transmit wireless broadband signals may
beutilized to sense various characteristics of the room. In step
1004, corresponding wireless signals may be received by the
one or more BNC/FSC devices. In step 1006, the correspond-
ing receive signals may be evaluated. In one embodiment of
the invention, each of the BNC/FSC devices that receives the
wireless signals may be operable to evaluate the received
signals. In another aspect of the invention, information
related to the received signals may be communicated to a
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particular one of the BNC/FSC devices, which is operable to
do the evaluation of the signals for a plurality of the BNC/FSC
devices.

[0159] In step 1008, the physical and/or electromagnetic
characteristics of the room may be determined based on the
evaluation or evaluations. In step 1010, information related to
the determined physical and/or electromagnetic characteris-
tics of the room may be shared among the BNC/FSC devices.
In step 1012, one or more of the BNC/FSC devices in the
room may be operable to configure its corresponding trans-
mitter and/or receiver based on the shared information. In step
1014, the one or more of the BNC/FSC devices in the room
may configure its transmitter to limit communication to the
confines of the conference room.

[0160] In one embodiment of the invention, the processor
240 may provide or enable security by turning down the
transmit power of the transmitter 210a in the BNC/FSC
enabled device 200 in order to minimize eavesdropping. In
such instances, the containment of the power enables only
devices within a certain range, for example, within the con-
ference room to receive signals and devices that are located
outside that range will not be able to receive the transmitted
wireless broadband signals. In one aspect of the invention, a
lookup table (LUT), for example, comprising power and dis-
tance or range data may be utilized by the processor 240 or
other device within the BNC/FSC enabled device 200 to
control this security feature.

[0161] Inanother embodiment ofthe invention, the proces-
sor 240 may provide or enable security by ensuring that the
processing time is less than the round trip delay in order to
prevent spoofing. In this regard, the processor 240 or other
device within the BNC/FSC enabled device 200 may be oper-
able to determine the round trip delay when communicating
wireless broadband signals with another BNC/FSC enabled
device. If the determined round trip delay is less than or equal
to a certain value or threshold, the communication of wireless
broadband signals may be permitted. However, in instances
where the round trip delay may be greater than a particular
value or threshold, the communication of wireless broadband
signals may be blocked since this may be an indication that
spoofing may have occurred. This may also be an indication
that a BNC/FSC device may be outside a desired range of
communication.

[0162] In an exemplary embodiment of the invention, a
conference presenter may walk into a conference room and
provide information such as the size of the conference room
and the number of participants. Alternatively (or additionally)
the BNC/FSC enabled device 200 may sense or determine the
size of the room, using sonar, for example, or based on images
of the room captured via a camera of the BNC/FSC enabled
device. This information may be utilized by the processor 240
to control the power and range that may be utilized to con-
figure the BNC/FSC transceiver for use during the conference
or other group presentations in the conference room. In this
manner, device screens and files, for example, may be shared
amongst conference or group participant devices. For
example, the information related to the size of the conference
room may be entered in an application (app) that may be
running on a smartphone or tablet, which may be a BNC/FSC
enabled device. The app may be operable to determine the
parameters for configuring the components of the BNC/FSC
transceiver in order to limit the communication of the wire-
less broadband signals to the confines of the conference room.
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[0163] Inanother aspect of the invention, a map of confer-
ence attendees in the room may be presented and the confer-
ence presenter may manually authorize each attendee to
receive BNC/FSC presented information. In this regard,
based on the received wireless broadband signals, the app
running on the BNC/FSC enabled smartphone or tablet may
be operable to generate a map, which pinpoints the location of
the BNC/FSC devices which communicated the signals and/
or which may be within the vicinity of the conference room.
Accordingly, a user of the BNC/FSC enabled smartphone or
tablet may select from the map, which of the BNC/FSC
devices may be permitted to participate in the conference and
receive corresponding content for the conference.

[0164] FIG. 11is a flow chart illustrating the configuration
of BNC/FSC device based on a generated map, in accordance
with an embodiment of the invention. Referring to FIG. 11,
there is shown exemplary steps 1102 through 1110. In step
1102, one or more BNC/FSC devices transmit wireless
broadband signals in a conference room. In step 1104, the
corresponding wireless signals may be received. In step 1106,
based on the corresponding received wireless signals, a map
may be generated which shows the location of the BNC/FSC
devices that are within the vicinity of the conference room. In
step 1108, BNC/FSC devices that are allowed to participate in
the conference call may be selected on the map. In step 1110,
BNC/FSC transceiver settings are communicated to the
BNC/FSC devices so that they may configure their corre-
sponding transceivers based on the communicated settings to
limit communication to the confines of the conference room.
[0165] Inaccordance with an embodiment of the invention,
a secure group or secure communication session may be
established based on the proximity or location of the BNC/
FSC devices. In this regard BNC/FSC devices may be
excluded from the secure group or the secure communication
session if they are located outside that proximity or that
location.

[0166] Inaccordance with an embodiment of the invention,
there may be instances when a user may want certain content
to be communicated with security and other instances when a
user does not care whether the content is communicated with
security or without security, so long as the communication
occurs and/or occurs within a certain range.

[0167] Inaccordance with an embodiment of the invention,
a secure group may be established and sharing of the display,
multimedia content or files occurs with everyone in the group.
The sharing of screen multimedia content or files with any
one within a certain range may occur regardless of who is
receiving the display content. For example, a user at a mall
may take a picture and share the screen, which displays the
picture, with all their friends who are standing there. In this
regard, the user is not concerned whether someone is eaves-
dropping and is viewing the picture. The BNC/FSC device
may be controlled so the signals are not communicated
beyond a certain range.

[0168] FIG. 12 is a flow chart that illustrates exemplary
steps for secure communication amongst BNC/FSC devices,
in accordance with an embodiment of the invention. Refer-
ring to FIG. 12, there is shown exemplary steps 1202 through
1214. In step 1202, a group of BNC/FSC devices is estab-
lished. In step 1204, wireless broadband signals are transmit-
ted amongst at least a portion of the BNC/FSC devices in the
established group. In step 1206, one or more of the BNC/FSC
devices may receive the corresponding wireless signals. In
step 1208, based on the corresponding received wireless sig-
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nals, a map is generated which shows the location of the
BNC/FSC devices in the vicinity along with the BNC/FSC
devices that are in the established group. In step 1210, the
BNC/FSC devices that are in the group are selected from the
map and corresponding BNC/FSC transceiver and/or security
settings are determined. In step 1212, the determined BNC/
FSCtransceiver and/or security settings are communicated to
the BNC/FSC devices in the group so that they may configure
their corresponding transceivers based on the communicated
settings in order to limit communication to the BNC/FSC
devices in the group. In step 1214, the BNC/FSC devices in
the group may communicate securely.

[0169] In various embodiments of the invention, a wireless
communication device 110a detects the presence of a peer
wireless communication device 1105 within operating range
and pairs with the detected peer wireless communication
device. The wireless communication device 110a and the
peer wireless communication device 1105 are operable to
communicate wireless broadband signals at a power level that
is below a spurious emissions mask utilizing broadband near
field communication with full spectrum capture (BNC/FSC).
The transmitted wireless broadband signals occupy a desig-
nated frequency spectrum band. The detection of the peer
wireless communication device 1105 occurs via a broadband
near-field communication link. The wireless broadband sig-
nals are spread across the entire designated frequency spec-
trum band such that a bandwidth of the wireless broadband
signals occupy approximately 800 MHz within a range of 0
Hz to 1 GHz and a corresponding transmit power utilized for
transmitting the wireless broadband signals is spread over a
bandwidth of approximately 300 MHz within the 800 MHz
bandwidth. The spreading results in a power spectral density
of the transmitted wireless broadband signals approximating
thermal noise at a distance of approximately 3 meters.

[0170] The wireless communication device 110a may be
operable to determine a distance of the peer wireless commu-
nication device 1105 from the wireless communication
device 110a. The wireless communication device 110a may
be operable to control the pairing based on the determined
distance. The wireless communication device 110a may be
operable to determine whether to utilize security to enable the
pairing based on the determined distance. The wireless com-
munication device 110a may bypass the security in instances
when it determines that peer wireless communication device
1105 is within a first determined distance of the wireless
communication device 110q, the peer wireless communica-
tion device 1104 touches the wireless communication device
110a, and/or the peer wireless communication device 1105
nearly touches the wireless communication device 110a. The
wireless communication device 110a may be operable to
establish security when it determines that the peer wireless
communication device 1105 is within a second determined
distance of the wireless communication device 110a, the peer
wireless communication device 1105 is not touching the
wireless communication device 110a, and the peer wireless
communication device 1105 is not nearly touching the wire-
less communication device 110a. One or more security
parameters may be communicated between the wireless com-
munication device 110a and the peer wireless communica-
tion device 1105. The security parameters are utilized to
provide a secure communication link between the wireless
communication device 110a and the peer wireless communi-
cation device 11054. The security may utilize a security code
that is predetermined or dynamically determined.
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[0171] A range of the communicated wireless broadband
signals may be limited in order to provide secure communi-
cation between a plurality of wireless communication devices
110 that communicate utilizing the wireless broadband sig-
nals. The sharing of content among the plurality of wireless
communication devices 110 may be based on the limiting of
the range of the communicated wireless broadband signals.
[0172] As utilized herein, “and/or” means any one or more
of the items in the list joined by “and/or”. As an example, “x
and/or y” means any element of the three-element set {(x),
(¥), (X, ¥)}. As another example, “x, y, and/or z” means any
element of the seven-element set {(x), (¥), (2), (X, ¥), (X, 2), (¥,
7), (X, ¥, z)}. As utilized herein, the term “exemplary” means
serving as a non-limiting example, instance, or illustration.
As utilized herein, the terms “e.g.,” and “for example” set off
lists of one or more non-limiting examples, instances, or
illustrations. As utilized herein, circuitry is “operable” to
perform a function whenever the circuitry comprises the nec-
essary hardware and code (if any is necessary) to perform the
function, regardless of whether performance ofthe function is
disabled, or not enabled, by some user-configurable setting.
[0173] Although this disclosure makes various references
to BNC and near-field communications in general, in some
implementations communications described above as using
near-field communications may also or alternatively use tran-
sition zone (distances between near field and far field) com-
munications and/or far-field communications. Accordingly,
aspects of the present invention, including various devices,
protocols, and systems described herein using “BNC” or
“near-field” modifiers, should be considered as disclosing
corresponding transition zone and fair-field devices, proto-
cols, and systems. Therefore, a claim term should not be
construed as being necessarily limited by the terms “BNC” or
“near-field” unless such modifiers are explicitly recited in the
claim with respect to such claim term.

[0174] Another embodiment of the invention may provide a
machine and/or computer readable storage and/or medium,
having stored thereon, a machine code and/or a computer
program having at least one code section executable by a
machine and/or a computer, thereby causing the machine
and/or computer to perform the steps as described herein for
a method and system for broadband near-field communica-
tion utilizing full spectrum capture supporting pairing, con-
tent sharing, and security.

[0175] Accordingly, the present invention may be realized
in hardware, software, or a combination of hardware and
software. The present invention may be realized in a central-
ized fashion in at least one computer system, or in a distrib-
uted fashion where different elements are spread across sev-
eral interconnected computer systems. Any kind of computer
system or other apparatus adapted for carrying out the meth-
ods described herein is suited. A typical combination of hard-
ware and software may be a general-purpose computer sys-
tem with a computer program that, when being loaded and
executed, controls the computer system such that it carries out
the methods described herein.

[0176] The present invention may also be embedded in a
computer program product, which comprises all the features
enabling the implementation of the methods described
herein, and which when loaded in a computer system is able
to carry out these methods. Computer program in the present
context means any expression, in any language, code or nota-
tion, of a set of instructions intended to cause a system having
an information processing capability to perform a particular
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function either directly or after either or both of the following:
a) conversion to another language, code or notation; b) repro-
duction in a different material form.
[0177] While the present invention has been described with
reference to certain embodiments, it will be understood by
those skilled in the art that various changes may be made and
equivalents may be substituted without departing from the
scope of the present invention. In addition, many modifica-
tions may be made to adapt a particular situation or material
to the teachings of the present invention without departing
from its scope. Therefore, it is intended that the present inven-
tion not be limited to the particular embodiment disclosed,
but that the present invention will include all embodiments
falling within the scope of the appended claims.
What is claimed is:
1. A method, comprising:
in a wireless communication device:
detecting presence of a peer wireless communication
device within operating range; and
pairing with said detected peer wireless communication
device, wherein:
said wireless communication device and said peer
wireless communication device are operable to
communicate wireless broadband signals at a
power level that is below a spurious emissions
mask; and

said transmitted wireless broadband signals occupy a
designated frequency spectrum band.

2. The method according to claim 1, wherein said detection
of said peer wireless communication device occurs via a
broadband near-field communication link.

3. The method according to claim 1, comprising:

spreading said wireless broadband signals having said

power level that is below said spurious emissions mask
across said entire designated frequency spectrum band,
wherein:

a bandwidth of said wireless broadband signals occupy
approximately 800 MHz within a range of O Hz to 1
GHz;

a corresponding transmit power utilized for said trans-
mitting of said wireless broadband signals is spread
over a bandwidth of approximately 300 MHz within
said 800 MHz bandwidth: and

said spreading results in a power spectral density of said
transmitted wireless broadband signals approximat-
ing thermal noise at a distance of approximately 3
meters.

4. The method according to claim 1, comprising:

determining a distance of said peer wireless communica-

tion device from said wireless communication device;
and

controlling said pairing based on said determined distance.

5. The method according to claim 4, comprising determin-
ing whether to utilize security to enable said pairing based on
said determined distance.

6. The method according to claim 5, comprising bypassing
said security when said wireless communication device deter-
mines that:

said peer wireless communication device is within a first

determined distance of said wireless communication

device;

said peer wireless communication device touches said

wireless communication device; and/or
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said peer wireless communication device nearly touches

said wireless communication device.

7. The method according to claim 6, comprising establish-
ing said security when said wireless communication device
determines that:

said peer wireless communication device is within a sec-

ond determined distance of said wireless communica-

tion device;

said peer wireless communication device is not touching

said wireless communication device; and

said peer wireless communication device is not nearly

touching said wireless communication device.

8. The method according to claim 5, comprising commu-
nicating one or more security parameters between said wire-
less communication device and said peer wireless communi-
cation device, wherein:

said security parameters are utilized for said security to

provide a secure communication link between said wire-

less communication device and said peer wireless com-
munication device; and

said security utilizes a security code that is predetermined

or dynamically determined.

9. The method according to claim 1, comprising limiting a
range of said communicated wireless broadband signals to
provide secure communication between a plurality of wire-
less communication devices that communicate utilizing said
wireless broadband signals.

10. The method according to claim 9, comprising control-
ling sharing of content among said plurality of wireless com-
munication devices based on said limiting of said range of
said communicated wireless broadband signals.

11. A system, comprising:

one or more processors and/or circuits for use in a wireless

communication device, said one or more processors and/

or circuits being operable to:
detect presence of a peer wireless communication
device within operating range; and
pair with said detected peer wireless communication
device, wherein:
said wireless communication device and said peer
wireless communication device are operable to
communicate wireless broadband signals at a
power level that is below a spurious emissions
mask; and

said transmitted wireless broadband signals occupy a
designated frequency spectrum band.

12. The system according to claim 11, wherein said detec-
tion of said peer wireless communication device occurs via a
broadband near-field communication link.

13. The system according to claim 11, wherein said one or
more processors and/or circuits are operable to:

spread said wireless broadband signals having said power

level that is below said spurious emissions mask across

said entire designated frequency spectrum band,
wherein:

a bandwidth of said wireless broadband signals occupy
approximately 800 MHz within a range of 0 Hz to 1
GHz;

a corresponding transmit power utilized for said trans-
mitting of said wireless broadband signals is spread
over a bandwidth of approximately 300 MHz within
said 800 MHz bandwidth: and
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said spreading results in a power spectral density of said
transmitted wireless broadband signals approximat-
ing thermal noise at a distance of approximately 3
meters.

14. The system according to claim 11, wherein said one or
more processors and/or circuits are operable to:

determine a distance of said peer wireless communication

device from said wireless communication device; and
control said pairing based on said determined distance.

15. The system according to claim 14, wherein said one or
more processors and/or circuits are operable to determine
whether to utilize security to enable said pairing based on said
determined distance.

16. The system according to claim 15, wherein said one or
more processors and/or circuits are operable to bypass said
security when said wireless communication device deter-
mines that:

said peer wireless communication device is within a first

determined distance of said wireless communication
device;

said peer wireless communication device touches said

wireless communication device; and/or

said peer wireless communication device nearly touches

said wireless communication device.

17. The system according to claim 16, wherein said one or
more processors and/or circuits are operable to establish said
security when said wireless communication device deter-
mines that:
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said peer wireless communication device is within a sec-
ond determined distance of said wireless communica-
tion device;

said peer wireless communication device is not touching

said wireless communication device; and

said peer wireless communication device is not nearly

touching said wireless communication device.

18. The system according to claim 15, wherein said one or
more processors and/or circuits are operable to communicate
one or more security parameters between said wireless com-
munication device and said peer wireless communication
device, wherein:

said security parameters are utilized for said security to

provide a secure communication link between said wire-
less communication device and said peer wireless com-
munication device; and

said security utilizes a security code that is predetermined

or dynamically determined.

19. The system according to claim 11, wherein said one or
more processors and/or circuits are operable to limit a range
of said communicated wireless broadband signals to provide
secure communication between a plurality of wireless com-
munication devices that communicate utilizing said wireless
broadband signals.

20. The system according to claim 19, wherein said one or
more processors and/or circuits are operable to control shar-
ing of content among said plurality of wireless communica-
tion devices based on said limiting of said range of said
communicated wireless broadband signals.
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