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1. 

PORTABLE HAND HELD STRONG 
AUTHENTICATION TOKEN HAVING 

PARALLEL-SERAL BATTERY SWITCHING 
AND VOLTAGE REGULATING CIRCUIT 

FIELD OF THE INVENTION 

The present invention relates to electronic circuits and, 
more particularly, to power Supply circuit for use in elec 
tronic devices such as authentication tokens. 

BACKGROUND OF THE INVENTION 

Strong authentication tokens are a type of Small portable 
handheld dedicated hardware security devices that are well 
known in the art. They allow service providers and appli 
cations to authenticate the possessor of the token, by pro 
viding dynamic passwords that could only be generated with 
knowledge of a secret or key that is shared between the 
authentication server employed by the service provider or 
application on the one hand, and the authentication token on 
the other hand. To generate dynamic passwords or one-time 
passwords, the strong authentication token applies a cryp 
tographic algorithm to the shared secret and a dynamic 
variable, for example including one or more of a counter 
value, a value representing the present time, and a random 
challenge. Usually the dynamic password can only be used 
once, thus greatly enhancing the level of security with 
respect to static passwords. Some strong authentication 
tokens can also generate electronic signatures on transaction 
data. Strong authentication tokens are popular, especially to 
secure applications such as internet banking, because they 
offer a much higher level of security than static passwords 
combined with a high user convenience. 

To generate dynamic passwords and electronic signatures 
and to handle data input and output e.g. by means of a 
keyboard and display, strong authentication tokens include 
Some kind of data processing means such as a microproces 
SO. 

Strong authentication tokens also typically include some 
non-volatile memory to store data such as configuration 
data, secrets (including the shared secret for the generation 
of dynamic passwords), counter values, PIN (personal iden 
tification number) values, etc. In many cases this non 
volatile memory includes permanently powered RAM (ran 
dom access memory). 

Strong authentication tokens that generate dynamic pass 
words using a time value typically include a real-time clock. 
Some strong authentication tokens have a Smart card 

interface to allow the token device to communicate with a 
Smart card. The Smart card may be used to store data that is 
used for generating dynamic passwords or electronic signa 
tures. The token may also delegate to the Smart card a part 
or whole of the algorithm to generate dynamic passwords or 
electronic signatures. 

To make as wide as possible the field of applicability, 
strong authentication tokens are designed to be fully autono 
mous and to not require any connection with other systems 
Such as the user's client computer. 
To avoid the need of a digital connection for data transfer 

between a strong authentication token and a system or 
application to be secured, strong authentication tokens typi 
cally have a display for communicating the generated 
dynamic credentials such as one-time passwords or elec 
tronic signatures to the end user, and a button or keypad to 
request the generation of a new credential and/or to enter 
challenges, transaction data, PIN codes, etc. Other known 
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2 
communicating devices for strong authentication tokens 
may include an auditory output generator. 
To avoid the need for an external power Supply strong 

authentication tokens are usually battery powered. To mini 
mize the mechanical complexity of the token and potential 
hassle for the user these batteries are often not replaceable. 
In such cases the battery life time is often the limiting factor 
for the token’s life time. Many typical strong authentication 
tokens require an electrical power Supply operating at 5 
Volts. This Supply Voltage requirement may stem from usage 
of an LCD (liquid crystal display) display which for optimal 
contrast has to be driven at about 5 volts, and/or use of the 
token to Supply electrical power to an inserted Smart card 
which requires a 5 volts supply Voltage, and/or use of optical 
components driven by the token power Supply that are used 
to optically communicate with the token. 3-volt batteries are 
often used due to their relative low cost and small form 
factor. A typical strong authentication token therefore 
includes two 3-volt batteries that are connected in series so 
as to jointly provide a raw voltage of up to 6 volts which is 
down-regulated to a stabilised voltage of 5 volts. 

For improved portability and ease of logistics (e.g. dis 
tribution via mail services) strong authentication tokens are 
preferably as compact and lightweight as possible. Some 
strong authentication tokens have the form factor of plastic 
cards with similar dimensions as credit cards. This consid 
erably limits the size, and hence the capacity, of batteries 
used in credit card shaped strong authentication tokens. 

Strong authentication tokens are meant to be used on a 
massive scale and hence are subject to a significant cost 
pressure. To control costs it is preferable that the number and 
costs of components is minimized. 
The discussion of the background to the invention herein 

is included to explain the context of the invention. This shall 
not be taken as an admission that any of the material 
discussed above was published, known or part of the com 
mon general knowledge at the priority date of this applica 
tion. 

DISCLOSURE OF THE INVENTION 

Technical Problem 

As explained above, the life-time of many strong authen 
tication tokens is primarily determined by the life-time of 
these tokens' batteries. A battery’s life-time is in turn mainly 
determined by on the one hand its capacity and on the other 
hand its average load i.e. the average power consumption of 
the electronic circuit powered by the battery. For environ 
mental and cost reasons and the desire the keep the tokens 
as compact and lightweight as possible, it is desirable not to 
increase the size (or even to decrease the size if possible)— 
imposing constraints on the capacity of the batteries pow 
ering strong authentication tokens. 
What is therefore needed is a cost-effective technique to 

decrease the average power consumption of the electronic 
circuitry of battery powered strong authentication tokens 
and/or to optimally use the electrical energy contained in a 
token's batteries. 

Technical Solution 

The present invention is based on the insight by the 
inventors that the electronic circuitry of many strong authen 
tication tokens requires the full maximum Voltage of the 
power Supply only in certain operational modes or phases 
while in other operational modes or phases the tokens 
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circuitry could work with a much lower Voltage that can 
even be less than half of the maximum voltage. Typically the 
operational phases that require the maximum Voltage last 
much less time than the phases in which much less Voltage 
is required. For example strong authentication tokens that 
require a 5 Volts Supply Voltage typically do so only to drive 
an LCD display and/or a smart card requiring 5V. This is 
typically the case only when the token is actively being used 
which in turn may be as short as only a couple of minutes 
per day. If a token is in a phase where it doesn’t need to drive 
a display and/or if the inserted Smart card doesn’t require 5 
Volts (but e.g. 1.8 volts), its electronic circuitry may be 
powered with a supply voltage that is only half or less of the 
maximum voltage. 
The invention is further based on the insight by the 

inventors that two batteries in parallel (Supplying a voltage 
Vbatt) will last considerably longer than two batteries in 
series (together supplying a voltage Vmax=2*Vbatt) when 
driving the same electronic circuit (assuming the circuit can 
work with both supply voltages). This is mainly due to the 
fact that when connected in parallel each of the two batteries 
has to supply only half of the total current consumed by the 
circuit. Additionally many circuits will consume a lower 
total current if the circuit is supplied with a lower voltage. 

Typical embodiments of the invention include a DC 
(direct current) electronic power supply circuit which 
includes a number of electrical power sources and a con 
figuration Sub-circuit which can be configured to connect the 
electrical power sources in parallel or in series depending on 
the Voltage the power Supply circuit is required to supply. In 
Some embodiments the configuration Sub-circuit connects 
all electrical power sources either in parallel or in series. In 
other embodiments the configuration Sub-circuit can also be 
configured Such that the electrical power sources are effec 
tively divided in groups wherein all electrical power sources 
in each group are connected in series and the groups are in 
turn connected in parallel. In one embodiment the power 
Supply circuit includes two electrical power sources of the 
same type and the configuration Sub-circuit can be switched 
to connect the electrical power sources either in parallel or 
in series. In some embodiments the configuration Sub-circuit 
can, apart from configurably connecting the electrical power 
Sources in parallel or in series, in Some operational modes 
also perform other functions such as regulating or stabilizing 
a voltage Supplied by the power Supply circuit. 

In what follows the terminology one-way conductor is 
used to indicate an electronic component or circuit which 
has two terminals, respectively referred to in this text as the 
anode and the cathode of the one-way conductor, and which 
permits current in the direction going from the terminal 
labelled as the anode to the terminal labelled as the cathode, 
but which prohibits current flow in the opposite direction, 
i.e. in the direction going from the terminal labelled as the 
cathode to the terminal labelled as the anode. Ideally a 
one-way conductor doesn't allow any current to flow in the 
direction going from the terminal labelled as the cathode to 
the terminal labelled as the anode, and there is no voltage 
drop over the one-way conductor when current flows from 
the anode to the cathode. As a practical matter, however, a 
one-way conductor typically has some leakage current from 
the one-way conductor's cathode to its anode if the one-way 
conductor is reverse-biased, i.e. if the voltage difference 
between the cathode and the anode is positive, and there is 
always a certain Voltage drop between the anode and the 
cathode when current flows through the one-way conductor 
from anode to cathode. As used herein, a one-way conductor 
permits and prohibits current flow in accordance with the 
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4 
customary usage of Such devices and terms. For example, 
for a one-way conductor Such as a diode (or a pair of 
transistors coupled together to functions as a diode), current 
flow is permitted when the diode is forward biased and is 
prohibited when the diode is reversed biased. Thus, a 
one-way device may prohibit current flow while still allow 
ing leakage current to flow through the device. 
One set of embodiments of the invention include a DC 

(direct current) power supply circuit which includes a first 
DC electrical power source, a second DC electrical power 
source preferably of the same type as the first DC electrical 
power Source, and a configuration Sub-circuit which 
includes a first one-way conductor, a second one-way con 
ductor and an electronic Switch that can electronically be 
opened or closed. The switch connects the positive terminal 
of the first electrical power source to the negative terminal 
of the second electrical power source. The switch is adapted 
such that when it is closed it permits current to flow from the 
positive terminal of the first electrical power source to the 
negative terminal of the second electrical power source and 
when it is open it prohibits current to flow from the positive 
terminal of the first electrical power source to the negative 
terminal of the second electrical power source. Ideally when 
the switch is closed there is no voltage drop over the switch 
when current flows from the positive terminal of the first 
electrical power source to the negative terminal of the 
second electrical power source, and when it is open it 
doesn't allow any current to flow from the positive terminal 
of the first electrical power source to the negative terminal 
of the second electrical power source. As a practical matter, 
however, there typically will be at least some voltage drop 
over the switch when it is closed and current flows through 
it. Also, as a practical matter, when the Switch is open some 
leakage current can typically flow from the positive terminal 
of the first electrical power source to the negative terminal 
of the second electrical power source (provided that there is 
a positive voltage difference between the positive terminal 
of the first electrical power source and the negative terminal 
of the second electrical power source) but this leakage 
current is typically much smaller than the average current 
flowing through any of the electrical power sources the 
Switch is connected to. As used herein, a Switch permits and 
prohibits current flow in accordance with the customary 
usage of Such devices and terms. For example, for a Switch 
such as a transistor current flow is permitted between the 
emitter/source and the collector/drain when an appropriate 
current/voltage is present at the base/gate of the transistor 
and is prohibited this current/voltage is removed. Thus, a 
switch may prohibit current flow while still allowing leakage 
current to flow through the device. In one embodiment the 
electronic switch includes a PNP transistor. The first one 
way conductor connects the positive terminals of both 
electrical power sources such that it permits current to flow 
in the direction going from the positive terminal of the first 
electrical power source to the positive terminal of the second 
electrical power source and it prohibits current to flow in the 
opposite direction. Using the terminology defined above this 
means that the anode of the first one-way conductor is 
connected to the positive terminal of the first electrical 
power source and its cathode is connected to the positive 
terminal of the second electrical power source. The second 
one-way conductor connects the negative terminals of both 
electrical power sources such that it permits current to flow 
in the direction going from the negative terminal of the first 
electrical power source to the negative terminal of the 
second electrical power Source and it prohibits current to 
flow in the opposite direction. Using the terminology 
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defined above this means that the anode of the second 
one-way conductor is connected to the negative terminal of 
the first electrical power source and its cathode is connected 
to the negative terminal of the second electrical power 
source. The node of the circuit where the first one-way 
conductor and the positive terminal of the second electrical 
power source are connected constitutes the positive terminal 
of the power supply circuit. The node of the circuit where the 
second one-way conductor and the negative terminal of the 
first electrical power source are connected constitutes the 
negative terminal of the power Supply circuit. 

In an exemplary embodiment, if the Switch is open the 
entire circuit is equivalent to a circuit including two 
branches in parallel, the first branch consisting of the first 
electrical power source and the first one-way conductor 
connected in series and the second branch consisting of the 
second one-way conductor and the second electrical power 
Source connected in series. 

In some embodiments the electrical power sources are 
Voltage sources. In that case the first branch acts as a Voltage 
Source Supplying a Voltage which is equal to the Voltage 
Supplied by the first voltage source minus the Voltage drop 
in the first one-way conductor. The second branch acts as a 
Voltage source Supplying a voltage which is equal to the 
Voltage Supplied by the second Voltage source minus the 
Voltage drop in the second one-way conductor. The entire 
circuit acts as a Voltage source which Supplies a voltage 
which is the maximum of the voltage supplied by the first 
branch and the Voltage Supplied by the second branch. 

If the switch is closed the entire circuit is equivalent to the 
series connection of the first electrical power source, the 
switch and the second electrical power source. 

In some embodiments the electrical power sources are 
voltage sources. If the switch is closed the entire circuit is 
equivalent to the series connection of the first voltage 
Source, the Switch and the second Voltage source (with no 
current flowing through the first and second one-way con 
ductors). The entire circuit acts as a voltage source which 
Supplies a voltage which is the sum of the Voltages of the 
first and the second Voltage source minus the Voltage drop 
over the switch. 

Another set of embodiments of the invention include a 
DC power supply circuit which includes N branches (N 
being an integer number larger than 2), each branch includ 
ing a series connection of a first one-way conductor, an 
electrical power source and a second one-way conductor. 
The circuit furthermore includes N-1 Switches. The first 
one-way conductor of each branch connects the circuits 
node that represents the circuit’s negative terminal to the 
negative terminal of that branch's electrical power Source 
such that current can flow from the circuit's node that 
represents the circuit’s negative terminal with the negative 
terminal of that branch's electrical power source but that 
current is prohibited from flowing in the opposite direction. 
Using the terminology defined above this means that the 
anode of the first one-way conductor of each branch is 
connected to the circuit's node that represents the circuits 
negative terminal and that its cathode is connected to the 
negative terminal of that branch's electrical power source. 
The second one-way conductor of each branch connects the 
positive terminal of that branch's electrical power source to 
the circuits node that represents the circuit's positive ter 
minal such that current can flow from the positive terminal 
of that branch's electrical power source to the circuit’s node 
that represents the circuits positive terminal but that current 
is prohibited from flowing in the opposite direction. Using 
the terminology defined above this means that the anode of 
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6 
the second one-way conductor of each branch is connected 
to the positive terminal of that branch's electrical power 
Source and that its cathode is connected to the circuit’s node 
that represents the circuit's positive terminal. Each branch is 
connected to the next branch by means of a switch which 
connects the positive terminal of that branch's electrical 
power source with the negative terminal of the next branch's 
electrical power source. 

In some embodiments the first branch's one-way conduc 
tor which connects the circuit’s node that represents the 
circuit's negative terminal to the negative terminal of that 
branch's electrical power source, may be replaced by a 
two-way conductor which in some embodiments may 
include an ordinary conducting connecting element such as 
a conducting wire. 

In some embodiments the last branch's one-way conduc 
tor which connects the positive terminal of that branch's 
electrical power source to the circuits node that represents 
the circuit's positive terminal may be replaced by a two-way 
conductor which in some embodiments may include an 
ordinary conducting connecting element Such as a conduct 
ing wire. 

In some typical embodiments the circuits electrical 
power sources are Voltage sources. 

If all switches are closed then the circuit is equivalent to 
a series of N voltage sources and N-1 switches which 
Supplies a Voltage equal to the Sum of the Voltages Supplied 
by the N Voltage sources minus the Sum of the Voltage drops 
over the N-1 Switches. 

If all switches are open then the circuit is equivalent to a 
circuit including N branches in parallel, each branch includ 
ing a series connection of a first one-way conductor, a 
Voltage source and a second one-way conductor. Each 
branch acts as a voltage source Supplying a Voltage which is 
equal to the Voltage Supplied by that branch’s Voltage source 
minus the Voltage drops over that branch's first and second 
one-way conductors. The entire circuit acts as a voltage 
Source which Supplies a voltage which is the maximum of 
the Voltages Supplied by any of the branches. 
By judiciously closing some Switches and opening other 

Switches, the circuit can be made to Supply different voltages 
that lie between the maximum voltage that is reached when 
all Switches are closed and the minimum Voltage that is 
reached when all switches are opened. In that case the 
branches are effectively divided in a number of groups of 
consecutive branches wherein the groups are each defined so 
that if two branches are connected by a closed switch then 
by definition they are in the same group and if two branches 
are connected by an open group then by definition they are 
in a different group. The sub-circuit of each group effectively 
includes a series circuit of Voltage sources and the closed 
Switches connecting them, and is equivalent to a Voltage 
Source Supplying a Voltage equal to the Sum of the Voltages 
Supplied by the Voltage sources in the group minus the Sum 
of Voltage drops of the closed Switches in the group that 
connect the group's Voltage sources minus the Voltage drops 
over two one-way conductors (i.e. the one way conductor 
that connects the node representing the negative terminal of 
the entire circuit to the negative terminal of the group's first 
Voltage source and the one way conductor that connects the 
positive terminal of the group's last Voltage source to the 
node representing the positive terminal of the entire circuit). 
The voltage supplied by the entire circuit is the highest 
Voltage Supplied by any of the groups. 

In one embodiment the Voltage sources are chosen Such 
that they have (approximately) the same current-voltage 
characteristics, and also the one-way conductors are chosen 
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Such that they have (approximately) the same current 
Voltage characteristics, as are the Switches. In that case, if 
the Switches are closed or opened such that all resulting 
groups contain the same number of Voltage sources (i.e. the 
number of Voltage sources per group is chosen to be a 
divider of the total number of voltage sources in the entire 
circuit), then each group Supplies the same Voltage and an 
even load balancing between the groups will be reached. 
Since the Voltage sources in each group are connected in 
series, an even load balancing for all individual Voltage 
sources is also obtained that way. The number of different 
Voltages the entire circuit can Supply while having an even 
load balancing of all individual Voltage sources depends on 
the factorization of the total number N of the voltage sources 
in the circuit. 

In some embodiments the electrical power sources are 
Voltage sources and one or more of the Voltage sources 
include a battery. In other embodiments one or more of the 
Voltage sources may include other sources of electrical 
energy Such as photovoltaic cells, charged capacitors or fuel 
cells. In some embodiments one or more of the Voltage 
Sources may include a circuit that is equivalent to a Voltage 
Source. For example they may include the series connection 
of a battery and a resistor, or the series connection of a 
battery and a diode (with the diode's anode connected to the 
battery’s positive pole or the diode's cathode connected to 
the battery's negative pole), or the parallel connection of a 
battery and a diode (with the diode's anode connected to the 
battery's negative pole and the diode's cathode connected to 
the battery's positive pole). 

In some typical embodiments one or more of the one-way 
conductors may include a diode. In other embodiments one 
or more of the one-way conductors may include other 
components such as a bipolar junction transistor the base of 
which is connected to the collector. In some embodiments 
one or more of the one-way conductors may include a circuit 
with two terminals that conducts current in one direction 
only. Examples of Such a circuit include the series connec 
tion of a diode and resistor, the series connection of two 
diodes, the series connection of two transistors the bases of 
which are connected to the collectors, the series connection 
of a diode and a bipolar junction transistor the base of which 
is connected to the collector, the series connection of two 
one-way conductors, the parallel connection of two diodes, 
the parallel connection of two one-way conductors, etc. 

In some embodiments one or more of the switches include 
a transistor. In some specific embodiments one or more of 
the switches include an PNP bipolar junction transistor the 
emitter of which is connected to the positive terminal of the 
first voltage source, the collector connected to the negative 
terminal of the second Voltage source, the base used to 
electronically open or close the Switch (e.g. by applying a 
high respectively low Voltage to the base). 

In some typical embodiments the circuit includes a set of 
discrete components (e.g. batteries, diodes, transistors, etc.) 
mounted on a printed circuit board, the discrete components 
connected by conductive tracks on the circuitboard. In other 
embodiments some components may be connected by con 
ductive wires. 

In another embodiment of the invention the electrical 
power sources are Voltage sources and the Switches can be 
gradually opened to conduct more or less current. By 
judiciously making the degree of conductivity of the open 
Switches dependent on the resulting Voltage of the entire 
circuit (or, put differently, by judiciously varying the Voltage 
drop over the switches), the switches can effectively be used 
to regulate the Voltage that the circuit Supplies. In some 
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8 
embodiments the circuit contains extra components which 
act as a regulating circuit which compares the output voltage 
of the entire circuit with some reference voltage and which 
drives the switches to conduct more current if the output 
Voltage is too low and less current if the output current is too 
high with regards to the reference voltage. More details are 
provided in the discussion of the drawings below. 

Other aspects of the invention include an electronic 
device that is powered by or includes one of the power 
Supplying circuits described above. In some embodiments 
the electronic device opens and closes the applicable 
Switches in function of the desired Supply Voltage. In some 
embodiments the electronic device includes one or more 
components adapted to determine which Supply Voltage is 
required or desired, one or more components to determine 
which switches should be opened and closed to obtain the 
required or desired supply Voltage, and one or more com 
ponents to open or close the Switches accordingly. In some 
embodiments these one or more components may include a 
microprocessor, or a microcontroller, or an FPGA (Field 
programmable Gate Array), or an ASIC (application-specific 
integrated circuit). 

In still another set of embodiments one of the power 
Supplying circuits described above that is capable of Sup 
plying more than one Voltage is being Switched at a more or 
less regular rate with a relatively high frequency between 
Supplying one Voltage (e.g. a high Voltage) and another 
Voltage (e.g. a low Voltage). Switching the Supply Voltages 
results in an average Supply Voltage the value of which is 
somewhere between the two voltages supplied by the power 
Supplying circuit. By judiciously choosing the relative frac 
tion of time that the power supplying circuit supplies one 
voltage with respect to the fraction of time that the power 
Supplying circuit Supplies the other Voltage, the average 
Voltage can be chosen to have any Voltage between the two 
Voltages that the power Supply circuit Supplies. In principle 
the average Supply Voltage can thus be given any Voltage in 
the range between the two voltages supplied by the power 
Supplying circuit. In a typical embodiment the relative 
fraction of time that the power Supplying circuit Supplies one 
voltage with respect to the fraction of time that the power 
Supplying circuit Supplies the other Voltage is chosen as a 
function of the targeted average Supply Voltage. The actual 
Voltage Supplied will then vary with time and consists of an 
AC (alternative current) ripple on top of a DC component. 
In some specific embodiments a low-pass filter is added to 
the power-supplying circuit to reduce the amplitude of the 
AC ripple. 

In some embodiments the electronic device includes a 
strong authentication token. In some embodiments the 
strong authentication token includes components that 
require a certain minimum high Voltage at least during 
certain operational modes. In some embodiments this high 
Voltage may be about 5 volts. These components may 
include an LCD display, or a smart card interface which is 
capable of interfacing with 5V cards, or optical components 
for optical transmission of data. In some embodiments the 
strong authentication token includes one or more compo 
nents which can be powered both at a high and a lower 
Voltage wherein the lower Voltage may be as low as roughly 
half of the high voltage. In some embodiments this lower 
Voltage may be about 2.6 volts. In some embodiments these 
components may include components that require electrical 
power continuously or during a significant fraction of the 
useful life of the strong authentication token. In one embodi 
ment these components may include components that are 
adapted to function as a real-time clock. In another embodi 



US 9,490,700 B2 
9 

ment these components include a memory that functions as 
a non-volatile memory for storing data which may include 
configuration parameters, cryptographic secrets, PIN values, 
counter values or other values that should be stored across 
multiple usages of the strong authentication token. In some 5 
embodiments the strong authentication token includes com 
ponents that are adapted to determine in function of the 
operational mode whether the high Voltage is required or 
whether the token can operate with the lower voltage and 
which voltage is preferred at any time, to determine which 
switches should be opened and closed to obtain the preferred 
Supply Voltage, and to open and close the appropriate 
Switches accordingly. In one embodiment the strong authen 
tication token includes an LCD display requiring 5V for 
optimal visibility and a RAM memory containing crypto 
graphic secrets and a PIN value that must be retained 
throughout the useful life-time of the token. The RAM 
memory may be powered at any Voltage between 2.5 volts 
and 5 volts. The token furthermore includes a power supply 20 
circuit including two 3V batteries, two diodes and a PNP 
transistor switch connected as explained above. The PNP 
transistor is connected to a Voltage regulating circuit which 
when activated drives the transistor such that the power 
supply circuit supplies 5V and which when deactivated 25 
closes the Switch Such that the power Supply circuit Supplies 
3 volts minus the voltage drop over the diodes. In one 
embodiment the power consumption in the low voltage 
modes is such that the voltage drop over the diodes is about 
0.4 Volts such that the resulting Supply Voltage is about 2.6 30 
Volts. The token also includes a microprocessor which is 
connected to the voltage regulating circuit to turn it on or off 
and which is further adapted to determine when the supply 
voltage should be 5 volts or when 2.6 volts is preferred and 
to turn the Voltage regulating circuit on or off accordingly. 35 

In accordance with other aspects of the invention, a 
method is provided to handle the power management of an 
electronic device that includes an electronic power Supply 
circuit capable of being Switched to supply at least two 
different Supply Voltages, a high Supply Voltage and a lower 40 
Supply Voltage. In one embodiment the electronic device has 
at least two different modes of operation where some modes 
of operation utilize the high Supply Voltage and other modes 
of operation can utilize both Supply Voltages but consumes 
less electrical power when powered by the lower voltage 45 
than when powered by the high Voltage. In a typical embodi 
ment the method includes the following steps: 

determining whether the high voltage is required or 
whether the electronic device can operate with the 
lower Voltage, 50 

choosing which Supply Voltage is preferred, and 
Switching the electronic power Supply circuit to Supply 

the preferred Supply Voltage. 
In some embodiments the electronic device can be in 

different operational modes whereby in some modes the 55 
high Voltage may be required and in other modes the high 
Voltage is not required and the step of determining whether 
the high voltage is required or whether the electronic device 
can operate with the lower Voltage includes taking into 
account which mode the device is in. 60 

In some embodiments the electronic device includes a set 
of components which when activated require the high Volt 
age and the step of determining whether the high Voltage is 
required or whether the electronic device can operate with 
the lower Voltage includes determining for a particular 65 
operational mode whether at least one of these components 
will be activated in that mode. 

10 

15 

10 
In other embodiments the step of choosing which Supply 

Voltage is preferred includes choosing the high Voltage in 
operational modes where the high Voltage is required and 
choosing the lower Voltage in at least some operational 
modes where the high Voltage is not required. In some 
embodiments the step of choosing which Supply Voltage is 
preferred includes choosing the lower Voltage in operational 
modes where the high Voltage is not required. 

In still other embodiments the electronic power supply 
circuit includes a number of electrical power Sources and a 
configuration Sub-circuit that includes Switches and that can 
Switch at least some of the electrical power sources in 
parallel or in series, and the step of Switching the electronic 
power Supply circuit to Supply the preferred Supply Voltage 
includes appropriately configuring Switches of the configu 
ration Sub-circuit in function of the required supply Voltage. 

In some embodiments the electronic device includes a 
strong authentication token that includes a display that 
requires the high voltage for optimal readability and that has 
at least one operational mode in which optimal readability of 
the display is required. 

In some embodiments the electronic device includes a 
strong authentication token that includes a Smart card reader 
that requires the high Voltage when driving a Smart card and 
that has at least one operational mode in which a Smart card 
is present and must be driven. 

Although the invention has so far been described primar 
ily in the context of strong authentication tokens, it will be 
clear to a person skilled in the art that it can also be used in 
other devices that use an electrical power supply where it 
would be advantageous to be able to electronically switch 
between two or more Voltages and where it is advantageous 
to efficiently use the electrical power sources that are 
included in the devices electrical power supply. 

Advantageous Effects 

An important advantage of the present invention is that at 
a minimal extra cost of only a few simple components a 
power Supply including more than one battery (or other 
types of Voltage sources) can be electronically Switched 
between Supplying a certain maximum voltage and one or 
more lower voltages that are (more or less) a multiple of the 
Voltage that a single battery (or other type of Voltage source) 
can Supply. 
An electronic device including a power Supply embody 

ing the invention with two batteries of the same type can 
thus switch between a high voltage when its electronic 
circuit needs the high Voltage and a lower Voltage which is 
approximately half of that high Voltage when it can operate 
with that lower voltage, thus lowering the overall power 
consumption with respect to when both batteries would 
permanently be connected in series. 
A strong authentication token which includes a power 

Supply embodying the invention with two batteries and 
which is further adapted to switch between the high voltage 
when that high Voltage is required and the lower Voltage 
otherwise, can thus, by lowering its overall power consump 
tion, significantly prolong its life-time expectation. 
More advantages of the present invention will be apparent 

to a person skilled in the art. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The foregoing and other features and advantages of the 
invention will be apparent from the following, more par 
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ticular description of several embodiments of the invention, 
as illustrated in the accompanying drawings. 

FIG. 1 illustrates an electronic circuit according to one 
embodiment of the invention. 

FIG. 2 illustrates an electronic circuit which represents an 
alternative to the circuit of FIG. 1. 

FIG. 3 illustrates an electronic circuit according to another 
embodiment of the invention. 

FIG. 4 illustrates an electronic circuit according to yet 
another embodiment of the invention. 

FIG. 5 illustrates an electronic circuit according to still 
another embodiment of the invention. 

FIG. 6 illustrates a variant of the electronic circuit of FIG. 
5. 

FIG. 7 illustrates an electronic circuit according to one 
more embodiment of the invention. 

FIG. 8 illustrates the electronic circuit as FIG. 7 in a 
particular state. 

FIG. 9 illustrates the electronic circuit as FIG. 7 in another 
particular state. 

FIG. 10 illustrates a variant of the electronic circuit of 
FIG. 7. 

FIG. 11 illustrates an electronic circuit according to still 
one more embodiment of the invention. 

FIG. 12 illustrates an electronic device according to an 
embodiment of the invention. 

FIG. 13 illustrates a method according to an embodiment 
of the invention. 

DETAILED DESCRIPTION 

FIG. 1 illustrates a power supply circuit according to one 
embodiment of the invention including two electrical power 
sources (40 & 50) and a configuration sub-circuit (5) which 
in an exemplary embodiment includes two one-way con 
ductors (10 & 30) and a switch (20). The negative pole of the 
first electrical power source (40) is connected to the negative 
pole (90) of the circuit. The positive pole of the second 
electrical power source (50) is connected to the negative 
pole (80) of the circuit. The switch (20) connects the positive 
pole of the first electrical power source (40) to the negative 
pole of the second electrical power source (50). The first 
one-way conductor (10) connects the positive poles of the 
two electrical power sources (40 & 50). The second one-way 
conductor (30) connects the negative poles of the two 
electrical power sources (40 & 50). The one-way conductors 
(10 & 30) are adapted such that they (ideally) conduct 
electrical current in one direction only. The first one-way 
conductor (10) allows current to flow from the positive pole 
of the first electrical power source (40) to the positive node 
(80) of the circuit and prevents any significant amount of 
current to flow in the opposite direction, at least when the 
switch (20) is closed. The second one-way conductor (30) 
allows current to flow from the negative node (90) of the 
circuit to the negative pole of the second electrical power 
Source (50) and prevents any significant amount of current 
to flow in the opposite direction, at least when the switch 
(20) is closed. The switch (20) is adapted so that when it is 
closed it allows current to flow from the positive pole of the 
first electrical power source (40) to the negative pole of the 
second electrical power source (50), and when it is opened 
it prevents any significant amount of current to flow from the 
positive pole of the first electrical power source (40) to the 
negative pole of the second electrical power source (50). 
When the switch (20) is closed the circuit is equivalent to 

the series connection of the first (40) and second (50) 
electrical power sources (at least to the extent that the switch 
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(20) and the one-way conductors (10 & 30) can be consid 
ered as respectively an ideal Switch and ideal one-way 
conductors). When the switch (20) is opened the circuit is 
equivalent to the parallel connection of the first (40) and 
second (50) electrical power sources (at least to the extent 
that the switch (20) and the one-way conductors (10 & 30) 
can be considered as respectively an ideal Switch and ideal 
one-way conductors). 

In one embodiment the electrical power sources (40 & 50) 
may include a Voltage source, for example a battery, a 
photovoltaic Voltage source, a fuel cell, a charged capacitor 
or some other type of DC (direct current) voltage source. In 
another embodiment the electrical power sources (40 & 50) 
may include a current source. In one embodiment the 
one-way conductors (40 & 50) may include a diode. 

In another embodiment the electrical power sources (40 & 
50) both include a voltage source (for example a battery) and 
deliver the same voltage, the one-way conductors (10 & 30) 
each include a diode with the same (or at least similar) 
voltage characteristics, wherein the anode of the first diode 
(10) is connected to the positive pole of the first voltage 
source (40) and its cathode is connected to the positive pole 
(80) of the circuit, and wherein the anode of the second 
diode (30) is connected to the negative pole (80) of the 
circuit and its cathode is connected to the negative pole of 
the second voltage source (50). In that case, if the switch 
(20) is closed, then the circuit Supplies a Voltage that is equal 
to twice the Voltage delivered by each Voltage source minus 
the voltage drop in the switch (20). If the switch (20) is 
opened then the circuit is equivalent to the parallel connec 
tion of two times a Voltage source and a diode in series and 
it supplies a voltage that is equal to the voltage supplied by 
one Voltage source minus the Voltage drop in one diode. The 
load current of the circuit is balanced between both voltage 
SOUCS. 

FIG. 2 illustrates an alternative power supply circuit 
illustrating the advantages of the circuit of FIG. 1 including 
two electrical power sources (42 & 52), a one-way conduc 
tor (12) and a switch (22). The negative pole of the first 
electrical power source (42) is connected to the negative 
pole (92) of the circuit. The positive pole of the first 
electrical power source (42) is connected to the negative 
pole of the second electrical power source (52). The switch 
(20) connects the positive pole of the second electrical 
power source (52) to the positive pole (82) of the circuit. The 
one-way conductor (12) connects the positive pole of the 
first electrical power source (42) to the positive pole (82) of 
the circuit. The one-way conductor (12) allows current to 
flow from the positive pole of the first electrical power 
source (42) to the positive node (82) of the circuit and 
prevents any significant amount of current to flow in the 
opposite direction. 
When the switch (22) is closed the circuit is equivalent to 

the series connection of the first (42) and second (52) 
electrical power sources. In that case the circuit of FIG. 2 
Supplies a Voltage which is equal to the sum of the Voltages 
Supplied by the first and second Voltage sources minus the 
voltage drop over the switch (22). When the switch (22) is 
opened the circuit is equivalent to the series connection of 
the first electrical power source (42) and the one-way 
conductor (12). In that case the circuit of FIG. 2 supplies the 
Voltage Supplied by the first Voltage source (42) minus the 
Voltage drop over the one-way conductor (12). 
The circuits illustrated in FIGS. 1 and 2 can both be 

Switched to Supply one of two voltages and they can Supply 
the same voltages. The circuit of FIG. 2 has the advantage 
that it requires one component (a one-way conductor) less 
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than the circuit of FIG. 2. However the circuit of FIG. 1 has 
the distinct advantage that when the switch (20) is opened 
(to supply the lower of the two Voltages it can Supply) the 
load current is balanced over both voltage sources (40 & 50). 
In contrast, if the switch (12) of the circuit of FIG. 2 is 
opened (to Supply the lower of the two Voltages it can 
supply), the load current has to be fully supplied by the first 
voltage source (42). Hence the circuit of FIG. 1 (which is 
according to an embodiment of the invention) uses the 
electrical power of the two electrical power sources more 
efficiently than the circuit of FIG. 2 (which is not according 
to the invention). 

FIG. 3 illustrates an electronic circuit according to another 
embodiment of the invention including a switch (325) and a 
power-supplying sub-circuit (300) which in turn includes 
two batteries (340 & 350), two diodes (310 & 330), a PNP 
bipolar junction transistor (320) and a resistor (326). The 
negative terminal of the first battery (340) is connected to the 
negative terminal (390) of the circuit (which is also the 
negative terminal of sub-circuit (300) and which in the 
illustrated example coincides with the ground). The positive 
terminal of the first battery (340) is connected to the anode 
of the first diode (310). The cathode of the first diode (310) 
is connected to the positive terminal (380) of the circuit 
(which is also the positive terminal of sub-circuit (300)). The 
positive terminal of the second battery (350) is connected to 
the positive terminal (380) of the circuit. The negative 
terminal of the second battery (350) is connected to the 
cathode of the second diode (330). The anode of the second 
diode (330) is connected to the negative terminal (390) of 
the circuit. The positive terminal of the first battery (340) is 
furthermore connected to the emitter of the PNP transistor 
(320). The collector of the transistor (320) is connected to 
the negative terminal of the second battery (350). The base 
of the transistor (320) is connected to one terminal of the 
resistor (326). The other terminal of resistor (326) acts as a 
control terminal (385) of sub-circuit (300). The switch (325) 
can connect the control terminal (385) of sub-circuit (300) 
(i.e. the resistor (326)) to either the positive terminal (380) 
of the circuit or the negative terminal (390) of the circuit. 

Sub-circuit (300) is a power supplying circuit that can 
supply electrical power through its positive (380) and nega 
tive (390) terminals, and of which the voltage that it supplies 
can be controlled through control terminal (385) as follows. 
If the switch (325) connects the resistor (326) to the negative 
terminal (390) of the circuit, the transistor (320) will act as 
a closed switch and the circuit is equivalent to the circuit of 
FIG. 1 with the switch (20) in the closed state. If the switch 
(325) connects the resistor (326) to the positive terminal 
(390) of the circuit, the transistor (320) will act as an open 
switch and the circuit is equivalent to the circuit of FIG. 1 
with the switch (20) in the open state. In one embodiment the 
switch (325) may be included in decision logic that is 
adapted to decide whether the circuit should supply the 
higher or the lower Supply voltage. 

FIG. 4 illustrates an electronic circuit according to yet 
another embodiment of the invention. It includes a Switch 
(425) and a power-supplying sub-circuit (400). The sub 
circuit (400) includes two batteries (440 & 450), two diodes 
(410 & 430), a PNP bipolar junction transistor (420) and a 
switch (425). The negative terminal of the first battery (440) 
is connected to the negative terminal (490) of the circuit 
(which is also the negative terminal of the sub-circuit (400) 
and which in the illustrated example coincides with the 
ground). The positive terminal of the first battery (440) is 
connected to the anode of the first diode (410). The cathode 
of the first diode (410) is connected to the positive terminal 
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(480) of the circuit (which is also the positive terminal of the 
sub-circuit (400)). The positive terminal of the second 
battery (450) is connected to the positive terminal (480) of 
the circuit. The negative terminal of the second battery (450) 
is connected to the cathode of the second diode (430). The 
anode of the second diode (430) is connected to the negative 
terminal (490) of the circuit. The positive terminal of the first 
battery (440) is furthermore connected to the emitter of the 
PNP transistor (420). The collector of the transistor (420) is 
connected to the negative terminal of the second battery 
(450). 
The sub-circuit (400) furthermore includes a voltage 

regulating sub-circuit (479). It may have a terminal that is 
connected to the positive terminal (480) of the circuit. 
Another terminal (485) of the voltage regulating sub-circuit 
(479) is connected to the switch (425) which can connect it 
to the positive terminal (480) or the negative terminal (490) 
of the circuit. Yet another terminal of the voltage regulating 
sub-circuit (479) is connected to the base of the PNP 
transistor (420) to steer the latter's conductivity. 
The voltage regulating sub-circuit (479) is adapted to 

ensure the following behaviour. If the switch (425) connects 
the control terminal (485) of the voltage regulating sub 
circuit (479) to the positive terminal (480) then the voltage 
regulating sub-circuit (479) is not activated. In that case the 
PNP transistor (420) will not be in a conductive state and 
will effectively act as an open switch. The full circuit then 
Supplies a Voltage that is equal to the Voltage of one battery 
minus the Voltage drop over a diode and the load is balanced 
over both batteries (to the extent that both batteries and both 
diodes have the same voltage-current characteristics). 

If the switch (425) connects the control terminal (485) of 
the voltage regulating sub-circuit (479) to the negative 
terminal (490) then the voltage regulating sub-circuit (479) 
is activated. In that case it will regulate the conductivity of 
the transistor (420) and hence the voltage drop over the 
transistor (420). By doing so it can regulate the Voltage that 
the complete circuit Supplies to be between a minimal value 
which is equal to the Voltage Supplied by one battery minus 
the voltage drop over a diode (when the transistor (420) is 
steered to be not conductive at all) and a maximum value 
which is equal to the sum of the voltages supplied by both 
batteries minus the voltage drop over the transistor (420) in 
maximum conductivity (when the transistor (420) is steered 
to be maximally conductive). 

In one embodiment the Voltage regulating Sub-circuit 
(479) is adapted to stabilize (when it is activated) the voltage 
Supplied by the complete circuit to a specific value. 

In one embodiment, the Voltage regulating Sub-circuit 
(479) includes a reference sub-circuit (470), a comparator 
sub-circuit (460) and a feedback sub-circuit (465). When the 
voltage regulating sub-circuit (479) is activated (i.e. when 
the switch (425) connects to the circuit’s negative terminal 
(490)), the reference sub-circuit (470) provides a relatively 
stable reference voltage, the feedback sub-circuit (465) 
provides a feedback voltage which is an indication of the 
voltage supplied by the circuit, and the comparator (460) 
compares the reference voltage provided by the reference 
sub-circuit (470) to the voltage provided by the feedback 
sub-circuit (465). If the feedback voltage is lower than the 
reference voltage, then the comparator (460) will drive the 
transistor (420) so as to increase the latter's conductivity 
which will cause the voltage supplied by the circuit, and 
hence the feedback voltage, to increase. If the feedback 
Voltage is higher than the reference Voltage, then the com 
parator (460) will drive the transistor (420) so as to reduce 
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the latter's conductivity which will cause the voltage sup 
plied by the circuit, and hence the feedback voltage, to 
decrease. 

In one embodiment the switch (425) may be included in 
decision logic that is adapted to decide whether the circuit 
should supply the higher or the lower Supply Voltage. 

FIG. 5 illustrates an electronic circuit according to still 
another embodiment of the invention. It includes a Switch 
(525) and a voltage supplying sub-circuit (500) which 
includes two batteries (540 & 550), two diodes (510 & 530) 
and a PNP bipolar junction transistor (520) which are 
connected in the same way as the corresponding components 
of the circuit of FIG. 4. 
The sub-circuit (500) of FIG. 5 furthermore includes four 

resistors (571,563,566 & 567), a Zener diode (575) and two 
transistors (561 & 562). One terminal of the first resistor 
(571) is connected to the circuit's positive terminal (580). 
The other terminal of the first resistor (571) is connected to 
the base of the first transistor (561). The cathode of the Zener 
diode (575) is also connected to the base of the first 
transistor (561). The anode of the Zener diode (575) is 
connected to the control terminal (585) of the sub-circuit 
(500). The collector of the first transistor (561) is connected 
to the base of PNP transistor (520). The emitter of the first 
transistor (561) is connected to one terminal of the resistor 
(563). The other terminal of the resistor (563) is connected 
to the control terminal (585) of the sub-circuit (500). The 
collector of the second transistor (562) is connected to the 
positive terminal (580) of the circuit. The emitter of the 
second transistor (562) is connected to the emitter of the first 
transistor (561) (and hence to the resistor (563)). One 
terminal of the resistor (566) is connected to the positive 
terminal (580) of the circuit. The other terminal of the 
resistor (566) is connected to the base of the second tran 
sistor (562). One terminal of the resistor (567) is also 
connected to the base of the second transistor (562). The 
other terminal of the resistor (567) is connected to the 
control terminal (585) of the sub-circuit (500). The control 
terminal (585) of the sub-circuit (500) is connected to the 
switch (525) which can connect it to the positive terminal 
(580) or the negative terminal (590) of the circuit. 
When the switch (525) connects the Zener diode (575) 

and the resistors (563) and (567) to the circuit’s negative 
terminal (590), then the resistor (571) and the Zener diode 
(575) act as a voltage reference sub-circuit, the two transis 
tors (561) and (562) and the resistor (563) together act as a 
comparator sub-circuit, and the two resistors (566) and (567) 
together act as a feedback sub-circuit. The voltage over the 
Zener diode (575) is the reference voltage which is applied 
to the base of the first transistor (561). The voltage over the 
resistor (567) is the feedback voltage and is proportional to 
the voltage between the positive terminal (580) and the 
negative terminal (590) of the circuit. This feedback voltage 
is applied to the base of the second transistor (562). When 
the feedback voltage is higher than the reference voltage 
then the first transistor (561) will drive the PNP transistor 
(520) to be less conductive which causes a higher voltage 
drop over the PNP transistor (520) which in turn causes a 
lower voltage between the positive terminal (580) and the 
negative terminal (590) of the circuit and hence a propor 
tionally lower feedback voltage at the base of the second 
transistor (562). Vice versa, when the feedback voltage is 
lower than the reference voltage then the first transistor 
(561) will drive the PNP transistor (520) to be more con 
ductive which causes a lower voltage drop over the PNP 
transistor (520) which in turn causes a higher voltage 
between the positive terminal (580) and the negative termi 
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nal (590) of the circuit and hence a proportionally higher 
feedback voltage at the base of the second transistor (562). 
In other words the voltage supplied by the circuit will be 
stabilised around a Voltage which is proportional to the 
reference voltage supplied by the Zener diode (575). In one 
embodiment the voltage supplied by the circuit when the 
switch (525) connects the Zener diode (575) and the resis 
tors (563) and (567) to the circuit’s negative terminal (590) 
is regulated to a value that is lower than the sum of the 
voltages of the two batteries (540) and (550), but higher than 
the voltage supplied when the PNP transistor (520) is 
completely turned off. In one embodiment the two batteries 
Supply a Voltage of about 3 Volts and the components of the 
circuit are judiciously chosen Such that the Voltage Supplied 
by the circuit is regulated to be close to 5 volts. 
When the switch (525) connects the Zener diode (575) 

and the resistors (563) and (567) to the circuit’s negative 
terminal (590), then the voltage regulating sub-circuit 
including the four resistors (571,563,566 & 567), the Zener 
diode (575) and the two transistors (561) and (562), is 
deactivated and the PNP transistor (520) is turned off. In that 
case the Voltage Supplied by the circuit is the Voltage 
supplied by each of the two batteries (540 & 550) minus the 
voltage drop over each of the diodes (510 & 530). 

In one embodiment the switch (525) may be included in 
decision logic (529) that is adapted to decide whether the 
circuit should supply the higher or the lower Supply Voltage. 
In one embodiment the decision logic (529) may include an 
FPGA (field-programmable gate array). In another embodi 
ment the decision logic (529) may include an ASIC (appli 
cation specific integrated circuit). In yet another embodi 
ment decision logic (529) may include a microprocessor or 
microcontroller. In one embodiment the decision logic (529) 
receives its power Supply by it being connected directly or 
indirectly to the circuit's positive and negative terminals 
(580) and (590). 

FIG. 6 illustrates a variant of the electronic circuit of FIG. 
5. Components of the circuit of FIG. 6 that correspond to 
components of FIG.5 have been given the same numbers. In 
the circuit of FIG. 6 the Zener diode (575) of the circuit of 
FIG. 5 has been replaced by a sub-circuit including the 
resistors (676) and (677) and the transistor (678). The 
collector of the transistor (678) is connected to the base of 
the transistor (561). The emitter of transistor (678) is con 
nected to the same terminal of switch (525) that is also 
connected to resistors (563) and (567). One terminal of the 
resistor (676) is connected to the collector of the transistor 
(678) and the other terminal is connected to the base of that 
same transistor. One terminal of the resistor (677) is con 
nected to the emitter of the transistor (678) (and hence 
connects it to switch (525)) and the other terminal is 
connected to the base of that same transistor. Together the 
resistors (676) and (677) and the transistor (678) supply a 
reference voltage to the base of the transistor (561). 

It will be apparent to a person skilled in the art that the 
circuits described above can be improved upon e.g. by 
adding extra components to enhance the stability of the 
Voltage regulation. 

FIG. 7 illustrates an electronic circuit according to one 
more embodiment of the invention. With N being a positive 
integer number greater than one, this circuit includes a set of 
N electrical power sources (1030), a set of N-1 electronic 
switches (1020), a first set of N one-way conductors (1040) 
and a second set of N one-way conductors (1010). The 
components are interconnected so as to form N branches, 
each branch including the series connection of a first one 
way conductor (1040) of the first set of one-way conductors 
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(1040), an electrical power source (1030) and a second 
one-way conductor (1010) of the second set of one-way 
conductors (1010), wherein the first one-way conductor 
(1040) connects the negative terminal of the electrical power 
source (1030) to the negative terminal (1090) of the circuit 
such that it allows current to flow from the negative terminal 
(1090) of the circuit to the electrical power source (1030) but 
that it blocks any significant current in the opposite direc 
tion, and wherein the second one-way conductor (1010) 
connects the positive terminal of the electrical power Source 
(1030) to the positive terminal (1080) of the circuit such that 
it allows current to flow from the electrical power source 
(1030) to the positive terminal (1080) of the circuit but that 
it blocks any significant current in the opposite direction. 
The N branches are furthermore ordered wherein the posi 
tive terminal of the electrical power source (1030) of each 
branch (except the last branch) is connected by means of one 
of the N-1 switches (1020) to the negative terminal of the 
electrical power source of the next branch. 

In a typical embodiment one or more of the one-way 
conductors (1010 & 1040) include a diode. In another 
typical embodiment one or more of the electrical power 
sources (1030) include a DC voltage source such as a battery 
or a photovoltaic voltage source or a fuel cell or a charged 
capacitor. In yet another typical embodiment one or more of 
the switches (1020) include a transistor. 

FIG. 7 illustrates a particular state of this circuit in which 
all switches (1020) are open. In this state the circuit is 
equivalent to a circuit including a parallel connection of N 
branches, each branch including a series connection of a 
one-way conductor of the first set of one-way conductors 
(1040), an electrical power source (1030), and a one-way 
conductor of the second set of one-way conductors (1010). 
In one embodiment all electrical power sources are voltage 
Sources with (approximately) the same current-Voltage char 
acteristics and all one-way conductors have (approximately) 
the same current-voltage characteristics. In that case the 
circuit in the state of FIG. 7 supplies a voltage equal to the 
Voltage Supplied by a single Voltage source minus the 
Voltage drop over two one-way conductors. The load current 
is balanced over all Voltage sources. 

FIG. 8 illustrates another particular state of the circuit of 
FIG. 7 in which all switches (1020) are closed. In this state 
the circuit is equivalent to a series connection of the first 
branch's one-way conductor (1041) of the first set of one 
way conductors, the N electrical power sources (1030), the 
N-1 closed switches (1020), and the last branch's one-way 
conductor (1011) of the second set of one-way conductors. 
In that case the circuit in the state of FIG. 8 supplies a 
Voltage equal to the Sum of the Voltages Supplied by the N 
Voltage sources minus the Voltage drop over the N-1 
switches minus the voltage drops over the first branch's 
one-way conductor (1041) of the first set of one-way con 
ductors and the last branch's one-way conductor (1011) of 
the second set of one-way conductors. 

FIG. 9 illustrates yet another particular state of the circuit 
of FIG. 7. In this state some of the switches are closed while 
others are open. A number of Sub-circuits can be discerned 
that each consist of Subsequent branches that are connected 
by closed switches and wherein the sub-circuits are defined 
such that if two branches are connected by a closed switch 
then both branches belong to the same sub-circuit and if two 
branches are connected by an open Switch then one branch 
is the last branch of one sub-circuit and the other branch is 
the first branch of the next sub-circuit. In the particular 
example of FIG. 9 four sub-circuits (1101, 1102, 1151 & 
1199) have been illustrated each consisting of two subse 
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quent branches that are connected by a closed Switch. Each 
Sub-circuit is equivalent to a series connection of the one 
way conductor of the first set of one-way conductors (1040) 
of the first branch of that sub-circuit, all the electrical power 
sources of that sub-circuit, all the closed switches of that 
Sub-circuit, and the one-way conductor of the second set of 
one-way conductors (1010) of the last branch of that sub 
circuit. The full circuit is equivalent to the parallel connec 
tion of all these sub-circuits. 

In one embodiment the electrical power sources (1030) 
are Voltage sources and each Sub-circuit Supplies a voltage 
that is equal to the Sum of the Voltages Supplied by all the 
Voltage sources of that Sub-circuit minus the Voltage drops 
over all the closed switches of that sub-circuit minus the 
voltage drops over that sub-circuits first branch's one-way 
conductor of the first set of one-way conductors and that 
sub-circuit’s last branch's one-way conductor of the second 
set of one-way conductors. By judiciously choosing which 
Switches to open and which to close, one can make the 
circuit Supply any of a variety of Voltages. 

In one embodiment all electrical power sources are volt 
age sources with (approximately) the same current-voltage 
characteristics and all one-way conductors have (approxi 
mately) the same current-voltage characteristics and all 
closed Switches have (approximately) the same current 
Voltage characteristics. If the Switches are configured Such 
that the sub-circuits as defined above all include the same 
number of branches then each sub-circuit will (approxi 
mately) Supply the same Voltage and the load current will be 
balanced over the voltage sources. The number of different 
voltages that can thus be supplied by the circuit while 
achieving a balanced load of the voltage sources depends on 
the number N of branches and more specifically its factor 
ization. 

FIG. 10 illustrates a variant of the electronic circuits of 
FIGS. 7, 8, 9. With respect to the embodiment of FIGS. 7, 
8, 9, in the embodiment of FIG. 10 the one-way conductor 
(1041) of the first set of one-way conductors (1040) of the 
first branch of the circuit and the one-way conductor (1011) 
of the second set of one-way conductors (1010) of the last 
branch of the circuit have been replaced by two-way con 
ductive connections. In one embodiment these two-way 
conductive connections may include a resistive component. 

It will be apparent for a person skilled in the art that the 
embodiments illustrated in FIGS. 7, 8, 9 and 10 may be 
further enhanced with extra components and/or Sub-circuits 
for example to stabilize the voltage that the circuit supplies 
e.g. similarly to the enhancements to the circuit of FIG. 1 
illustrated in FIGS. 4, 5 and 6. 

FIG. 11 illustrates an electronic circuit according to still 
one more embodiment of the invention. The electronic 
circuit includes a power-supplying circuit (700) according to 
the invention Such as one of the power-supplying circuits 
described above. In one set of embodiments it may include 
one of the power-supplying circuits of FIGS. 1, 3 (sub 
circuit 300), 4 (sub-circuit 400), 5 (sub-circuit 500), 6 
(sub-circuit 500), 7, 8, 9, or 10. The power-supplying 
sub-circuit (700) includes one or more terminals (785) 
which may be used to control the state of one or more 
switches included in power-supplying sub-circuit (700). In a 
particular set of embodiments the one or more terminals 
(785) can be used to control the state of the switches (1020) 
of one of the power-supplying circuits of FIG. 7, 8, 9, or 10. 
The power-supplying sub-circuit (700) is adapted to act as a 
Voltage source capable of Supplying two or more different 
voltages. In that case the one or more terminals (785) can be 
used to control which voltage is to be supplied by sub-circuit 
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(700). The circuit furthermore includes a control component 
(729) which is connected to the one or more control termi 
nals (785) of the power-supplying sub-circuit (700). The 
control logic (729) switches (more or less regularly) at a 
relatively high frequency the state of the power-supplying 
sub-circuit (700) so that the latter supplies alternately a high 
Voltage and a lower Voltage. The circuit may furthermore 
include a low-pass filter (800) which is connected to the 
positive (780) and negative (790) terminals of the power 
supplying sub-circuit (700). The low-pass filter (800) Sup 
presses the high-frequency components of the Voltage Sup 
plied by the power-supplying sub-circuit (700). The 
resulting voltage at the output terminals (781 & 791) of the 
circuit is a DC voltage with a ripple. The value of the DC 
voltage is determined by the relative fractions of time that 
the control logic (729) switches the power-supplying sub 
circuit (700) to supply the high respectively the lower 
Voltage. The DC voltage can thus be given any Voltage 
between the high and the lower voltage. The amplitude of 
the ripple is determined by the frequency by which the 
control logic (729) switches the power-supplying sub-circuit 
(700) and the characteristics of the low-pass filter (800) and 
the load (not illustrated) connected to the circuit's terminals 
(781 & 791). 

In a typical embodiment the amplitude of the ripple will 
be smaller the higher the frequency at which the power 
Supplying Sub-circuit is Switched between the high and the 
lower-Voltage. In some embodiments a certain loss of elec 
trical energy will be incurred during each Switch and the 
total loss will be smaller the lower the frequency at which 
the power-supplying Sub-circuit is Switched between the 
high and the lower-voltage. 

In some embodiments the components that make up the 
low-pass filter are chosen to minimize the amplitude of the 
AC ripple while keeping the costs of the components 
acceptable. In other embodiments the components that make 
up the low-pass filter are chosen to minimize the costs of the 
components while keeping the amplitude of the AC ripple 
acceptable. In some embodiments the frequency at which 
the power Supply circuit Switches between Supplying one 
Voltage and another is judiciously chosen so as to keep the 
amplitude of the AC ripple within acceptable bounds while 
minimizing the losses associated with the Switching. In other 
embodiments the Switching frequency is judiciously chosen 
so as to minimize the amplitude of the AC ripple while 
keeping the losses associated with the Switching within 
acceptable bounds. 

In one set of embodiments the low-pass filter (800) 
includes the series connection of an inductor (810) and a 
capacitor (820) wherein one terminal of the inductor (810) 
is connected to the positive terminal (780) of the power 
supplying sub-circuit (700) and another terminal of the 
inductor (810) is connected to the positive terminal of the 
capacitor (820) which is also the positive output terminal 
(781) and the negative terminal of the capacitor (820) is 
connected to the negative terminal (790) of the power 
supplying sub-circuit (700) which is also the negative output 
terminal (791). 

FIG. 12 illustrates an electronic device (2200) according 
to an embodiment of the invention. It includes an electronic 
circuit that includes a power-supplying sub-circuit (2000) 
and a set (2100) of various electronic components that are 
connected to the positive (2080) and negative (2090) termi 
nals of the power-supplying sub-circuit (2000). In some 
embodiments the power-supplying sub-circuit (2000) 
includes a configurable electronic power Supply sub-circuit 
capable of being switched to supply at least two different 

5 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

20 
Supply Voltages, a high Supply Voltage and a lower Supply 
Voltage. In some embodiments the power-supplying Sub 
circuit (2000) includes a power-supplying circuit according 
to the invention Such as one of the power-supplying circuits 
described above. In one set of embodiments it may include 
one of the power-supplying circuits of FIGS. 1, 3 (sub 
circuit 300), 4 (sub-circuit 400), 5 (sub-circuit 500), 6 
(sub-circuit 500), 7, 8, 9, 10, or 11 (the combination of 
sub-circuits 700 and 800). In another embodiment the 
power-supplying sub-circuit (2000) includes one or more 
terminals (2085) which may be used to control the state of 
one or more Switches included in power-supplying Sub 
circuit (2000). In a particular set of embodiments the one or 
more terminals (2085) can be used to control the state of the 
switches (1020) of one of the power-supplying circuits of 
FIG. 7, 8, 9, or 10. In yet another embodiment the power 
Supplying Sub-circuit (2000) is adapted to act as a Voltage 
Source capable of Supplying two or more different Voltages. 
In that case the one or more terminals (2085) can be used to 
control which voltage is to be supplied by sub-circuit (2000). 
In some embodiments the power-supplying Sub-circuit 
(2000) includes a sub-circuit to stabilize or regulate one or 
more of the Voltages that the power-supplying Sub-circuit 
(2000) can supply. In another particular set of embodiments 
the control terminal (2085) corresponds to one of the control 
terminals (385), (485) or (585) of respectively the power 
supplying circuits (300), (400) and (500) of the correspond 
ing FIGS. 3, 4, and 5 and 6. 
The set (2100) of various electronic components includes 

decision logic (2029) adapted to decide which state the 
power-supplying sub-circuit (2000) is required to be in. In 
some embodiments the decision logic (2029) is connected to 
the one or more terminals (2085) of the power-supplying 
sub-circuit (2000) to control the latter's state. In some 
particular embodiments the decision logic (2029) is con 
nected to the one or more terminals (2085) of the power 
supplying sub-circuit (2000) to control the state of one or 
more switches included by the latter. In other embodiments 
the power-supplying sub-circuit (2000) is adapted to act as 
a Voltage source capable of Supplying two or more different 
voltages and the decision logic (2029) is connected to the 
one or more terminals (2085) of power-supplying sub-circuit 
(2000) to select the voltage that the power-supplying sub 
circuit (2000) must supply. In still other embodiments the 
decision logic (2029) includes a switch (2025). In some 
embodiments the switch (2025) has a similar function as the 
switch (325) in the circuit of FIG. 3 or the switch (425) in 
the circuit of FIG. 4 or the switches (525) in the circuits of 
FIG. 5 or 6. In some embodiments the decision logic (2029) 
has a similar function as the decision logic (529) in the 
circuits of FIG. 5 or 6. 

In some embodiments the decision logic (2029) may 
include a microprocessor or a microcontroller. In other 
embodiments the decision logic (2029) may include a field 
programmable gate array (FPGA) or an application specific 
integrated circuit (ASIC). 
The set (2100) of various electronic components may also 

include components that require a continuous power Supply 
in all modes of operation of the device but that can function 
with more than one Supply Voltage or Supply current. In 
Some embodiments these components may include a RAM 
memory (2120) and/or a real-time clock (2110). 
The set (2100) of various electronic components may 

furthermore include components that require a particular 
Supply Voltage in some modes of operation. In some 
embodiments these components may include an electronic 
communication interface (2130) and/or an output compo 
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nent (2140). In one set of embodiments the electronic 
communication interface (2130) may include a Smart card 
reader. In some embodiments the smart card reader (2130) 
may have to be supplied in some modes of operation with 5 
Volts. In another set of embodiments the output component 
(2140) may include a display Such as a liquid crystal display 
(LCD). In some embodiments the display (2140) requires a 
supply voltage of 5 volts for optimal readability. 
The set (2100) of various electronic components may 

include still other components (which may not have been 
illustrated in FIG. 11) Such as input means for inputting data 
which may include a keyboard, or means for optical com 
munication, or a biometric device which may include a 
fingerprint reader, or additional output means which may 
include acoustical output means such as a loudspeaker four 
outputting sounds which may include synthesized speech, or 
processing means which may include programmable pro 
cessing means such as a microprocessor or microcontroller 
which may perform various data processing and/or control 
functions, or one or more memory components for storing 
data which may include ROM or EEPROM memory or a 
(preferably small) disk drive. 

In some embodiments the electronic device (2200) 
includes a portable electronic device Such as a cell phone or 
a smart phone or an MP3 player. 

In other embodiments the electronic device (2200) 
includes a strong authentication token. In one embodiment 
the strong authentication token includes a display (2140) 
which may require 5 volts for optimal readability. It may 
include a RAM memory (2120) for storing data such as one 
or more secret keys or cryptographic secrets and/or PIN 
values and/or configuration parameters and/or counter val 
ues. It may also include a microprocessor or microcontroller 
(2025) which is adapted to perform cryptographic algo 
rithms e.g. to generate dynamic passwords or one-time 
passwords, perform challenge-response functions and/or 
generate electronic signatures. In some embodiments it may 
also include a real-time clock (2120) which may be used to 
generate time-based one-time passwords. In some embodi 
ments it may also include a smart card reader (2130) to 
communicate with a Smart card. The Smart card reader 
(2130) may require a supply voltage of 5 volts for correct 
functioning. In a particular embodiment the Smart card 
reader (2130) communicates with a financial smart card (like 
a debit or credit Smart card) e.g. for generating one-time 
passwords and/or electronic signatures. 
The strong authentication token may be capable of oper 

ating in different modes. In some modes it may require a 
particular voltage supply and the decision logic (2029) steers 
the power supply circuit (2000) accordingly so that the 
correct Voltage is Supplied. In other modes the requirements 
with respect to the Supply Voltage are less specific and the 
decision logic (2029) steers the power supply circuit (2000) 
so that it supplies electrical power while efficiently using the 
electrical power sources that it includes. 

In one embodiment the strong authentication token’s 
power supply circuit (2000) is capable of supplying at least 
two different supply voltages: a (relatively) low supply 
Voltage (e.g. 2.6 volts) and a (relatively) high Supply Voltage 
(e.g. 5 Volts). In one embodiment the power Supply circuit 
(2000) includes two voltage sources (e.g. batteries) of the 
same type that nominally supply for example 3 volts, two 
one-way conductors which may include a diode, and a 
switch which may include a transistor, all of which are 
interconnected according to the invention as explained 
above in relation to the FIGS. 1, 3, 4, 5 and 6, and wherein 
the control terminal (2085) of the power supply circuit 
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(2000) permits to control the state of the switch. The tokens 
power supply circuit (2000) may for example include the 
power supply circuit of FIGS. 3 (sub-circuit 300), 4 (sub 
circuit 400), 5 (sub-circuit 500) or 6 (sub-circuit 500). The 
token includes a microprocessor (2029) which is connected 
to the control terminal (2085) of the power supply circuit 
(2000). The token also includes one or more components 
that require in some of the token’s operational modes the 
high Supply Voltage. These high Voltage components may 
include a display (2140) that requires the high voltage for 
optimal readability or (optionally) a Smart card reader 
(2130) that requires the high voltage to communicate with 
an inserted Smart card. The token furthermore includes one 
or more components that require a continuous power Supply 
but that can operate under a wide range of Supply Voltages 
which includes the range of Voltages between the low Supply 
Voltage and the high Supply Voltage. These low Voltage 
components may for example include a RAM memory 
(2120) that stores certain data (such as secret keys or PIN 
values or counter values or configuration parameters) in a 
non-volatile manner and that can operate with a Supply 
voltage of for example between 2.5 and 5.5 volts. It may also 
include a real-time clock (2110) that must continuously be 
powered with a supply voltage between for example 2.5 and 
5.5 volts. When the token needs to output data on the display 
(2140) or needs to communicate with a Smart card, it needs 
the high Supply Voltage; otherwise the low Supply Voltage is 
Sufficient. In high-voltage modes where the token requires 
the high supply voltage, the token’s microprocessor (2029) 
switches the power supply circuit (2000) to supply the 
higher supply voltage (of for example 5 volts). In low 
voltage modes where the high supply voltage is not required 
the token’s microprocessor (2029) switches the power sup 
ply circuit (2000) to supply the lower supply voltage so as 
to use the batteries as efficiently as possible. In a particular 
embodiment the token’s microprocessor (2029) includes a 
switch (2025) which can connect the control terminal (2085) 
of the power supply circuit (2000) to the positive (2080) or 
negative (2090) terminal of the power supply circuit (2000) 
thereby controlling the state of the switch in the power 
supply circuit (2000) and selecting the low or high supply 
Voltage. 

FIG. 13 illustrates a method according to the invention for 
handling the power management of an electronic device that 
includes an electronic power Supply circuit capable of being 
Switched to supply at least two different Supply Voltages, a 
high Supply Voltage and a lower Supply Voltage, wherein the 
electronic device in Some modes of operation requires the 
high Supply Voltage and in other modes of operation can 
operate with both Supply Voltages. In some embodiments the 
electronic device includes one of the embodiments of the 
electronic device described in connection to FIG. 12. In a 
particular embodiment the electronic device includes a 
strong authentication token. In a typical embodiment the 
method comprises the steps of 

Determining (3100) whether the high supply voltage is 
required, 

Choosing (3200) which supply voltage is preferred, 
Configuring (3300) the device's electronic power supply 

circuit to Supply the chosen preferred Voltage. 
In some embodiments the electronic device can be in 

different operational modes whereby in some modes the 
high Voltage may be required and in other modes the high 
Voltage is not required and the step of determining whether 
the high voltage is required or whether the electronic device 
can operate with the lower Voltage includes taking into 
account (3110) which mode the device is in. 
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In some embodiments the electronic device includes 
components that require the high Supply Voltage when 
activated, and determining (3100) whether the high supply 
voltage is required includes determining (3120) for a par 
ticular operational mode whether one of the components of 
the electronic device that requires the high Supply Voltage 
when activated will be used. 

In other embodiments choosing (3200) the preferred 
Supply Voltage includes choosing (3210) the high Voltage in 
modes where the high Supply Voltage is required. In still 
other embodiments choosing the preferred Supply Voltage 
includes choosing (3220) the low voltage in modes where 
the high Supply Voltage is not required. 

In still other embodiments the electronic power supply 
circuit includes a number of electrical power Sources and a 
configuration Sub-circuit that includes Switches, the state of 
which determines how the electrical power sources are 
interconnected; and the step of configuring (3300) the elec 
tronic power Supply circuit to Supply the preferred Supply 
voltage includes appropriately setting (3310) the state of 
Switches of the configuration Sub-circuit as a function of the 
required supply Voltage. In some embodiments the elec 
tronic power Supply circuit includes one of the power Supply 
circuits described in connection to FIG. 1 or FIGS. 3 to 11. 

While various embodiments of the present invention have 
been described above, it should be understood that they have 
been presented by way of example only, and not limitation. 
Thus, the breadth and scope of the present invention should 
not be limited by any of the above described exemplary 
embodiments but should be defined only in accordance with 
the following claims and their equivalents. 

The invention claimed is: 
1. A portable handheld strong authentication token having 

multiple modes of operation, the token comprising: 
an electronic power Supplying circuit capable of Supply 

ing at least a first voltage level and a second Voltage 
level that is less than said first voltage level, the first 
and second Voltage levels not equal to Zero, the elec 
tronic power Supplying circuit comprising: 
a positive terminal; 
a negative terminal; 
an ordered plurality of electrical power sources includ 

ing a first power source and a last power Source, each 
Source having a negative pole and a positive pole, the 
negative pole of the first power source coupled to the 
negative terminal and the positive pole of the last 
power source coupled to the positive terminal; 

a first set of at least one one-way conductors, each 
conductor having an anode and a cathode, the cath 
ode connected to the positive terminal; 

a second set of at least one one-way conductors, each 
conductor having an anode and a cathode, the anode 
connected to the negative terminal; and 

a set of at least one electronic Switches, each Switch 
having a first terminal and a second terminal; 

wherein: 
the positive pole of each of the plurality of electrical 

power sources, except the last power source, is 
connected to the anode of a corresponding one 
way conductor of the first set of at least one 
one-way conductors; 

the negative pole of each of the plurality of electrical 
power sources, except the first power source, is 
connected to the cathode of a corresponding one 
way conductor of the second set of at least one 
one-way conductors; and 
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the positive pole of each of the plurality electrical 

power sources, except the last power source, is 
connected to the first terminal of a corresponding 
one of said plurality of electronic switches and the 
second terminal of the corresponding one of said 
plurality of electronic switches is connected to the 
negative pole of a next electrical power Source of 
the ordered plurality of electrical power sources, 
wherein each of said electronic switches permits 
current flow between the first and second termi 
nals of the switch when closed and prohibits 
current flow between the first and second termi 
nals of the switch when open; 

said token further comprising: 
a first set of components requiring at least in some 
modes of operation of said token said first voltage 
level to function, 

a second set of components capable of functioning with 
both said first and said second Voltage levels, and 

a control sub-circuit adapted to control the voltage level 
Supplied by said electronic power Supplying circuit; 

said control sub-circuit further adapted 
to determine whether said token is in a mode of 

operation in which at least one of said components of 
said first set of components requires said first voltage 
level electrical power Supply, and 

to control said electronic power Supplying circuit to 
Supply said first voltage level when said token is in 
the determined mode of operation in which at least 
one of said components of said first set of compo 
nents requires said first voltage level of electrical 
power supply, and 

to control said electronic power Supplying circuit to 
Supply said second Voltage level of electrical power 
Supply at least when said token is in one of some 
other modes of operation in which no components of 
said first set of components require said first voltage 
level. 

2. The token of claim 1, wherein the plurality of electrical 
power sources consists of the first power source and the last 
power source. 

3. The token of either claim 1 or claim 2 wherein the 
electronic power Supplying circuit further comprises a Sub 
circuit adapted to control the state of said plurality of 
electronic Switches of said electronic power Supplying cir 
cuit to repeatedly Switch said electronic power Supplying 
circuit back and forth between Supplying one Voltage level 
for a first period of time and Supplying another Voltage level 
for a second period of time wherein an average Voltage level 
is supplied based on a ratio of the first period of time to the 
second period of time. 

4. The token of either claim 1 or claim 2 wherein said first 
set of components comprises at least a display or a Smart 
card reader. 

5. The token of either claim 1 or claim 2 wherein said 
second set of components comprises at least a real-time 
clock or a RAM memory. 

6. The token of either claim 1 or claim 2, wherein the 
negative pole of the first power source is coupled to the 
negative terminal via a first additional one-way conductor 
and the positive pole of the last power source is coupled to 
the positive terminal via a second additional one-way con 
ductor. 

7. The token of either claim 1 or claim 2, further com 
prising a control Sub-circuit adapted to actuate the appro 
priate plurality of electronic Switches as a function of a 
desired supply Voltage. 
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8. The token of either claim 1 or claim 2, wherein the 
electronic power Supplying circuit further comprises a low 
pass filter adapted to Suppress a high frequency ripple on the 
supplied level. 

9. The token of either claim 1 or claim 2, wherein each of 
said one-way conductors comprise a diode. 

10. The token of either claim 1 or claim 2, wherein each 
of said plurality of electronic switches comprises a PNP 
transistor having an emitter connected to the positive pole of 
one of said plurality of electrical power sources and a 
collector connected to the negative pole of another of said 
plurality of electrical power sources. 

11. The token of either claim 1 or claim 2, wherein each 
of said plurality of electrical power sources comprises a DC 
Voltage source. 

12. The token of either claim 1 or claim 2 adapted to 
generate dynamic passwords or electronic signatures and 
further comprising a memory adapted to store secret data 
and a microprocessor adapted to perform cryptographic 
algorithms to generate said dynamic passwords or electronic 
signatures. 

13. The token of claim 1 or claim 2, further comprising at 
least one other one-way conductor for coupling at least one 
of the negative pole of the first power source to the negative 
terminal or the positive pole of the last power source to the 
positive terminal. 

14. The token of claim 2, wherein the set of at least one 
electronic Switches comprises a first electronic Switch and 

5 

10 

15 

25 

26 
wherein the conductivity of said first electronic switch can 
be regulated and wherein said electronic power Supplying 
circuit further comprises a Voltage regulating Sub-circuit 
connected to said electronic Switch and adapted to regulate, 
when activated, the conductivity of said first electronic 
Switch Such that the Voltage Supplied by said electronic 
power Supplying circuit has a desired value. 

15. The token of claim 14 wherein said voltage regulating 
Sub-circuit comprises a Voltage reference Sub-circuit, a Volt 
age feedback Sub-circuit and a Voltage comparing Sub 
circuit connected to said first electronic switch whereby, 
when said Voltage regulating Sub-circuit is activated: 

said Voltage reference Sub-circuit is adapted to Supply a 
reference Voltage to said Voltage comparing Sub-cir 
cuit; 

said Voltage feedback Sub-circuit is adapted to Supply a 
feedback Voltage to said Voltage comparing Sub-circuit; 
wherein said feedback voltage is indicative of the value 
of the Voltage Supplied by said electronic power Sup 
plying circuit; 

said Voltage comparing Sub-circuit is adapted to compare 
said reference Voltage and said feedback Voltage and is 
furthermore adapted to regulate the conductivity of said 
first electronic switch so as to reduce the difference 
between said reference voltage and said feedback volt 
age. 


