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SYSTEMAND METHOD FOR HEALTHCARE 
DATA MANAGEMENT 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 5 

This application claims a priority and benefit thereof from 
U.S. Provisional Application No. 61/149,878 filed on Feb. 4, 
2009, which is hereby incorporated by reference for all 
purposes as if fully set forth herein. 10 

BACKGROUND OF DISCLOSURE 

1. Field of the Disclosure 
The disclosure is directed generally to a system and 15 

method for healthcare data management and, more particu 
larly to, managing healthcare data in a healthcare data 
network (HDN) using a data management agent (MDA). 

2. Related Art 
Healthcare firms are constantly seeking to reduce costs, 20 

streamline operations and improve patient care as the indus 
try continues to deal with a challenging and constantly 
evolving business environment. In addition, the regulatory 
requirements of the U.S. Government HIPAA statutes are 
driving significant and long-term changes to the IT infra- 25 
structure for carrying out administrative tasks and patient 
care. For these reasons, the healthcare industry is looking to 
automation to play a major role in controlling costs and 
improving operations. 
The healthcare industry's typical IT infrastructure is a 30 

complex assembly of packaged administrative applications 
together with packaged and custom healthcare-specific 
applications. While manual and paper processes have been 
gradually automated, the Volume of data that hospitals and 
healthcare networks must manage and process has been 35 
growing at an exponential rate. Because healthcare IT sys 
tems Support crucial clinical operations and current data 
must be available at all times, always on, Zero-latency 
healthcare management and synchronization applications 
are becoming increasingly important. 40 

SUMMARY OF THE DISCLOSURE 

According to an aspect of the disclosure, a method of 
managing healthcare data includes collecting healthcare data 45 
of the first healthcare database operated by the first health 
care data management system (HDMS). The collected 
healthcare data is stored in the second healthcare database 
operated by the second HDMS. The healthcare data is 
synchronized between the first healthcare database and the 50 
second healthcare database by detecting a change in the 
healthcare data of the first healthcare database, creating a 
delta file representing the change in the healthcare data of 
the first healthcare database, transmitting the delta file to the 
second HDMS, and updating the healthcare data of the 55 
second healthcare database based on the delta file. 
The method may further include controlling the first 

HDMS remotely from the second HDMS. The method may 
further include transmitting a command file to the first 
HDMS for execution and remotely controlling the first 60 
HDMS to execute the command file. 
The method may further include transmitting a database 

query to the first HDMS for execution and remotely con 
trolling the first HDMS to execute the database query 
against the first healthcare database. 65 
The method may further include transmitting system 

information of the first HDMS to the second HDMS, select 

2 
ing one or more patch files for the first HDMS based on the 
system information, transmitting the one or more patch files 
to the first HDMS for execution, and remotely controlling 
the first HDMS to install the one or more patch files in the 
first HDMS. 
The delta file may include minimum information neces 

sary to synchronize the healthcare data between the first 
healthcare database and the second healthcare database. The 
first HDMS may be configured to manage the healthcare 
data for one or more local healthcare facilities, and the 
second HMS may be configured to manage the healthcare 
data for a central healthcare data center. The method may 
further include disallowing transmission of the healthcare 
data of the Second HDMS to the first HDMS. 
The method may further include installing a data man 

agement agent (DMA) to the first HDMS. The DMA may be 
configured to perform at least one of the synchronizing of 
the healthcare data and allowing the second HDMS to 
remotely control the first HDMS to at least one of execute 
a command file, execute a query against the first healthcare 
database and optimize a configuration of the first HDMS. 

According to another aspect of the disclosure, a healthcare 
data network includes the first healthcare data management 
system (HDMS) configured to operate the first healthcare 
database storing healthcare data, the first HDMS operating 
a data management agent (DMA), and the second HDMS 
configured to operate the second healthcare database storing 
the healthcare data collected from the first healthcare data 
base. The DMA is configured to detect a change in the 
healthcare data of the first healthcare database, create a delta 
file representing the change in the healthcare data of the first 
healthcare database and transmit the delta file to the second 
HDMS via the network. 
The delta file may include minimum information neces 

sary to synchronize the healthcare data between the first 
healthcare database and the second healthcare database. The 
second HDMS may be further configured to update the 
healthcare data of the second healthcare database based on 
the delta file transmitted from the first HDMS. 
The DMA may be further configured to operate in a 

background without user intervention. The DMA may be 
further configured to disallow transmission the healthcare 
data of the second healthcare database to the first healthcare 
database. 
The DMA may be further configured to allow the second 

HDMS to remotely control the first HDMS. The first HDMS 
may be remotely controlled by the second HDMS to execute 
a command file transmitted from the second HDMS. The 
first HDMS may be remotely controlled by the second 
HDMS to execute a database query transmitted from the 
second HDMS against the first healthcare database. 
The DMA may be further configured to transmit system 

information of the first HDMS to the second HDMS, down 
load one or more patch files for the first HDMS from the 
second HDMS, and install the one or more patch files in the 
first HDMS. The one or more patch files may be selected by 
the second HDMS based on the system information. 
The healthcare data may include at least one of personal 

information, medical records, healthcare provider informa 
tion, healthcare insurance information, appointment infor 
mation, diagnosis information, treatment information and 
prescription information of a patient. 

Additional features, advantages, and embodiments of the 
disclosure may be set forth or apparent from consideration 
of the following attached detailed description and drawings. 
Moreover, it is to be understood that both the foregoing 
Summary of the disclosure and the following attached 
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detailed description are exemplary and intended to provide 
further explanation without limiting the scope of the disclo 
Sure as claimed. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The accompanying drawings, which are included to pro 
vide a further understanding of the disclosure, are incorpo 
rated in and constitute a part of this specification, illustrate 
embodiments of the disclosure and together with the detailed 
description serve to explain the principles of the disclosure. 
No attempt is made to show structural details of the disclo 
Sure in more detail than may be necessary for a fundamental 
understanding of the disclosure and the various ways in 
which it may be practiced. In the drawings: 

FIG. 1 shows a conceptual overview of a healthcare data 
network (HDN) constructed according to the principles of 
the disclosure; 

FIG. 2 shows a detailed view of a local healthcare data 
management system (HDMS) connected to a central HDMS 
via a network, constructed according to the principles of the 
disclosure; 

FIG. 3 shows a flowchart of a remote synchronization 
process according to the principles of the disclosure; 

FIG. 4 shows a flowchart of a remote command execution 
process according to the principles of the disclosure; 

FIG. 5 shows a flowchart of a remote database query 
process according to the principles of the disclosure; and 

FIG. 6 shows a flowchart of a remote configuration 
process according to the principles of the disclosure. 

DETAILED DESCRIPTION OF THE 
DISCLOSURE 

The embodiments of the disclosure and the various fea 
tures and advantageous details thereof are explained more 
fully with reference to the non-limiting embodiments and 
examples that are described and/or illustrated in the accom 
panying drawings and detailed in the following attached 
description. It should be noted that the features illustrated in 
the drawings are not necessarily drawn to Scale, and features 
of one embodiment may be employed with other embodi 
ments as the skilled artisan would recognize, even if not 
explicitly stated herein. Descriptions of well-known com 
ponents and processing techniques may be omitted so as to 
not unnecessarily obscure the embodiments of the disclo 
sure. The examples used herein are intended merely to 
facilitate an understanding of ways in which the disclosure 
may be practiced and to further enable those of skill in the 
art to practice the embodiments of the disclosure. Accord 
ingly, the examples and embodiments herein should not be 
construed as limiting the scope of the disclosure, which is 
defined solely by the appended claims and applicable law. 
Moreover, it is noted that like reference numerals represent 
similar parts throughout the several views of the drawings. 

FIG. 1 shows a conceptual overview of a healthcare data 
network (HDN) 100 constructed according to the principles 
of the disclosure. Various operations of the HDN 100 is set 
forth in detail in U.S. application Ser. No. 1 1/525,124, filed 
Sep. 22, 2006 and titled “METHOD AND SYSTEM FOR 
ELECTRONICALLY PRESCRIBING MEDICATIONS, 
which is expressly incorporated herein by the reference in its 
entirety. 
The HDN 100 may include a central healthcare data 

management system (HDMS) 10 and at least one local 
healthcare data management system (HDMS). Such as, e.g., 
local HDMS 30, 40, 50, 60 and the like. Each of the local 
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4 
HDMS 30, 40, 50, 60 may be connected to the central 
HDMS 10 via a network 20 to communicate data. The 
network 20 may be any one or more of the Internet, a local 
area network (LAN), a wide area network (WAN), a met 
ropolitan area network (MAN), a personal area network 
(PAN), a campus area network, a corporate area network, a 
global area network, a broadband area network (BAN), a 
cellular data network and/or the like, any of which may be 
configured to communicate data via a wireless and/or a 
wired communication medium. 
The local HDMS30, 40, 50, 60 may include, for example, 

any combination of software and/or hardware capable of 
accepting data, performing prescribed mathematical and 
logical operations and output the result of these operations. 
For example, the local HDMS 30, 40, 50, 60 may be a 
computer (e.g., a desktop computer, a laptop computer, a 
mobile computer, a netbook, a tablet PC or the like), a 
personal data assistant (PDA), a mobile telephone, a cloud 
computing configuration and/or the like. The local HDMS 
30, 40, 50, 60 may run one or more applications, such as, 
e.g., a healthcare practice management application (HPMA), 
a database management system application (DBMS) and/or 
the like to manage local healthcare databases 34, 44, 54, 64. 
respectively. 

Each of the local healthcare databases 34, 44, 54, 64 may 
store healthcare data for one or more healthcare facilities, 
Such as, e.g., a general hospital, a specialized hospital, a 
clinic, a physicians office, a dentists office, a dental spe 
cialists office, a veterinarians office, an optometrist's 
office, a chiropractors office, a podiatrists office, a psy 
chologists office, a physical therapists office, a pharmacy, 
a surgical center and/or the like. The healthcare data may 
include at least one of personal information, medical record, 
healthcare provider information, healthcare insurance infor 
mation, appointment information, diagnosis information, 
treatment information, prescription information and/or the 
like of one or more patients of the healthcare facility. The 
local healthcare databases 34, 44, 54, 64 may include a 
structured collection of the healthcare data organized 
according to a database model, but not limited to at least one 
of a relational model, a hierarchical model, a network model, 
or the like. The healthcare data stored in the local healthcare 
databases 34.44.54, and 64 may be organized into data files 
corresponding to one or more individual patients. 
The central HDMS 10 may be configured to manage a 

central healthcare database 12 for, e.g., a central healthcare 
data center for the HDN 100. The central healthcare data 
base 12 may store the healthcare data collected from the 
local healthcare databases 34, 44, 54, 64. The central HDMS 
10 may include, for example, any combination of software 
and/or hardware capable of accepting data, performing pre 
scribed mathematical and logical operations and output the 
result of these operations. For example, the central HDMS 
10 may be a server configured to run at least one application, 
Such as, e.g., a DBMS to manage the central healthcare 
database 12, often under heavy workloads, unattended, for 
extended periods of time with minimal human direction. 
Additionally, the HDMS 10 may be configured, at least in 
part, using a cloud computing configuration. The central 
healthcare database 12 may include a structured collection 
of the healthcare data collected from the local healthcare 
databases 34, 44, 54, 64. The central healthcare database 12 
may be organized according to a database model, but not 
limited to at least one of a relational model, a hierarchical 
model, a network model and the like. 
The HDN 100 may be configured to perform various 

functions, such as, e.g., remote data synchronization, remote 
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command execution, remote database queries, remote local 
HDMS configuration and/or the like, which are described 
below in detail with reference to FIGS. 3-6. To carry out 
those functions, the local HDMS 30, 40, 50, 60 may include 
data management agents (DMA) 32, 42, 52, 62, respectively. 
In an embodiment, each of the DMA 32, 42, 52, 62 may be 
an application that runs in the background to carry out the 
various functions without user intervention. For example, 
for a system running on a Microsoft WindowsTM operating 
system, the DMA may be implemented as a Windows 
service application. For a LinuxTM/UnixTM based system, the 
DMA may be implemented as a daemon, as known in the art. 
The DMA may be a relatively small file, which may be 
downloaded from the central HDMS 10 or other online data 
storage via the network 20. 

FIG. 2 shows a detailed view of a local HDMS 200 
connected to the central HDMS 10 via the network 20, 
constructed according to the principles of the disclosure. The 
local HDMS 200 may be any of the local HDMS 30, 40, 50, 
60 shown in FIG. 1. As noted above, the local HDMS 200 
may be a combination of software 210 and hardware 220. 
The software 210 may include an operating system (OS) 
212, one or more applications, such as, e.g., a healthcare 
practice management application (HPMA) 214, a database 
management system application (DBMS) 216, a data man 
agement agent (DMA) 218 and/or the like. The hardware 
220 may include one or more output devices 222 (e.g., a 
monitor, a speaker, a printer and/or the like), one or more 
storage devices (e.g., a hard disk drive, a network drive, an 
online storage device, a floppy disk drive, a flash memory 
device and/or the like), one or more input device (e.g., a 
keyboard, a mouse, a microphone, a fingerprint reader, a 
camera and/or the like), a network interface (e.g., a LAN 
card, a wireless network adaptor and/or the like) and/or the 
like. 
As well known in the art, the OS 212 may function as an 

interface between the hardware 220 and a user, and carry out 
activity management and coordination, resource sharing 
and/or the like for of the local HDMS 200 while acting as a 
host for the applications, such as, the HPMA 214, the DBMS 
216, the DMA 218 and/or the like. The OS 212 may include 
one or more of Microsoft WindowsTM, Mac OSTM, SolarisTM, 
LinuxTM/UnixTM, OS/2TM, BeOSTM, AmigaOS4TM, RISC 
OSTM and/or the like. 
The HPMA 214 may be any commercially or non-com 

mercially available application for electronically managing 
healthcare data for one or more healthcare facilities, such as, 
e.g., eClinicalWorksTM by EaseMD SystemsTM, Healthmat 
ics NtierpriseTM by AllscriptsTM, MedicsEliteTM by 
Advanced Date SystemsTM or the like. For example, a user, 
Such as, e.g., a physician, a nurse, an administrative staff 
and/or the like, may use the HPMA 214 to update the 
healthcare data, Such as, e.g., personal information, health 
care provider information, appointment information, diag 
nosis information, treatment information and prescription 
information and/or the like of the patients. The healthcare 
data may be categorized and structurally arranged in a local 
database 230, which may be stored in the storage device 224 
and managed by the DBMS 216. 
As noted above, the DMA 218 may carry out various 

operations for the HDN 100, such as, e.g., remote data 
synchronization, remote command execution, remote data 
base queries, remote local HDMS configuration and/or the 
like. The DMA 218 may be a background application 
operating without user intervention. As shown in FIG. 2, the 
DMA 218 may be provided in addition to and operate 
independently from the HPMA 214. Accordingly, the DMA 
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6 
218 may carry out the various operations even when each of 
the HDMS 30, 40, 50, 60 runs a different HPMA 214 for 
healthcare data management. 

FIG. 3 shows a flowchart of a remote synchronization 
process 300 in the HDN 100 according to the principles of 
the disclosure. With reference to FIG. 2, the process 300 
may start (at 310) when the DMA 218 is operating in the 
background of the local HDMS 200 to allow the central 
HDMS 10 to control the local HDMS 200 remotely using the 
DMA 218. The DMA 218 may monitor the local healthcare 
database 230 (at 320) to detect changes in the local health 
care database 230. In an embodiment, the DMA 218 may be 
configured to detect the changes to the healthcare database 
230 in a real-time basis. Alternatively, the DMA 218 may be 
configured to periodically inspect the local healthcare data 
base 230 and collect the changes that occurred during each 
inspection cycle. When no change is detected in the local 
healthcare database 230 (NO at step 330), the DMA 218 may 
continue to monitor the local healthcare database 230 (at 
step 320). 
When a patients healthcare data has been changed, for 

example, when a patient has a new phone number, Switched 
to a new healthcare provider, changed healthcare insurance, 
has been diagnosed, treated and/or prescribed and/or the 
like, a user of the local HDMS 200 may use the HPMA 214 
to update a data file corresponding to the patient's healthcare 
data stored in the healthcare database 230, thereby causing 
a change to the healthcare database 230. Upon detecting the 
change in the data file in the healthcare database 230 (YES 
at step 330), the DMA 218 may create a delta file repre 
senting the change to the local healthcare database 230 (at 
step 340). The delta file may contain minimum information 
necessary to maintain synchronization between the local 
healthcare database 230 and the central healthcare database 
12. Thus, the delta file may be relatively small in size and 
created promptly without using significant system resources 
of the HDMS 200. The delta file created by the DMA 218 
may be transferred from the local HDMS 200 to the central 
HDMS 10 via the network (at 350). The corresponding 
healthcare data of the patient stored in the healthcare data 
base 12 may be updated based on the delta file (step 360) to 
synchronize the local healthcare database 230 and the cen 
tral healthcare database 12, and the process 300 may termi 
nate (at 370). Thus, it may not be necessary to transfer the 
entire data corresponding to the patient’s healthcare data. 

Accordingly, the local healthcare database 230 and the 
central healthcare database 12 may be synchronized in a 
timely manner without requiring extra infrastructures (e.g., 
Software application, increased bandwidth, more processing 
power and/or the like). In an aspect, the DMA 218 may be 
configured to prevent the local HDMS 200 from accessing 
(e.g., downloading) the healthcare data stored in the central 
healthcare database 12, including the healthcare data 
uploaded from the local HDMS 200 itself such that all data 
transmission may flow one-way from the local HDMS 200 
to the central HDMS 10. Since the local HDMS 200 and the 
central HDMS 10 may be synchronized by the one-way 
transmission of delta files, there may be no need to allow 
other computers to access to the local HDMS 200 and the 
central HDMS 10. Accordingly, the HDN 100 may be less 
Vulnerable to attacks from online hackers and intruders. 

FIG. 4 shows a flowchart of a remote command execution 
process 400 according to the principles of the disclosure. 
With reference to FIG. 2, the process 400 may start (at 410) 
when the DMA 218 is running in the background of the local 
HDMS 200 and in communication with the DMA 218 to 
allow the central HDMS 10 to remotely control the local 
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HDMS 200 using the DMA 218. When the central HDMS 10 
has a command file to be locally executed in the local 
HDMS 200, the central HDMS 10 may send the DMA 218 
a notification regarding the command file. In response to the 
notification, the DMA 218 may operate the local HDMS 200 
to download the command file from the central HDMS 10 or 
an alternative network storage location (at 420). The down 
loaded command file may be stored in the storage device 224 
of the local HDMS 200. 
The downloaded file may be any computer file that may 

be executed in the local HDMS 200. For example, the 
downloaded file may be for operating one or more output 
devices 222 to print a document, display a message on the 
display and/or the like. Alternatively, the downloaded com 
mand file may be for initiating a remote control session Such 
that a person can control the local HDMS 200 remotely from 
the central HDMS 10 for, e.g., technical assistance, system 
calibration, and/or the like. When the downloaded command 
file is for initiating a remote control session (YES at 430), 
the DMA 218 may control the local HDMS 200 to execute 
the command file to initiate a remote control session 
between the local HDMS 200 and the central HDMS 10 (at 
445). Upon completing the remote control session, the 
process 400 may terminate (at 460). 

Optionally, before executing the downloaded command 
file, the DMA 218 may control the local HDMS 200 to 
acquire authorization for the remote control session from a 
user of the local HDMS 200 by, for example, displaying a 
message on the screen thereof or the like. In this case, the 
DMA 218 may control the local HDMS 200 to initiate the 
remote control session (at 445) only when the remote control 
session is authorized by the user (YES at 440). The process 
400 may terminate (at 460) when the user does not authorize 
the remote control session (NO at 440) 
When the downloaded command file is not for initiating 

a remote control session (NO at 430), the DMA 218 may 
control the local HDMS 200 to execute the command file 
locally (at 455) and the process 400 may terminate (at 460). 
Alternatively, the DMA 218 may control the local HDMS 
200 to acquire authorization for execution of the command 
file from a user of the local HDMS 200 by, for example, 
displaying a message on the screen thereof or the like. The 
command file may be executed (at 455) when the user 
authorizes the execution of the command file (YES at 450). 
When the execution of the command file is not authorized by 
the user (NO at 450), the process 400 may terminate (at 
460). 

FIG. 5 shows a flowchart of a remote database query 
process 500 according to the principles of the disclosure. 
With reference to FIG. 2, the process 500 may start (at 510) 
when the DMA 218 is running in the background of the local 
HDMS 200 to allow the central HDMS 10 to control the 
local HDMS 200 remotely using the DMA 218. The central 
HDMS 10 may send the DMA 218 an instruction to down 
load a query. Such as, e.g., a SQL query, a connection String 
and/or the like, via open database connectivity (ODBC), 
direct connection and/or the like, for execution against the 
local healthcare database 230. In response, the DMA 218 
may download the query from the central HDMS 10 or an 
alternative data storage location (at 520). The downloaded 
query may be executed against the local database 230 (at 
530). The process 500 may terminate (at 580) upon execut 
ing the query (at 530) as indicated by a dotted line in FIG. 
5. 

Alternatively, the DMA 218 may determine whether the 
local healthcare database 230 has been changed (at 540) 
after the query has been executed (at 520). When there is no 
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8 
change in the local healthcare database 230 (NO at 540), the 
process 500 may terminate (at 580). When the local health 
care database 230 has been changed (YES at 540), the DMA 
218 may carry out the remote synchronization process 300 
shown in FIG. 3. For example, the DMA 218 may create one 
or more delta files (at 550) and transfer the delta files to the 
central healthcare database 12 via the network (at 560). The 
central healthcare database 12 may be updated based on the 
delta files received from the local HDMS 200 (at 570) and 
the process 500 may terminate (at 580). 

FIG. 6 shows a flowchart of a remote configuration 
process 600 according to the principles of the disclosure. 
With reference to FIG. 2, the DMA 218 may be configured 
to detect system information of the local HDMS 200. The 
system information may include information on devices, 
drivers and/or the like that are installed or loaded in the local 
HDMS 200. The system information may further include a 
type and version of the OS 212, a manufacturer, model and 
type of the HDMS 200, a type of the central processing unit 
(CPU), an amount of memory and system resources, a BIOS 
version, a locale and time Zone, a path to the page file and/or 
the like. 
The process 600 may start (at 610) when, for example, the 

DMA 218 has been installed to the local HDMS 200 for the 
first time or the DMA 218 has detected a change in the 
system information of the local HDMS 200. After detecting 
the system information of the local HDMS 200 (at 620), the 
DMA 218 may transmit the system information to the 
central HDMS 10 (at 630). The central HDMS 10 may 
analyze the system information of the local HDMS 200 (at 
640) to determine how to augment and/or modify behaviors 
of the local HDMS 200. 

Based on the analysis of the system information, the 
central HDMS 10 may select one or more patch files, such 
as, e.g., a configuration tool file, a library file and/or the like, 
which may augment and/or modify behaviors of the local 
HDMS 200 (at 650). The selected patch file or files may be 
transmitted to the local HDMS 200 via the network 20. As 
noted above, the central HDMS 10 may send the DMA 218 
an instruction to download and install the selected patch file 
or files. In response to the notification, the DMA 218 may 
control the local HDMS 200 to download the patch file or 
files. Upon downloading the patch file or files to the local 
HDMS 200, the DMA 218 may control the local HDMS 200 
to install the patch file or files (at 670) and the process 600 
may be terminated (at 680). 

According to the disclosure, healthcare data may be safely 
and securely synchronized between the local healthcare 
database 230 and the central healthcare database 12 by 
operating the DMA 218 in the background of the local 
HDMS 200. Also, by installing the DMA 218, any new or 
existing computer, PDA and/or the like may be easily 
converted to a local HDMS 200 and communicate with the 
central HDMS 10. Further, since the DMA 218 may operate 
independently from any HPMA 214 that might have been 
already installed and operating in the existing computers, 
PDAs and/or the like, any healthcare facilities may easily 
join the HDN 100 without converting to a new HPMA, 
increasing the network bandwidth, upgrading computer and 
network systems and/or the like, which may be costly and 
time-consuming. Furthermore, the DMA 218 may enable 
each local HDMS 200 to be remotely maintained, updated, 
fixed and extended, thereby reducing operational costs for 
the healthcare facilities and the HDN 100. 

In accordance with various embodiments of the disclo 
sure, the methods described herein are intended for opera 
tion with dedicated hardware implementations including, 
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but not limited to, semiconductors, application specific 
integrated circuits, programmable logic arrays, and other 
hardware devices constructed to implement the methods and 
modules described herein. Moreover, various embodiments 
of the disclosure described herein are intended for operation 
as Software programs running on a computer processor. 
Furthermore, alternative software implementations includ 
ing, but not limited to, distributed processing, component/ 
object distributed processing, parallel processing, virtual 
machine processing, any future enhancements, or any future 
protocol can also be used to implement the methods 
described herein. 

It should also be noted that the software implementations 
of the disclosure as described herein are optionally stored on 
a tangible storage medium, Such as: a magnetic medium 
Such as a disk or tape; a magneto-optical or optical medium 
Such as a disk; or a solid State medium such as a memory 
card or other package that houses one or more read-only 
(non-volatile) memories, random access memories, or other 
re-writable (volatile) memories. A digital file attachment to 
email or other self-contained information archive or set of 
archives is considered a distribution medium equivalent to a 
tangible storage medium. Accordingly, the disclosure is 
considered to include a tangible storage medium or distri 
bution medium, as listed herein and including art-recognized 
equivalents and Successor media, in which the software 
implementations herein are stored. 

While the disclosure has been described in terms of 
exemplary embodiments, those skilled in the art will recog 
nize that the disclosure can be practiced with modifications 
in the spirit and Scope of the appended claims. These 
examples given above are merely illustrative and are not 
meant to be an exhaustive list of all possible designs, 
embodiments, applications or modifications of the disclo 
SUC. 

What is claimed is: 
1. A method of managing healthcare data, comprising: 
collecting healthcare data of at least one patient in a first 

healthcare database operated by a first healthcare data 
management system (HDMS), the first HDMS includ 
ing a data management agent (DMA), the first HDMS 
being controlled by a second HDMS via the DMA; 

storing the collected healthcare data in a second health 
care database operated by the second HDMS; 

detecting changes in the healthcare data of the at least one 
patient stored in the first healthcare database in real 
time with the DMA; 

in response to each detected change, creating a delta file 
corresponding to the at least one patient with the DMA, 
the delta file including only the detected change in the 
healthcare data of the at least one patient and associated 
minimum information necessary to synchronize the 
healthcare data between the first HDMS and the second 
HDMS; 

transmitting a command file from the second HDMS to 
the first HDMS for execution: 

remotely controlling the first HDMS with the second 
HDMS via the DMA to execute the command file; 

in response to each delta file being created, synchronizing 
the healthcare data between the first HDMS and the 
second HDMS according to the at least one patient, 
wherein synchronizing healthcare data comprises: 
transmitting the delta file to the second HDMS; and 
updating the healthcare data of the at least one patient 

stored in the second healthcare database based on the 
delta file; and 
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10 
using the DMA to prevent the first HDMS from accessing 

the collected healthcare data stored in the second 
healthcare database. 

2. The method of claim 1, wherein: 
the transmitting the command file comprises transmitting 

a database query to the first HDMS for execution; and 
the remotely controlling the first HDMS to execute the 
command file comprises remotely controlling the first 
HDMS to execute the database query against the first 
healthcare database. 

3. The method of claim 1, wherein the healthcare data 
comprises at least one of personal information, medical 
records, healthcare provider information, healthcare insur 
ance information, appointment information, diagnosis infor 
mation, treatment information and prescription information 
of a patient. 

4. The method of claim 1, wherein the first HDMS is 
configured to manage the healthcare data for one or more 
local healthcare facilities, and the second HDMS is config 
ured to manage the healthcare data for a central healthcare 
data center. 

5. The method of claim 1, further comprising installing 
the data management agent (DMA) to the first HDMS, 
wherein the DMA is configured to perform at least one of: 

the synchronizing of the healthcare data; and 
allowing the second HDMS to remotely control the first 
HDMS to at least one of execute the command file, 
execute a query against the first healthcare database and 
optimize a configuration of the first HDMS. 

6. A healthcare data network, comprising: 
a first healthcare data management system (HDMS) con 

figured to operate a first healthcare database storing 
healthcare data of at least one patient, the first HDMS 
operating a data management agent (DMA) and being 
controlled by a second HDMS via the DMA; and 

the second HDMS configured to operate a second health 
care database storing the healthcare data collected from 
the first healthcare database, 

wherein the DMA includes: 
a detection module configured to detect changes in the 

healthcare data of the at least one patient stored in the 
first healthcare database in real time, 

a creation module configure to create a delta file repre 
senting the change in the healthcare data of the at least 
one patient stored in the first healthcare database in 
response to the real time detection of each change in the 
healthcare data of the first healthcare database by the 
detection module, the delta file including only the 
detected change in the healthcare data of the at least one 
patient and associated minimum information necessary 
to synchronize the healthcare data between the first 
HDMS and the second HDMS according to the at least 
one patient, 

a transmission module configured to transmit each delta 
file to the second HDMS via the network as each delta 
file is created, and 

wherein the DMA is further configured to: 
receive a command file from the second HDMS for 

execution, 
execute the command file, and 
prevent the first HDMS from accessing the collected 

healthcare data stored in the second healthcare data 
base. 

7. The healthcare data network of claim 6, wherein the 
healthcare data comprises at least one of personal informa 
tion, medical records, healthcare provider information, 
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healthcare insurance information, appointment information, 
diagnosis information, treatment information and prescrip 
tion information of a patient. 

8. The healthcare data network of claim 6, wherein the 
DMA is further configured to operate in a background 
without user intervention. 

9. The healthcare data network of claim 6, wherein the 
first HDMS is remotely controlled by the second HDMS to 
execute the command file. 

10. The healthcare data network of claim 6, wherein the 
first HDMS is remotely controlled by the second HDMS to 
execute a database query transmitted from the second 
HDMS against the first healthcare database. 

11. The method of claim 1, further comprising: 
controlling the first HDMS from the second HDMS via 

the DMA, the controlling including: 
receiving system information associated with the first 
HDMS with the DMA; 

analyzing the system information associated with the 
first HDMS with the second HDMS; 
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selecting one or more patch files for the first HDMS 2O 
based on the system information; 

12 
transmitting the one or more patch files from the second 
HDMS to the first HDMS for execution at the first 
HDMS; and, 

remotely controlling the first HDMS via the DMA to 
install the one or more patch files in the first HDMS. 

12. The healthcare data network of claim 6, wherein: 
the DMA operates in the background of the first HDMS 

without user intervention; 
the DMA is further configured to: 

transmit system information of the first HDMS to the 
second HDMS; 

download one or more patch files for the first HDMS 
from the second HDMS; and 

install the one or more patch files in the first HDMS; 
and 

the one or more patch files are selected by the second 
HDMS based on the transmitted system information 
after analysis of the system information by the second 
HDMS. 


