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US 9,396,328 B2 
1. 

DETERMINING A CONTRIBUTING ENTITY 
FOR A WINDOW 

The present application claims priority to Provisional 
Application No. 60/879959 filed Jan. 11, 2007, entitled 
"Determining a contributing entity for a window, naming the 
same inventors as in the present application. The present 
invention generally relates to the field of computing and more 
particularly to a method, system, computer readable medium 
of instructions and/or computer program product providing 
content relating one or more entities which contribute to a 
window being displayed using a processing system. 

TECHNICAL FIELD 

The present invention generally relates to the field of com 
puting and more particularly to a method, system, computer 
readable medium of instructions and/or computer program 
product providing content relating one or more entities which 
contribute to a window being displayed using a processing 
system. 

BACKGROUND ART 

It can be difficult for a user to determine software entities 
which contribute, directly or indirectly, to a particular win 
dow being displayed using a processing system. 

For example, this can particularly be the case for webpages 
Such as “popup windows', as the user may be uncertain 
whether a particular webpage they are visiting is causing 
popup windows to be displayed, or whether something else, 
Such as a virus, is causing the popup window to be displayed. 
In another example, malware might cause the malware's own 
custom windows to popup on a user's computer. 

Similar problems also exist when targeted content is pre 
sented to a user via a webpage. For example, a processing 
system may have a stored cookie which causes targeted infor 
mation to be presented via a webpage to the user. If the user 
requires untargeted information, the user may need to delete 
the cookie from the processing system. However, it can be 
difficult for the user to determine which cookie contributed to 
the targeted information being presented to the user via a 
webpage. 

Therefore, there is a need for a method, system, computer 
program product and/or computer readable medium of 
instructions which provides content to a user relating to one or 
more entities which contributed to a window being displayed 
using a processing System. 
As used herein a “threat comprises malicious software, 

also known as “malware' or “pestware', which comprises 
Software that is included or inserted in a part of a processing 
system for a harmful purpose. The term threat should be read 
to comprise possible, potential and actual threats. Types of 
malware can comprise, but are not limited to, malicious 
libraries, viruses, worms, Trojans, adware, malicious active 
content and denial of service attacks. In the case of invasion of 
privacy for the purposes of fraud or theft of identity, malicious 
software that passively observes the use of a computer is 
known as “spyware'. 
A hook (also known as a hook procedure orhook function) 

generally refers to a function provided by a Software applica 
tion that receives certain data before the normal or intended 
recipient of the data. A hook function can thus examine or 
modify certain data before passing on the data. Therefore, a 
hook function allows a software application to examine data 
before the data is passed to the intended recipient. 
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2 
An API (Application Programming Interface') hook (also 

known as an API interception), a type of hook, refers to a 
callback function provided by an application that replaces 
functionality provided by an operating systems API. An API 
generally refers to an interface that is defined in terms of a set 
of functions and procedures, and enables a program to gain 
access to facilities within an application. An API hook can be 
inserted between an API call and an API procedure to exam 
ine or modify function parameters before passing parameters 
on to an actual or intended function. An API hook may also 
choose not to pass on certain types of requests to an actual or 
intended function. 
A process is at least one of a running software program or 

other computing operation, or a part of a running Software 
program or other computing operation, that performs a task. 
A hook chain is a list of pointers to special, application 

defined callback functions called hook procedures. When a 
message occurs that is associated with a particular type of 
hook, the operating system passes the message to each hook 
procedure referenced in the hook chain, one after the other. 
The action of a hook procedure can depend on the type of 
hook involved. For example, the hook procedures for some 
types of hooks can only monitor messages, others can modify 
messages or stop their progress through the chain, restricting 
them from reaching the next hook procedure or a destination 
window. 
A kernel refers to the core part of an operating system, 

responsible for resource allocation, low-level hardware inter 
faces, security, etc. 
An interrupt is at least one of a signal to a processing 

system that stops the execution of a running program so that 
another action can be performed, or a circuit that conveys a 
signal stopping the execution of a running program. 
A system registry is a database used by modern operating 

systems, for example WindowsTM platforms. The system reg 
istry comprises information needed to configure the operating 
system. The operating system refers to the registry for infor 
mation ranging from user profiles, to which applications are 
installed on the machine, to what hardware is installed and 
which ports are registered. 
A hash function (i.e. Message Digest, eg. MD5) can be 

used for many purposes, for example to establish whether a 
file transmitted over a network has been tampered with or 
contains transmission errors. A hash function uses a math 
ematical rule which, when applied to a file, generates a hash 
value, i.e. a number, usually between 128 and 512 bits in 
length. This number is then transmitted with the file to a 
recipient who can reapply the mathematical rule to the file and 
compare the resulting number with the original number. 
An entity can comprise, but is not limited to, a file, an 

object, a class, a collection of grouped data, a library, a vari 
able, a process, and/or a device. 

In a networked information or data communications sys 
tem, a user has access to one or more terminals which are 
capable of requesting and/or receiving information or data 
from local or remote information Sources. In Such a commu 
nications system, a terminal may be a type of processing 
system, computer or computerized device, personal computer 
(PC), mobile, cellular or satellite telephone, mobile data ter 
minal, portable computer, Personal Digital Assistant (PDA), 
pager, thin client, or any other similar type of digital elec 
tronic device. The capability of Such a terminal to request 
and/or receive information or data can be provided by soft 
ware, hardware and/or firmware. A terminal may comprise or 
be associated with other devices, for example a local data 
storage device Such as a hard disk drive or Solid state drive. 
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An information source can comprise a server, or any type 
of terminal, that may be associated with one or more storage 
devices that are able to store information or data, for example 
in one or more databases residing on a storage device. The 
exchange of information (ie. the request and/or receipt of 
information or data) between a terminal and an information 
Source, or other terminal(s), is facilitated by a communication 
means. The communication means can be realized by physi 
cal cables, for example a metallic cable such as a telephone 
line, semi-conducting cables, electromagnetic signals, for 
example radio-frequency signals or infra-red signals, optical 
fibre cables, satellite links or any other such medium or com 
bination thereof connected to a network infrastructure. 

The reference in this specification to any prior publication 
(or information derived from the prior publication), or to any 
matter which is known, is not, and should not be taken as an 
acknowledgment or admission or any form of suggestion that 
the prior publication (or information derived from the prior 
publication) or known matter forms part of the common gen 
eral knowledge in the field of endeavour to which this speci 
fication relates. 

DISCLOSURE OF INVENTION 

According to a first broad form, there is provided a method 
of presenting content indicative of one or more entities which 
contributed to a window being displayed using a processing 
system, wherein the method comprises: 

determining one or more properties of the window; 
identifying, using the one or more properties and a set of 

rules, one or more entities which contributed to the window 
being displayed; and 

providing to a user, using the processing system, content 
indicative of the one or more entities which contributed to the 
window being displayed. 

According to another broad form, there is provided a sys 
tem to present content indicative of one or more entities 
which contributed to a window being displayed using a pro 
cessing system, wherein the system comprises the processing 
system being configured to: 

determine one or more properties of the window; 
identify, using the one or more properties and a set of rules, 

one or more entities which contributed to the window being 
displayed; and 

provide to a user, using the processing system, content 
indicative of the one or more entities which contributed to the 
window being displayed. 

According to another broad form there is provided a com 
puter program product for a processing system, the computer 
program product comprising a computer readable medium 
having a computer program recorded therein or thereon, the 
computer program product being configured to present con 
tent indicative of one or more entities which contributed to a 
window being displayed using a processing system, wherein 
the computer program product configures the processing sys 
ten to: 

determine one or more properties of the window; 
identify, using the one or more properties and a set of rules, 

one or more entities which contributed to the window being 
displayed; and 

provide to a user, using the processing system, content 
indicative of the one or more entities which contributed to the 
window being displayed. 

According to another broad form, there is provided a sys 
tem to present content indicative of one or more entities 
which contributed to a webpage being displayed using a 
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4 
processing system, wherein the system comprises the pro 
cessing system being configured to: 

determine one or more properties of the webpage; 
identify, using the one or more properties and a set of rules, 

one or more entities which contributed to the webpage being 
displayed; and 

provide to a user, using the processing system, content 
indicative of the one or more entities which contributed to the 
webpage being displayed. 

According to another broad form, there is provided a 
method of presenting content indicative of one or more enti 
ties which contributed to a webpage being displayed using a 
processing system, wherein the method comprises: 

determining one or more properties of the webpage; 
identifying, using the one or more properties and a set of 

rules, one or more entities which contributed to the webpage 
being displayed; and 

providing to a user, using the processing system, content 
indicative of the one or more entities which contributed to the 
webpage being displayed. 

According to another broad form there is provided a com 
puter program product for a processing system, the computer 
program product comprising a computer readable medium 
having a computer program recorded therein or thereon, the 
computer program product being configured to present con 
tent indicative of one or more entities which contributed to a 
webpage being displayed using a processing system, wherein 
the computer program product configures the processing sys 
ten to: 

determine one or more properties of the webpage; 
identify, using the one or more properties and a set of rules, 

one or more entities which contributed to the webpage being 
displayed; and 

provide to a user, using the processing system, content 
indicative of the one or more entities which contributed to the 
webpage being displayed. 

According to another broad form there is provided a 
method of presenting content indicative of one or more enti 
ties which contributed to a window being displayed using a 
processing system, wherein the method comprises: 

(a) setting the window as a starting entity; 
(b) determining one or more properties of the starting 

entity; 
(c) identifying, using the one or more properties and at least 

one rule, one or more entities related to the starting entity 
which contributed to the window being displayed; and 

(d) providing to a user, using the processing system, con 
tent indicative of the one or more entities which contributed to 
the window being displayed. 

In one form, the method comprises: 
(e) setting the one or more entities as the starting entity; 
(f) repeating steps (b), (c) until an end condition is satisfied, 

wherein the entities identified form a group of entities which 
contributed to the window being displayed; and 

(g) providing, to the user, using the processing system, 
content indicative of the group of entities which contributed 
to the window being displayed. 

In anotherform, the method comprises selecting the at least 
one rule from a first set of rules according to the one or more 
properties of the starting entity. 

Optionally, the method comprises the user using an input 
device of the processing system to drag and drop an icon 
displayed by the processing system onto the window to 
thereby initiate the processing system determining the one or 
more entities which contributed to the window being dis 
played. 
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In another optional form, the window is a webpage being 
displayed by an internet browser. 

In one embodiment, the method comprises modifying a 
title bar of the window to display the content indicative of the 
one or more entities which contributed to the window being 
displayed. 

In another embodiment, the method comprises: 
determining an entity threat value for each entity, the entity 

threat value being indicative of a level of threat that a respec 
tive entity represents to the processing system, wherein the 
entity threat value is determined based on one or more char 
acteristics of the respective entity; and 

comparing the entity threat value to an entity threat thresh 
old to identify if the respective entity is malicious. 

In one form, each of the one or more characteristics of the 
respective entity is associated with a respective characteristic 
threat value, wherein the method comprises calculating the 
entity threat value using at least some of the characteristic 
threat values for the one or more characteristics of the respec 
tive entity. 

In another form, at least one of the one or more character 
istics of the respective entity is associated with a characteris 
tic threat value formula, wherein the method comprises cal 
culating, using the characteristic threat value formula, the 
characteristic threat value. 

In an optional form, at least one characteristic threat value 
is temporally dependent, wherein the method comprises cal 
culating the at least one characteristic threat value for the 
respective entity using the characteristic threat value formula 
and a temporal value. 

In another optional form, the at least one characteristic is a 
behaviour associated with the respective entity, wherein the 
method comprises calculating the at least one characteristic 
threat value for the respective entity using the characteristic 
threat value formula and a frequency of instances the behav 
iour has been performed. 

Optionally, the one or more characteristics comprises at 
least one of one or more legitimate characteristics indicative 
of non-malicious activity and one or more illegitimate char 
acteristics indicative of malicious activity, wherein the 
method comprises determining the entity threat value using 
characteristic threat values associated with the one or more 
legitimate characteristics and the one or more illegitimate 
characteristics of the respective entity. 

In one embodiment, the step of determining the entity 
threat value for each entity comprises calculating a difference 
between the characteristic threat values for the one or more 
legitimate characteristics of the respective entity, and the 
characteristic threat values for the one or more illegitimate 
characteristics of the respective entity, wherein the difference 
is indicative of the entity threat value. 

According to another broad form there is provided a system 
to present content indicative of one or more entities which 
contributed to a window being displayed using a processing 
system, wherein the system comprises the processing system 
being configured to: 

(a) set the window as a starting entity; 
(b) determine one or more properties of the starting entity; 
(c) identify, using the one or more properties and at least 

one rule, one or more entities related to the starting entity 
which contributed to the window being displayed; and 

(d) provide to a user, using the processing system, content 
indicative of the one or more entities which contributed to the 
window being displayed. 
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6 
In one form, the processing system is configured to: 
(e) set the one or more entities as the starting entity; 
(f) repeat steps (b), (c) until an end condition is satisfied, 

wherein the entities identified form a group of entities which 
contributed to the window being displayed; and 

(g) provide, to the user, using the processing system, con 
tent indicative of the group of entities which contributed to the 
window being displayed. 

In another form, the processing system is configured to 
select the at least one rule from a first set of rules according to 
the one or more properties of the starting entity. 

In one embodiment, the processing system comprises an 
input device to enable a user to interact with a graphical user 
interface displayed by the processing system, wherein the 
user is able to drag and drop an icon displayed by the pro 
cessing system onto the window to thereby initiate the pro 
cessing system to determine the one or more entities which 
contributed to the window being displayed. 

In another embodiment, the window is a webpage being 
displayed by an internet browser. 

In an optional form, the processing system is configured to 
modify a title bar of the window to display the content indica 
tive of the one or more entities which contributed to the 
window being displayed. 

In another optional form, the processing system is config 
ured to: 

determine an entity threat value for each entity, the entity 
threat value being indicative of a level of threat that a respec 
tive entity represents to the processing system, wherein the 
entity threat value is determined based on one or more char 
acteristics of the respective entity; and 
compare the entity threat value to an entity threat threshold 

to identify if the respective entity is malicious. 
Optionally, each of the one or more characteristics of the 

respective entity is associated with a respective characteristic 
threat value, wherein the processing system is configured to 
calculate the entity threat value using at least some of the 
characteristic threat values for the one or more characteristics 
of the respective entity. 

In one form, at least one of the one or more characteristics 
of the respective entity is associated with a characteristic 
threat value formula, wherein the processing system is con 
figured to calculate, using the characteristic threat value for 
mula, the characteristic threat value. 

In an optional form, at least one characteristic threat value 
is temporally dependent, wherein the processing system is 
configured to calculate the at least one characteristic threat 
value for the respective entity using the characteristic threat 
value formula and a temporal value. 

In another optional form, the at least one characteristic is a 
behaviour associated with the respective entity, wherein the 
processing system is configured to calculate the at least one 
characteristic threat value for the respective entity using the 
characteristic threat value formula and a frequency of 
instances the behaviour has been performed. 

Optionally, the one or more characteristics comprises at 
least one of one or more legitimate characteristics indicative 
of non-malicious activity and one or more illegitimate char 
acteristics indicative of malicious activity, wherein the pro 
cessing system is configured to determine the entity threat 
value using characteristic threat values associated with the 
one or more legitimate characteristics and the one or more 
illegitimate characteristics of the respective entity. 

In one embodiment, the processing system determines the 
entity threat value for each entity by calculating a difference 
between the characteristic threat values for the one or more 
legitimate characteristics of the respective entity, and the 
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characteristic threat values for the one or more illegitimate 
characteristics of the respective entity, wherein the difference 
is indicative of the entity threat value. 

According to another broad form there is provided a com 
puter program product for a processing system, the computer 
program product comprising a computer readable medium 
having a computer program recorded therein or thereon, the 
computer program product being configured to present con 
tent indicative of one or more entities which contributed to a 
window being displayed using a processing system, wherein 
the computer program product configures the processing sys 
ten to: 

(a) set the window as a starting entity; 
(b) determine one or more properties of the starting entity; 
(c) identify, using the one or more properties and at least 

one rule, one or more entities related to the starting entity 
which contributed to the window being displayed; and 

(d) provide to a user, using the processing system, content 
indicative of the one or more entities which contributed to the 
window being displayed. 

In one form, the computer program product configures the 
processing system to: 

(e) set the one or more entities as the starting entity; 
(f) repeat steps (b), (c) until an end condition is satisfied, 

wherein the entities identified form a group of entities which 
contributed to the window being displayed; and 

(g) provide, to the user, using the processing system, con 
tent indicative of the group of entities which contributed to the 
window being displayed. 

In another form, the computer program product configures 
the processing system to select the at least one rule from a first 
set of rules according to the one or more properties of the 
starting entity. 

In one embodiment, the processing system comprises an 
input device to enable a user to interact with a graphical user 
interface displayed by the processing system, wherein the 
computer program product configures the processing system 
to enable the user to drag and drop an icon displayed by the 
processing system onto the window to thereby initiate the 
processing system to determine the one or more entities 
which contributed to the window being displayed. 

In another embodiment, the window is a webpage being 
displayed by an internet browser. 

In an optional form, the computer program product con 
figures the processing system to modify a title bar of the 
window to display the content indicative of the one or more 
entities which contributed to the window being displayed. 

In another optional form, the computer program product 
configures the processing system to: 

determine an entity threat value for each entity, the entity 
threat value being indicative of a level of threat that a respec 
tive entity represents to the processing system, wherein the 
entity threat value is determined based on one or more char 
acteristics of the respective entity; and 

compare the entity threat value to an entity threat threshold 
to identify if the respective entity is malicious. 

Optionally, each of the one or more characteristics of the 
respective entity is associated with a respective characteristic 
threat value, wherein the computer program product config 
ures the processing system to calculate the entity threat value 
using at least Some of the characteristic threat values for the 
one or more characteristics of the respective entity. 

In one form, at least one of the one or more characteristics 
of the respective entity is associated with a characteristic 
threat value formula, wherein the computer program product 
configures the processing system to calculate, using the char 
acteristic threat value formula, the characteristic threat value. 
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8 
In an optional form, at least one characteristic threat value 

is temporally dependent, wherein the computer program 
product configures the processing system to calculate the at 
least one characteristic threat value for the respective entity 
using the characteristic threat value formula and a temporal 
value. 

In another optional form, the at least one characteristic is a 
behaviour associated with the respective entity, wherein the 
computer program product configures the processing system 
to calculate the at least one characteristic threat value for the 
respective entity using the characteristic threat value formula 
and a frequency of instances the behaviour has been per 
formed. 

Optionally, the one or more characteristics comprises at 
least one of one or more legitimate characteristics indicative 
of non-malicious activity and one or more illegitimate char 
acteristics indicative of malicious activity, wherein the com 
puter program product configures the processing system to 
determine the entity threat value using characteristic threat 
values associated with the one or more legitimate character 
istics and the one or more illegitimate characteristics of the 
respective entity. 

In one embodiment, the computer program product con 
figures the processing system to determine the entity threat 
value for each entity by calculating a difference between the 
characteristic threat values for the one or more legitimate 
characteristics of the respective entity, and the characteristic 
threat values for the one or more illegitimate characteristics of 
the respective entity, wherein the difference is indicative of 
the entity threat value. 

According to another broad form, there is provided a com 
puter readable medium of instructions forgiving effect to any 
of the aforementioned methods, systems and/or computer 
program products. 

BRIEF DESCRIPTION OF FIGURES 

An example embodiment of the present invention should 
become apparent from the following description, which is 
given by way of example only, of a preferred but non-limiting 
embodiment, described in connection with the accompanying 
figures. 

FIG. 1 illustrates a functional block diagram of an example 
processing system that can be utilized to embody or give 
effect to a particular embodiment; 

FIG. 2 is a flow diagram illustrating an example of inter 
ception; 

FIG. 3A illustrates a flow diagram illustrating an example 
method of determining one or more entities which contribute 
to the display of a window; 
FIG.3B illustrates a block diagram representing a group of 

contributing entities relating to the display of a window; 
FIGS. 4A and 4B illustrates a flow diagram of a more 

detailed example method of determining a one or more which 
contribute to the display of a window; 

FIG. 5 illustrates a block diagram illustrating an example 
of an analysis module; and 

FIG. 6 illustrates a flow diagram of an example of a group 
of contributing entities. 

MODES FOR CARRYING OUT THE INVENTION 

The following modes, given by way of example only, are 
described in order to provide a more precise understanding of 
the subject matter of a preferred embodiment or embodi 
mentS. 
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In the figures, incorporated to illustrate features of an 
example embodiment, like reference numerals are used to 
identify like parts throughout the figures. 
A particular embodiment of the present invention can be 

realized using a processing system, an example of which is 
shown in FIG. 1. In particular, the processing system 100 
generally comprises at least one processor 102, or processing 
unit or plurality of processors, memory 104, at least one input 
device 106 and at least one output device 108, coupled 
together via a bus or group of buses 110. In certain embodi 
ments, input device 106 and output device 108 could be the 
same device. An interface 112 can also be provided for cou 
pling the processing system 100 to one or more peripheral 
devices, for example interface 112 could be a PCI card or PC 
card. At least one storage device 114 which houses at least one 
database 116 can also be provided. The memory 104 can be 
any form of memory device, for example, Volatile or non 
Volatile memory, Solid state storage devices, magnetic 
devices, etc. The processor 102 could comprise more than one 
distinct processing device, for example to handle different 
functions within the processing system 100. 

Input device 106 receives input data 118 and can comprise, 
for example, a keyboard, a pointer device Such as a pen-like 
device or amouse, audio receiving device for Voice controlled 
activation Such as a microphone, data receiver orantenna Such 
as a modem or wireless data adaptor, data acquisition card, 
etc. Input data 118 could come from different sources, for 
example keyboard instructions in conjunction with data 
received via a network. Output device 108 produces or gen 
erates output data 120 and can comprise, for example, a 
display device or monitor in which case output data 120 is 
visual, a printer in which case output data 120 is printed, a 
port for example a USB port, a peripheral component adaptor, 
a data transmitter or antenna Such as a modem or wireless 
network adaptor, etc. Output data 120 could be distinct and 
derived from different output devices, for example a visual 
display on a monitor in conjunction with data transmitted to a 
network. A user could view data output, oran interpretation of 
the data output, on, for example, a monitor or using a printer. 
The storage device 114 can be any form of data or information 
storage means, for example, Volatile or non-volatile memory, 
Solid state storage devices, magnetic devices, etc. 

In a particular embodiment, input data 118 can be a down 
loaded file or entity and output data 120 can be the identified 
network location and the physical location of an entity of 
interest transmitted to a remote processing system. 

In use, the processing system 100 is adapted to allow data 
or information to be stored in and/or retrieved from, via wired 
or wireless communication means, the at least one database 
116. The interface 112 may allow wired and/or wireless com 
munication between the processing unit 102 and peripheral 
components that may serve a specialized purpose. More than 
one input device 106 and/or output device 108 can be pro 
vided. It should be appreciated that the processing system 100 
may be any form of terminal, server, specialized hardware, or 
the like. 

The processing system 100 may be a part of a networked 
communications system. Processing system 100 could con 
nect to a network, for example the Internet or a WAN. Input 
data 118 and output data 120 could be received from or 
communicated to other devices, such as a server, via the 
network. The network may form part of, or be connected to, 
the Internet, and may be or form part of other communication 
networks, such as LAN, WAN, ethernet, token ring. FDDI 
ring, star, etc., networks, or mobile telephone networks. Such 
as GSM, CDMA or 3G, etc., networks, and may be wholly or 
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10 
partially wired, comprising for example optical fibre, or wire 
less networks, depending on a particular implementation. 

Referring to FIG. 2 there is shown an example of a method 
200 of intercepting activity in a processing system 100. 
At step 210, an event occurs in the processing system 100. 

At step 220, an operating system running in the processing 
system 100 registers the occurrence of the event. At step 230, 
the operating system passes the registered event to the hook 
chain. At step 240, the event is passed to eachhook in the hook 
chain such that different applications, processes, and devices 
may be notified of the registered event. Once the event has 
propagated throughout the hook chain, the method 200 com 
prises at step 250 an application receiving notification of the 
event being registered by the processing system 100. 
At step 260, the method 200 comprises the application 

initiating an API call to an API procedure so as to carry out a 
response to the registered event. If an API hook has been 
established between the API call and the API procedure, the 
API call is intercepted before it reaches the API procedure at 
step 270. Processing can be performed by an API hook func 
tion once the API call has been intercepted prior to the API 
procedure being called. The API call may be allowed to 
continue calling the API procedure at step 280. 

Referring to FIG. 3A, there is illustrated a flow diagram 
representing an example method of determining one or more 
entities which contribute to a window being displayed in a 
processing System. 

In particular, at step 310 the method 300 comprises deter 
mining one or more properties of the window. At step 320, the 
method 300 comprises identifying, using the one or more 
properties and a set of rules, one or more entities which 
contributed to the window being displayed. At step 330, the 
method comprises providing to a user, using the processing 
system 100, content indicative of the one or more entities 
which contributed to the window being displayed. 

Referring now to FIG. 3B there is shown a block diagram 
illustrating a group of entities 399 which contributed to a 
window being displayed using a processing system. 

In particular, window 350 (which in a non-limiting 
example may be a webpage) can have one or more properties 
which can be used to determine direct entities which contrib 
uted to the window being displayed. In this example, the 
window has a property in the form of a URL (Uniform 
Resource Locator) which can be used to determine an entity 
which is related to the display of the window. A search of the 
memory of the processing system can be performed to deter 
mine one or more entities which use or are related to the URL 
of the window. For example, a search of entities stored in the 
memory of the processing system can be performed to deter 
mine if one or more entities comprise a string equaling the 
URL. In this example, a search of the processing system 
memory reveals that a registry entry 360 comprises a value 
which corresponds to the URL of the window. One or more 
properties of the registry entity 360 can then be used to 
determine indirect entities which contributed to the window 
being displayed. In this instance a time stamp which the 
registry entity was created can be used to search and deter 
mine an indirect contributing entity to the display of the 
window. In this example, a executable file 370 shares a time 
stamp Substantially similar to the time stamp of the registry 
entry. Based on this process the contributing entities 399 
comprise a registry entity 360 and an executable file 370 
which cause the window 350 to be displayed. As illustrated in 
FIG.3B, a number of different branches of contributing enti 
ties may existina group of contributing entities which caused 
the window to be displayed using the processing system 100. 
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In another particular example, window 350 can have one or 
more properties which can be used to determine directentities 
which contributed to the window being displayed. For 
example, the window may have a property in the form of a 
parent process which can be used to determine an entity 
which is related to the display of the window. By using a 
“whitelist” or behavioural analysis of the parent process, it 
can be determined whether to take a series of actions, possibly 
comprising: killing the parent process; preventing the parent 
process from creating additional windows; and/or deleting 
the file related to the parent process. 

Using this approach, content indicative of entities which 
directly or indirectly contribute to a displayed window can be 
presented to the user, allowing the user to determine, using 
this content, an action to perform in relation to the window, 
Such as blocking the window being displayed using the pro 
cessing system, deleting/quarantining the contributing enti 
ties from the memory of the processing system, or allowing 
the window to continue to be displayed. 

Referring to FIGS. 4A and 4B there is shown a more 
detailed flow diagram illustrating another example method of 
determining one or more entities which contribute to the 
window being displayed using a processing system. 

In particular, at step 405 the method 400 comprises a win 
dow being displayed using the processing system 100. 

At step 410, a user may initiate a scan to determine con 
tributing entities to the display of the window. In one form, an 
icon indicative of Scanning software can be dragged and 
dropped onto the displayed window, wherein the action of 
dropping the icon onto the window indicates to the scanning 
software that entities which contributed to the display of the 
window are to be identified. Alternatively, the display of the 
window may automatically initiate the scan to be performed. 
The window can be considered the starting entity in a chain of 
related entities, as will be discussed in more detail below. 
At step 415, the method comprises recording the window 

as the starting entity. This can comprise using GetDesktop 
Window function or ChildWindow FromPoint function pro 
vided in the user32.dll library to obtain a handle on the 
window for recordal. 

Method 400 can be performed as an iterative process, and 
as such, on the first iteration, the starting entity is the window 
in question, however, on additional iterations the starting 
entity may be a director indirect contributing entity related to 
the display of the window. The recordal of the starting entity 
generally comprises the processing system 100 recording the 
starting entity in a list or table. 
At step 420, one or more properties of the startingentity are 

determined. The entity property may be an entity type of the 
entity, Such as, but not limited to, whether the starting entity is 
an executable entity, a webpage from the Internet, a runkey 
entity or a dynamic linked library entity. The entity property 
may also be a time that the starting entity was created or 
modified. The entity property may comprise the directory 
which the starting entity is contained within. The entity prop 
erty may also be a vendor name associated with the starting 
entity. The entity property may also be a particular network 
address from which the starting entity was downloaded. 

It will be appreciated that more than one entity property 
may be determined for the starting entity. However, for the 
purposes of simplicity, throughout this example it will be 
assumed that one entity property has been determined for the 
starting entity. 
At step 425, the method 400 comprises selecting, based 

upon the one or more properties, one or more rules which can 
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12 
be applied to determine related entities to the starting entity 
which directly or indirectly contributed to the display of the 
window. 

Step 425 can comprise selecting, based on the entity prop 
erty, the one or more related entity rules from a larger set of 
related entity rules. Each related entity rule is associated with 
a particular entity property, and as such, a selection of a 
related entity rules can be performed based on the entity 
property of the starting entity. An example list of entity prop 
erties and corresponding related entity rules is shown below 
in List 1. 
(i) if the starting entity comprises a vendor name, the at least 
one related entity is one or more entities comprising the 
same vendor name; 

(ii) if the starting entity comprises a product name, the at least 
one related entity is one or more entities comprising the 
same product name; 

(iii) if the starting entity comprises a version name, the at least 
one related entity is one or more entities comprising the 
same version name: 

(iv) if the starting entity was created at a particular time in the 
one or more processing systems, the at least one related 
entity is one or more entities which were created at a 
similar time to that of the starting entity; 

(v) if the starting entity accesses a particular network address 
or network address range or network address names, the at 
least one related entity is one or more entities which also 
access the same particular network address or network 
address range or network address names; 

(vi) if the starting entity accesses a particular network address 
or network address range, the at least one related entity is 
the particular network address or network address range or 
network address names; 

(vii) if the starting entity causes another process to execute, 
the at least one related entity is one or more entities which 
was executed by it; 

(viii) if the starting entity was executed by a process, the at 
least one related entity is one or more entities which 
executed the starting entity; 

(ix) if the starting entity creates or modifies an entity, the at 
least one related entity is one or more entities which it 
creates or modifies: 

(X) if the starting entity is found in a directory not in a list of 
whitelist directories, the at least one related entity is one or 
more entities which also exist in the same directory; 

(xi) if the starting entity is downloaded from the internet/ 
tcpip, the at least one related entity is one or more entities 
which were downloaded at the same time or by the same 
process or from the same particular network address or 
network address range or network address names; 
List 1: Example of Entity Properties and Corresponding 

Related Entity Rules 
It will be appreciated that a more detailed list of entity 

properties and corresponding related entity rules can be 
obtained using the above general rules. An example of a more 
detailed list of entity properties and corresponding related 
entity rules are provided below. 

TABLE 1 

Further example of Entity Properties and corresponding related entity rules 

Entity Property Related Entity Rule 

trigger entity The one or more related entities are triggerable 
entities which are triggerable by the 
run-key entity 
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TABLE 1-continued 

Further example of Entity Properties and corresponding related entity rules 

Entity Property Related Entity Rule 

he one or more related entities are one or 
more files in an INF file associated with the 
tarting entity 
The one or more related entities are one or 
more trigger entities which trigger the 
tarting entity 
he one or more related entities are one or 

more favourites which trigger the starting 
entity 
The one or more related entities are one or 
more items of embedded executable content 
inside the starting entity 
The one or more related entities are one or 
more instances of windows created by the 
executable entity 
The one or more related entities are one or 
more desktop link files (short cuts) which 
trigger the executable entity 
The one or more related entities are one or 
more modules loaded by the starting entity 
The one or more related entities are one or 
more classids or guids associated with 
he starting entity 
he one or more related entities are one or 
ore network addresses or network address 

executable entity 

executable entity 

executable entity 

executable entity 

executable entity 

executable entity 

executable entity 

executable entity 

executable entity 

, anges or network address names associated 
ith the starting entity 
he one or more related entities are one or 
ore BHO or TOOLBAR names associated 
ith the classid guid 
he one or more related entities are one or 

more one or more class names associated with 
he classid guid 
he one or more related entities are one or 
ore network addresses or network address 
anges or network address names associated 
ith the starting entity 
he one or more related entities are one or 
ore executable entities related to the 
lassid guid 
The one or more related entities are one or 
more executable entities that are loaded by 
he module entity 
he one or more related entities are one or 
ore files associated with the network 
dress or network address range or net 
ork address name 
le. Ole Oi Oi 8C 

classid guid entity 
l 

classid guid entity 

classid guid entity 

classid guid entity 

module entity 

network address network 
8CCCSS rangefine WOK 
8CCCSS l8le 

network address network entities are one or 
address rangefnetwork more links or shortcuts associated with the 

network address or network address range 
or network address name 

entities are one or 
with the 

network address network The one or more relate 
address rangefnetwork more classids associate 
8CCCSS l8le starting entity 
network address network The one or more related entities are one or 
address rangefnetwork more favourites associated to the starting 
8CCCSS l8le entity 

The one or more related entities are one or 
more executable entities related to the 
tarting entity 
The one or more related entities are one or 
more start pages related to the starting entity 

network address network 
8CCCSS rangefine WOK 
8CCCSS l8le 

network address network T 
8CCCSS rangefine WOK 

network address network The one or more related entities are one or 
address rangefnetwork more cookies related to the starting entity 

BHOTool Bar entity The one or more related entities are one or 
more classids associated with the starting 
entity 

BHOTool Bar entity The one or more related entities are one or 
more names associated with the starting entity 

BHOTool Bar entity The one or more related entities are one or 
more executable entities executed by the 
starting entity 
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TABLE 1-continued 

Further example of Entity Properties and corresponding related entity rules 

Entity Property Related Entity Rule 

Favourites entity he one or more related entities are one or 
more network addresses or network address 
ranges or network address names 
The one or more related entities are one or 
more executable entities executed by the 
starting entity 

Links entity The one or more related entities are one or 
S more network addresses or network address 

anges or network address names 
8. 

Favourites entity 

le. Ole Oi Oile ed entities are one or 
more executable entities executed by the 
starting entity 
The one or more related entities are one or 
more network addresses or network address 
anges or network address names associated 
ith the starting entity 
he one or more related entities are one or 

more executable entities that create the 
starting entity 
The one or more related entities are one or 
more entities that exist in that same 

Links entity 

Cookie entity 

windows instance entity 

Directory (not in a 
whitelist) entity 

INF entity The one or more related entities are one or 
more entities referenced in the starting entity 
The one or more related entities are one or 
more entities within the archive entity 
The one or more related entities are one or 
more entities in the same directory as the 
archive entity which fail to appear in a 
whitelis 
he one or more related entities are one or 

more entities which share the same vendor 
he starting entity 

he one or more related entities are one or 
more entities which share the same product 

he starting entity 
he one or more related entities are one or 

more entities which share the same version 
he starting entity 

The one or more related entities are one or 
more entities which have a similar creation 
modification time 

Archive entity 

Archive entity 

vendor name of entity 

product name entity 

version name 

Creation. Modification 
time of entity 

It will be appreciated that a starting entity having a trigger 
entity property could be any one of the following entities: run 
keys, Appinit, Uninstall Key, Service, Hooks, protocol filter, 
and a startup list. It will further be appreciated that a starting 
entity having an executable entity property could be any one 
of the following entities: executables, dynamic linked librar 
ies, and other modules. 

It will be appreciated from List 1 that the general entity 
properties and related entity rules can be extended to specific 
entity types, such as the entity types shown in Table 1, for 
example INF entities, Cookies entity, windows instance 
entity and the like shown above. The more specific rules in 
Table 1 allow for a more specific selection of rules based on 
the more specific entity property, which cantherefore result in 
accurately determining the relevant related entity rules. 

It will also be appreciated from Table 1 that more than one 
related entity rule can be obtained based on the one or more 
entity properties of the starting entity. As shown above in 
Table 1, if the entity property indicates that the starting entity 
is an executable entity, then nine separate types of related 
entity rules can be applicable for determining the related 
entities to the starting entity. 

Additionally or alternatively, in a distributed system, the 
processing system 100 may transfer, to a remote server pro 
cessing system, one or more entity properties of the starting 
entity, and receive, from the remote server processing system, 
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the one or more related entity rules. In this form, the server 
processing system may select the one or more related entity 
rules using the entity property from a server set of related 
entity rules, and then transfer the one or more related entity 
rules to the processing system. 

At step 430, the method comprises applying the selected 
one or more rules to determine one or more related entities 
relative to the starting entity which contributed to the window 
being displayed. For simplicity purposes, the following 
example is presented using one related entity rule. However, 
it will be appreciated that more than one related entity rule can 
be used. Using an example starting entity window which is a 
webpage having a URL of “www.xyz.com', the following 
related entity rule can be selected: 

“The one or more related entities is a registry entry that has 
a value corresponding to www.xy Z.com' 

This related entity rule is then used to determine any reg 
istry entities in the processing system 100 which satisfy this 
rule. Once a scan has been performed using the related entity 
rule, it may be determined that registry entity A also has a 
value which corresponds to the URL of the webpage. As the 
related entity rule has been satisfied, registry entity A is 
considered a related entity to the starting entity www.xyz 
.com. As such, a group of related entities has been deter 
mined which comprises www.xy Z.com and registry value 
A. 
At step 435, the one or more related entities are recorded. 

This may involve adding the at least one related entity to a list 
or a table which can comprise the starting entity recorded at 
step 415. Furthermore, the list or table may comprise data 
indicative of the relationship between the at least one related 
entity and entities which have been previously recorded. As 
such, a chain of related entities which contributed to the 
webpage being displayed is generated over a number of itera 
tions. 

Steps 420 to 435 represent a single iteration to determine a 
group of related entities. However, ifa more detailed group of 
related entities is required, it is possible to perform multiple 
iterations, as will now be discussed. 
At step 440, the method comprises determining whetheran 

end condition has been satisfied. This may comprise checking 
against previous recordings whether all the related entities 
have previously been recorded as a starting entity in previous 
iterations. If all the related entities for this iteration have 
previously been used as a starting entity, the end condition has 
been satisfied, and therefore the method proceeds to step 445. 
However, in the event that at least one related entity of the 
currentiteration has not been used as a starting entity, then the 
method proceeds to step 443 wherein the at least one related 
entity which has not been used as a starting entity is assigned 
as the starting entity for the next iteration, and then the 
method proceeds back to step 420 to perform another itera 
tion. 

Other end conditions may also exist. For example, when a 
period of time or a number of processing cycles have elapsed; 
when the current starting entity has an entity type which is 
indicative of the end condition; and/or when a selected num 
ber of repetitions have been performed. 
Once the end condition has been satisfied, step 445 com 

prises generating content data, wherein the content data is 
indicative of the group of related entities which contributed to 
the webpage being displayed using the processing system. 
The content data may comprise information about each 
related entity such as whether one or more related entities are 
Suspicious or malicious, the location of the entity (ie. a loca 
tion in the memory of the processing system and/or a network 
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location which the entity was downloaded), and whether one 
or more related entities are known as trusted entities. 
The generation of content data may comprise performing a 

search of a database containing information regarding entities 
which have been downloaded from a network location. If one 
of the contributing entities corresponds to an entry in the 
database, content data indicative of the network location 
which the entity was downloaded from can be generated, as 
will be explained in more detail below. 
The processing system 100 can be configured such that 

when a file is downloaded from a network location, the net 
work location and corresponding physical location which the 
file is stored in the memory of the processing system are 
recorded together. This may comprise recording the network 
and physical location in a database. When content data is 
being generated indicative of the contributing entities, a 
search may be performed of the recorded physical and net 
work locations to determine if the one or more of the related 
entities were downloaded from a remote network location. If 
a match of physical locations exists in the database, the cor 
responding network location can be presented as part of the 
content data. 

In an optional form, an analysis may be conducted of the 
group of contributing entities to determine if one or more are 
malicious. In one form the processing system may be config 
ured to comprise an analysis module which can be used to 
perform an analysis of the contributing entities. The analysis 
module will be discussed in more detail below. 
At step 450, the content data is provided to the user using 

the processing system. In one form, the content data may be 
graphically presented in a frame, window or log file. How 
ever, in one form, the title bar of the window, in this instance 
the webpage, may be modified to display the content data 
such that additional windows do not crowd the user interface. 
In one form a threat value may be provided to the user indi 
cating a level of threat which the contributing entities repre 
sent to the processing system. The threat value may be dis 
played similarly to the content data, such as in a frame, 
window, log file, or in the title bar of the window. The threat 
value may be based on the results of the analysis module 500, 
as will be explained in more detail below. 

Optionally at step 455, the method 400 comprises display 
ing a number of actions to the user to perform in relation to the 
webpage based on the list of related entities. The number of 
actions may comprise block the webpage, delete one or more 
suspicious or malicious related entities which contributed to 
the webpage being displayed, transfer data indicative of the 
group of related entities which contributed to the displayed 
webpage to a remote server processing system for further 
analysis. If one of the actions is selected by the user using the 
processing system, the action is performed at step 460. 

Referring to FIG. 5, there is shown a block diagram of an 
example of an analysis module 500. The analysis module 500 
comprises a number of Sub-modules which the analysis mod 
ule 500 can control and use individually or in combination to 
determine if the one or more contributing entities have com 
promised the processing system. 
The analysis module 500 can comprise a behaviour analy 

sis sub-module 510, a property analysis sub-module 520, a 
cryptographic hash sub-module 530, a checksum sub-module 
540, a disassembly sub-module 550, a black-list/white-list 
sub-module 560, a pattern matching sub-module 570, and a 
threat assessment sub-module 580. 

Data returned by the above sub-modules can be indicative 
of whether the one or more entities are associated with mal 
ware. However, data returned from one sub-module may 
require further processing by one or more other Sub-modules. 
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Therefore, the analysis module 500 may be configured to pass 
data requiring further processing onto the appropriate Sub 
module(s) to thereby determine if the one or more entities are 
associated with malware. 
The behaviour analysis sub-module 510 comprises a plu- 5 

rality of behaviour rules. The analysis module 500 passes the 
behaviour analysis sub-module 510 one or more entities 
which require behaviour analysis. 

The behaviour analysis sub-module 510 can comprise the 
following example behaviour rules: 10 
Was the contributing entity launched by the user? 
Is the contributing entity attempting to connect to a remote 

network? 
Is the contributing entity requesting activity to be per 

formed at regular intervals? 15 
The behaviour analysis sub-module 510 can return data to 

the analysis module 500 indicative of the behaviour rules 
which were satisfied. As will be explained in more detail 
below in relation to the threat assessment module 580, the 
number of satisfied behaviour rules, or threat values associ- 20 
ated with satisfied behaviour rules can be used to determine 
whether the processing system is compromised with mal 
Wa. 

The behaviour analysis sub-module 510 may also query an 
event log file to determine whether particular behaviour rules 25 
are satisfied. The event log file may be generated by inter 
cepting particular events that occur in the processing system 
100 which are generally associated with malicious behaviour. 
The events may be intercepted using hook functions and API 
interception. For example, the last example behaviour rule 30 
above may require a search to be performed of the event log 
file to determine if a contributing entity is requesting a par 
ticular activity to be performed at regular intervals. Further 
more, the behaviour analysis sub-module 510 may query the 
event log file to determine if a sequence of events have been 35 
intercepted which are indicative of the processing system 
being compromised with malware. 

The property analysis sub-module 520 is configured to 
determine one or more properties of one or more contributing 
entities. The property analysis sub-module 520 receives one 40 
or more entities from the analysis module 500 and applies one 
or more property rules to determine one or more properties of 
the one or more contributing entities which can be used in 
determining if the processing system has been compromised 
with malware. 45 

Property rules can be configured to determine illegitimate 
properties of an entity which is generally associated with 
malware, and/or legitimate properties of an entity which is not 
generally associated with malware. The property analysis 
sub-module 520 can comprise the following example prop- 50 
erty rules: 

Is the entity configured to be hidden in the processing 
system memory? 

Is the entity located in a system directory of the operating 
system (ie. “C:\Windows\System32\")? 55 

Has the entity been modified recently? 
Does the entity have a tray icon? 
Does the entity have unlimited file permissions (ie read, 

write, and execute) 
Data indicative of satisfied property rules can be returned 60 

to the analysis module 500. As will be explained in more 
detail regarding the threat assessment sub-module 580, the 
number of satisfied property rules or threat values associated 
with satisfied property rules can be used to determine whether 
the one or more entities are associated with malware. 65 

The cryptographic hash sub-module 530 is configured to 
generate a cryptographic hash value of a contributing entity 
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received from the analysis module 500. As the cryptographic 
hash value can be used as an identity, the cryptographic hash 
value can be used in comparisons with the blacklist/whitelist 
sub-module 560 to determine whether one or more contrib 
uting entities are associated with malware. 

Data indicative of whether the one or more contributing 
entities is associated with malware is returned to the analysis 
module 500. If the analysis module 500 receives data indicat 
ing that the one or more contributing entities are associated 
with malware, content data is generated to indicate that one or 
more contributing entities is malicious. 
The checksum sub-module 540 is configured to determine 

a checksum of one or more contributing entities. The check 
Sum can be compared to a database (blacklist/whitelist mod 
ule) to determine whether the one or more entities received 
from the analysis module are malicious. 
The disassembly sub-module 550 is configured to disas 

semble binary code of one or more contributing entities 
received from the analysis module 500 such that the disas 
sembly sub-module 550 determines processing system 
instructions. The processing system instructions of the one or 
more contributing entities can then be used by the pattern 
matching sub-module 570 to determine whether the one or 
more entities is associated with malware. Data indicative of 
disassembled instructions are returned to the analysis module 
500, wherein the analysis module 500 transfers the disas 
sembled instructions to the pattern matching sub-module 570 
to determine whether the one or more disassembled instruc 
tions of the one or more contributing entities is associated 
with malware. 

The blacklist/whitelist sub-module 560 comprises a list of 
malicious and/or non-malicious entities associated with mal 
ware. The blacklist/whitelist sub-module 560 may be pro 
vided in the form of a table or database which comprises data 
indicative of malicious and non-malicious entities. The table 
may comprise checksums and cryptographic hash values for 
malicious and non-malicious entities. The data stored in the 
blacklist/whitelist sub-module can be used to determine 
whether one or more contributing entities received from the 
analysis module 500 is malicious or non-malicious. Data 
indicative of whether the one or more contributing entities is 
associated with malware is returned to the analysis module 
SOO. 

The pattern matching sub-module 570 is configured to 
search one or more contributing entities, received from the 
analysis module 500, for particular patterns of strings or 
instructions which are indicative of malicious activity. The 
pattern matching sub-module 570 may operate in combina 
tion with the disassembly module 550. Although strings of 
instructions can be compared by the pattern matching Sub 
module 570, the pattern matching sub-module 570 may be 
configured to perform functional comparisons of groups of 
instructions to determine whether the functionality of the one 
or more entities is indicative of malware. Data indicative of 
whether the one or more entities is associated with malware is 
returned to the analysis module 500. 
The threat assessment sub-module 580 is configured to 

determine, using the received data from the analysis module 
500, a threat value indicative of the risk which the one or more 
contributing entities represents to the processing system. 
The threat assessment sub-module 580 receives, from the 

analysis module 500, data indicative of one or more satisfied 
behaviour rules for one or more contributing entities, and/or 
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one or more satisfied property rules for one or more contrib 
uting entities. Additional data may be received by the threat 
assessment module 580 indicative of the relatedness of con 
tributing entities in the group relative to the displayed 
webpage. The relatedness of entities may be provided in the 
form of link distances. 
The determined threat value can then be compared to a 

threshold to determine if the one or more contributing entities 
are malicious. Data indicative whether the one or more con 
tributing entities is malicious is returned to the analysis mod 
ule 500, wherein content data is generated for presentation to 
the user. 

The threat value can take three different forms: an entity 
threat value (ETV), a relational entity threat value (RETV), 
and a group threat value (GTV). Each of these values, and a 
method for calculating each, will be discussed in more detail 
below. 
An ETV is indicative of the threat that a single contributing 

entity represents to the processing system. 
The threat assessment sub-module 580 can be configured 

to determine a characteristic threat value (CTV) for each 
satisfied behaviour rule and/or property rule for a contributing 
entity. The threat assessment sub-module 580 can comprise a 
CTV formula associated with each behaviour rule and/or 
property rule used by the behaviour analysis sub-module 510 
and the property analysis sub-module 520. If a behaviour or 
property rule has been satisfied, as indicated by the received 
data, the corresponding CTV formula is used to calculate the 
CTV for the respective behaviour or property rule for the 
entity. The CTVs are then used by the threat assessment 
sub-module 580 to determine the ETV for the contributing 
entity. 
Some CTV formulas can be configured to assign a constant 

CTV for the satisfied behaviour rule or property rule. For 
example, if the contributing entity has a hidden property, the 
associated CTV formula may assign a constant value indica 
tive a level of threat that the hidden property represents to the 
processing system 100, as shown below: 

In additional or alternative forms, CTV formulas can be 
configured to use a recorded frequency as an input when 
calculating the CTV. For example, if one of the satisfied 
behaviour rules indicates that the contributing entity has 
caused the processing system to connect to a remote network 
address on ten occasions, the CTV is adjusted according to 
the frequency of the behaviour, as shown below: 

The frequency may also be determined for a period of time. 
For example, if the contributing entity is connected to the 
remote network address on ten instances within the past five 
minutes, then the CTV is adjusted accordingly for this fre 
quency within this period of time. The frequency over a 
period of time may be determined by the analysis module 
using the intercepted request log file. 

In further additional or alternative forms, at least one CTV 
is temporally dependent. The CTV formula can be configured 
to calculate the CTV using a temporal value. For example, a 
contributing entity may have connected to a remote network 
ten days ago. Again, the temporal value may be determined 
using the intercepted request log file. This period of time is 
used by the CTV formula in determining the CTV, as shown 
below: 
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CTW = 0.1 xeTime = 0.1 Xe() = 0.1 x 1.11 = 0.12 

In the event that the contributing entity caused the process 
ing system 100 to connect to the remote network address one 
day ago, the CTV would be calculated as: 

CTW = 0.1 xeTime = 0.1 Xel - 0.1 x 2.72 = 0.27 

As can be seen from the above CTVs, the CTV formulas 
can be configured to determine a CTV according to how 
malicious the behaviour or property rule satisfied is consid 
ered for the processing system. 

Behaviour and property rules can be indicative of non 
malicious and malicious activity. CTV's for legitimate char 
acteristics and illegitimate characteristics can be calculated 
using the associated CTV formulas. In one form, illegitimate 
characteristics have a positive CTV, and legitimate character 
istics have a negative CTV. However, it will be appreciated 
that this is not essential. 
Once CTVs for the satisfied behaviour and property rules 

have been determined, the threat assessment module deter 
mines an ETV for the contributing entity using the deter 
mined CTVs. 

For example, a contributing entity may have the following 
CTVs: 
CTV1=0.1 
CTV2=0.5 
CTV3=0.7 

Referring to the above CTVs, four characteristics of the 
contributing entity have been determined. Three of the char 
acteristics are illegitimate (as indicated by the positive CTVs) 
and one of the characteristics is legitimate (as indicated by the 
negative CTV). The ETV can be determined by summing the 
CTVs for the contributing entity. In this example the ETV 
would be calculated as: 

4. 

ETV = X CTVx = 0.1 + 0.5 + 0.7- 0.4 = 0.9 

In some instances an ETV may have been previously cal 
culated for the contributing entity and recorded in the pro 
cessing system’s 100 memory. In this event, the new ETV can 
be determined by using the CTVs and the previously stored 
ETV. The previous stored ETV can be weighted accordingly. 
The threat assessment module is configured to compare the 

ETV of the contributing entity to the ETT to determine if the 
contributing entity is malicious. In one form, if the ETV is 
greater than or equal to the ETT, the contributing entity is 
identified as being malicious. 

For example, the ETT may be equal to 0.85. In this 
example the ETV equals 0.9 which is greater than the ETT. 
Therefore, the contributing entity is identified as being a 
malicious entity, thereby identifying that the processing sys 
tem has been compromised with malware. 
An RETV is a threat value for a single contributing entity 

which is calculated according to one or more adjusted ETVs 
of related contributed entities relative to the single contribut 
ing entity. In this instance, the single contributing entity is the 
original starting entity in the group of related entities. 
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Referring to FIG. 6, there is shown a group of related 
entities 690 and corresponding ETVs for each entity in the 
group. The RETV can be calculated by summing ETVs for 
each entity in the group which is adjusted according to the 
relatedness of each entity relative to the starting entity. In one 
form, the link distance is used to adjust the ETVs for each 
entity in the group. 

Therefore, a related entity which has a direct link (ie. a low 
link distance) to the starting entity is given more weight 
compared to a related entity which has an indirect link (ie. a 
higher link distance) to the starting entity. The higher the link 
distance, the less weight is provided for the respective ETV 
when calculating the RETV. An example RETV formula to 
calculate the RETV is provided below: 

RETV-YET/x0.5Link Pistorice 

For example, the RETV for the group of related entities 690 
illustrated in FIG. 6 would be calculated as: 

RETV-YET/x0.5Link Pistorice 

RETV=09-01--O.25=1.05 

The RETV can then be compared to a relational entity 
threat threshold (RETT) to determine whether the contribut 
ing entity, based at least partially on the related entities 610, 
620, 630, 640, 650, is malicious. In this example, the RETT 
may be 0.8. Therefore, the RETV is greater than RETT, 
thereby identifying the starting entity as a malicious entity, 
and thereby identifying that the processing system is com 
promised with malware. 
The GTV can be calculated by summing the ETVs for each 

entity 600, 610, 620, 630, 640, 650 in the group of related 
entities 690, and then averaging the sum over the number of 
entities in the group 690. An example GTV formula to calcu 
late the GTV is provided below: 

where n is the number of entities in the group of related 
entities 690 

Referring to the group of related entities 690 shown in FIG. 
6, the GTV would be calculated as: 

0.9 + 0.2 - 0.4 + 0.6 - 0.3 + 0.7 
GTV = — 

1.7 
GTV = = 0.28 

The GTV can then be compared to a group threat threshold 
(GTT) to determine whether the group of related entities 690 
is malicious, or whether at least a portion of the related 
entities 690 is malicious. In this example, the GTT may be 
0.2. In this instance, the GTV is more than the GTT which 
indicates that the group of related entities 690 is malicious, 
thereby identifying that the processing system has been com 
promised with malware. 

In one form, in the event that windows are continually 
displayed on the screen, such that interface is flooded with 
new windows being displayed, the method may comprise 
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intercepting new requests to display a window once the scan 
is initiated, and restricting the request being performed. The 
processing system may be configured to monitor the number 
of new windows being displayed over a period of time, 
wherein the number is compared to a threshold. In the event of 
a Successful comparison, the processing system may inter 
cept any new requests to display a new window wherein each 
request is ignored. Once the number of windows being dis 
played has been placed under control, the user may then 
indicate, using the input device of the processing system, that 
requests can again be processed such that new windows may 
be displayed using the processing system. 

Other information can additionally or alternatively be 
stored and used to search the database to determine if a 
contributing entity was downloaded from a remote network 
location. 

For example, it may be desirable to record identifying 
information, such as file name and location, of an entity (eg. 
a file) that is responsible for downloading a file to processing 
system 100. In this way if the file ends up being identified as 
a contributing entity to the display of the window, there exists 
identifying information of the entity responsible for down 
loading the file which can also be presented to the user. 

It may also be desirable to record at least some of the events 
performed in processing system 100 by at least some of the 
files downloaded to processing system 100. This can provide 
a useful record of files that may have initiated further down 
loads or be related to other files. This may also show the 
creation of executable files by other executable files. This can 
be beneficial as file behaviours can be monitored for triggers 
and also to ensure that a complete trail of events for the 
creation of all entities/files can be reconstructed. 
By knowing event history the recorded network locations 

and the recorded physical locations can also be searched for 
any files that may have been downloaded by an identified 
contributing entity. Furthermore, the recorded network loca 
tions and physical locations can be searched for any file which 
may have downloaded or created the one or more identified 
contributing entities. 

Preferably, the network location is a Uniform Resource 
Locator (URL). It should be noted that some requests for files 
can comprise additional information as well as a URL and any 
such additional information can be recorded with the URL as 
the network location. Also preferably, recording of network 
locations and physical locations in the processing system are 
recorded continuously. It is also possible to record the net 
work locations and/or physical locations of all files down 
loaded to the processing system. Alternatively, network loca 
tions and/or physical locations of only certain types of files 
downloaded to the processing system may be recorded. Types 
of files may comprise executable, archive, library and/or data 
files. 

It is also possible to record the hash value (i.e. Message 
Digest, eg. MD5) for some or all files downloaded to the 
processing system. This allows the hash value to be optionally 
provided to the server processing system for a contributing 
entity. Furthermore, it is possible to automatically generate a 
sliding fit signature for a contributingentity which can also be 
transmitted to the remote processing system. 
When several network locations of related entities are 

recorded or transmitted, the network locations can be 
recorded or stored as a related group of network locations. It 
is also possible to store relationship information between any 
related network locations. 

Thus, network locations can be received at the remote 
processing system relatively quickly. This allows the remote 
processing system to automatically, or for researchers orana 
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lysts to manually, download the contributing entity before the 
network location is no longer valid. A record of all bad net 
work locations found can also be kept to warn users who may 
visit the network locations in the future. This means that any 
contributing entities, which may be threats, can be obtained 
from the original network location rather than from a user's 
processing System. 

In a particular form, all downloading entities can be moni 
tored or only certain types of downloading entities can be 
monitored. For example, all executable files or archives con 
taining an executable file may be monitored as downloading 
entities. Method 400 may initiate when the entity is in the 
process of downloading or has downloaded. 
A network driver can be used to intercept all network 

activity involving processing system 280 to provide monitor 
ing of downloading entities. 
The creation of the new file can be identified by making use 

of event hooking. Techniques that can be utilized comprise 
API hooking, kernel mode driver, system callbacks or polling 
all file creations. Each time a new file is created it can be 
checked against one or more of the downloaded entities by 
making a comparison of the respective hash functions (i.e. 
MD5), file sizes, series of sections, and/or file names. 

Information in the second record thus contains the desired 
information of a list of file names with respective network 
locations of the originating network source. The network 
location provides the full pathway and not just a base address. 

In another optional form, particular content displayed in 
the window may be used in combination with recorded pack 
ets of network traffic to determine a network location of a 
contributing entity. For example, if the window comprises 
content relating to “Bob’s Factory Clearance', then a search 
of recorded network traffic may be performed in an attempt to 
determine if a packet of data has been received which com 
prises data indicative of the string “Bob’s Factory Clearance'. 
If a packet of data is found in the recorded network traffic, the 
packet of data can be used to determine a network location of 
the contributing entity. 

The above-described method, system, and computer pro 
gram product may take the form of an entirely hardware 
embodiment, an entirely software embodiment, firmware, or 
an embodiment combining Software, hardware and/or firm 
ware aspects. 

Optional embodiments of the present invention may also 
be said to broadly consist in the parts, elements and features 
referred to or indicated herein, individually or collectively, in 
any or all combinations of two or more of the parts, elements 
or features, and wherein specific integers are mentioned 
herein which have known equivalents in the art to which the 
invention relates, such known equivalents are deemed to be 
incorporated herein as if individually set forth. 

Although a preferred embodiment has been described in 
detail, it should be understood that various changes, Substi 
tutions, and alterations can be made by one of ordinary skill in 
the art without departing from the scope of the present inven 
tion. 

The claims defining the invention are as follows: 
1. A method of presenting content indicative of one or more 

entities which contributed to a window being displayed using 
a processing system, wherein the method comprises: 

(a) setting the window as a starting entity, wherein the 
window comprises a webpage being displayed by an 
internet browser, the webpage having a uniform 
resource locator (URL): 

(b) determining one or more properties of the starting 
entity, the one or more properties including the URL of 
the webpage; 
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(c) identifying, using the one or more properties and at least 

one rule, the one or more entities related to the starting 
entity which contributed to the window being displayed, 
wherein identifying the one or more entities comprises: 

5 identifying a registry entry that corresponds to the start 
ing entity based at least in part on a determination that 
a value of the registry entry corresponds to the URL of 
the webpage; 

determining a timestamp associated with the registry 
entry; 

identifying one or more files of the processing system 
with timestamps within a predetermined range of the 
timestamp associated with the registry entry; and 

indicating each identified file as a contributing entity; 
(d) determining, for each of the one or more entities related 

to the starting entity, whether a direct link or an indirect 
link exists from a related entity to the starting entity; 

(e) determining a link distance value between the starting 
entity and each of the one or more entities related to the 
starting entity; 

(f) determining, for each of the one or more entities related 
to the starting entity, a threat value based at least in part 
on one or more characteristics of a respective entity 
related to the starting entity, wherein the one or more 
characteristics of the respective entity related to the 
starting entity comprise at least a frequency of connect 
ing to a remote network address within the predeter 
mined range of the timestamp associated with the regis 
try entry; 

(g) determining a weighted value for each of the one or 
more entities related to the starting entity, wherein the 
weighted value comprises at least the link distance 
value; 

(h) identifying whether each of the one or more entities 
related to the starting entity is malicious or non-mali 
cious, wherein the identification comprises determining 
whether the threat value is below a threshold value; and 

(i) providing to a user, using the processing system, content 
indicative of the one or more entities which contributed 
to the window being displayed, the content including the 
determined threat value for each of the one or more 
related entities. 

2. The method according to claim 1, wherein the method 
45 comprises: 

(i) setting the one or more entities as the starting entity; 
(k) repeating steps (b) through (h) until an end condition is 

satisfied, wherein the entities identified form a group of 
entities which contributed to the window being dis 
played; and 

(1) providing, to the user, using the processing system, 
content indicative of the group of entities which contrib 
uted to the window being displayed. 

3. The method according to claim 1, wherein the method 
55 comprises selecting the at least one rule from a first set of 

rules according to the one or more properties of the starting 
entity. 

4. The method according to claim 1, wherein the method 
comprises the user using an input device of the processing 

60 system to drag and drop an icon displayed by the processing 
system onto the window to thereby initiate the processing 
system determining the one or more entities which contrib 
uted to the window being displayed. 

5. The method according to claim 1, wherein the method 
65 comprises modifying a title bar of the window to display the 

content indicative of the one or more entities which contrib 
uted to the window being displayed. 
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6. The method according to claim 1, wherein each of the 
one or more characteristics of the respective entity related to 
the starting entity is associated with a respective characteris 
tic threat value. 

7. The method according to claim 6, wherein at least one of 
the one or more characteristics of the respective entity is 
associated with a characteristic threat value formula, wherein 
the method comprises calculating, using the characteristic 
threat value formula, the characteristic threat value. 

8. The method according to claim 7, wherein at least one 
characteristic threat value is temporally dependent, wherein 
the method comprises calculating the at least one character 
istic threat value for the respective entity using the character 
istic threat value formula and a temporal value. 

9. A system to present content indicative of one or more 
entities which contributed to a window being displayed using 
a processing system, wherein the system comprises the pro 
cessing system being configured to: 

(a) set the window as a starting entity, wherein the window 
comprises a webpage being displayed by an internet 
browser, the webpage having a uniform resource locator 
(URL): 

(b) determine one or more properties of the starting entity, 
the one or more properties including the URL of the 
webpage; 

(c) identify, using the one or more properties and at least 
one rule, the one or more entities related to the starting 
entity which contributed to the window being displayed, 
wherein identifying the one or more entities comprises 
the steps of: 
identifying a registry entry that corresponds to the start 

ing entity based at least in part on a determination that 
a value of the registry entry corresponds to the URL of 
the webpage; 

determining a timestamp associated with the registry 
entry; 

identifying one or more files of the processing system 
with timestamps within a predetermined range of the 
timestamp associated with the registry entry; and 

indicating each identified file as a contributing entity; 
(d) determine, for each of the one or more entities related to 

the starting entity, whether a direct link or an indirect 
link exists from a related entity to the starting entity; 

(e) determine a link distance value between the starting 
entity and each of the one or more entities related to the 
starting entity; 

(f) determine, for each of the one or more entities related to 
the starting entity, a threat value, based at least in part on 
one or more characteristics of a respective entity related 
to the starting entity, wherein the one or more character 
istics of the respective entity related to the starting entity 
comprises at least a frequency of connecting to a remote 
network address within the predetermined range of the 
timestamp associated with the registry entry; 

(g) determine a weighted value for each of the one or more 
entities related to the starting entity, wherein the 
weighted value comprises at least the link distance 
value; 

(h) identify whether each of the one or more entities related 
to the starting entity is malicious or non-malicious, 
wherein the identification comprises determining 
whether the threat value is below a threshold value; and 

(i) provide to a user, using the processing system, content 
indicative of the one or more entities which contributed 
to the window being displayed, the content including the 
determined threat value for each of the one or more 
related entities. 

5 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

26 
10. The system according to claim 9, wherein the process 

ing system is configured to: 
(i) set the one or more entities as the starting entity; 
(k) repeat steps (b) through (h) until an end condition is 

satisfied, wherein the entities identified form a group of 
entities which contributed to the window being dis 
played; and 

(1) provide, to the user, using the processing system, con 
tent indicative of the group of entities which contributed 
to the window being displayed. 

11. The system according to claim 9, wherein the process 
ing system is configured to select the at least one rule from a 
first set of rules according to the one or more properties of the 
starting entity. 

12. The system according to claim 9, wherein the process 
ing system comprises an input device to enable a user to 
interact with a graphical user interface displayed by the pro 
cessing system, wherein the user is able to drag and drop an 
icon displayed by the processing system onto the window to 
thereby initiate the processing system determining the one or 
more entities which contributed to the window being dis 
played. 

13. The system according to claim 9, wherein the process 
ing system is configured to modify a title bar of the window to 
display the content indicative of the one or more entities 
which contributed to the window being displayed. 

14. The system according to claim 9, wherein each of the 
one or more characteristics of the respective entity related to 
the starting entity is associated with a respective characteris 
tic threat value. 

15. The system according to claim 14, wherein at least one 
of the one or more characteristics of the respective entity is 
associated with a characteristic threat value formula, wherein 
the processing system is configured to calculate, using the 
characteristic threat value formula, the characteristic threat 
value. 

16. A computer program product for a processing system, 
the computer program product comprising a non-transitory 
computer readable medium having a computer program 
recorded therein or thereon, the computer program product 
being configured to present content indicative of one or more 
entities which contributed to a window being displayed using 
a processing system, wherein the computer program product 
configures the processing system to: 

(a) set the window as a starting entity, wherein the window 
comprises a webpage being displayed by an internet 
browser, the webpage having a uniform resource locator 
(URL): 

(b) determine one or more properties of the starting entity, 
the one or more properties including the URL of the 
webpage; 

(c) identify, using the one or more properties and at least 
one rule, the one or more entities related to the starting 
entity which contributed to the window being displayed, 
wherein identifying the one or more entities comprises 
the computer program product configuring the process 
ing system to: 
identify a registry entry that corresponds to the starting 

entity based at least in part on a determination that a 
value of the registry entry corresponds to the URL of 
the webpage; 

determine a timestamp associated with the registry 
entry; 

identify one or more files of the processing system with 
timestamps within a predetermined range of the 
timestamp associated with the registry entry; and 

indicate each identified file as a contributing entity; 
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(d) determine, for each of the one or more entities related to 
the starting entity, whether a direct link or an indirect 
link exists from a related entity to the starting entity; 

(e) determine a link distance value between the starting 
entity and each of the one or more entities related to the 
starting entity; 

(f) determine, for each of the one or more entities related to 
the starting entity, a threat value, based at least in part on 
one or more characteristics of a respective entity related 
to the starting entity, wherein the one or more character 
istics of the respective entity related to the starting entity 
comprises at least a frequency of connecting to a remote 
network address within the predetermined range of the 
timestamp associated with the registry entry; 

(g) determine a weighted value for each of the one or more 
entities related to the starting entity, wherein the 
weighted value comprises at least the link distance 
value; 

(h) identify whether each of the one or more entities related 
to the starting entity is malicious or non-malicious, 
wherein the identification comprises determine whether 
the threat value is below a threshold value; and 

(i) provide to a user, using the processing system, content 
indicative of the one or more entities which contributed 
to the window being displayed, the content including the 
determined threat value for each of the one or more 
related entities. 
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