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(57) ABSTRACT 

In a system, there is communication between an electric 
circuit and a terminal within a scope of a terminal session, 
wherein the electric circuit has a current consumer for causing 
additional current consumption, and the terminal has a cur 
rent consumption meter detecting the current consumption of 
the electric circuit and coupled to a checker checking authen 
ticity of the electric circuit if the current consumption of the 
electric circuit has additional current consumption. 

16 Claims, 1 Drawing Sheet 
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ELECTRC CIRCUIT AND TERMINAL 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application claims priority from German Patent 
Application No. 10200601051.4.1, which was filed on Mar. 7, 
2006, and is incorporated herein by reference in its entirety. 

TECHNICAL FIELD 

The present invention relates to an electric circuit for the 
communication with a terminal, the terminal for the commu 
nication with the electric circuit, and a system including both. 
Moreover, the present invention relates to a method of oper 
ating the electric circuit and a method of operating the termi 
nal, wherein the electric circuit and the terminal communicate 
with each other within the scope of a terminal session. 

BACKGROUND 

Security controllers more and more frequently are 
employed in a series of applications, such as chip-card ICs 
(integrated circuits), that is chips or semiconductor devices 
with an integrated circuit arrangement. 

Here, the Security controllers are applied to carry out a 
security-relevant operation, Such as authentication of a user, 
on a chip-card IC, for example, such as a money-card IC. For 
this, it is necessary that a device or terminal communicating 
with the security controller implemented in the chip-card IC 
can recognize genuineness or authenticity of the security 
controller. 
A general problem in the application of security controllers 

in chip cards, such as here in SIM (subscriber identification 
module) cards, consists in the fact that emulation of the cards 
by employment of a freely programmable controller feigning 
the function or functions of the original card virtually cannot 
be detected. If a chip card performs logically as prescribed, or 
executes the logic operations according to the specification or 
the prescribed communication protocol, it is accepted as 
genuine or authentic by a device or terminal or chip-card 
terminal communicating with the chip card. 

In order to improve the detection or the recognition of 
genuineness of a security controller, it is possible to equip 
security controllers, apart from a logic means for outputting 
logic signals, also with circuit elements capable of outputting, 
at an input/output port, an analog signal, which may then be 
tested and evaluated by the chip-card terminal. Since an emu 
lator cannot provide this analog signal, or only with 
extremely high external circuit overhead, emulation or repli 
cation of this analog signal is very intensive. 

At the same time, however, testing the analog signal gen 
erated by the circuit elements is also very intensive, because 
new circuit elements performing evaluation of the analog 
signal are to be implemented in the chip-card terminal. Thus, 
significant overhead is necessary or significant reconstruction 
ofexisting chip-card terminals is necessary, to testa circuit, as 
outlined above, or such a security controller, which is 
arranged on a chip card, for genuineness by means of the 
analog signal output from the conventional circuit. In particu 
lar, each existing terminal that is Supposed to read out or 
check Such a hardware characteristic, namely the analog sig 
nal output from the circuit element, would have to be com 
pletely reconstructed, so that the terminal can be operated so 
that it can recognize or evaluate the analog signal. Thus, 
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2 
operation of the conventional electric circuit in the chip card, 
as well as operation of the conventional terminal is very 
intensive. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Preferred embodiments of the present invention will be 
detailed Subsequently referring to the appended drawings, in 
which: 

FIG. 1 shows a system according to a first embodiment, 
comprised of a terminal and a chip with an electric circuit; and 

FIG. 2 shows a system according to a second embodiment, 
comprised of a terminal and a chip with an electric circuit. 

DETAILED DESCRIPTION 

According to an embodiment, an electric circuit for com 
munication with a terminal within a scope of a terminal ses 
sion may have: an operation unit for performing logic opera 
tions in connection with the terminal session; and a current 
consumer, which can be activated by the terminal to cause 
additional current consumption to a current consumption of 
the operation unit. Such that the logic operations are indepen 
dent of electric processes underlying the additional current 
consumption. 

According to another embodiment, an electric circuit for 
communication with a terminal within a scope of a terminal 
session may have: an operation unit for performing logic 
operations in connection with the terminal session; a current 
consumer, which can be activated to cause additional current 
consumption to current consumption of the operation unit, 
Such that the logic operations are independent of the addi 
tional current consumption; and a current consumption acti 
vator for activating the current consumer in a manner predict 
able for the terminal. 

According to another embodiment, a terminal for commu 
nication with an electric circuit within a scope of a terminal 
session may have: an activator for transmitting an activation 
signal to the circuit; a current consumption meter for detect 
ing current consumption of the electric circuit; and a checker, 
coupled to the current consumption meter, for checking 
whether the current consumption of the electric circuit has an 
additional current consumption upon the activation signal, 
and for determining authenticity of the electric circuit if this 
is the case. 

According to another embodiment, a terminal for commu 
nication with an electric circuit within a scope of a terminal 
session may have: a current consumption meter for determin 
ing current consumption of the electric circuit; and a checker, 
coupled to the current consumption meter, for checking 
whether the current consumption of the electric circuit has 
additional current consumption in predictable manner, and 
for determining authenticity of the electric circuit if this is the 
CaSC. 

According to another embodiment, a system may have: an 
electric circuit for communication with a terminal within a 
Scope of a terminal session, having: a current consumer, 
which can be activated by the terminal to cause additional 
current consumption of the electric circuit; and the terminal, 
having: an activator for transmitting an activation signal to the 
circuit; a current consumption meter for detecting current 
consumption of the electric circuit; and a checker, coupled to 
the current consumption meter, for checking whether the 
current consumption of the electric circuit has an additional 
current consumption upon the activation signal, and for deter 
mining authenticity of the electric circuit if this is the case. 
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According to another embodiment, a system may have: a 
electric circuit for communication with a terminal within a 
Scope of a terminal session, having: a current consumption 
activator for activating a current consumer in a manner pre 
dictable for the terminal; and the current consumer, for caus 
ing additional current consumption; and the terminal, having: 
a current consumption meter for detecting current consump 
tion of the electric circuit; and a checker, coupled to the 
current consumption meter, for checking whether the current 
consumption of the electric circuit has additional current 
consumption upon the activation signal, and for determining 
authenticity of the electric circuit if this is the case. 

According to another embodiment, a method of operating 
an electric circuit for communication with a terminal within 
the scope of a terminal session, wherein the electric circuit 
has an operation unit for performing logic operations in con 
nection with the terminal session, and a current consumer, 
which can be activated to cause additional current consump 
tion to a current consumption of the operation unit, such that 
the logic operations are independent of electric processes 
underlying the additional current consumption, may have the 
steps of receiving a current consumption activation signal; 
and activating the current consumer upon receipt of the cur 
rent consumption activation signal. 

According to another embodiment, a method of operating 
an electric circuit for communication with a terminal within a 
Scope of a terminal session, wherein the electric circuit has an 
operation unit for performing logic operations in connection 
with the terminal session, and a current consumer, which can 
be activated to cause additional current consumption to a 
current consumption of the operation unit, such that the logic 
operations are independent of electric processes underlying 
the additional current consumption, may have the step of 
activating the current consumer in a manner predictable for 
the terminal. 

According to another embodiment, a method of operating 
a terminal for communication with an electric circuit within a 
Scope of a terminal session may have the steps of transmit 
ting an activation signal to the electric circuit; checking 
whether current consumption of the electric circuit has addi 
tional current consumption upon transmitting the activation 
signal; and determining authenticity of the electric circuit if it 
turns out in the step of checking that the electric circuit has the 
additional current consumption upon transmitting the activa 
tion signal. 

According to another embodiment, a method of operating 
a terminal for communication with an electric circuit within a 
Scope of a terminal session may have the steps of detecting 
current consumption of the electric circuit; checking whether 
current consumption of the electric circuit has additional 
current consumption in a predictable manner; and determin 
ing authenticity of the electric circuit if it turns out in the step 
of checking that the current consumption of the electric cir 
cuit has the additional current consumption in predictable 
a. 

According to another embodiment, a computer program 
product may have program code stored on a machine-read 
able carrier for performing, when the computer program is 
executed on a computer, a method of operating an electric 
circuit for communication with a terminal within a scope of a 
terminal session, wherein the electric circuit has an operation 
unit for performing logic operations in connection with the 
terminal session, and a current consumer, which can be acti 
vated to cause additional current consumption to a current 
consumption of the operation unit, such that the logic opera 
tions are independent of electric processes underlying the 
additional current consumption, wherein the method may 
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4 
have the steps of receiving a current consumption activation 
signal; and activating the current consumer upon receipt of 
the current consumption activation signal. 

According to another embodiment, a computer program 
product may have program code stored on a machine-read 
able carrier for performing, when the computer program is 
executed on a computer, a method of operating an electric 
circuit for communication with a terminal within a scope of a 
terminal session, wherein the electric circuit has an operation 
unit for performing logic operations in connection with the 
terminal session, and a current consumer, which can be acti 
vated to cause additional current consumption to a current 
consumption of the operation unit, such that the logic opera 
tions are independent of electric processes underlying the 
additional current consumption, wherein the method may 
have the step of activating the current consumer in a manner 
predictable for the terminal. 

According to another embodiment, a computer program 
product may have program code stored on a machine-read 
able carrier for performing, when the computer program is 
executed on a computer, a method of operating a terminal for 
communication with an electric circuit within a scope of a 
terminal session, wherein the method may have the steps of 
transmitting an activation signal to the electric circuit; check 
ing whether current consumption of the electric circuit has 
additional current consumption upon transmitting the activa 
tion signal; and determining authenticity of the electric circuit 
if it turns out in the step of checking that the electric circuit has 
the additional current consumption upon transmitting the 
activation signal. 

According to another embodiment, a computer program 
product may have program code stored on a machine-read 
able carrier for performing, when the computer program is 
executed on a computer, a method of operating a terminal for 
communication with an electric circuit within a scope of a 
terminal session, wherein the method may have the steps of 
detecting current consumption of the electric circuit; check 
ing whether current consumption of the electric circuit has 
additional current consumption in a predictable manner, and 
determining authenticity of the electric circuit if it turns out in 
the step of checking that the current consumption of the 
electric circuit has the additional current consumption in pre 
dictable manner. 
The present invention is based on the finding that, in an 

electric circuit communicating with a terminal, by a current 
consumption means, which can be activated by the terminal 
or by a current consumption activation means arranged in the 
electric circuit in a manner predictable for the terminal. Such 
as a pattern recognizable for the terminal or an identification 
pattern recognizable for the terminal, or at a time instant or 
pattern time instant predictable for the terminal, additional 
current consumption can be caused in Such a manner that the 
terminal communicating with the electric circuit can check 
whether the current consumption of the electric circuit is 
increased, and if this is the case, can determine authenticity of 
the circuit on the basis of the additional current consumption 
of the circuit, with the effort being Small, because no analog 
signal transmission between the terminal and the electric 
circuit has to be realized, and current measuring means often 
are already present in a terminal. Such as a card reader of a 
bank or a cellphone. 

Thereby, the terminal is capable of determining the authen 
ticity of an electric circuit, such as a security controller e.g. 
employed in a SIM card. By means of a command sent to the 
security controller or chip-card controller from the terminal, 
the security controller can activate or deactivate a current 
consumption means, so that the security controller or the 
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electric circuit consumes a current that is higher by a certain 
magnitude, upon request or upon sending the command from 
the terminal to the chip-card controller. 

Here, the terminal has a means capable of measuring cur 
rent flowing to the chip card or current flowing into the ter 
minal altogether. Here, it is advantageous that for example 
mobile phones shipped today in most cases already comprise 
a current counter indicating how much current or mA or 
milliamperes is consumed at the moment or presently. The 
terminal may then activate the current consumer or the addi 
tional current consumption means, which may for example be 
implemented on an electric circuit applied on the card, and 
check the correct function or the authenticity of the circuit on 
the basis of the additional current consumption and thus 
check the authenticity of the card. 

Based on a standard circuit capable of imitating the logic 
operations in connection with the terminal session, it is not 
possible, without additional external circuitry, to emulate the 
behavior or the additional current consumption as a result of 
the signal transmitted to the electric circuit from the terminal, 
in particular so that the forgery or the attempt of the emulation 
of the security controller would not be recognized in the 
terminal. For example, the terminal may prevent the execu 
tion of dedicated Safety-critical operations, such as debiting 
functions or the performance of cryptographic algorithms, if 
it recognizes an imitating circuit. Thus, security of an electric 
circuit communicating with a terminal within the scope of a 
terminal session, or the Security of operation of a terminal 
communicating with the circuit, or the security of a system 
including both the terminal and the circuit communicating 
with the terminal can be guaranteed in simple manner. 

In one embodiment, it is especially advantageous that the 
current consumption means may optionally be adjusted to a 
value via a signal transmitted to the electric circuit from the 
terminal, so that an authenticity feature of the electric circuit 
can be recognized in better way or imitation be unmasked 
more easily. Here, the electric circuit or the security controller 
comprises e.g. a current consumer programmable to one or 
more fixed values, which may for example be embodied in 
form of a plurality of load transistors, such as in a CURSE 
(current Scrambling engine) means or a current scrambling 
unit. By means of a command transmitted to the electric 
circuit from the terminal or the activation command from the 
terminal, the current Supplied from the current consumption 
means may be adjusted correspondingly to one of the fixed or 
default values. 

In a further embodiment, the electric circuit for the com 
munication with the terminal comprises a current consump 
tion activation means activating the current consumption 
means in a manner predictable for the terminal. Such as in a 
pattern or identification pattern predictable for the terminal, 
and/or at a time instant predictable for the terminal, so that 
transmitting a signal from the terminal to the electric circuit is 
no longer necessary. Here, the terminal may check or deter 
mine authenticity of the electric circuit on the basis of the 
additional current consumption detected in the predictable 
pattern. Here, it is advantageous that a conventional terminal 
communicating with the electric circuit and often already 
having a current measuring device preinstalled, which detects 
the current consumption of the electric circuit, can be retro 
fitted again in very simple manner so that it can recognize the 
additional current consumption of the electric circuit and 
check and evaluate the authenticity feature of the circuit thus 
implemented. 
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In FIG. 1, a system 11 according to a first embodiment is 

shown, which comprises a terminal 13 for the communication 
with an electric circuit, as well as a chip 15, into which the 
electric circuit is integrated. 
The terminal 13 comprises a terminal processing unit 17, a 

current consumption measuring unit 19, an activation unit 21, 
and a checking unit 23. The terminal 13 further includes a first 
terminal Supply port 25, a second terminal Supply port 27, a 
terminal ground port 29, a terminal input/output (I/O) port 31, 
and a terminal circuit supply port 33. 
The chip 15 with the electric circuit according to a first 

embodiment comprises an operation unit 41 and a current 
consumption unit 43. Moreover, the chip 15 includes a chip 
ground port 45, a chip input/output port 47, and a chip Supply 
port 49. 

In the terminal 13, the terminal processing unit 17 is con 
nected between the first terminal supply port 25 and the 
second terminal Supply port 27 and connected to the terminal 
I/O port 31 in electrically conducting manner. Here, bi-direc 
tional communication, that is both transmission of informa 
tion from the terminal 13 to the electric circuit 15 and vice 
versa, can be performed via the terminal I/O port 31. The 
current consumption measuring unit 19 is connected between 
the terminal circuit supply port 33 and the second terminal 
supply port 27. 
On the chip 15, the operation unit 41 is connected between 

the chip supply port 49 and the chip ground port 45 and 
coupled the chip I/O port 47, wherein bi-directional commu 
nication can be carried out via the chip I/O port 47. During a 
terminal session, the terminal ground port 29 is connected to 
the chip ground port 45, the terminal I/O port 31 to the chip 
I/O port 47, and the terminal circuit supply port 31 to the chip 
Supply port 49 in electrically conducting manner, wherein the 
electric circuit and the terminal 13 communicate via their I/O 
ports in a terminal session. 

Voltage Supply and/or energy Supply of the terminal 13 as 
well as the chip or the electric circuit 15 takes place via the 
terminal supply ports 25, 27. The current consumption mea 
Suring unit 19 is capable of detecting current consumption of 
the chip 15. The terminal processing unit 17 communicates 
with the operation unit 41 via the electric connection between 
the terminal I/O port 31 and the chip I/O port 47 shown in FIG. 
1. 

During a terminal session, the terminal processing unit 17, 
which may be embodied as a logic circuit, and the operating 
unit 41 exchange data, wherein the operation unit 41 performs 
logic operations within the scope of the terminal session. The 
logic operations, for example, include encrypting a word 
received from the terminal processing unit 17 or transmitting 
an authentication feature of a logic authentication feature to 
the terminal processing unit 17. The terminal processing unit 
17, which may also be embodied as a logic circuit, deter 
mines, among other things, authenticity of the electric circuit 
implemented on the chip 15 on the basis of the data received 
from the operation unit 41 via the I/O ports, such as a logic 
identification feature. 
The elements described in the following serve to enable the 

terminal 13 to detect or check an authenticity feature of the 
electric circuit on the chip 15 in simple manner, wherein the 
check of the authenticity feature takes place in addition to the 
check of the logic authentication feature in the terminal 13. In 
the terminal 13 according to the present invention, to this end, 
the checking unit 23 is coupled to the current consumption 
measuring unit 19, and the activation unit 21 is connected to 
the terminal I/O port 31 in electrically conducting manner, so 
that the activation unit 21 can transmit an activation signal to 
the operation unit 41. Moreover, the activation unit 21 trans 
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mits a signal to the checking unit 23, so that the checking unit 
23, on the basis of the transmitted signal, gets to know that 
and/or when the activation unit 21 transmits or has transmit 
ted the activation signal to the operation unit 41. The current 
consumption unit 43 is connected between the chip ground 
port 45 and the chip supply port 49 and is activated by means 
of a current consumption unit activation signal transmitted to 
the current consumption unit 43 from the operation unit 41 
upon the reception of the activation signal from the terminal. 

Via the activation signal, the activation unit 21 tells the 
operation unit 41 that the operation unit 41 is to activate the 
current consumption unit 43 via the current consumption unit 
activation signal. Upon receiving the current consumption 
unit activation signal from the operation unit 41, the current 
consumption unit 43 generates additional current consump 
tion, which is independent and/or uninfluenced by the electric 
processes performed by the operation unit 41 and/or the elec 
tric processes underlying the logic operations performed by 
the operation unit, and conversely also leaves the logic state of 
the operation unit uninfluenced. Thus, the current consump 
tion unit 43 can be activated from the outside or from the 
terminal 13 via the chip I/O port 47. Upon activating, the 
current consumption of the chip 15 then is increased by the 
additional current consumption as opposed to a state in which 
the current consumer is not activated or is deactivated. 

The fact that the current consumption unit is activated or is 
deactivated and the electric processes in this connection have 
no effects whatsoever on the logic operations taking place in 
connection with the terminal session and executed by the 
operation unit 41, so that the initial logic state of the electric 
circuit, when it performs the next terminal session, i.e. after 
ending the session in progress and beginning of the next one, 
is uninfluenced by activating or deactivating the current con 
Sumption unit or the fact that the current consumption unit has 
adjusted the additional current consumption of the electric 
circuit or not. 

Advantageously, the current consumption unit increases 
the current consumption of the chip 15 a fixed predetermined 
time duration after obtaining an activation signal from the 
terminal, uninfluenced by the fact of which logic operations 
are currently being performed within the scope of the termi 
nal session, and which logic operations the operation unit is 
currently executing in connection with the terminal session. 

In the circuit 15, the operation unit may e.g. be embodied as 
an arbitrary logic circuit, such as a processor on which a 
program for performing the logic operations in connection 
with the terminal session is running. 

The processor or the controller 41 may beformed such that 
it interrupts the normal program flow for processing the pro 
gram for performing the logic operations in connection with 
the terminal session by means of an interrupt signal upon 
obtaining or receiving the activation signal from the terminal 
13, in order to forward the activation signal to the current 
consumption unit 43 as immediately as possible upon the 
activation signal received from the terminal, and thus activate 
the current consumption unit 43. In this manner, it is guaran 
teed that the terminal, in a foreseeable time interval after the 
output of its activation signal to the chip 15. can count on the 
fact that the chip increases its current consumption upon the 
reception of this activation signal, independently of the con 
troller tasks of the controller 51 that are to be done at the 
moment. 

The additional current consumption of the chip 15 or the 
electric circuit on the chip 15 is detected by means of the 
current consumption measuring unit 19. The checking unit 23 
may read out a value about the present current consumption 
from the current consumption measuring unit. Since the 
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8 
checking unit 23 is at the same time informed on the time 
instant of activating the current consumption unit 43 via the 
activation signal received from the activation unit 21, the 
checking unit 23 is capable of comparing current consump 
tion of the electric circuit prior to activating the current con 
Sumption unit 43 to current consumption of the electric circuit 
on the chip 15 after activating the current consumption unit 
43, and of determining the additional current consumption of 
the electric circuit 15 caused by the current consumption unit 
43 based on the comparison or a difference formation. 

If the checking unit 23 determines that the current con 
Sumption is increased upon transmitting the activation signal 
from the activation unit 21 to the electric circuit in the chip 15. 
the checking unit 23 may infer authenticity of the electric 
circuit on the chip 15 on the basis of the increase of the current 
consumption of the circuit in the chip 15 or the additional 
current consumption. The checking unit 23 additionally com 
pares the determined additional current consumption, for 
example, to a minimum or target value deposited in a register 
of the checking unit 23, for example, and determines, based 
on the comparison, whether the circuit on the chip comprises 
the specified or predefined authenticity feature or not. 

Then, the checking unit 23 transmits the result of the check 
of the authenticity feature to the terminal processing unit 17 
via a check signal. On the basis of the check signal, the 
terminal processing unit 17 is informed whether the circuit 
implemented on the chip is genuine or not or comprises the 
authenticity feature or not. If the terminal processing unit 17 
gets to know that the electric circuit on the chip 15 does not 
comprise the authenticity feature, it thereupon prevents e.g. 
performing safety-critical functions. Such as debiting func 
tions or cryptographic algorithms, or immediately cancels 
execution of the safety-critical functions or the terminal ses 
sion altogether, Such as by interrupting the current Supply to 
the chip 15. 

It is advantageous that both the activation unit 21 and the 
checking unit 23 can be implemented in a terminal in simple 
manner. For example, implementation of the functionalities 
of the activation unit 21 and the checking unit 23 in an already 
present terminal processing unit 17 often is already Sufficient, 
because a current consumption measuring unit 19 already is 
present in many conventional terminals. Thus, re-equipment 
of a conventional terminal to the terminal 13 is possible in 
simple manner, so that the arising terminal 13 can performan 
additional check of the authenticity of the chip 15 or of the 
circuit implemented on the chip 15. On the chip 15 itself, also 
only one additional current consumer is to be implemented, 
which may for example be embodied as one or more load 
transistors, which may be connected individually, if neces 
sary, and which is/are controlled by the operation unit 41 and 
connected to the current supply between the ports 49 and 45. 

In the illustration of the above embodiment, it was previ 
ously only gone into the onset or the beginning of the addi 
tional current consumption upon the activation signal from 
the terminal. The subsequent duration of the started addi 
tional current consumption in the chip may either be adjusted 
to a predefined value known both to the chip and to the 
terminal a priori, so that the chip performs the additional 
current consumption for this duration and the terminal 
expects this additional current consumption for this time 
duration, or the duration is determined by the terminal in a 
manner similar to the beginning of the additional current 
consumption, namely by transmitting a deactivation signal to 
the chip, whereupon the operation unit in the chip notifies the 
current consumption unit of the command of the terminal that 
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the additional current consumption is to be ended, and the 
checking unit expects and/or checks the end of the additional 
current consumption. 

In FIG. 2, a system 51 according to a second embodiment 
is shown, which includes a terminal 53 and a chip 55 with an 
electric circuit. Here, the same or similarly acting elements as 
in the system 11 shown in FIG. 1 are provided with the same 
reference numerals. Moreover, the illustration of the con 
struction and the functionality of the system 51 is limited to 
only a description of the change of the construction and the 
functionality relative to the embodiment shown in FIG. 1. 

In contrast to the embodiment shown in FIG. 1, the activa 
tion unit 21 is omitted in the terminal 53 according to the 
present invention, whereas the circuit on the chip 55 addition 
ally comprises a current consumption triggering unit 57. 
The current consumption triggering unit 57 generates a 

trigger signal received by the current consumption unit 41, so 
that activation of the current consumption unit 43 takes place 
in a manner predictable for the terminal 53, such as in a time 
relation to the logic operations executed by the operation unit 
41, which is predictable for the terminal, or in an identifica 
tion pattern predictable and recognizable for the same. Syn 
chronization between the terminal processing unit 17 and the 
operation unit 41, and thus between the terminal 53 and the 
electric circuit on the chip 55, may take place via the electric 
circuit existing between the terminal I/O port 31 and the chip 
I/O port 47 and the electric signals transmitted on this con 
nection. It is conceivable that the operation unit 41 transmits 
a logic indication signal to the terminal processing unit 17 and 
therewith tells the terminal processing unit 17 that, upon the 
elapse of a certain time interval, the current consumption unit 
19 will increase the current consumption of the electric cir 
cuit. But it is also possible that the operation unit 41 extracts 
an internal clock from a clock signal provided from the ter 
minal, such as an external clock terminal of the chip 55 
especially provided for this, and that the current consumption 
triggering unit disposes of a synchronizing unit not shown in 
FIG. 2, which activates the current consumption unit 43 at 
fixed time instants known to the terminal or fixed time dura 
tions after the terminal session beginning based on the inter 
nal clock and a detected time instant of the beginning of the 
current terminal session. The external clock could also be 
Superimposed on the current consumption signal. Of course, 
it is also conceivable that the current consumption triggering 
unit 57 activates the current consumption unit 43 in a cycli 
cally repeated identification pattern/pattern recognizable for 
the terminal, to which the terminal can synchronize. 

Like in the system 11, the checking unit 23 is provided to 
determine a value of the additional current consumption as a 
result of the activation of the current consumption unit 43 
from a course of a value of the present current consumption 
measured by the current consumption measuring unit 19, in 
order to establish whether additional current consumption is 
taking place or has taken place, and, if this is the case, com 
pare the additional current consumption of the circuit 55 to a 
value deposited e.g. in a register of the checking unit 23, if 
necessary, in order to check and determine an authenticity 
feature of the circuit according to the present invention in the 
chip 55. It is conceivable that the checking unit 23 gets to 
know about the imminent current increase or the pattern time 
instant of the additional current consumption from an indica 
tion signal received from the chip 15 and forwarded from the 
terminal processing unit 17 and determines whether the cur 
rent consumption of the electric circuit is increased in a pre 
determined time frame. Such as between a predetermined 
time duration prior to the pattern time instant and a predeter 
mined time duration after the pattern time instant, in order to 
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10 
determine authenticity of the electric circuit depending on the 
height of the additional current consumption by which the 
current consumption of the electric circuit is increased, if 
necessary. Alternatively, the terminal 53 has a clock supply 
unit, such an oscillator, wherein a synchronizing unit 23 
determines the pattern time instant, in which the additional 
current consumption to be checked is to be expected, based on 
the clock and information on the beginning of the terminal 
session it has received e.g. via a connection, not shown, from 
the terminal processing unit 17. For example, the terminal 13 
and the chip 15 determine the pattern time instant indepen 
dently of each other to be a predetermined number of clock 
cycles after the terminal session beginning. 

In the other previously mentioned embodiment of sending 
out repetitive patterns or identification patterns by the chip as 
Superpositions of the normal current consumption with addi 
tional current consumption, for example, the checking unit 23 
analyzes the course of the present current consumption of the 
chip 55, to check the presence of superpositions of the normal 
current consumption with additional current consumption in 
form of the identification patterns by correlation of the cur 
rent consumption profile with a predetermined identification 
pattern profile, for example, or synchronize itself to the occur 
rence of future Superpositions based on Such a procedure, to 
thereby predict future pattern time instants. The checking unit 
23 then checks the present current consumption of the circuit 
55 by means of the current consumption measuring unit 19 at 
the pattern time instant or a time instant lying before or after 
the pattern time instant by a time interval defined by the 
predetermined time frame, for example by comparison 
between the current consumption of the electric circuit 55 
prior to the pattern time instant and after the pattern time 
instant, in order to check the authenticity of the circuit 55 as 
previously described. The further processes in the terminal 53 
then take place like in the terminal 13 shown in FIG.1 accord 
ing to the present invention. 

It is advantageous in the system 51 according to the present 
invention shown in FIG. 2 that the terminal 53 according to 
the present invention can be implemented by simply retrofit 
ting an already existing terminal with the checking unit 23. 
Here, the checking unit 23 may even be implemented in an 
already existing, logic processing unit, for example, by 
changing a program defining a course of the command series 
performed by the processing unit. Exchange of the hardware 
of the already installed terminal is not necessary here. 
The current consumption unit 43 on the chip 15,55, may be 

implemented as an arbitrary circuit, such as a load transistor, 
an ohmic resistor connected in series to a Switch, wherein 
flow of data between the terminal and the electric circuit in a 
case of the activation of the current consumption unit 43 in the 
terminal session is equal to a flow of data between the termi 
nal 13, 53 and the electric circuit 15, 55 in a case of the 
activation missing. It is also conceivable that the additional 
current consumption generated by the current consumption 
unit 43 is adjustable, so that the current consumption unit may 
for example be implemented as a current consumer program 
mable to a value or a plurality of values or steps on a security 
controller. Here, the current consumer could be embodied as 
an additional circuit on the security controller, wherein the 
current consumption achieved by this circuit should be as 
constant as possible. 

It also is conceivable that the terminal 13, 53 transmits 
information on a value of the additional current consumption 
to the chip 15, 55 via the activation signal, and the current 
consumption unit adjusts the additional current consumption 
depending on the information transmitted via the activation 
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signal. Such as to a fixed value or a second value different 
from the first value, or in a plurality of steps. 
The triggering unit 57 on the chip 55 may be implemented 

as an arbitrary unit activating the current consumption unit, 
coupled to the operation unit 41, for example, and activating 
the current consumption unit 43 if the operation unit 41 per 
forms a certain logic operation, or e.g. after a predetermined 
time interval after the chip 55 was supplied with a voltage, 
activates the current consumption unit 43 or also activates 
and/or deactivates the current consumption unit 43 in a pre 
determined periodic sequence, wherein the current consump 
tion unit 43 no longer causes additional current consumption 
upon deactivating. 

It is also possible that the triggering unit 57 transmits a 
value of the additional current consumption, by which the 
current consumption unit 43 is to increase the current con 
sumption of the chip 15, 55, via the trigger signal to the 
current consumption unit 43. As an alternative hereto, the 
triggering unit 57 could also activate the current consumption 
unit 43 so that the current consumption unit 43 adjusts the 
current consumption and/or the additional current consump 
tion to a first oran arbitrary number of values in a temporally 
predefined sequence or in a pattern predictable for the termi 
nal. Here, it is also conceivable that the triggering unit acti 
Vates the current consumption unit so that the current con 
Sumption unit adjusts and/or changes the additional current 
consumption according to a periodic sequence. 

In the system 11, 51, the value of the additional current 
consumption could comprise information on an authenticity 
feature here, so that a first authenticity feature is associated 
with a first value of the additional current consumption, and a 
second authenticity feature of the circuit is associated with a 
second value of the additional current consumption, or a 
corresponding temporal sequence of the values of the addi 
tional current consumption could be associated with a single 
authenticity feature, so that the authenticity feature transmit 
ted to the terminal from the electric circuit can be checked 
more accurately. 
As an alternative to the implementation shown in FIG. 1, 

the operation unit 41 and the current consumption unit could 
also be implemented on several chips or even be implemented 
in a discrete circuit. As an alternative to the embodiment 
shown in FIG. 2, the operation unit 41, the current consump 
tion unit 43, and the triggering unit 57 could also be imple 
mented on several chips or even be implemented in a discrete 
circuit. Moreover, the tasks of the checking unit could each be 
taken over by the operation unit of the electric circuit. 

In the terminal 13,53, the current measuring unit 19 may be 
implemented as an arbitrary unit determining current con 
Sumption of the chip 15, 55. Such as a Voltage measuring 
device determining a Voltage drop at a sense or measurement 
resistor connected into a sense or measurement path and 
connected to the terminal circuit supply port 33 in electrically 
conducting manner. Any unit determining current consump 
tion of the terminal 13 and detecting current consumption of 
the circuit attached to the terminal or the chip 15, 55 attached 
at the terminal from the current consumption of the terminal 
13 also are alternatives hereto. 

In the terminal 13, the terminal processing unit 17, the 
activation unit 21, and the checking unit 23 can be imple 
mented in arbitrary circuit elements, wherein implementation 
of the terminal processing unit 17, the activation unit 21, and 
the checking unit 23 on a single microprocessor or in an 
arbitrary logic circuit also is conceivable, for example. In the 
terminal 53, the terminal processing unit 17 and the checking 
unit 23 could also be implemented in arbitrary forms, such as 
in a microprocessor or in an arbitrary logic circuit. 
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The terminal 13,53 could be implemented as a money-card 

reader, a mobile phone oran arbitrary device communicating 
with the electric circuit on the chip 15, 55 in the terminal 
session. 

In the system 11, 51 according to the present invention, 
only the ground ports 29, 45 and the supply ports 33, 49 could 
alternatively be connected to each other, while the terminal 
13, 53 communicates with the electric circuit on the chip 15, 
55 in contact-free manner, for example, wherein it would 
alternatively even be conceivable that the terminal 13,53 and 
the chip 15, 55 interact in completely contact-free manner, 
and the terminal 13, 53 detects power consumed by the chip 
15, 55 from power consumption from the electromagnetic 
field by the chip 15.55 and determines therefrom whether the 
chip has additional current consumption or additional power 
consumption or not. Momentary heat development or heat 
radiation of the chip could also be used as a measure of the 
momentary current consumption of the electric circuit in the 
chip by the terminal. The electric connections between the 
ground ports 29, 45 and the supply ports 33, 49 may be 
formed so that they can be built up or created by a mechanical 
process, such as inserting a card on which the electric circuit 
is applied into a terminal housing, and be interrupted when 
the card is ejected again. 

It is explicitly pointed out again that the check of the chip 
for authenticity according to the embodiments outlined above 
is, if necessary, only based on the check of the occurrence of 
the additional current consumption expected by the terminal, 
without taking an explicit time of occurrence or intensity or 
strength of occurrence into consideration. Alternatively, the 
check for authenticity may of course also additionally be 
made dependent on whether the occurred additional current 
consumption occurs at a correct time instant and/or in correct 
amount or strength, as it has been described previously. 
The checking unit 23 may be embodied as an arbitrary unit 

reading out a value of the current consumption from the 
current consumption measuring unit 19 and checking 
whether the electric circuit has the additional current con 
Sumption, and checking authenticity of the electric circuit on 
the basis of the additional current consumption if the current 
consumption of the electric circuit has the additional current 
consumption, a first value of the additional current consump 
tion being associated with a first authenticity feature of the 
electric circuit and a second value of the additional current 
consumption with a second authenticity feature, for example, 
or a plurality of different values of the additional current 
consumption each being associated with a plurality of differ 
ent authenticity features each. 
As an alternative hereto, however, the checking unit could 

also read out a temporal or periodically repeating sequence of 
changes of the value of the current consumption of the electric 
circuit 15, 55 from the current consumption measuring unit 
19 and determine an authenticity feature of the electric circuit 
15, 55 based on the time sequence of the values of the addi 
tional current consumption. 

Depending on the conditions, both the method of operating 
a terminal for the communication with an electric circuit as 
well as the method of operating an electric circuit for the 
communication with a terminal may be implemented inhard 
ware or in Software. Here, the implementation may be on a 
digital storage medium, in particular a floppy disk, an 
EEPROM (EEPROM-electrical erasable programmable 
read-only memory), an EPROM (EPROM-erasable pro 
grammable read-only memory), a DVD or a CD with elec 
tronically readable control signals capable of interacting with 
a programmable computer system, so that the corresponding 
methods are executed. In general, the invention thus also 
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consists in a computer program product with program code 
stored on a machine-readable carrier for performing the 
inventive method, when the computer program product is 
executed on a computer. In other words, the invention may 
thus also be realized as a computer program with program 
code for performing the method, when the computer program 
is executed on a computer. 

While this invention has been described in terms of several 
preferred embodiments, there are alterations, permutations, 
and equivalents which fall within the scope of this invention. 
It should also be noted that there are many alternative ways of 
implementing the methods and compositions of the present 
invention. It is therefore intended that the following appended 
claims be interpreted as including all Such alterations, permu 
tations, and equivalents as fall within the true spirit and scope 
of the present invention. 
What is claimed is: 
1. A system, comprising: 
a terminal; 
an electric circuit configured to communicate with the 

terminal during a terminal session, comprising: 
an operation unit comprising a processor programmed to 

execute a program of logic operations executing a bi 
directional communication with the terminal during the 
terminal session; and 

a current consumer, which is activatable to perform electric 
processes which cause additional current consumption 
of the electric circuit, 

wherein the electric circuit comprises an authenticity fea 
ture which allows the terminal to check a genuineness of 
the electric circuit in that the processor is responsive to 
receiving an activation signal from the terminal to pre 
liminarily interrupt the execution of the program in order 
to activate the current consumer So that logic data sent 
within the bi-directional communication from the elec 
tric circuit to the terminal is uninfluenced by the electri 
cal processes of the current consumer activated by the 
processor responsive to the activation signal, and that no 
logic state is stored in non-volatile manner depending on 
the electrical processes of the current consumer acti 
vated by the processor responsive to the activation signal 
So that an initial logic state of the electric circuit at the 
beginning of a Subsequent terminal session is indepen 
dent from the electrical processes of the current con 
Sumer activated by the processor responsive to the acti 
Vation signal; 

and the terminal, comprising: 
a Supply port configured to externally, via contacts or via a 

wire-less connection, provide electrical power to the 
electric circuit during the terminal session; 

an activator configured to transmit the activation signal to 
the electric circuit, the activation signal being a com 
mand comprising aparameter for adjusting an additional 
current consumption of the electric circuit; 

a current consumption meter coupled to the Supply port and 
configured to measure the power provided to the electric 
circuit; and 

a checker, coupled to the current consumption meter, con 
figured to check the power supplied to the electric circuit 
whether the current consumption of the electric circuit is 
Superimposed by the additional current consumption as 
adjusted by the parameter, by correlating the power Sup 
plied with an identification pattern corresponding to the 
additional current consumption as adjusted by the 
parameter, 

and to approve authenticity of the electric circuit if the 
current consumption of the electric circuit is Superim 
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14 
posed by the additional current consumption as adjusted 
by the parameter, and deny the authenticity of the elec 
tric circuit if the current consumption of the electric 
circuit is not Superimposed by the additional current 
consumption as adjusted by the parameter. 

2. The system of claim 1, wherein the current consumer 
comprises a current scrambling unit comprising a plurality of 
load transistors configured to cause the additional current 
consumption upon activation by the processor, wherein the 
processor is also configured to activate the current Scrambling 
unit during cryptographic computations involved by the logic 
operations in order to mask a current consumption of the 
cryptographic computations. 

3. The system of claim 1, wherein the bi-directional com 
munication with the terminal during the terminal session 
involves operation unit is configured to perform an authenti 
cation or encryption against the terminal which in uninflu 
enced be the electric processes of the current consumer. 

4. The system of claim 1, wherein the operation unit is 
configured to continue the logical operations during the cur 
rent consumer being activated by the terminal. 

5. The system according to claim 1, wherein the checker is 
configured to, if the check reveals that the electric circuit is 
not authentic, prevent the terminal from performing safety 
critical functions otherwise occurring during the terminal 
session, cancel a terminals execution of safety-critical func 
tions involved within the terminal session, or immediately 
cancel execution of the terminal session. 

6. The system according to claim 1, wherein the terminal is 
configured to clock the electric circuit at a constant clock rate. 

7. The system of claim 1, wherein the activator is also 
configured to transmit a time information concerning time 
duration, onset or termination of the additional current con 
Sumption to the electric circuit via the activation signal, and 
the checker is configured to check as to whether a time of 
occurrence of additional current consumption within the cur 
rent consumption of the electric circuit matches the time 
information. 

8. The system according to claim 1, wherein the activation 
signal is a command comprising a parameter for adjusting the 
additional current consumption of the current consumer, and 
the processor is configured to activate the current consumer in 
a manner depending on the parameter. 

9. The system of claim 1, wherein the parameter adjusts an 
amount of the additional current consumption. 

10. The system of claim 1, wherein the operation unit and 
the current consumer are both implemented on one chip. 

11. The system of claim 1, wherein the operation unit is 
configured such that a flow of data from the electric circuit to 
the terminal after the activation of the current consumer is 
equal to a flow of data between the terminal and the electric 
circuit if the activation would not have been present. 

12. The system of claim 1, wherein the operation unit is 
embodied as a security controller. 

13. The system of claim 1, wherein the electric circuit is 
implemented on a chip deposited on a card for the execution 
of user-specific operations. 

14. The system of claim 1, wherein the terminal is config 
ured to provide a signal to the electric based on which the 
clock of the clock provider is generated. 

15. A method for checking an authenticity of an electric 
circuit in a communication between the electric circuit and a 
terminal during a terminal session, wherein the electric circuit 
comprises an operation unit comprising a processor pro 
grammed to execute a program of logic operations executing 
a bi-directional communication with the terminal during the 
terminal session, and a current consumer, which is activatable 
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to perform electric processes which cause additional current 
consumption of the electric circuit, the method comprising: 

externally providing, from a supply port of the terminal, via 
contacts or via a wire-less connection, electrical power 
to the electric circuit during the terminal session; 

transmitting an activation signal from the terminal to the 
electric circuit, the activation signal being a command 
comprising a parameter for adjusting an additional cur 
rent consumption of the electric circuit, the processor 
being responsive to the activation signal from the termi 
nal by preliminarily interrupting the execution of a pro 
gram in order to activate the current consumer so that 
logic data sent within the bi-directional communication 
from the electric circuit to the terminal is uninfluenced 
by the electrical processes of the current consumer acti 
Vated by the processor responsive to the activation sig 
nal, and that no logic state is stored in non-volatile man 
ner depending on the electrical processes of the current 
consumer activated by the processor responsive to the 
activation signal so that an initial logic state of the elec 
tric circuit at the beginning of a subsequent terminal 
Session is independent from the electrical processes of 
the current consumer activated by the processor respon 
sive to the activation signal, 

measuring, by a current consumption meter of the terminal 
coupled to the supply port, the power provided to the 
electric circuit; 

checking the power supplied to the electric circuit and 
measured by the current consumption meter whether the 
current consumption of the electric circuit is superim 
posed by the additional current consumption as adjusted 
by the parameter, by correlating the power supplied with 
an identification pattern corresponding to the additional 
current consumption as adjusted by the parameter, and 

approving the authenticity of the electric circuit if the cur 
rent consumption of the electric circuit is superimposed 
by the additional current consumption as adjusted by the 
parameter, and deny the authenticity of the electric cir 
cuit if the current consumption of the electric circuit is 
not superimposed by the additional current consumption 
as adjusted by the parameter. 

16. A non-transitory computer-readable storage medium 
having stored thereon a computer program with program 
code for performing, when the computer program is executed 
on a computer, a method for checking an authenticity of an 
electric circuit in a communication between the electric cir 
cuit and a terminal during a terminal session, wherein the 
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electric circuit comprises an operation unit comprising a pro 
cessor programmed to execute a program of logic operations 
executing a bi-directional communication with the terminal 
during the terminal session, and a current consumer, which is 
activatable to perform electric processes which cause addi 
tional current consumption of the electric circuit, the method 
comprising: 

externally providing, from a supply port of the terminal, via 
contacts or via a wire-less connection, electrical power 
to the electric circuit during the terminal session; 

transmitting an activation signal from the terminal to the 
electric circuit, the activation signal being a command 
comprising a parameter for adjusting an additional cur 
rent consumption of the electric circuit, the processor 
being responsive to the activation signal from the termi 
nal by preliminarily interrupting the execution of a pro 
gram in order to activate the current consumer so that 
logic data sent within the bi-directional communication 
from the electric circuit to the terminal is uninfluenced 
by the electrical processes of the current consumer acti 
Vated by the processor responsive to the activation sig 
nal, and that no logic state is stored in non-volatile man 
ner depending on the electrical processes of the current 
consumer activated by the processor responsive to the 
activation signal so that an initial logic state of the elec 
tric circuit at the beginning of a subsequent terminal 
session is independent from the electrical processes of 
the current consumer activated by the processor respon 
sive to the activation signal, 

measuring, by a current consumption meter of the terminal 
coupled to the supply port, the power provided to the 
electric circuit; 

checking the power supplied to the electric circuit and 
measured by the current consumption meter whether the 
current consumption of the electric circuit is superim 
posed by the additional current consumption as adjusted 
by the parameter, by correlating the power supplied with 
an identification pattern corresponding to the additional 
current consumption as adjusted by the parameter, and 

approving the authenticity of the electric circuit if the cur 
rent consumption of the electric circuit is superimposed 
by the additional current consumption as adjusted by the 
parameter, and deny the authenticity of the electric cir 
cuit if the current consumption of the electric circuit is 
not superimposed by the additional current consumption 
as adjusted by the parameter. 
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