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A communication network comprises a communication 
medium and a plurality of nodes. Each node is configured to 
communicate with the other nodes using a protocol that has at 
least one of an idle period or a preamble period. The at least 
one node of the plurality of nodes is configured to transmit an 
out-of-band signal during at least one of the idle period or the 
preamble period and is configured to modify at least a portion 
of the out-of-band signal to communicate data to at least one 
other node. The at least one other node is configured to inter 
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SYSTEMAND METHOD FOR OUT OF-BAND 
SIGNALNG 

BACKGROUND 

0001 Nodes in a communication network communicate 
with one another using a communication protocol. For 
example, the Ethernet family of technologies is a common 
protocol for Local Area Networks (LANs). These protocols 
set forth standards or requirements for the data format. Such 
as the length of the transmitted frame or message, the length 
of any preamble, and minimum time required between 
frames. The time between frames is often referred to as an idle 
period. 

SUMMARY 

0002. In one embodiment, a communication network is 
provided. The communication network comprises a commu 
nication medium; and a plurality of nodes. Each node is 
configured to communicate with the other nodes via the com 
munication medium using a protocol that has at least one of an 
idle period after transmission of a frame or a preamble period 
prior to start of transmission of a frame. The at least one node 
of the plurality of nodes is configured to transmit an out-of 
band signal during at least one of the idle period or the 
preamble period. The at least one node is configured to 
modify at least a portion of the out-of-band signal to commu 
nicate data to at least one other node. The at least one other 
node is configured to interpret the modified portion of the 
out-of-band signal to identify the data communicated in the 
modified out-of-band signal. The modified out-of-band sig 
nal complies with the protocol’s encoding rules Such that any 
node not configured to interpret the modified portion of the 
out-of-band signal processes the modified out-of-band signal 
according to the protocol. 

DRAWINGS 

0003. Understanding that the drawings depict only exem 
plary embodiments and are not therefore to be considered 
limiting in scope, the exemplary embodiments will be 
described with additional specificity and detail through the 
use of the accompanying drawings, in which: 
0004 FIG. 1 is a block diagram of one embodiment of an 
exemplary network. 
0005 FIGS. 2-5 are block diagrams of embodiments of 
other exemplary network topologies. 
0006 FIG. 6 is a block diagram of one embodiment of a 
node. 
0007 FIG. 7 is a flow chart depicting one embodiment of 
a method of communicating data during an idle period. 
0008. In accordance with common practice, the various 
described features are not drawn to scale but are drawn to 
emphasize specific features relevant to the exemplary 
embodiments. 

DETAILED DESCRIPTION 

0009. In the following detailed description, reference is 
made to the accompanying drawings that form a part hereof, 
and in which is shown by way of illustration specific illustra 
tive embodiments. However, it is to be understood that other 
embodiments may be utilized and that logical, mechanical, 
and electrical changes may be made. Furthermore, the 
method presented in the drawing figures and the specification 
is not to be construed as limiting the order in which the 
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individual steps may be performed. The following detailed 
description is, therefore, not to be taken in a limiting sense. 
0010 FIG. 1 is a block diagram of one embodiment of an 
exemplary network 100. Network 100 includes a plurality of 
nodes 102-1 ... 102-N coupled together via a shared medium 
or bus 106, where N is the total number of nodes in network 
100. Although four nodes are shown in FIG. 1, it is to be 
understood that any number of nodes can be used in other 
embodiments. For the sake of illustration, the details of nodes 
102 are not shown in FIG.1. However, it is understood that the 
nodes 102 are implemented using suitable hardware and/or 
software to implement the functionality described here as 
being performed by the nodes 102. Each such node 102 also 
includes a suitable network or other interface for communi 
catively coupling that node to the medium 106. One exem 
plary node is described in more detail with respect to FIG. 6. 
0011 Each node 102 communicates with the other nodes 
using a protocol that has a minimum idle period between 
frames. As used herein the term “frame' is defined as a block 
of data having an identifiable start and finish. The term frame 
is used herein interchangeably with the term “message.” The 
size of each frame can vary from frame to frame. An out-of 
band signal is defined to mean a signal that is transmitted 
during a period either before or after a frame. For example, a 
preamble period occurs prior to a bit or byte indicating a start 
of a frame and idle period occurs after a bit or byte indicating 
an end of a frame. Thus, an idle period, as used herein, is 
defined to mean a period of time after transmission of a frame 
during which a frame is not transmitted so nodes 102 can 
prepare for the transmission of the next frame. Hence, an idle 
signal is a signal transmitted during an idle period. In some 
conventional systems, a conventional idle signal also includes 
a period of no activity. Similar to an idle signal, a preamble 
signal is a signal transmitted during a preamble period. As 
used herein an out-of-band period, therefore, refers to either a 
preamble period or an idle period. 
0012. During the idle period a transmitting node 102 pro 
vides signals on the bus 106 to maintain polarity balance so 
that on average the same number of ones and Zeros are sent. In 
addition, the signals transmitted during the idle period are 
used at the physical layer to maintain bit level synchroniza 
tion between the nodes 102. In conventional systems, the 
signals transmitted during the idle period or preamble period 
are discarded. However, in the embodiments described 
herein, nodes 102 are configured to interpret modified por 
tions of the idle signals and/or preamble signals transmitted 
during the idle period?preamble period to communicate addi 
tional data without decreasing the bandwidth allocated to the 
frames. In particular, a portion of the idle signal and/or pre 
amble signal is modified in Such a manner that the idle signal 
and/or preamble signal still complies with the corresponding 
protocol rules for idle signals or preamble signals, respec 
tively, yet is identifiable by the nodes 102 as containing data. 
As used herein, complying with the protocol rules for idle 
signals and/or preamble signals means that the signal does not 
cause an error or increase an error count at the receiving node. 
In other words, the format and encoding, etc. of the idle signal 
and/or preamble signal does not violate any of the protocol 
rules for format, encoding, etc. 
0013 For example, in some embodiments, each of the 
nodes 102 communicates over the shared medium 106 using 
an Ethernet-based protocol, such as Ethernet POWERLINK, 
EtherCAT, and Time-triggered (TT) Ethernet. Discussion of 
Ethernet-based protocols herein refers to implementations of 
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one or more of the family of IEEE 802.3 family of standards. 
In addition, EtherCAT, as used herein, also refers to an imple 
mentation of the specification published as IEC/PAS 62407. 
Similarly, Ethernet POWERLINK refers to an implementa 
tion of the protocol standard managed by the Ethernet POW 
ERLINK Standardization Group. 
0014. In this embodiment, nodes 102 implement 1000 
BASE-T Ethernet (also commonly referred to as gigabit Eth 
ernet). In other embodiments, other implementations of Eth 
ernet, such as, but not limited to, 10 BASE-T and 100 
BASE-X (commonly referred to as Fast Ethernet) are used. To 
ensure proper communication between nodes 102 during an 
idle period, some implementations of Ethernet specify rules 
for the transmitted signals to maintain correct disparity (i.e. 
balance of ones and Zeros) and maximum run length limit 
(RLL) (i.e. the maximum number of consecutive ones or 
Zeros). Nodes 102 are configured to substitute conventional 
patterns of ones and Zeros used in an idle period with other 
patterns of ones and Zeros which are identifiable by the 
receiving nodes 102 as containing data and yet comply with 
the corresponding protocol’s rules for idle signals. In this 
example, the bit Substitutions used for out-of-band signaling 
and the interpretation (i.e. identification or reading) of these 
bits is done at points in the Ethernet protocol stack where 
insertions or deletions are not done to the idle sequence (e.g. 
in a PHY device below the Physical Coding Sublayer). 
0015 Hence, the data transmitted during the idle period 
does not interfere with the operation of network 100. Indeed, 
even if one of the nodes 102 is not configured to utilize or 
recognize data transmitted during the idle period, that node 
102 will continue to operate properly since the substituted 
patterns comply with the rules for patterns during the idle 
period. Hence, the node not configured to interpret the modi 
fied portion of the idle signal, processes the idle signal 
according to the protocolas if the modified idle signal were a 
conventional idle signal. 
0016 For example, 1000 BASE-T Ethernet specifies a 
minimum idle period of 12 code-groups or octets. Each code 
group contains 8 bits. The first two code groups contain a 
specific sequence of ones and Zeros referred to as the end-of 
frame delimiter. The next 10 code-groups are divided into 5 
idle ordered sets. Each idle ordered set contains two code 
groups. 1000BASE-T specifies a particular sequence of bits 
for the first code-group in each ordered set. In particular, 1000 
BASE-T utilizes 8b/10b encoding and the first code-group is 
specified as containing the K28.5 control symbol. The K28.5 
control symbol contains either the sequence 0011111010 or 
1100000101 depending on the running disparity (e.g. total 
disparity of all the transmitted code-groups) so that the over 
all disparity is Zero (i.e. the same number of transmitted Zeros 
as ones). The second code-group in each ordered set is typi 
cally either the data symbol D05.6 (1010010110) or D16.2 
(0110110101 or 1001000101 depending on the running dis 
parity). As used herein, the term 'standard code-group’ refers 
to a code-group that is either explicitly required in the corre 
sponding protocol or a code-group that is suggested by the 
corresponding protocol. For example, in 1000BASE-T Eth 
ernet the code groups K28.5, D05.6 and D16.2 are standard 
code groups. 
0017. However, in this exemplary embodiment, the nodes 
102 replace the data symbols D05.6 and D16.2, respectively, 
with a non-standard code-group (i.e. a code-group that is not 
required or Suggested by the protocol) that maintains the 
disparity and RLL. In other words, a code-group replacing 
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D05.6 should contain 5 ones and a code-group replacing 
D16.2 should contain either 6 ones or 6 zeros depending on 
the running disparity. The replacement code-groups also can 
not match a code-group reserved for other signaling. For 
example, 1000BASE-T Ethernet states that the second code 
group after the control symbol K28.5 cannot be data symbol 
D21.5 or D02.2 for idle signaling. Hence, the replacement 
code-groups do not include data symbol D21.5 or D02.2. 
(0018. Since the minimum idle period in 1000 BASE-T 
Ethernet includes 5 idle ordered sets, 5 bytes of data can be 
transferred by replacing the second code-group (e.g. byte) in 
each of the 5 idle ordered sets. However, if the RLL and 
disparity are to be maintained, only 133 code-groups can be 
used to replace D05.6, and 122 groups can be used to replace 
D16.2. Even this reduced number of replacement code groups 
provides over 27 million possible values (1225) if replacing 
the second code-group in each of the 5 idle ordered sets. 
Hence, using the replacement groups provides approximately 
34 bits of data. 

0019. These idle bits can be used for error detection, error 
correction, and/or to use an encoding that simplifies circuit 
design in some embodiments. In other embodiments, other 
data is transmitted using the additional bits during the idle 
period. For example, in some embodiments, a reconstitution 
acknowledgment and/or status flag is signaled using the idle 
bits. Signaled reconstitution acknowledgments and status 
flags are described in more detail in co-pending U.S. appli 
cation Ser. No. (attorney docket no. H0032622-5409 
filed on even date herewith) which is hereby incorporated by 
reference in its entirety. If only a portion of the 34 idle bits are 
used for transmitting data, such as a status flag for example, 
the remaining bits can be used for error detection or correc 
tion. Examples of uses of this out-of-band signaling include, 
but are not limited to, cooperation between physical layer 
(PHY) transmission (TX) and reception (RX) between nodes 
to dynamically adjust TX drive strength, preemphasis and 
equalization to provide a better RX signal; identification (sig 
nature) of signal Source to ensure that signals are not mis 
routed (e.g. via incorrect cable connections or electrical 
shorts); indication of a frame's trustworthiness (e.g. result of 
a comparison in a fault-tolerant system); synchronization and 
handshaking signals; route history (where did the message 
come from in a multi-hop network); and buffer selection 
coordination in redundant components. 
0020. In addition, it is to be understood that the bits of the 
idle signal do not have to be adjacent to one another. For 
example, a portion of the bits can be sent during a first idle 
period and another portion of the bits of the idle signal can be 
sent during a second idle period. Thus, in Some embodiments, 
the idle signal is segmented between a plurality of idle peri 
ods. The receiving nodes are configured to combine the bits 
from the different idle periods to form the complete idle 
signal. 
0021. In operation, after a node 102 completes transmis 
sion of a frame, it sends the end-of-frame code groups or 
delimiter to signal the end of the frame. After the end-of 
frame code groups, the node 102 begins sending the mini 
mum 5 idle ordered sets. However, the node 102 replaces the 
second code-group in each idle ordered set using one of the 
replacement code-groups which satisfies the 8B/10B encod 
ing rules as described above. Each of the receiving nodes 102 
is configured to analyze the second code-group rather than 
simply discarding the code-group as in conventional systems. 
However, if one of the receiving nodes 102 is not configured 
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to analyze the second code-group, Such receiving node 102 
will continue to operate as in conventional systems and sim 
ply discard the second code-group. Thus, the additional bits 
are transparent to the Ethernet protocol and conventional 
nodes. 

0022. Although the embodiment described above imple 
mented 1000BASE-T Ethernet, it is to be understood that the 
technique of transmitting data during the idle period is also 
applicable to other Ethernet variants. For example, in some 
other embodiments, 100 BASE-X Ethernet is implemented. 
100 BASE-X Ethernet uses 4B/5B encoding and specifies a 
minimum idle period of 22 idle code-groups for a total of 110 
idle code-bits. IEEE 802.3 specifies that, for 100 BASE-X 
Ethernet, non-idle activity is detected upon receipt of two 
non-contiguous Zeros within any 10 code-bits. Hence, in 
embodiments implementing 100 BASE-X Ethernet, nodes 
102 are configured to transmit at least 8 ones after any 
sequence of one or more contiguous Zeros. In other words, the 
nodes 102 are configured to transmit data in the idle period by 
interspersing groups of at least 8 contiguous ones in the data 
to be transmitted during the idle period such that any 
sequence of one or more contiguous Zeros is followed by a 
group of at least 8 ones. The nodes 102 that receive the 
modified idle signal are configured to analyze the bits sepa 
rated by the groups of at least 8 contiguous ones to interpret 
the data transmitted in the modified idle signal. Thus, in some 
embodiments, only 1 bit of each 10 bits is used in the idle 
period to transmit data. In Such embodiments, 11 bits are 
available for this out-of-band or idle signaling. As used 
herein, out-of-band signaling refers to the transmission of 
data during an idle period. 
0023. In other embodiments, other techniques are used to 
transmit data during an idle period of 100BASE-X Ethernet. 
For example, in some embodiments, 10 sequences of bits are 
sent. Each sequence has either no Zeros, 1 Zero, or 2 Zeros 
followed by 9 ones. Hence, each sequence varies in length 
from 9 to 11 bits. This coding technique enables 59,049 
(310) values, or approximately 15 bits, to be sent. In other 
embodiments, 6 sequences of bits are sent. Each sequence 
varies in length from 9 to 18 bits and contains 0 to 9 zeros 
followed by 9 ones. This coding technique enables 19 bits of 
data to be sent during the idle period. However, if the 4B/5B 
RLL is maintained, there can be no more than 3 Zeros in a row. 
Thus, the total number of bits available to be sent is limited to 
18 bits when the 4B/5B RLL is maintained. 

0024. In other embodiments, 10 BASE-T Ethernet is 
implemented. 10 BASE-T Ethernet uses Manchester encod 
ing and has a minimum idle period of 96 bit-symbols. IEEE 
802.3 specifies that for 10 BASE-T Ethernet any non-idle 
transmission which is less than a minimum length will be 
discarded without being reported as an error. The minimum 
length for a non-idle transmission according to IEEE 802.3 is 
greater than the minimum idle period of 96 bit-symbols. 
Hence, in embodiments implementing 10 BASE-T Ethernet, 
nodes 102 are configured to transmit bit sequences in an idle 
period that have length less than 96 bits. In this way, the 
out-of-band bit sequences will not be reported as errors. In 
addition, in some embodiments, the last bit-symbol of the idle 
period is reserved to ensure that the state of the medium 106 
is high and the receiver nodes have detected an idle state. This 
leaves up to 95 bits available for out-of-band signaling in 
embodiments implementing 10 BASE-T Ethernet. 
0025. In some embodiments, mechanisms are used to 
increase the size of the idle period between frames or to 
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shorten the preamble. In such embodiments, more bits are 
also available for the out-of-band signaling during an idle 
period. In addition, as described above, in Some embodi 
ments, the out-of-band signal is transmitted during a pre 
amble period prior to the start of the frame rather than or in 
addition to during an idle period. Similar to the modified idle 
signals, the preamble signals are modified Such that the pre 
amble signals comply with the corresponding protocol rules 
for preamble signals yet are identifiable by the nodes 102 as 
containing data. Hence, the data transmitted during the pre 
amble period does not interfere with the operation of network 
100. Indeed, even if one of the nodes 102 is not configured to 
utilize or recognize data transmitted during the preamble 
period, that node 102 will continue to operate properly since 
the substituted patterns comply with the rules for patterns 
during the preamble period. Hence, the node not configured 
to interpret the modified portion of the preamble signal, pro 
cesses the preamble signal according to the protocol as if the 
modified preamble signal were a conventional preamble sig 
nal. 

(0026. For example, in 1000 BASE-T Ethernet, the pre 
amble comprises eight bytes. In particular, the first byte is 
typically used as a start-of-packet and the next six bytes 
typically include an alternating pattern of ones and Zeros to 
inform the receiving nodes 102 that a frame is coming. The 
last byte is the Start of Frame byte which signals to the 
receiving nodes 102 that the frame data starts in the next byte. 
Hence, the first and eighth bytes of the preamble are reserved. 
For example, in 1000BASE-T Ethernet, the eighth byte of the 
preamble uses the data symbol D05 to signal the start of the 
frame. In such embodiments, the six bytes between the first 
and last byte of the preamble can be any data symbol except 
the data symbol D05. 
0027. The preamble can be used to transport various data 
without utilizing the bandwidth reserved for the frame data. 
For example, in some embodiments, a hop count, Such as a 
message hop count or a hop count for any sync messages seen 
for clique resolution, is placed in the preamble. Alternatively, 
the hop counts can be included in the idle period as described 
above or a message hop count can be included in the preamble 
and a hop count for clique resolution can be included in the 
idle period. Additional details regarding hop counts are 
described in co-pending U.S. patent application Ser. No. 
13/350,304 (attorney docket no. H0029152-5409) and co 
pending U.S. patent application Ser. No. (attorney 
docket no. H0032622-5409 filed on even date herewith), both 
of which are hereby incorporated herein by reference. 
0028. One exemplary technique to prevent the message 
hop count from using the start of frame symbol D05 involves 
using bytewide counters in a network having fewer than 255 
nodes. In one such embodiment, the message hop count starts 
at the data symbol D06 and rollovers are allowed (e.g. 
FF+1 =0), but the message hop count stops at data symbol 
D04. In other words, this exemplary technique effectively 
adds D06 mod 256 to each count. This hop count can be 
mapped back to a 0... FF range by subtracting D06 mod 256 
from eachhop count. This exemplary technique can be imple 
mented using an unsigned byte initialized to D06, adding 1 or 
2 (as appropriate) on each hop, for example, and then adding 
2A to the final count before performing the reconstitution test 
described herein. 

0029. In another embodiment using bytewide counters in a 
network having fewer than 255 nodes, the hop count is 
“encrypted' before each transmission and “decrypted after 
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each reception by using an Exclusive OR operation (also 
referred to herein as XORing) on the hop count with 2B. By 
using the XOR operation, the data symbol D05 will be trans 
mitted only when the count reaches FF. However, since this 
exemplary technique is used with a network having fewer 
than 255 nodes, the hop count does not reach a value of FF. 
0030. In other embodiments, the hop count is not a byte. 
For example, in Some embodiments, the hop count comprises 
six bits. One exemplary technique to prevent the six-bit hop 
counters from equaling D05 is to do bit rearrangement and 
limit the number of nodes to less than 62. For example, in one 
Such embodiment, six nodes can be used as one half of a 
timing master pair. These six nodes are represented as nodes 
A, B, C, D, E, and F in table 1, shown below. In table 1, the 
counter bits are labeled from 0 (the least significant bit or 
LSB) to 5 (the most significant bit or MSB). Thus, each node 
contributes 6 bits. In addition, in table 1 the letter M repre 
sents the hop count for whichever node is transmitting the 
current frame (Message) and X is used to represent 6 spare 
bits. Thus, table 1 represents one exemplary arrangement of 
the bits into 6 bytes to be used in the 6 bytes of the preamble 
discussed above. 

TABLE 1. 

Byte 1 AS A4 AO A3 BO A2 CO A1 
Byte 2 B5 B4 DO B3 EO B2 FO B1 
Byte 3 C5 C4 MS C3 M4 C2 M3 C1 
Byte 4 D5 D4 M2 D3 M1 D2 MO D1 
Byte 5 E5 E4 X5 E3 X4 E2 X3 E1 
Byte 6 F5 F4 X2 F3 X1 F2 XO F1 

0031. If there are less than 62 nodes, the timing masterhop 
counts cannot be equal to 62 (62=111110) or 63 (63=111111) 
and the shaded bits in Table 1 can not be all ones within a byte. 
Thus, they can not be equal to D05. To indicate that this frame 
is a private self-checking pair handshake frame, M can be set 
to 62 or 63. 

0032. In another embodiment, as depicted in Table 1, the 
bit arrangement uses all 6 bytes between the first and last 
bytes of the preamble. By using all 6 bytes for this informa 
tion, only the first byte (Byte 0) is left to be the real preamble 
pattern, which may be needed to establish DC levels and 
phase locking for Manchester-encoded Ethernets. Table 2 
represents another exemplary bit arrangement which 
increases the preamble pattern from 8 bits to 14 bits by elimi 
nating the spare (X) bits and rearranging the other bits. 

TABLE 2 

Byte 1 O 1 O 1 O 1 F5 F1 
Byte 2 AS A4 AO A3 BO A2 CO A1 
Byte 3 B5 B4 DO B3 EO B2 FO B1 
Byte 4 C5 C4 MS C3 M4 C2 M3 C1 
Byte 5 D5 D4 M2 D3 M1 D2 MO D1 
Byte 6 E5 E4 F4 E3 F3 E2 F2 E1 

0033. By using the arrangement in Table 2, if it is deter 
mined that additional bits are needed, bits from the preamble 
pattern in byte 1 can be used, starting with the last bit of the 
pattern. The bit F5 is placed as the first bit after the preamble 
pattern because it has the highest probability of being 0 (vs. 
the other F bits), which extends the preamble pattern another 
bit. This probability is based on the probability that the net 
work size is less than 32 nodes. 
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0034. In another embodiment, the bits can be arranged so 
that propagation delay is only one clock tick (plus PHY delay) 
per node, for those Ethernet devices that process data one byte 
per clock and two clock ticks or for those Ethernet devices 
that process data one bit per clock. This exemplary bit 
arrangement is shown in Table 3 below. 

TABLE 3 

Byte 1 AS A4 M1 A3 MO A2 AO A1 
Byte 2 B5 B4 M3 B3 M2 B2 BO B1 
Byte 3 C5 C4 MS C3 M4 C2 CO C1 
Byte 4 D5 D4 X1 D3 XO D2 DO D1 
Byte 5 E5 E4 X3 E3 X2 E2 EO E1 
Byte 6 F5 F4 X5 F3 X4 F2 FO F1 

0035. The propagation delay can be made this low because 
each of the timing Master's hop counts appear within a single 
byte and the hop count is sent LSB first. 
0036. The relay logic of each node is configured to know 
which of the timing master hop-count fields should be incre 
mented. In addition, a value, such as 61, can be reserved to 
indicate an empty field (e.g. the associated timing master has 
not sent a frame within a predetermined elapsed time). Using 
a value of 61 limits the total number of nodes to 61. When a 
timing master sends a frame, it sets its hop count to Zero and 
all other timing master hop counts to 61. 
0037. In addition, in Manchester-encoded Ethernet imple 
mentations an explicit idle signal is not sent. Rather, the 
sending of Manchester bits is stopped. Hence, for some 
embodiments of Manchester-encoded Ethernet, one bit-time 
with no transmission after each frame is reserved to ensure 
that the receiving nodes know where the end of frame is. 
Then, a burst of bits that has the out-of-band signaling is sent. 
For example, the burst of bits can comprise a standard (or 
shortened) preamble followed by the out-of-band signal, 
which can be used for hop count fields or other data as 
described herein, followed by an idle. Because there was no 
start of frame in the burst of bits, a standard receiving node 
would throw these bits away. This arrangement enables a total 
of 48 data bits plus up to 48 bits of actual preamble plus 2 bits 
of actual idle, which is 2 bits beyond the 96 bit minimum 
inter-frame gap for Manchester-encoded Ethernet. The time it 
takes to send out-of-band signal bits can be shortened by 
using some encoding that is more efficient than Manchester 
during the out-of-band period. 
0038. As mentioned above, the out-of-band signals can be 
used for clique resolution. An exemplary technique for clique 
resolution is described in more detail in U.S. Pat. No. 7,656, 
881 (the 881 patent) which is hereby incorporated herein by 
reference. For example, the 881 patent discusses break 
through messages transmitted during breakthrough slots to 
validate a synchronization message and resolve cliques. In 
Some embodiments, the out-of-band signal is used to transmit 
breakthrough messages in lieu of a breakthrough timeslot. 
Therefore, the use of out-of-band signals enables the trans 
mission of breakthrough messages without a dedicated 
timeslot or time dependency. The out-of-band signal can be 
used to send a pair's priority and hop count for the break 
through message. Hence, the out-of-band signals enable 
asynchronous signaling across time division multiple access 
(TDMA) cliques. 
0039. In addition, when a node forwards an out-of-band 
signal. Such as a breakthrough message, the node can be 
configured, in Some embodiments, to alternate or otherwise 
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vary the port selection for the source of the out-of-band sig 
nal. For example, in a braided ring network described below, 
the node can alternate between forwarding the out-of-band 
signal received on a skip link and forwarding the out-of-band 
signal received on the direct link in the same direction. This 
alternation creates a type of fairness protocol that prevents 
active node failures from consuming too much bandwidth. 
0040. Furthermore, although network 100 has been 
described above with respect to a bus topology, it is to be 
understood that the techniques described hereincan be imple 
mented in other network topologies, such as those shown in 
FIGS. 2-5. For example, FIG. 2 depicts a network 200 in a star 
topology. Network 200 includes a switch 204. Each node 202 
is coupled to the switch 204 via a corresponding dedicated 
link or segment 106. Hence, each of the nodes 202 commu 
nicates with other nodes 202 via the Switch 204. 
0041 FIG.3 is a block diagram of a network 300 having a 
bridge 308 that couples two bus segments 306-1 and 306-2 
together. The bridge 308 is configured to control traffic on the 
bus segments 306-1 and 306–2 by not forwarding frames from 
one bus segment 306-1/306-2 to the other bus segment 306– 
2/306-1 unless the frame is intended for a node on the other 
bus segment 306-2/306-1. 
0042 FIG. 4 is a block diagram of a braided ring network 
400. Network 400 includes a plurality of nodes 402-1 . . . 
402-N. Each of the nodes 402 is coupled to each of its imme 
diate or adjacent neighbors (also referred to herein as “direct 
neighbors”, “adjacent nodes', or “neighbor nodes') via 
respective direct links 410 and to each of its direct neighbors 
neighbor (also referred to herein as "skip neighbors”, “skip 
nodes', or “neighbor's neighbor nodes) via respective skip 
links 412. Thus, each node 402 in the exemplary network 100 
has two “neighbor nodes 402, one in the clockwise direction 
(also referred to here as the "clockwise neighbor node' or 
"clockwise neighbor') and one in the counter-clockwise 
direction (also referred to here as the “counter-clockwise 
neighbor node' or “counter-clockwise neighbor'). 
0043. The links 410 and 412 are used to form at least two 
logical communication channels. In the particular embodi 
ment shown in FIG. 4, the first logical communication chan 
nel 414 comprises a communication path around the ring in a 
first direction (for example, in a counter-clockwise direction), 
and the second logical communication channel 416 com 
prises a communication path around the ring in a second 
direction (for example, in a clockwise direction). Each node 
402 of the network 400 is communicatively coupled to at least 
one of channels 414 and 416. 
0044. It is to be understood that the topologies described 
above are provided by way of example and not by way of 
limitation. For example, the topologies described above can 
be combined in some examples, such as in network 500 
shown in FIG. 5. Network 500 comprises a first network 
portion implementing a star topology including nodes 502-4, 
502-5 and 502-N. Network 500 also includes a second net 
work portion implementing a bust topology and including 
nodes 502-1, 502-2, and 502-3. 
0045 FIG. 6 is a block diagram of one embodiment of a 
node 602. Node 602 includes a host 601 that executes com 
puter readable instructions which provides and uses the data 
that is communicated over a network such as network 100. 
For example, in one implementation, the host 601 is a micro 
processor executing a safety-critical control application. The 
host 601 communicates with the other nodes in the cluster 
network using a communication controller 603 that imple 
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ments protocol logic (for example, encoding rules, idle peri 
ods, startup, error, and message handling) for an Ethernet 
technology as described above. In particular, the controller 
603 is configured to transmit out-of-band signaling and ana 
lyze received out-of-band signaling as described above. The 
node 602 also includes an interface 605 that couples the node 
602 to the communication media such as medium 106. The 
interface includes one or more ports and drivers for transmit 
ting and receiving signals as directed by the controller 603. 
0046 FIG. 7 is a flow chart depicting one embodiment of 
a method 700 of communicating data during an idle period. 
Method 700 can be implemented in a communication con 
troller of a node, such as communications controller 603 
discussed above. At block 702, a signal indicating the end of 
a frame is transmitted over a communication medium in 
accordance with a protocol for communicating data over the 
medium. For example, an end-of-frame delimiter can be 
transmitted as discussed above. The signal indicates to the 
other nodes coupled to the communication medium that the 
transmission of the frame has completed and that an idle 
period is to follow. 
0047. At block 704, an idle signal is modified such that the 
idle signal contains data identifiable by at least one other node 
configured to identify data in the idle signal. The idle signal is 
also modified in a manner that a node not configured to 
identify data in the idle signal processes the idle signal in 
accordance with the protocol. In other words, the node not 
configured to identify the data will treat the modifying signal 
as a conventional idle signal which does not contain data. For 
example, in Some protocol implementations, conventional 
nodes are configured to simply discard the idle signal. That is, 
nodes configured to identify the data will identify the data and 
nodes not configured to identify the data will discard the idle 
signal in such embodiments. Therefore, the modified idle 
signal does not interfere with operation of conventional nodes 
not configured to use the techniques described herein. 
0048. In some embodiments, the communication protocol 

is a 1000BASE-T Ethernet protocol. In some such embodi 
ments, modifying the idle signal comprises inserting a code 
group that maintains disparity and maximum run length limit 
into at least one idle ordered set of the idle signal. The inserted 
code group contains a pattern of ones and Zeros identifiable by 
nodes configured to identify data in the idle signal. For 
example, the nodes can be configured with a list of the code 
groups which are used for communicating data. 
0049. In other embodiments, the communication protocol 

is a 100 BASE-X Ethernet protocol. In some such embodi 
ments, modifying the idle signal comprises interspersing 
groups of at least 8 contiguous ones in data to be transmitted 
during the idle period to form the modified idle signal. In 
particular, as described above, a group of 8 or more contigu 
ous ones is inserted after each occurrence of one or more 
contiguous Zeros, as described above. In this way, the idle 
signal complies with the protocol rules for idle signals. Nodes 
configured to identify data in the idle signal are configured to 
ignore the groups of at least 8 contiguous ones in order to 
identify the data transmitted in the idle signal. However, 
nodes not configured to identify data will process the idle 
signal as if it contained no data in accordance with the pro 
tocol. In particular, the nodes not configured to identify the 
data discard the idle signal. 
0050. In other embodiments, the communication protocol 

is a 10 BASE-T Ethernet protocol. In such embodiments, 
modifying the idle signal comprises modifying bit sequences 
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that have a length less than 96 bits to contain data identifiable 
by that at least one other node. Thus, as long as the bit 
sequences do not exceed 96 bits in length, nodes not config 
ured to identify the data will treat the idle signal as a conven 
tional idle signal. However, nodes configured to identify the 
data will analyze the bit sequences to identify the data trans 
mitted in the bit sequences. After modifying the idle signal, 
the modified idle signal is transmitted over the communica 
tion medium during an idle period in accordance with the 
communication protocol at block 706. 
0051. It is to be understood that, although FIG. 7 is 
described with respect to an idle signal in an idle period, the 
method 700 can also be applied to a preamble signal in a 
preamble period. For example, in lieu of transmitting the 
modified idle signal after transmission of a signal indicating 
the end of a frame, a modified preamble can be transmitted 
prior to the transmission of a signal indicating the start of a 
frame, as described above. In either case, the out-of-band 
signal is modified to comply with the protocol rules such that 
a node not configured to identify the data in the out-of-band 
signal processes the out-of-band signal in accordance with 
the protocol. Hence, the modification of the out-of-band sig 
nal is transparent to Such nodes. 
0052. The out-of-band signaling embodiments described 
above can be used for various applications such as fault tol 
erance and as a mechanism to compensate for imperfections 
in the transmission line that connects one physical device 
(PHY) to another. For example, many conventional high 
speed digital network PHY devices include mechanisms to 
compensate for imperfections in the transmission line that 
connects one PHY to another. This is often done with pre 
emphasis in the transmitting PHY and equalization in the 
receiving PHY. The receiving PHY can adjust its equalization 
parameters automatically because it can see what the trans 
mission line imperfections have done to the signal. However, 
in conventional network PHY devices, the transmitting PHY 
cannot automatically adjust its pre-emphasis settings because 
it does not know what imperfections exist in the transmission 
line. Hence, in a conventional network, pre-emphasis settings 
are often adjusted manually or by some mechanism and com 
munication path outside of the PHY's digital network. 
0053. In some embodiments of the present invention, how 
ever, a receiving PHY that knows what the transmission line 
imperfections are can convey the imperfection information 
back to the transmitting PHY, via an out-of-band signal, for 
example. The transmitting PHY is then able to adjust its 
pre-emphasis. Hence, Such embodiments enable continuous 
dynamic re-adjustment of the pre-emphasis parameters to 
compensate for transmission lines that have imperfection 
characteristics which drift over time. 

0054 Although specific embodiments have been illus 
trated and described herein, it will be appreciated by those of 
ordinary skill in the art that any arrangement, which is calcu 
lated to achieve the same purpose, may be substituted for the 
specific embodiments shown. For example, although specific 
Ethernet protocols are discussed above for purposes of expla 
nation, it is to be understood that other protocols can be 
implemented in other embodiments. Therefore, it is mani 
festly intended that this invention be limited only by the 
claims and the equivalents thereof. 
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What is claimed is: 
1. A communication network comprising: 
a communication medium; and 
a plurality of nodes, each node configured to communicate 

with the other nodes via the communication medium 
using a protocol that has at least one of an idle period 
after transmission of a frame or a preamble period prior 
to start of transmission of a frame; 

wherein at least one node of the plurality of nodes is con 
figured to transmit an out-of-band signal during at least 
one of the idle period or the preamble period; 

wherein the at least one node is configured to modify at 
least a portion of the out-of-band signal to communicate 
data to at least one other node: 

wherein the at least one other node is configured to inter 
pret the modified portion of the out-of-band signal to 
identify the data communicated in the modified out-of 
band signal; 

wherein the modified out-of-band signal complies with the 
protocol’s encoding rules Such that any node not config 
ured to interpret the modified portion of the out-of-band 
signal processes the modified out-of-band signal 
according to the protocol. 

2. The communication network of claim 1, wherein each of 
the nodes is configured to communicate via the communica 
tion medium using 1000BASE-T Ethernet. 

3. The communication network of claim 2, wherein the at 
least one node is configured to modify an idle signal by 
replacing a standard second code group in at least one idle 
ordered set with a non-standard code group that maintains 
disparity and maximum run length limit of the idle signal. 

4. The communication network of claim 1, wherein each of 
the nodes is configured to communicate via the communica 
tion medium using 100BASE-X Ethernet. 

5. The communication network of claim 4, wherein the at 
least one node is configured to modify an idle signal by 
interspersing groups of 8 or more contiguous ones after each 
occurrence of one or more contiguous Zeros in data to be 
transmitted during the idle period to form the modified idle 
signal; 

wherein the at least one other node is configured to analyze 
the bits separated by the groups of 8 or more contiguous 
ones to identify the data transmitted by the at least one 
node during the idle period. 

6. The communication network of claim 1, wherein each of 
the nodes is configured to communicate via the communica 
tion medium using 10BASE-T Ethernet. 

7. The communication network of claim 6, wherein the at 
least one node is configured to modify an idle signal by 
transmitting bit sequences during the idle period that have a 
length less than 96 bits. 

8. The communications network of claim 1, wherein the 
communication medium is comprised of a plurality of seg 
ments, each segment coupling one node to another node. 

9. The communication network of claim 1, wherein the at 
least one node of the plurality of nodes is configured to 
transmit a breakthrough message used for clique resolution in 
the out-of-band signal during at least one of the idle period or 
the preamble period. 

10. The communication network of claim 1, wherein the at 
least one node of the plurality of nodes is configured to 
transmit transmission line imperfections in the out-of-band 
signal during at least one of the idle period or the preamble 
period. 
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11. The communication network of claim 1, wherein the at 
least one other node is configured to forward the out-of-band 
signal; 

wherein the at least one other node is further configured to 
vary a port selection for a source of the forwarded out 
of-band signal. 

12. A communication node comprising: 
a host configured to execute computer readable instruc 

tions; 
an interface configured to couple the node to a communi 

cation medium; and 
a communication controller coupled to the host and the 

interface, the communication controller configured to 
communicate frames from the host over the communi 
cation medium via the interface in accordance with a 
protocol having at least one of an idle period after trans 
mission of a frame or a preamble period prior to start of 
transmission of a frame; 

wherein the communication controller is configured to 
modify and transmit an out-of-band signal during at 
least one of the idle period or the preamble period such 
that the out-of-band signal both complies with the pro 
tocol’s rules and communicates data that is identifiable 
by at least one other node coupled to the communication 
medium; 

wherein the communication controller is configured to 
modify the out-of-band signal Such that any node not 
configured to identify the data in the out-of-band signal 
processes the out-of-band signal in accordance with the 
protocol. 

13. The node of claim 12, wherein the communication 
controller is configured to communicate frames in accor 
dance with a 1000 BASE-T Ethernet protocol. 

14. The node of claim 13, wherein the communication 
controller is configured to replace a standard second code 
group in at least one idle ordered set of an idle signal with a 
non-standard code group that maintains disparity and maxi 
mum run length limit of the idle signal. 

15. The node of claim 12, wherein the communication 
controller is configured to communicate frames in accor 
dance with a 100 BASE-X Ethernet protocol; wherein the 
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communication controller is configured to modify an idle 
signal by interspersing groups of 8 or more contiguous ones 
after each occurrence of one or more contiguous Zeros in data 
to be transmitted during the idle period. 

16. The node of claim 12, wherein the communication 
controller is configured to communicate frames in accor 
dance with a 10BASE-T Ethernet protocol; 
wherein the communication controller is configured to trans 
mit bit sequences during the idle period that have a length less 
than 96 bits, the bit sequences containing data identifiable by 
that at least one other node. 

17. A method of communicating data during an out-of 
band period, the out-of-band period comprising at least one of 
an idle period after transmission of a frame or a preamble 
period prior to start of transmission of a frame, the method 
comprising: 

modifying an out-of-band signal Such that the out-of-band 
signal contains data identifiable by at least one other 
node configured to identify data in the out-of-band sig 
nal and Such that a node not configured to identify data in 
the out-of-band signal processes the out-of-band signal 
in accordance with the protocol; and 

transmitting the out-of-band signal during an out-of-band 
period. 

18. The method of claim 17, wherein modifying the out 
of-band signal comprises: 

inserting a code group that maintains disparity and maxi 
mum run length limit of an idle signal in at least one idle 
ordered set of the idle signal, wherein the inserted code 
group contains a pattern of ones and Zeros identifiable by 
the at least one other node as containing data. 

19. The method of claim 17, wherein modifying the out 
of-band signal comprises interspersing groups of 8 or more 
contiguous ones after each occurrence of one or more con 
tiguous Zeros in data to be transmitted during an idle period to 
form the modified out-of-band signal. 

20. The method of claim 17, wherein modifying the out 
of-band signal comprises modifying bit sequences that have a 
length less than 96 bits to contain data identifiable by the at 
least one other node. 


