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The present invention provides a distributed method for
implementing Link Aggregation Control Protocol (LACP)
standard state machines, wherein the method includes: after
receiving a message, a physical port transmits it to a receive
machine; the receive machine, a periodic transmission
machine, a multiplexer (MUX) machine, and a transmit
machine are triggered to operate in turn; the selection logic on
a master controller is triggered to operate, and the processing
of the message is completed according to the physical link
selection state of the selection logic on the master controller;
wherein, the receive machine, periodic transmission
machine, MUX machine, and transmit machine operate on
the link card at which the physical port is located, and the
selection logic operates on the master controller
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DISTRIBUTED METHOD AND SYSTEM FOR
IMPLEMENTING LINK AGGREGATION
CONTROL PROTOCOL (LACP) STANDARD
STATE MACHINES

TECHNICAL FIELD

[0001] The present document relates to a data communica-
tion field, and in particular, relates to a distributed method and
system for implementing Link Aggregation Control Protocol
(LACP) standard state machines.

BACKGROUND OF THE RELATED ART

[0002] The link aggregation is an aggregation of a series of
physical ports, which presents a single, standard IEEE802.3
interface to the Media Access Control (MAC) Client, and
plays a role in increasing the bandwidth of the physical port
and the redundant standby. The link aggregation protocol is a
standard protocol which controls the link aggregation, oper-
ates among the peer to peer link aggregators, determines the
joining and removing of the physical port through an interac-
tion of the protocol message, and determines whether the
physical port can receive and send the data message. The
standard link aggregation protocol is a centralized state
machine including five protocol state machines with particu-
lar functions which operate on the physical port and connect
each other.

[0003] The current LACP state machine includes the fol-
lowing state machines, their functions and interrelations are
described as follows:

[0004] a receive (RX) state machine (Receive machine):
the state machine receives the link aggregation control pro-
tocol data unit coming from the Partner (opposite end),
records the information therein and uses a short timeout or a
long timeout to make it overtime according to a timeout set by
the LACP; the RX state machine evaluates the information
from the Partner, determines whether the Actor (the local end)
and the opposite end have already agreed that the exchanged
protocol information is used for the port aggregating with
other ports or becoming an independent port to a certain
extent; if not agreed, then the RX state machine sets the
Need-To-Transmit (NTT) identifier to send new protocol
information to the Partner; if the protocol information of the
Partner is overtime, the RX state machine installs a default
parameter value for other state machines use.

[0005] A periodic state machine (Periodic Transmission
machine): it determines the aggregation mode of the Actor
and the Partner, and, in order to maintain the aggregation,
determines whether to exchange the LACPDU periodically
(if any one end or both ends are configured to be Active, then
a regular LACPDU interaction happens).

[0006] A selection state machine (Selection Logic): it is
responsible for selecting an Aggregator correlated with the
port, and decides which Aggregator is in an active state in a
plurality of Aggregators.

[0007] A MUX state machine (MUX machine): it is
responsible for turning on or shutting down the collecting and
distributing of the port according to the request of the present
protocol information.

[0008] A sending (TX) state machine (Transmit machine):
it sends the LACPDU required by other state machines or
periodically.

[0009] The LACP standard state machine is a centralized
state machine. FIG. 1 has described a diagram of the opera-
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tion relation of the current LACP centralized state machine,
wherein, the current LACP centralized state machine oper-
ates successively according to the sequence of the receive
machine, the periodic transmission machine, the selection
logic, the MUX machine and the transmit machine.

[0010] A distributed system is divided as the Management
Processor (MP), the Routing Processor (RP), and the Net-
work Processor (NP) according to the functions, wherein the
MP mainly completes the functions such as command expla-
nation, network management, etc., the RP mainly realizes the
protocols, and the NP mainly completes receiving, sending
and forwarding the message, etc. For a centralized system, the
MP, the RP, and the NP are implemented on one CPU, mainly
used in the low-end device. For a distributed system, the MP,
the RP and the NP are placed on their independent CPUs,
mainly used in the high-end device. In order to improve the
performance of forwarding the message and increase the
stability and reliability of forwarding the message, the NP is
placed and implemented on a plurality of CPUs. In order to
increase the reliability of the RP, an active-standby system is
adopted, and there are two sets of RPs which operate on
different CPUs in the active-standby system, wherein, they
can be standby for each other.

[0011] The ways for implementing the active-standby sys-
tem are divided into two kinds: the active-standby cold
standby and the active-standby hot standby. It is explained
hereinafter by taking the active-standby system of the RP as
an example. The active-standby cold standby refers to: when
the active RP is abnormal, the standby RP switches from a
standby state to an active state, at this time, the switched RP
re-reads the database, performs an initialization, finishes an
interaction with the NP, and then switches to an operating
state; in this process, the dynamic data on the RP before
switching are all lost, and it needs to study again, which
causes the network shocking and results in an interruption of
the forwarding. The active-standby hot standby refers to: after
the standby board is inserted and finishes the message
exchange with the active board, and then it enters the batch
synchronization state, and synchronizes the static data and the
dynamic data at the active RP to the standby board; after the
batch synchronization finishes, the real-time synchronization
is performed between the active board and the standby board,
and the RP on the active board synchronizes the changed data
to the standby board in time; in this way, after an active-
standby switching, most of the data of the active board are
stored on the standby board, and the dynamic data are recov-
ered timely after the active-standby switching through the
data smoothing and the Graceful Restart (GR) ofthe protocol,
which reduces the network shocking, and also guarantees that
the current forwarding is not interrupted during the active-
standby switching.

[0012] The current LACP centralized state machine oper-
ates on the RP, the active-standby cold standby is imple-
mented very easily, but it is much difficult to implement the
active-standby hot standby. The active-standby hot standby
will have a large number of protocols to operate the GR
function in the active-standby switching process, which leads
to the problems, such as, an increase of the utilization rate of
the CPU where the RP locates, an message delivery delay, an
increase of the probability of the delivery lost, an unpunctual
timer operation, etc., and the completion time of the active-
standby switching is linearly increased with the increase of
the service data bulk.
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[0013] In order to maintain the aggregation, the local end
Actor and the opposite end Partner of the LACP must
exchange the LACPDU periodically, the problems, such as, a
message delivery delay and a delivery lost, an unpunctual
timer operation, etc., occurred in the active-standby switch-
ing process will cause that the Partner cannot receive the
LACPDU sent by the Actor within the timeout period, and
then will result in a link disconnection of the physical link and
an interruption of the flow forwarding. Especially, when the
Partner sets a short timeout (it requires the Actor to send one
LACPDU per second, and if the Partner does not receive the
LACPDU within 3 seconds, then the link is broken due to the
timeout), the phenomenon such as the link disconnection and
the link cutout will occur much easily.

[0014] Inaddition,inthe LACPDU message exchange pro-
cess of the Actor and the Partner, the Actor, after receiving the
message from the physical port of the line card (NP), delivers
the message to the management processor (RP)-active, and
hands it to the receive machine for processing, and the receive
machine, the periodic transmission machine, the selection
logic, the MUX state machine, and the transmit machine are
called sequentially; when the message is sent, it needs to be
delivered by the management processor (RP)-active to the
corresponding line card (NP) for sending. The two message
processes between the management processor (RP)-active
and the line card increases the delay ofthe LACPDU message
exchange, reduces the performance of the redundancy
switchover of the physical link, and consumes the valuable
CPU resources at the same time.

[0015] In sum, that the distributed communication device
operates the LACP centralized state machine will have some
problems, such as inefficiency, unreliablity, difficulty of
implementing the active-standby hot standby, etc.

SUMMARY OF THE INVENTION

[0016] The present document provides a distributed
method and system for implementing [ink Aggregation Con-
trol Protocol (LACP) standard state machines, which
increases the operating efficiency, the reliability and the sta-
bility of implementing a active-standby hot standby of the
distributed communication device.

[0017] In order to solve the above-mentioned technical
problem, the present document provides a distributed method
for implementing the LACP standard state machines, com-
prising:

[0018] after receiving a message at a physical port, trans-
mitting to a receive machine;

[0019] triggering the receive machine, a periodic transmis-
sion machine, a multiplexer (MUX) machine, and a transmit
machine to operate in turn;

[0020] triggering a selection logic on a master control to
operate, and completing processing of the message according
to a physical link selection state of the selection logic on the
master control; wherein,

[0021] the receive machine, the periodic transmission
machine, the MUX machine, and the transmit machine oper-
ate on a line card at which the physical port is located, and the
selection logic operates on the master control.

[0022] The above-mentioned method further comprises: if
there is a change in state machine data of a state machine on
the line card before and after the state machine operates, then
synchronizing the changed state machine data of the state
machine on the line card to the master control.
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[0023] The trigger sources of the state machine operation
on the line card include one or any combination of the fol-
lows: the message received by the receive machine, a timeout
of'a periodic duty timer of the state machine on the line card,
and the changed state machine data synchronized from the
master control.

[0024] The trigger sources of the selection logic operation
on the master control include one or any combination of the
follows: a timeout of a periodic duty timer of the selection
logic, the changed state machine data synchronized from the
line card, a change in the state machine data of the selection
logic before and after the selection logic operates, and a
change of configured data.

[0025] The method further can comprise: when triggering
the selection logic on the master control to operate, synchro-
nizing the data on the master control to a master control-
standby and all line cards.

[0026] Theabove-mentioned method further can comprise:
during an active-standby switching, the master control-
standby completes the switching according to the received
data.

[0027] In order to solve the above-mentioned technical
problem, the present document further provides a distributed
system for implementing Link Aggregation Control Protocol
(LACP) standard state machines, comprising: a line card and
a master control, wherein,

[0028] the line card is configured as a line card at which a
physical port is located, and a receive machine, a periodic
transmission machine, a multiplexer (MUX) machine, and a
transmit machine are operated on the line card;

[0029] the master control is configured to operate a selec-
tion logic on the master control;

[0030] thus, the message received from the physical port
can be sent to the receive machine, and the receive machine,
the periodic transmission machine, the MUX machine and the
transmit machine can be triggered to operate in turn, so as to
complete processing of the message in combination with a
physical link selection state of the selection logic on the
master control.

[0031] The above-mentioned line card can be further con-
figured to: if there is a change in state machine data of a state
machine on the line card before and after the state machine
operates, then synchronize the changed state machine data of
the state machine on the line card to the master control.
[0032] The trigger sources of the state machine operation
on the line card include one or any combination of the fol-
lows: the message received by the receive machine, a timeout
of'a periodic duty timer of the state machine on the line card,
and the changed state machine data synchronized from the
master control.

[0033] The trigger sources of the selection logic operation
on the master control include one or any combination of the
follows: a timeout of a periodic duty timer of the selection
logic, the changed state machine data synchronized from the
line card, a change in the state machine data of the selection
logic before and after the selection logic operates, and a
change of configured data.

[0034] The method and system of the present document
have solved the problems, such as inefficiency, unreliable and
difficult to implement the active-standby hot standby, of the
LACP centralized state machines operated by the distributed
communication device, thus improved the operating effi-
ciency of the LACP state machines and enhancing the opera-
tion reliability and stability of the LACP state machines.
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BRIEF DESCRIPTION OF DRAWINGS

[0035] The accompanying drawings described herein are
used to provide further understanding for the present docu-
ment and constitute a part of the present application. The
illustrated embodiments of the present document and the
description thereof are used to explain the present document,
rather than constituting an inappropriate limitation to the
present document. Wherein:

[0036] FIG. 1 describes a diagram of an operation relation
ofa current LACP centralized state machine of the related art;
[0037] FIG. 2 is a diagram of networking of distributed
devices according to an application of the present document;
[0038] FIG. 3 is a diagram of an operation relation of an
LACP distributed state machine of the present document.

PREFERRED EMBODIMENTS OF THE
INVENTION

[0039] The present document is described in detail with
reference to the accompanying drawings and in combination
with embodiments hereinafter. It should be illustrated that, in
the case of not conflicting, the embodiments in the present
application and features in these embodiments can be com-
bined with each other.

[0040] The technical scheme of the present embodiment is
as follows:
[0041] four state machines operating based on a physical

port, that is, a receive machine, a periodic transmission
machine, a multiplexer (MUX) machine, and a transmit
machine operate on a line card at which the physical port is
located, and a selection logic operates on a master control;
[0042] after receiving a message from the physical port, itis
transmitted to the receive machine, and the receive machine,
the periodic transmission machine, the MUX machine and the
transmit machine are called in turn; and the processing of the
message is completed in combination with the selection logic
on the master control.

[0043] The technical scheme of the present embodiment is
as follows: ifthere is a change in state machine data on the line
card before and after the state machine operates, then the state
machine data on the line card are synchronized to the master
control.

[0044] The technical scheme of the present embodiment is
as follows:
[0045] trigger sources of the state machine operation on the

line card include one or any combination of the follows: the
message received by the receive machine, a timeout of a
periodic duty timer of the state machine on the line card, and
the changed state machine data synchronized from the master
control.

[0046] The technical scheme of the present embodiment is
as follows: trigger sources of the selection logic operation on
the master control include one or any combination of the
follows: a timeout of a periodic duty timer of the selection
logic, the changed state machine data synchronized from the
line card, a change in the state machine data of the selection
logic before and after the selection logic operates, and a
change of configured data.

[0047] The technical scheme of the present embodiment is
as follows: when triggering the selection logic on the master
control to operate, the data on the master control are synchro-
nized to a master control-standby and all line cards.

[0048] The technical scheme of the present embodiment is
as follows: during an active-standby switching, the master
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control-standby completes switching according to the
received synchronization data.

[0049] The system technology scheme of the present
embodiment is as follows: the system includes: a line card and
a master control, wherein,

[0050] four state machines, that is, a receive machine, a
periodic transmission machine, a multiplexer (MUX)
machine, and a transmit machine, operate on the line card;
and a selection logic operates on a master control;

[0051] the message received from the physical port is trans-
mitted to the receive machine, and the receive machine, the
periodic transmission machine, the MUX machine and the
transmit machine are called in turn, so as to complete the
processing of the message in combination with the selection
logic on the master control.

[0052] The technical scheme of the present embodiment is
as follows: ifthere is a change in state machine data on the line
card before and after the state machine operates, then the state
machine data on the line card are synchronized to the master
control.

[0053] The technical scheme of the present embodiment is
as follows: trigger sources of the state machine operation on
the line card include one or any combination of the follows:
the message received by the receive machine, a timeout of a
periodic duty timer of the state machine on the line card, and
the changed state machine data synchronized from the master
control.

[0054] The technical scheme of the present embodiment is
as follows: trigger sources of the selection logic operation on
the master control include one or any combination of the
follows: a timeout of a periodic duty timer of the selection
logic, the changed state machine data synchronized from the
line card, a change in the state machine data of the selection
logic before and after the selection logic operates, and a
change of configured data.

[0055] FIG. 2 is a diagram of networking of distributed
devices according to an application of the present document.
The device includes a master control-active, a master control-
standby, aline card 1 and a line card 2; gei_1/1 and gei_1/2 are
on the line card 1, gei_2/1 and gei_2/2 are on the line card 2,
and gei represents an interface of giga. The receive machine,
the periodic transmission machine, the MUX machine, and
the transmit machine operate on the line card sequentially in
order; the four state machines operate taking each physical
link as a unit, and they only need to operate on the line card at
which the physical link is located. The selection logic oper-
ates on the master control-active, which is responsible for
selecting the physical link into an aggregator which has the
same characteristic as the physical link, and determines
which aggregator in a plurality of aggregators is in an active
state, while other aggregators are in an inactive state.

[0056] FIG. 3 is a diagram of an operation relation of an
LACP distributed state machine of the present document.
After the message is received at the physical port on the line
card, the message is no longer delivered to the master control-
active, but is sent to the receive machine directly for process-
ing, and the receive machine, the periodic transmission
machine, the MUX machine, and the transmit machine are
called sequentially. Only when the state machine operation
data of the physical link on the line card changes, the state
machine data are synchronized to the master control-active;
in this way, the number of the message deliveries between the
line card and the master control is reduced greatly. Base on the
premise that the physical link has already been set up through
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protocols successtully, an abnormal master control will not
interrupt the normal protocol interaction of the physical link
on the line card; when the line card at which the port is not
located is abnormal, it will not influence the normal protocol
interaction of the physical link on other line cards as well,
which improves reliability and stability of the LACP protocol
state machine greatly in this way. The line card at which the
physical port is located is called the present line card in the
following methods, and other line cards are called non-
present line cards.

[0057] In step S301, the LACPDU message sent by the
opposite end is received at the physical port;

[0058] instep S302, after the LACPDU message is received
atthe physical port of the present line card, the message is sent
to the receive machine of the LACP module for processing
directly, while the message is no longer delivered to the
master control; the receive machine records the information
in the LACPDU message and uses the short timeout or the
long timeout to make the Partner overtime according to the
timeout set by the Partner; the RX state machine evaluates the
information from the Partner, determines whether the Actor
and the Partner have already agreed that the exchanged pro-
tocol information is used for the port aggregating with other
ports or becoming an independent port to a certain extent; if
not agreed, then the receive machine generates the Need-To-
Transmit (NTT) to send new protocol information to the
Partner; if the protocol information of the Partner is overtime,
the receive machine installs the default parameter value for
other state machines to use;

[0059] in step S303, the periodic transmission machine
operates after the receive machine operates, the aggregation
mode of the Actor and the Partner is determined, and, in order
to maintain the aggregation, it is to determine whether to
switch the LACPDU periodically;

[0060] in step S304, the MUX machine operates after the
periodic transmission machine operates, the MUX machine is
responsible for turning on or shutting down the collecting and
distributing of the port as required by the current protocol
information;

[0061] instep S305, the transmit machine operates after the
MUX machine operates, the transmit machine is responsible
for processing the sending as required by other state machines
or based on the regular LACPDU;

[0062] in step S306, the transmit machine sends the
LACPDU to the physical port of the Partner;

[0063] instep S307, whenthere is a change in state machine
data of the state machine on the present line card before and
after the state machine operates, then the changed state
machine data on the present line card are synchronized to the
master control;

[0064] in step S308, on the master control, after operating,
the selection logic selects the physical link into an aggregator
which has the same characteristic as the physical link, and
determines which aggregator in a plurality of aggregators is in
anactive state, while other aggregators are in an inactive state;

[0065] instep S309, if there is a change in the state machine
data of the selection logic before and after the selection logic
operates, there is a change in the state machine data synchro-
nized from the present line card, and/or, there is a change in
the configuration data, then the data on the master control are
synchronized to the master control-standby, the non-present
line card and the present line card;
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[0066] in step S310, the master control-standby, after
receiving the data from the synchronization, stores the data
used for the data smoothing after the active-standby switch-
ng;

[0067] instep S311, the non-present line card, after receiv-
ing the data from the synchronization, does not process them;
and

[0068] in step S312, the present line card, after receiving
the data from the synchronization, updates the configuration
data and the selection logic data, and verifies the data of the
four state machines of the present line card.

[0069] The specific application in the active-standby
switching process of the present document is illustrated here-
inafter by taking the networking mode of the distributed
devices in FIG. 2 as an example:

[0070] before the active-standby switching, the operation
data of the physical link on the line card are synchronized to
the master control-active, the master control-active synchro-
nizes the operation data and the configuration of the Link
Aggregation Group and all physical links under the Link
Aggregation Group to the master control-standby, and the
master control-standby stores the operation data and the con-
figuration of the Link Aggregation Group and all physical
links under the Link Aggregation Group.

[0071] After the active-standby switching, smoothing is
performed to the current operation data on the basis of the
Link Aggregation Group and the physical link sequentially.
Normally, the output data of the selection logic of the master
control-active will not change after the switching, therefore,
the line card cannot perceive the influence of the active-
standby switching of the master control on the line card, that
is, the active-standby switching of the master control is trans-
parent to the line card. Especially, when testing the influence
of the maximum configuration on the active-standby switch-
ing, there is no influence on the line card when there is an
abnormal condition, such as, the master control-active CPU
after the switching is busy, or there is a delay of the message
delivery between the master control-active and the line card,
or the message lose, etc., which has guaranteed the smooth
transition of the LACP protocol state machine in the active-
standby switching process.

[0072] In conclusion, on the basis of following the LACP
standard protocol state machine, the present document imple-
ments the LACP standard protocol state machine through the
distributed mode, improves the operating efficiency of the
LACP state machine effectively, and enhances the operation
reliability and stability of the LACP standard protocol state
machine.

[0073] Of course, for the LACP standard protocol state
machine, the present document may have a variety of other
combinations. Those skilled in the art can make the corre-
sponding modifications and variations according to the
present document without departing from the spirit and
essence of the present document. And all of these modifica-
tions or the variations should be embodied in the scope of the
appending claims of the present document.

INDUSTRIAL APPLICABILITY

[0074] Compared with the related art, with the present
document, the problems, such as inefficiency, unreliability
and difficulty of implementing the active-standby hot
standby, of the LACP centralized state machines operated by
the distributed communication device has been solved, the
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operating efficiency of the LACP state machines is improved
and the reliability and stability of the operation of the LACP
state machines is enhanced.

What we claim is:

1. A distributed method for implementing Link Aggrega-
tion Control Protocol (LACP) standard state machines, com-
prising:

after receiving a message at a physical port, transmitting

the message to a receive machine;

triggering the receive machine, a periodic transmission

machine, a multiplexer (MUX) machine, and a transmit
machine to operate in turn;

triggering a selection logic on a master control to operate,

and completing processing of the message according to
a physical link selection state of the selection logic on
the master control; wherein,

the receive machine, the periodic transmission machine,

the MUX machine, and the transmit machine operate on
a line card at which the physical port is located, and the
selection logic operates on the master control.

2. The method according to claim 1, further comprising: if
there is a change in state machine data of a state machine on
the line card before and after the state machine operates, then
synchronizing changed state machine data of the state
machine to the master control.

3. The method according to claim 1, wherein,

trigger sources of the state machine operation on the line

card include one or any combination of the follows: the
message received by the receive machine, a timeout of a
periodic duty timer of the state machine on the line card,
and the changed state machine data synchronized from
the master control.

4. The method according to claim 1, wherein, trigger
sources of the selection logic operation on the master control
include one or any combination of the follows: a timeout of'a
periodic duty timer of the selection logic, the changed state
machine data synchronized from the line card, a change in the
state machine data of the selection logic before and after the
selection logic operates, and a change of configured data.

5. The method according to claim 4, further comprising:
when triggering the selection logic on the master control to
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operate, synchronizing the data on the master control to a
master control-standby and all line cards.

6. The method according to claim 5, further comprising:
during an active-standby switching, the master control-
standby completes switching according to the received data.

7. A distributed system for implementing Link Aggrega-
tion Control Protocol (LACP) standard state machines, com-
prising: a line card and a master control, wherein,

the line card is configured as a line card at which a physical

port is located, and a receive machine, a periodic trans-
mission machine, a multiplexer (MUX) machine, and a
transmit machine are operated on the line card;

the master control is configured to operate a selection logic

on the master control;

thus, the message received from the physical port can be

sent to the receive machine, and the receive machine, the
periodic transmission machine, the MUX machine and
the transmit machine can be triggered to operate in turn,
so as to complete processing of the message in combi-
nation with a physical link selection state of the selection
logic on the master control.

8. The system according to claim 7, wherein, the line card
is further configured to: if there is a change in state machine
data of a state machine on the line card before and after the
state machine operates, then synchronize the changed state
machine data of the state machine to the master control.

9. The system according to claim 7, wherein,

trigger sources of the state machine operation on the line

card include one or any combination of the follows: the
message received by the receive machine, a timeout of a
periodic duty timer of'the state machine on the line card,
and the changed state machine data synchronized from
the master control.

10. The system according to claim 7, wherein, trigger
sources of the selection logic operation on the master control
include one or any combination of the follows: a timeout of a
periodic duty timer of the selection logic, the changed state
machine data synchronized from the line card, a change in the
state machine data of the selection logic before and after the
selection logic operates, and a change of configured data.
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