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(57) ABSTRACT

A set of certificate management methods designed to signifi-
cantly reduce or eliminate reliance on infrastructure network
connectivity after vehicles are sold uses techniques to support
certificate management operations in order to reduce the fre-
quency which vehicles need to communicate with the Certifi-
cate Authorities (CAs) and the amount of data that needs to be
exchanged between vehicles and the CA. These methods
include, for example, approaches to use one-way communi-
cations and vehicle-to-vehicle (V2V) communications to
replace expired certificates, approaches to use one-way com-
munications and V2V communications to replace revoked
certificates, and use of a small subset of vehicles as proxies to
help retrieve and distribute Certificate Revocation Lists
(CRLs) and replacement certificates. The combination of
these techniques leads to solutions that can eliminate the need
for roadside infrastructure networks completely.
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SYSTEM AND METHODS TO PERFORM
PUBLIC KEY INFRASTRUCTURE (PKI)
OPERATIONS IN VEHICLE NETWORKS
USING ONE-WAY COMMUNICATIONS
INFRASTRUCTURE

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of U.S. Provi-
sional Application No. 61/238,681, filed on Aug. 31, 2009,
which is incorporated by reference herein in its entirety.

FIELD OF THE INVENTION

[0002] The present invention relates to security solutions
for vehicle-to-vehicle communications. Specifically, the
invention relates to digital key and certificate management for
vehicle communications, Public Key Infrastructure or PKI
for vehicle communications, security, vehicle safety applica-
tions, and privacy.

BACKGROUND OF THE INVENTION

[0003] A prerequisite for real-world deployment of
vehicle-to-vehicle (V2V) communications applications is a
security system that can support critical functions such as
message authentication and driver privacy. The foundation
for enabling these security functions is a vehicular public-key
infrastructure (also referred to as certificate management sys-
tem) to create, authorize, assign, and manage the security
keys and their digital certificates used by vehicles throughout
their lifecycles. Conventional certificate management sys-
tems rely on Certificate Authorities (CAs), which are servers
typically connected to terrestrial infrastructure networks, to
create and issue certificates, detect and revoke misused cer-
tificates, distribute certificate revocation lists to notify users
of the revoked certificates, and replace expired and revoked
certificates. This means that vehicles using such conventional
certificate management methods have to rely on infrastruc-
ture network connectivity to communicate with CAs for their
certificate management needs.
[0004] Prior-art PKI solutions for vehicle communications
require vehicles to communicate frequently with infrastruc-
ture-based Certificate Authorities using two-way communi-
cations. This will require the deployment of large-scale new
roadside radio networks or equipping a high percentage of
vehicles with existing long-rang two-way communications
capabilities (e.g., cellular), which can be highly costly and
can take a long time to achieve.
[0005] Digital certificates and the Public Key Infrastructure
(PKI), which is today’s most prevailing certificate manage-
ment system, provide a foundation for securing vehicle com-
munications. However, using a conventional certificate man-
agement system requires vehicles to have frequent
infrastructure network connectivity to communicate with
Certificate Authorities (CAs) to:

[0006] Obtain initial security keys and their certificates.

[0007] Obtain replacement keys and certificates for
expired and revoked certificates.

[0008] Send information to the CAs (or separate mali-
cious behavior detection servers), which can be used by
the CAs to detect security attacks.

[0009] Obtain Certificate Revocation Lists (CRLs) from
the CAs.
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[0010] Here, infrastructure networks refer to any roadside
short-range radio networks (e.g., DSRC) or cellular net-
works, which vehicles can use to communicate with fixed
servers. Providing frequent infrastructure network connectiv-
ity nationwide to all vehicles (e.g., by establishing roadside
DSRC networks or using cellular networks) can be highly
costly.

SUMMARY OF THE INVENTION

[0011] Thepresent invention significantly reduces or elimi-
nates the reliance on infrastructure network connectivity to
provide security services to vehicles communications appli-
cations.

[0012] The prior art, in general, assumes that two-way
communications are necessary to support the major PKI
operations such as replacing expired and revoked certificates.
The present methods use one-way infrastructure-to-vehicle
communications to support PKI operations including sup-
porting the replacement of expired and revoked certificates
and distribution of CRLs.

[0013] The invention presents a set of certificate manage-
ment methods designed to significantly reduce or eliminate
reliance on infrastructure network connectivity. The methods
use the following main principles:

[0014] Use one-way communications and V2V communi-
cations to replace expired certificates.

[0015] Use one-way communications and V2V communi-
cations to replace revoked certificates.

[0016] Use a small subset of vehicles as proxies to help
retrieve and distribute CRLs and replacement certificates.
[0017] Use of one-way infrastructure-to-vehicle communi-
cations to support PKI operations for vehicles reduces or
removes the needs for road-side infrastructure networks and
allows PKI operations for vehicles to be supported using
existing one-way broadcast network services, such as satellite
broadcast radios, which are already widely available in
vehicles.

[0018] The present invention provides novel methods to
support these PKI operations using one-way infrastructure-
to-vehicle communications.

[0019] The invention will be better understood when the
following description is read in conjunction with the accom-
panying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0020] FIG. 1 shows a schematic representation of simpli-
fied system architecture.

[0021] FIG. 2 is a flow chart of CRL distribution with
seeding and V2V communications.

[0022] FIG. 3 is a flow chart of revoked certificate replace-
ment with one-way communications and Certificate Decryp-
tion Key Utility (CDK) utility application.

[0023] FIG. 4 is a block diagram of the RCRL generator
using pseudonym list of vehicles to receive the replacement
certificate and interaction with a cryptographic logic function
to create the RCRL.

[0024] FIG. 5 is a flow chart of processing a Revoked Cer-
tificate Replacement List (RCRL).

DETAILED DESCRIPTION

[0025] Digital certificates and the Public Key Infrastructure
(PKI) provide a foundation for securing vehicle communica-
tions. However, prior-art PKI systems require vehicles to
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have frequent two-way vehicle-to-infrastructure communica-
tions with Certificate Authorities (CAs) to support the PKI
operations. Infrastructure or infrastructure networks refer to
any roadside short-range radio networks (e.g., those using the
Dedicated Short-Range Communications or DSRC radio, or
WiFi radio) or cellular networks that vehicles can use to
communicate with back-end servers.

[0026] PKI operations typically supported using two-way
communications with the CA in prior-art PKI systems
include:

[0027] Obtain initial security keys and their certificates.
[0028] Obtain replacement keys and certificates for expired
and revoked certificates.

[0029] Obtain Certificate Revocation Lists (CRLs) from
the CAs.
[0030] The initial security keys and certificates can be

assigned and installed on vehicles during the vehicle manu-
facturing process or at the vehicle dealerships before vehicles
are sold, and therefore generally do not demand infrastructure
network connectivity along roadways.

[0031] Certificates usually have an expiration time to pre-
vent security keys from remaining valid for forever and to
prevent CRLs from monotonically grow without bound.
When certificates expire, vehicles need to obtain new keys
and certificates from the Certificate Authority to replace the
expired keys.

[0032] When a certificate is determined to be used in mali-
cious activities, it can be revoked by the CA. CRLs are the
primary means used in a PKI system to revoke certificates.
Vehicles receiving data secured by a certificate will check the
CRL to determine if the certificate has been revoked. Vehicles
therefore need to obtain update-to-date CRLs because CRLs
change over time as certificates are revoked.

[0033] When one or more certificates used by a vehicle
have been revoked, these revoked certificates need to be
replaced. When a vehicle’s privilege to receive certificates
has been rescinded, this vehicle should no longer be able to
receive new replacement certificates.

CRL Distribution Using One-Way Infrastructure-to-Vehicle
Communication:

[0034] Referring to FIG. 1, asimplified system architecture
useful for practicing the invention is shown. CRLs are public
data to be openly distributed to any entity that needs them.
They are digitally signed by the CA 10 to ensure data integrity
and authenticity. The present invention considers the follow-
ing novel methods to use one-way infrastructure-to-vehicle
communications to distribute CRLs to vehicles:

[0035] [1]. CRL Seeding with V2V Distribution

[0036] [2]. CRL Distribution via Satellite One-Way

Broadcast 11 or the like

[0037] [3]. Mobile Infrastructure Access Points 12
[0038] These methods can be used in combination to
improve the timeliness of CRL distribution and coverage in
the population of vehicles.
[0039] CRL Seeding with V2V Distribution: This method
is to seed some vehicles 13 with the latest CRL and enable
these vehicles to propagate the CRL to other vehicles 14 using
V2V communications. A convenient seeding mechanism is to
load the latest CRL in new vehicles before the vehicles are
sold. Each year approximately 10 to 15 million new vehicles
are sold in the US. Loading the current CRL to these new
vehicles will allow the new vehicles to rapidly spread the
CRLs to the rest of the vehicles. With about 250 million
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vehicles on the roads and assuming relatively uniform
renewal rates throughout the country, this means there will be
aseed vehicle in each neighborhood community of only about
200 vehicles. During each trip of a new vehicle carrying the
new CRL, it is highly likely that the new vehicle will “meet”
tens to hundreds of other vehicles and therefore be able to give
the CRL to them.

[0040] Another method of seeding is to deploy the latest
CRL on special trusted vehicles 15 such as police vehicles,
emergency vehicles, and buses and taxis. These trusted
vehicles can then distribute the CRL to other vehicles via
V2V communications. This could also be applied to vehicle
fleets, such as letter and package delivery services (e.g.,
USPS, UPS, and FedEx), public service vehicles, such as
buses, trolleys, light rail systems, and trains.

[0041] FIG. 2 shows a flow chart of CRL distribution with
seeding and V2V communications. The CA publishes a CRL
20 that is distributed to vehicle OEMs/dealerships for down-
load and installation of the latest CRL on new vehicles 21.
The new vehicle with the certificate is sold and put into
service 22. Alternatively, the CA distributes the CRL to
trusted vehicles such as government and/or public vehicles
for download using a communication network such as a sat-
ellite, broadband transmission, cellular towers, private
vehicle networks, and the like. V2V communications is used
to propagate the latest CRL to other vehicles 24.

[0042] CRL Distribution via One-Way Satellite Broadcast:
Referring to FIG. 3, a CRL can be piggybacked on existing
one-way radio broadcast services, such as a satellite system
and real time traffic information broadcasts over Radio Data
Service (RDS), which are already available in vehicles.
Today, many vehicles come equipped with satellite radio
receivers, such as Sirius

[0043] XM, to decode digital satellite radio broadcasts. The
latest CRL can be periodically broadcastto all vehicles within
the coverage area of the satellite. With the current satellites
used by the provider Sirius, for instance, at least one of its
satellites broadcasts directly over the US atall times, enabling
a CRL to be broadcast to the entire vehicle population in a
single instance. Due to signal blockage caused by large build-
ings, natural structures and other facilities (such as indoor and
underground parking lots), each CRL may need to be broad-
casted multiple times over a period of time to improve cov-
erage. With CRL distribution over RDS, line of sight issues
are greatly reduced, enabling vehicles to obtain CRLs as long
as they are within the service area of a participating radio
station. The coverage areas for terrestrial radio systems is a
circular area with a typical radius of 30 to 75 miles.

[0044] The vehicle receives the CRL 31 and receives and
validates CDK utility 32. A check determines whether the
CDK utility is legitimate 33. If the utility is legitimate, the
vehicle runs the CDK utility 34. Then, the vehicle retrieves
and install replacement certificates from the CRL 35 and the
process ends 36. If the CDK utility is not legitimate, the
process aborts 37.

[0045] The volume of CRL distribution traffic over satellite
channels can be minimized using several techniques, such as:

[0046] Use smart algorithms to reduce the size of the CRLs.

[0047] Reduce the number of times a CRL has to be broad-
casted by relying on vehicles who received the CRL to use
V2V communications to help distribute it to other vehicles.

[0048] Vehicles that have received the latest CRL from its
satellite radio can use V2V communications to further dis-
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tribute the CRL to other vehicles, especially to vehicles that
are not equipped with satellite receivers.

[0049] CRL Distribution through Trusted Vehicles: Trusted
vehicles such as police, public service, and authorized fleet
vehicles that have limited or intermittent back-end connec-
tivity can periodically acquire CRLs and disseminate the
CRLs to the vehicle population using V2V communications.
Some trusted vehicles, such as police vehicles, may have
continuous, but limited communication with back-end infra-
structure over which a PKI system can periodically push the
most recent CRL. Other vehicles, such fleet vehicles, may
only have infrastructure connectivity when returning to the
garage at the end of a day. Upon returning and rejoining the
network, the PKI system can transmit its latest CRL to the
vehicle. As trusted vehicles move among the vehicle popula-
tion, they propagate the latest CRL to other vehicles using
V2V communication. Trusted vehicles thereby provide a
means to periodically reseed a portion of the vehicle popula-
tion by nature of their limited communications and travel
paths. With this method, ordinary user vehicles need only
possess V2V communication capabilities.

[0050] Replacement of Expired Certificates Using One-
Way Infrastructure-to-Vehicle Communication: When a
vehicle’s certificates expire or are about to expire, the vehicle
needs to acquire new replacement certificates from the CA.
Using conventional PKI, this process will require two-way
vehicle-to-CA communication through the infrastructure net-
works so that the vehicle and the CA can mutually authenti-
cate each other.

[0051] In the present invention, we describe a system and
method to replace expired certificates with one-way commu-
nications from the CA to the vehicles, using a shared anony-
mous certificate management scheme where a pool of certifi-
cates is shared among the vehicles population as an example.
[0052] The CA publishes the list of certificates to be
replaced along with their replacement certificates. This list is
referred to as the Replacement Certificate List (RCL). The
CA can generate this list based on its knowledge of the expi-
ration dates of the certificates and an estimate of how long it
takes for the RCL to be distributed to a target percentage of all
the vehicles. Expiration of a certificate is not an indication of
misuse, but simply a mechanism to help manage CRL growth
and provide a means to cleanse the system of certificates that
may no longer be in use. The RCL is digitally signed by the
CA to ensure the integrity of its content.

[0053] The content of each entry on an RCL is meant to be
received only by the vehicles that share the replacement cer-
tificate. This means that each entry on the RCL should be
cryptographically secured so that only the authorized
vehicles can decrypt the entry.

[0054] Therefore, an entry on a RCL consists of the follow-
ing elements:

[0055] SERIAL_NO: the serial number (or its hash) of a
certificate being replaced. This field is shown in clear
text on the RCL.

[0056] {NEW_CERT}old_k: a new private-public key
pair, the corresponding certificate, and the CA’s digital
signature on the key pair. This field is encrypted with the
public key, old_k, of the old certificate that is to be
replaced by this new certificate.

[0057] Whena vehiclereceives a RCL, it can quickly deter-
mine whether any of its certificates are being replaced by
comparing the serial numbers of its certificate with the serial
numbers on the RCL. If a match is found, the vehicle uses the
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private key it currently holds for the certificate undergoing
replacement to decrypt the replacement key materials.
[0058] Beneficially, only the holder of an expired certificate
with serial number SERIAL_NO has the proper private key to
decrypt {NEW_CERT} old_k to decrypt the replacement key
materials.

[0059] Replacement of Revoked Certificates Using One-
Way Infrastructure-to-Vehicle Communications: Conven-
tional PKI solutions require the owner of a revoked certificate
to initiate the process of replacing the certificate. This con-
ventional process requires a two-way communication
through infrastructure networks between the vehicle (the cer-
tificate holder) and the CA during which the vehicle and the
CA mutually authenticate each other and then exchange the
keying and certificate materials.

[0060] Replacement of revoked certificates imposes more
security requirements than replacing expired certificates. In
particular, a malicious vehicle’s right to receive new certifi-
cates may have been rescinded, and therefore should not be
able to receive new replacement certificates. However, if a
malicious vehicle was sharing a revoked certificate with an
innocent vehicle, such as when a shared certificate manage-
ment scheme is used to protect vehicle privacy, the innocent
vehicle should be able to receive the replacement certificate
while the malicious vehicle should not. The present invention
provides two means to distribute replacement key materials to
only authorized vehicles, exempting vehicles that have been
identified as malicious.

[0061] Consider as an example the CA architecture as dis-
closed in U.S. Patent Application Publication No. 2008/
0232595, which is incorporated herein by reference. This CA
architecture separates the functions of assigning certificates
and authorizing the certificate assignment. That is, an Autho-
rizing CA is responsible for authorizing whether a particular
vehicle should be given new certificates. This Authorizing
CA knows how many certificates have been assigned to a
particular vehicle, but does not know which particular certifi-
cates have been assigned to a vehicle. An Assigning CA is
responsible for actually assigning certificates to vehicles. It
knows which set of certificates are assigned to the same
vehicle, but it does not know to which particular vehicle any
particular set of certificates has been assigned.

[0062] Consider as an example the use of a shared certifi-
cate management scheme. Specifically, a small subset of n
certificates randomly selected from a pool of N certificates
will be assigned to each vehicle. This means that a number of
vehicles will be sharing each certificate. In such a system, the
set of n certificates assigned to a vehicle forms a unique
pseudonym with high probability when N is large (e.g.,
10,000).

[0063] Method 1: Asymmetrically Encrypted Replacement
Certificate List: In FIG. 4 the Assigning CA 40 will be aware
of certificates that are placed on the CRL. In the preferred
implementation, the Assigning CA contains a CRL generator
41 that creates a list of revoked certificates 42. The CRL
generator interacts with internal and external security and
intrusion detection functions to invalidate certain certificates
by placing them on the CRL. When a new certificate is added
to the CRL, the Assigning CA searches its certificate database
43 to identify all certificate sets it has issued to vehicles that
contain the revoked certificate. For each certificate set, which
is an anonymous pseudonym for a single vehicle, the Assign-
ing CA applies additional rekeying security logic 44 to deter-
mine if a replacement certificate should be granted. An
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example of the rekeying security logic is shown in U.S. Patent
Application Publication No. 2008/0232595 where the
Assigning CA maintains a rekeying counter for each vehicle
pseudonym, increment the rekeying counter each time a
vehicle requires a replacement certificate and stop issuing
new certificates to a vehicle when its rekeying counter reaches
a preset or dynamic threshold. Vehicles are deemed to be
misbehaving will be marked not to receive replacement cer-
tificates, while the others will be assigned the replacement
certificate.

[0064] The means by which the Assigning CA selectively
provides replacement certificates to some, but not all,
vehicles is by the RCRL Generator 45 generating a Revoked
Certificate Replacement List (RCRL) 46 as illustrated in the
Error! Reference source not found.Error!

[0065] Reference source not found.. The RCRL contains
the following two information chunks:

[0066] SERIAL_NO: the serial number (or its hash) of a
revoked certificate being replaced. This field will be in
clear text so that all vehicles can read the serial number,
update their CRL and make a determination as to
whether or not any of its certificates are undergoing
replacement

[0067] A list of {NEW_CERT}old_k_set: For each
revoked certificate serial number, a list of encrypted
replacement credentials blocks 47 is provided. Each
replacement credentials block contains a replacement
anonymous private/public key pair and the correspond-
ing anonymous certificate (which includes the CA’s
digital signature on the key pair). Although each replace-
ment credentials block will typically contain the same
information, each is encrypted with the old public key
set (0ld_k_set=n keys) of a vehicle that possesses the
revoked certificate and for which the Assigning CA has
authorized a replacement. The encryption function 48
therefore makes use of all n keys to encrypt the replace-
ment credentials block. Vehicles that are not authorized
to receive replacement certificate will not find a replace-
ment credentials block with their old key set.

[0068] The entire RCRL is digitally signed by the Assign-
ing CA to allow vehicles to authenticate the RCRL source and
detect integrity violations.

[0069] When a vehicle receives a RCRL 50, it first authen-
ticates the RCRL 51 and, if authentic, updates its local CRL
52 with the new revoked certificate information as shown in
Error! Reference source not found.Error! Reference source
not found..

[0070] The vehicle then determines if it possesses any of
the revoked certificates on the RCRL 53 by comparing the
serial numbers of its certificates with the serial numbers on
the RCRL. If a match is found, the vehicle searches the
replacement credentials blocks for the one that was encrypted
with its old key set. The process of locating the replacement
credentials block 54 can be performed in brute force fashion
by attempting to decrypt each credentials block. Only the
blocks encrypted with the private key set associated with the
vehicle’s keys will decrypt properly.

[0071] To reduce computation cost by eliminating the brute
force search the replacement credentials block can incorpo-
rate in clear text an identifier for the certificate set pseud-
onym. In this preferred implementation, the vehicle would
search the list of replacement credentials blocks for a match
with its certificate set identifier and attempt to decrypt only
that block. Upon finding the appropriate replacement creden-
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tials block, the vehicle decrypts, verifies and accepts the
replacement certificate 55. If the RCRL is not authentic, or if
the vehicle determines it does not possess any of the revoked
certificates on the RCRL or after the vehicle decrypts, veri-
fies, and accepts the replacement certificate, the next RCRL is
received. 50.

[0072] Because the set of n certificates assigned to a vehicle
is a unique pseudonym, only those vehicles possessing a set of
old certificates that the Assigning CA has authorized to
receive the replacement will be able to find and decrypt a
replacement credentials block in the RCRL. The Assigning
CA will not include an encrypted replacement credentials
block for malicious vehicles whose right to receive replace-
ment certificates has been revoked, allowing certificate
replacements to be given to only innocent vehicles.

[0073] Because the contents ofthe RCRL are cryptographi-
cally secure, RCRLs can be distributed to the vehicle popu-
lation with the same one-way infrastructure-to-vehicle broad-
cast, seeding, and/or V2V distribution methods described for
CRLs.

[0074] Since the RCRL contains the serial number of the
revoked certificate, it can also be used to perform incremental
updates to local CRLs in vehicles, thereby avoiding large
CRL distributions every time a certificate is revoked. At peri-
odic intervals, a complete CRL can be broadcast to make sure
that all vehicles have the complete set of revoked certificates.

[0075] Method 2: Symmetrically Encrypted Revoked Cer-
tificate Replacement List with Certificate Decryption Key
Utility: Because both Assigning CA and vehicles have the
private keys for assigned certificates, symmetric encryption
can be also be used to lower computational cost. In this
method, the RCRL is symmetrically encrypted along with a
small Certificate Decryption Key (CDK) utility, i.e., applica-
tion software generated by the CA and designed to run on the
vehicle. Replacement certificates are placed on the RCRL by
the CA and encrypted with a symmetric key. As described
below, the CDK utility validates that the vehicle it is running
on has not been compromised and allows the vehicle to pro-
cess the RCRL by providing the symmetric key. Specifically,
the CDK utility is configured with:

[0076] A white list of non-misbehaving vehicles each of
which has been assigned a certificate set, in which one or
more certificates (but not all of them) have been revoked, and

[0077] A black list of misbehaving vehicles each of which
has been assigned a certificate set, in which one or more
certificates (but not all of them) have been revoked.

[0078] Each item on the white and black list uniquely iden-
tifies a given certificate set and vehicle. Each entry, is cryp-
tographically generated (see below), and referred to as
CERT_SET_ID.

CDK utility is further configured with:

[0079] A list of tuple {SERIAL_NO, RANDOM}, where
SERIAL_NO is the serial number ofthe revoked certificate to
be replaced, and RANDOM is the random value used by the
CA to generate the symmetric key to secure the replacement
key

[0080] The CDK utility is signed by the CA to allow
vehicles to verify its authenticity.

[0081] Both the symmetrically encrypted RCRL and CDK
utility can be distributed among vehicles using a one-way
broadcast technique, such as seeding with V2V distribution or
satellite broadcast. Details of the method are as follows.
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The CA creates an RCRL that comprises:

[0082] A list of SERTAL_NO: where SERIAL_NO is the
serial number (or its hash) of a revoked certificate being
replaced

[0083] A list of {NEW_CERT} k_sym: containing a new
anonymous private/public key pair, the corresponding anony-
mous certificate, and the Anonymous CA’s digital signature
on the key pair, all of which are symmetrically encrypted with
key, k_sym.

The key k_sym is generated by the CA as follows:

[0084] 1.Concatenate arandom value, RANDOM, to the
SERIAL_NO of'the certificate to be replaced to create a
token, t

[0085] 2. Sign t with the private key of the certificate to
be replaced (this value is referred to as t_signed

[0086] 3. Generate the symmetric key, k_sym, by run-
ning t_signed through a hashing algorithm

CA generates CERT SET ID as follows:

[0087] 1. Order the certificates in a certificate set to
which a certificate to be replaced belongs by, e.g., their
serial numbers

[0088] 2. Sign t_signed with the private key of each
certificate in the certificate set in order, the result of
which is referred to as CERT_SET 1D

[0089] Ifa certificate to be replaced belongs to a certificate
set that is determined to belong to a misbehaving vehicle, the
certificate set’s CERT_SET_ID is put on a black list. Other-
wise, the certificate set’s CERT_SET_ID is put on a white list.
[0090] Subsequently, the CA configures the CDK Utility as
previously described and broadcasts the latest RCRL and
CDK Utility for a period of time over the one-way commu-
nication system 31 (FIG. 3).

[0091] To replace revoked -certificates, each wvehicle
receives both the RCRL and CDK utility by a broadcast
distribution method. Those vehicles that recognize a serial
number on the RCRL as matching one of their certificates
check the signature of the CDK utility 32 to verity its authen-
ticity and integrity.

[0092] Upon successful verification, the vehicle executes
the CDK utility 34, and perform the following steps:

[0093] [1]. Vehicle passes the SERIAL_NO of the cer-
tificate to replace

[0094] [2]. CDK utility generates token, t, by concat-
enating the SERIAL._NO from the vehicle and RAN-
DOM from a tuple {SERIAL_NO, RANDOM} whose
SERIAL_NO matches SERIAL_NO from the vehicle

[0095] [3]. CDK utility passes the generated token, t, to
the vehicle so that the vehicle can sign t with the private
key of the certificate to be replaced

[0096] [4]. Vehicle signs t with the private key of the
certificate to be replaced (the signed token is referred to
ast_signed)

[0097] [5]. Vehicle creates a copy of t_signed and creates
the CERT_SET_ID for the certificate set to which the
certificate to be replaced belongs. Vehicle uses the same
algorithm as the one used by the CA

[0098] [6]. Vehicle returns both t_signed and CERT_
SET_ID to the CDK utility

[0099] [7]. CDK utility checks the received CERT_
SET_ID against its black list. If found, the CDK utility
stops.

[0100] [8]. CDK utility checks the received CERT_

SET_ID against its white list. If not found, the CDK
utility stops.
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[0101] [9]. Otherwise, the CDK utility generates a sym-
metric key, k_sym, by running the received t_signed
through the same hash function as the one used by the
CA

[0102]

[0103] [11]. Vehicle uses k_sym to decrypt the replace-
ment key material from the RCRL 35.

[0104] Other variations of the above vehicle-CDK utility
interactions are possible. For example, the CDK utility may
ask the vehicle to send the SERIAL_NOs of the certificates all
at once and check that the vehicle is on the white list for all
such certificates.

[0105] Replacement of Expired or Revoked Certificates
using Mobile Infrastructure Access Points: Rather than
deploy fixed roadside infrastructure to support security
operations, this method takes advantage of infrastructure con-
nectivity that already exists in trusted vehicles, such as police
and emergency vehicles and public and private vehicle fleets,
to relay security transactions. Trusted vehicles with back-end
connectivity act as mobile infrastructure network access
points to help relay messages between the CA and vehicles.
Certificates assigned to a trusted vehicle can be distinguished
from the general population so that another vehicle knows
that it is communicating with a trusted vehicle. Ifa vehicle has
a revoked certificate and encounters a trusted vehicle, it may
broadcast a cryptographically secure request that the trusted
vehicle relays over its infrastructure connection to the CA.
The CA crafts a cryptographically secure response and sends
it back to the trusted vehicle, which in turn broadcasts it out to
the vehicle. To prevent user vehicle security traffic from over-
whelming a trusted vehicle’s infrastructure connectivity link,
controls within the trusted vehicle relay assign vehicle traffic
alow priority and only transmit it upon a bandwidth available
basis. The trusted vehicle can also disable all user vehicle
traffic relaying to obtain full use of the available infrastructure
connectivity.

[0106] Various aspects of the present disclosure may be
embodied as a program, software, or computer instructions
embodied in a computer or machine usable or readable
medium, which causes the computer or machine to perform
the steps of the method when executed on the computer,
processor, and/or machine.

[0107] The system and method of the present disclosure
may be implemented and run on a general-purpose computer
or computer system. The computer system may be any type of
known or will be known systems and may typically include a
processor, memory device, a storage device, input/output
devices, internal buses, and/or a communications interface
for communicating with other computer systems in conjunc-
tion with communication hardware and software, etc. A mod-
ule may be a component of a device, software, program, or
system that implements some “functionality”, which can be
embodied as software, hardware, firmware, electronic cir-
cuitry, or etc.

[0108] The terms “computer system” and “computer net-
work™ as used in the present application may include a variety
of combinations of fixed and/or portable computer hardware,
software, peripherals, and storage devices. The computer sys-
tem may include a plurality of individual components that are
networked or otherwise linked to perform collaboratively, or
may include one or more stand-alone components. The hard-
ware and software components of the computer system of the

[10]. CDK utility passes k_sym to the vehicle
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present application may include and may be included within
fixed and portable devices such as desktop, laptop, server,
and/or embedded system.

[0109] While there has been described and illustrated a
system and method of digital key and certificate management
for vehicle communications, PKI for vehicle communica-
tions, security, vehicle safety applications, and privacy, it will
be apparent to those skilled in the art that modifications and
variations are possible without deviating from the principles
and broad teachings of the present invention which shall be
limited solely by the scope of the claims appended hereto.

1. A method for using one-way communications to support
Public Key Infrastructure (PKI) operations including for dis-
tributing certificate revocation lists (CRL), replacing expired
certificates, and replacing revoked certificates, comprising
one-way infrastructure-to-vehicle communication.

2. A method for using CRL seeding to distribute CRL to
vehicles, comprising the steps of:

sending the latest CRL to a subset of vehicles (“seeded

vehicles”) via one-way infrastructure-to-vehicle com-
munication channels; and

distributing by the seeded vehicles to other vehicles via

vehicle-to-vehicle communication channels,

wherein the said seeded vehicles include trusted vehicles

such capable of obtaining CRLs from the certificate
authority (CA) in a timely fashion.

3. A method for using one-way radio or satellite broadcast
to distribute CRLs to vehicles, comprising the steps of:

piggy-backing a CRL on existing one-way radio broadcast

services;

receiving the CRL in vehicles including satellite radio

receivers,

wherein the latest CRL is periodically broadcast to all

vehicles within the coverage area of the satellite, and
broadcasting the CRL multiple times over a period of
time to improve the probability of success receptions by
the vehicles.

4. A method for using Mobile Infrastructure Access Points
to distribute CRLs and replacement certificates to vehicles
comprising the steps of:

using trusted vehicles to act as mobile infrastructure net-

work access points to receive messages from the CA;
and

distributing the messages to other vehicles.

5. The method in accordance with claim 4, wherein the
certificates assigned to a Mobile Infrastructure Access Point
are distinguished from the other certificates so that the other
vehicles know that it is communicating with a trusted vehicle
that is serving as a Mobile Infrastructure Access Point.

6. The method in accordance with claim 4, wherein an
other vehicle may send a cryptographically secure request to
the Mobile Infrastructure Access Point which will relay the
request over its infrastructure connection to the CA.

7. The method in accordance with claim 4, wherein the CA
upon receiving a request from the other vehicles will craft a
cryptographically secure response and sends it back to the
Mobile Infrastructure Access Point, for communicating with
the other vehicle.

8-30. (canceled)

31. A method for using one-way infrastructure-to-vehicle
communications and Symmetrically Encrypted Replacement
Certificate List Certificate Decryption Key Utility (CDK) to
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replace revoked certificates where replacement certificates
are placed on the RCRL by the CA and encrypted with a
symmetric key.

32. The method in accordance with claim 31, wherein the
Certificate Decryption Key (CDK) utility is implemented as
software generated by the CA and to run on the vehicle.

33. The method in accordance with claim 31, wherein the
CDK utility is used by the vehicle to validate that the vehicle
the CDK utility is running on has not been compromised and
allows the vehicle to process the RCRL by providing the
symmetric key.

34. The method in accordance with claim 31, wherein the
CDK utility is configured with a white list of non-misbehav-
ing vehicles each of which has been assigned a certificate set,
in which one or more certificates but not all of them have been
revoked and a black list of misbehaving vehicles each of
which has been assigned a certificate set, in which one or
more certificates but not all of them have been revoked.

35. The method in accordance with claim 34, wherein each
item on the white and black list uniquely identifies a given
certificate set, and is cryptographically generated.

36. The method in accordance with claim 31, wherein the
CDK utility is further configured with a list of tuple {SERI-
AL_NO, RANDOM} where SERIAL_NO is the serial num-
ber ofthe revoked certificate to be replaced, and RANDOM is
the random value used by the CA to generate the symmetric
key to secure the replacement key.

37. The method in accordance with claim 31, wherein the
CDK utility is digitally signed by the CA to allow vehicles to
verify its authenticity.

38. The method in accordance with claim 31, wherein both
the symmetrically encrypted RCRL and CDK utility are dis-
tributed to vehicles using a one-way broadcast technique.

39. The method in accordance with claim 38, wherein the
one-way broadcast method includes seeding with V2V dis-
tribution or satellite broadcast.

40. The method in accordance with claim 38, wherein the
CA creates an RCRL comprising a list of SERIAL_NO where
SERIAL_NO is the serial number or its hash of a revoked
certificate being replaced, and a list of {NEW_CERT} k_sym
containing a new anonymous private/public key pair, the cor-
responding anonymous certificate, and the Anonymous CA’s
digital signature on the key pair, all of which are symmetri-
cally encrypted with key, k_sym.

41. The method in accordance with claim 40, wherein the
key k_sym is generated by the CA by concatenating a random
value, RANDOM, to the SERIAL_NO of the certificate to be
replaced to create a token, t; Sign t with the private key of the
certificate to be replaced (this value is referred to as t_signed);
and generating the symmetric key, k _sym, by running
t_signed through a hashing algorithm.

42. The method in accordance with claim 31, wherein the
CA generates CERT_SET_ID b, ordering the certificates in a
certificate set to which a certificate to be replaced belongs;
signing t_signed with the private key of each certificate in the
certificate set in order.

43. The method in accordance with claim 31, wherein if a
certificate to be replaced belongs to a certificate set that is
determined to belong to a misbehaving vehicle, the certificate
set’s CERT_SET_ID is put on a black list, otherwise, the
certificate set’s CERT_SET_ID is put on a white list.

44. The method in accordance with claim 31, wherein the
CA broadcasts the latest RCRL and CDK Utility for a prede-
termined period of time.
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45. The method in accordance with claim 31, wherein each
vehicle upon receiving the RCRL and CDK utility searches
the RCRL to determine it there is a serial number on the
RCRL that matches one of their certificates and checks the
signature of the CDK utility to verify its authenticity and
integrity.

46. The method in accordance with claim 31, wherein each
vehicle upon successful verification of the CDK utility
executes the CDK utility, and performs the following steps: 1)
Vehicle passes the SERIAL_NO of the certificate to replace;
2) CDK utility generates token, t, by concatenating the SERI-
AL_NO from the vehicle and RANDOM from a tuple {SERI-
AL_NO, RANDOM} whose SERIAL_NO matches SERI-
AL_NO from the vehicle; 3) CDK utility passes the generated
token, t, to the vehicle so that the vehicle can sign t with the
private key of the certificate to be replaced; 4) Vehicle signs t
with the private key of the certificate to be replaced (the
signed token is referred to as t_signed); 5) Vehicle creates a
copy of t_signed and creates the CERT_SET_ID for the cer-
tificate set to which the certificate to be replaced belongs, and
vehicle uses the same algorithm as the one used by the CA; 6)
Vehicle returns both t_signed and CERT_SET_ID to the
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CDK utility; 7) CDK utility checks the received CERT_SET _
1D against its black list and if found, the CDK utility stops; 8)
CDK utility checks the received CERT_SET_ID against its
white list and if not found, the CDK utility stops; 9) Other-
wise, the CDK utility generates a symmetric key, k_sym, by
running the received t_signed through the same hash function
as the one used by the CA; 10) CDK utility passes k_sym to
the vehicle; and 11) Vehicle uses k_sym to decrypt the
replacement key from the RCRL.

47. The method in accordance with claim 31, wherein the
CDK utility asks the vehicle to send the SERIAL_NOs ofthe
certificates all at once and checks that the vehicle is on the
white list for all such certificates.

48. A system for using one-way communications to sup-
port Public Key Infrastructure (PKI) operations comprising:

means for distributing certificate revocation lists (CRL);

means for replacing expired certificates, and

means for replacing revoked certificates,

wherein all of said means using one-way infrastructure-to-

vehicle communication.
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