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Abstract Title: Network tap device

An apparatus to actively monitor a network having
a plurality of twisted-pair communication links. The
apparatus includes a plurality of amplifiers
corresponding, respectively, to the plurality of
twisted-pair communication links, each amplifier
having a sufficiently high input impedance and
common-mode voltage tolerance to non-intrusively
copy a data signal transmitted through a
corresponding twisted-pair communication link and
amplify the copied data signal. The apparatus
further includes a plurality of isolation transformers
corresponding, respectively, to the plurality of
amplifiers, each isolation transformer receiving the
amplified, copied data signal from the
corresponding amplifier, and outputting a
transformed data signal, and a connector receiving
the transformed data signals from the plurality of
isolation transformers in a pin order corresponding
to the plurality of twisted-pair coommunication links.
A protocol analyzer is also provided to receive the
transformed data signals via the connector for
decoding and monitoring purposes.
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TITLE OF THE INVENTION

APPARATUS FOR MONITORING A NETWORK

BACKGROUND OF THE INVENTION
Description of the Related Art

[0001] Most conventional network tap devices are passive devices. That is, the tap devices do
not act on network traffic. Therefore, if power is lost to the tap device, the network traffic

continues.

[0002] However, when power is lost to the conventional network tap device, the conventional
network tap device causes an undesirable interruption of the data transmitted between a source
network device and a receiving network device. More specifically, conventional network tap
devices generally terminates a network connection, recovers the clock and data, sends a copy to
the monitoring protocol analyzer, and at the same time, a copy of the regenerated signal to the
receiving network device. A conventional network tap device must include a bypass circuit, which
typically closes a relay during a power outage to allow transmitted data signals to pass directly to
the receiving network device. Since the bypass circuit employs a relay and requires power to
operate, it can cause an undesirable, momentary interruption of the network connection.
Additionally, it takes time for a clock and data recovery device to lock to the incoming data and to
retime the data so that it can be transmitted out as a regenerated, retimed, full level signal onto
the receiving network device. This conventional operation also causes a detectable and
undesirable delay in the data of the network connection. The length of the delay varies
depending upon the clock and data recovery device utilized.

[0003] Further, the conventional network tap devices are established by standards for coaxial
interfaces. However, the conventional network tap devices are not configured to accommodate
twisted-pair interface standards.



[0004] Therefore, it is necessary to provide an apparatus capable of actively monitoring a
network having a plurality of twisted-pair communication links without interrupting the customer’s

data connection.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other aspects and advantages of the invention will become apparent and
more readily appreciated from the following description of the preferred embodiments, taken in
conjunction with the accompanying drawings of which:

FIG. 1 is a diagram illustrating a network tap device, according to an embodiment of the
present invention;

FIG. 2 is a detailed diagram illustrating the network tap device, according to the
embodiment shown in FIG 1, according to an embodiment of the present invention;

FIG 3 is a diagram illustrating a twisted-pair communication link of the network tap
device shown in FIG 2, according to an embodiment of the present invention;

DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0005] Reference will now be made in detail to the present preferred embodiments of the
present invention, examples of which are illustrated in the accompanying drawings, wherein like
reference numerals refer to like elements throughout.

[0006] FIG. 1 is a diagram illustrating a network tap device according to an embodiment of the
present invention. Referring now to FIG 1, a network 1 comprises two network devices 4 and 6,
a network tap device 10 and a protocol analyzer 30. The network tap device 10 is, for example,
hard wired on transmission lines 5 and 7 in the network 1 between the network devices 4 and 6.
The network tap device 10 may be connected at a predetermined distance from the network
device 4 (i.e., the source) or from the network device 6 to which the transmitted data signals are
to be received. The protocol analyzer 30 is connected to the network tap device 10 for
monitoring network traffic between network devices 4 and 6 in both directions. The number of
network devices is not limited to any particular number and may vary accordingly.

[0007] FIG. 2 is a detailed diagram illustrating the network tap device 10 as shown in FIG 1,
according to an embodiment of the present invention. Now referring to FIG 2, the network tap
device 10 actively monitors a network 1 having a plurality of twisted-pair communication links 12.



The network tap device 10 comprises a passive portion 100 and an active portion 102, which
together to allow the network tap device 10 to non-intrusively recover, copy and amplify data
signals transmitted between network devices 4 and 6 (shown in FIG 1). The passive portion 100
is provided to non-intrusively recover the transmitted data signals and the active portion 102 is

provided to copy and amplify the transmitted data signals.

[0008] The passive portion 100 comprises first and second connectors 14 and 16 hard wired at
a predetemmined distance apart, to camy data signals transmitted from the plurality of twisted-pair
communication links 12. The first and second connectors 14 and 16 maintain an impedance-
controlled connection with each of the twisted-pair communication links 12. The passive portion
100 further comprises a plurality of AC coupled circuits 18 commesponding, respectively, to the
plurality of twisted-pair communication links 12. Each ofthe AC coupled circuits 18 comprises a
same impedance as the impedance-controlied connection with the coresponding twisted-pair
communications link 12, to non-intrusively recover a data signal transmitted from the
corresponding twisted-pair communication link 12. The AC coupled circuits 18 further comprise
components such as resistors and capacitors and are impedance-matching circuits.

[0009] The active portion 102 of the network tap device 10 comprises a plurality of amplifiers 20
corresponding, respectively, to the plurality of AC coupled circuits 18. Each amplifier 20 has
sufficiently high input impedance such that it does not alterthe transmission line characteristics
of the original network connection into which it is installed. More specifically, the AC coupled
circuits and the amplifiers are designed to be electrically invisible within that network connection.
Additionally, the active portion 102 of this monitor tap is designed to tolerate the undesirable, yet
ubiquitous common-mode voltages present in all twisted-pair communication standards.

[0010] The active portion 102 of the network tap device 10 further comprises a plurality of
isolation transformers 22 corresponding, respectively, to the plurality of amplifiers 20. Each
isolation transformer 22 receives the amplified, copied data signal from the comresponding
amplifier 20, and outputs a transformed data signal in a same differential format as the onginal
twisted-pair communication link 12. The active portion 102 also comprises a third connector 24
to receive the transformed data signals from the plurality of isolation transformers 22 in a pin
order corresponding to the plurality of twisted-pair communication links 12. The protocol

analyzer 30 receives the transformed data signals via the third connector 24.



12011} Since, the network tap device 10 reproduces the same electrical transitions of the
transmitted data signals and presents a copy of the transmitted data signals to the connector 24,
the pin order should be accurate so that it can be connected to the potocol analyzer 30
specifically designed for the associated interface to be monitored.

Interface Standard RJ-45 Pin Number RJ-45 Pin Number
of Receive Pair of Transmit Pair
and and
Polarity Polarity
ATM 25.6 Mbit/sec and -8 -2
FDDI TP-PMD 125Mbit/sec +7 +1
DDS-4 Wire 772 Kbit/sec -8 +2
+7 -1
ISDN Basic Rate 128 Kbit/sec -5 -6
+4 +3
E1 2.048 Mbit/sec -5 -6
+4 +3
T1 1.544 Mbit/sec -1 -4
+2 +5
10/100 Base T Ethemet 6 -2
+3 +1

Table 1 — Twisted-Pair Interface Standards

[0012] As shown above in Table 1 for a specific example, the network tap device 10 provides
differential connections for six different twisted-pair communication standards. Therefore, the
plurality of twisted-pair communication links 12 compiises at least two interface standards
including ATM 25.6 Mbit/sec, FDDI TP-PMD 125Mbit/sec, DDS-4, Wire 772 Kbit/sec, ISDN Basic
Rate 128Kbit/sec, E1 2.048 Mbit/sec, T1 1.544 Mbit/sec, and 10/100 Base T Ethemet.

[0013] As shown in Table 1, the ISDN Basic Rate and E1 2.048 Mbit/sec share the same pin
numbers and polarity. Also, ATM 25.6 and DDS-4 Wire share the same pin numbers, however
the polarity is inverted for the transmitted pair. Each of these interface standards have physical
layer similarities, such as cable impedance, resistive termination values, but vary widely in bit
rate, data encoding method, frequency bandwidth, signal amplitude, maximum cable length,
signal retumn loss, signal cross-talk, and whether or not the unused pairs carry a power supply
voltage (such as Power-over-Ethemet). Although Table 1 shows seven twisted-pair interface
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standards, the present invention is not limited to this number Further, although Table 1 shows
specific twisted-pair interface standards, the present invention is not limited to these specifc
standards. The present invention is not limited to these specific standards, and may be applied
to USB, Firewire, SCSI-LVDS, and any other low voltage, differential signaling, twisted-pair
communication interface.

[0014] The amplifiers 20 are high input impedance differential amplifiers such as, for example,
ANALOG DEVICE model nos. AD8027, AD8129 or AD8065 amplifiers. However, the present
invention is not limited to these specifc example ampilifiers and any suitable amplifier may be
utilized. The high input impedance of the amplifiers 20 allows them to recover the transmitted
data signals without loading down or altering the electrical characteristics of the twisted-pair
interface.. The high common mode woltage range allows the amplifiers 20 to replicate the
original signal independent of the common mode woltage that may exist. Further, the amplifiers
20 also have sufficient bandwidth and voltage swing capabilities.

[0015] Preferably, the first, second and third connectors 14, 16 and 24 are all 8-pin RJ-45
connectors. However, the present invention is not limited to the use of 8-pin RJ-45 connectors,
and any suitable connectors may be utilized.

[0016] The protocol analyzer 30, for example, may invert the polarity of a pair of signal pins
received from connector 24 the output of the network tap device 10 depending upon an
associated interface standard to be monitored. More specifically, some data encoding methods
are dependent upon the polarity of data transitions carmried by twisted-pair interfaces, and a
monitoring instrument, such as the protocol analyzer 30 must be able to invert a signal pair in
order to recover the data properly. The protocol analyzer 30 also, for example, samples the
transformed data signals, verifies a cyclic redundancy check (CRC) and conducts frame
delineations. That is, when a user sets a particular standard such as 10/100 Base T Ethemet on
the protocol analyzer 30, the protocol analyzer 30 would, for example, search for the data
signals on the appropriate pair of signal pins, obtain a signal detect and conduct frame
delineations and CRC calculations to try and validate a data packet. The protocol analyzer 30 of
the present invention is not limited to peiforming these particular functions, and may perform
other testing procedures.



[0017] The network tap device 10 operates at a voltage difference of a given signal pair, and
tolerates the normal range of signal amplitude (i.e. automatic gain control) seen on a standards-
based conforming network.

[0018] The network tap device 10 has a configuration such that when power (needed for the
active portion) is lost to the network tap device 10, the transmitted data signals from the network
device 4 are not interrupted. The network tap device 10 does not delay the customer’s data, and
the data received at the protocol analyzer 30 to be monitored is the same as the data transmitted
from the network device 4 at any given time (i.e. real-time copy). This is significantly different
from a conventional network tap device, which terminates and regenerates the data signal,
thereby causing a potentially undesirable delay for a brief period of time.

[0019] FIG 3 is a diagram illustrating a twisted-pair communication link 12 of the network tap
device 10 shown in FIG 2. Now referring to FIG 3, the comresponding AC coupled circuit 18
non-intrusively recovers a data signal transmitted from the twisted-pair communication link 12.
The amplifier 20 coresponding to the respective AC coupled circuit 18 copies and amplifies the
data signal recovered from the respective AC coupled circuit 18. The isolation transformer 22
corresponding to the respective amplifier 20, receives the amplified, copied data signal from the
respective amplifier 20 and transforms the data signal back to a differential signaling format, and
presents it to the connector 24. The connector 24 receives the transformed data signal from the
corresponding isolation transformer 22 in the appropriate pin comesponding to the twisted pair-
communication link 12.

[0020] Accordingly, it is an aspect of the present invention to provide an apparatus capable of
actively monitoring a network having a plurality of twisted-pair communication links, and to non-
intrusively recover, copy and amplify transmitted data signals from the network.

[0021] Additional aspects and advantages of the invention will be set forth in part in the
description which follows, and, in part, will be obvious from the description, or may be leamed by
practice of the invention.

[0022] Aspects of the present invention are achieved by providing an apparatus to actively
monitor a network having a plurality of twisted-pair communication links, the apparatus including
a plurality of amplifiers corresponding, respectively, to the plurality of twisted-pair communication



links. Each amplifier includes a sufficiently high input impedance and tolerance to common-
mode voltages to non-intrusively copy a data signal transmitted from the comresponding twisted-
pair communication link and amplify the copied data signal. The apparatus further includes a
plurality of isolation transformers corresponding, respectively, to the plurality of amplifiers, each
isolation transformer receiving the amplified, copied data signal from the comresponding
amplifier, and outputting a transformed data signal, and a connector receiving the transformed
data signals from the plurality of isolation transformers in a pin order corresponding to the
plurality of twisted-pair communication standards, and a protocol analyzer receiving the
transformed data signals via the connector.

[0023] Aspects of the present invention are further achieved by providing an apparatus to
actively monitor a network having a plurality of twisted-pair communication links, the apparatus
including first and second connectors hard wired at a predetermined distance apart, to carry data
signals transmitted from the plurality of twisted-pair communication links, wherein, the first and
second connectors maintain an impedance-controlied connection with each of the twisted-pair
communication links. The apparatus further includes a plurality of AC coupled circuits
corresponding, respectively, to the plurality of twisted-pair communication links, and each
comprising a same impedance as the impedance-controlled connection with the corresponding
twisted-pair communications link, to non-intrusively recover a data signal transmitted from the
corresponding twisted-pair communication link, and a plurality of amplifiers corresponding,
respectively, to the plurality of AC coupled circuits, each amplifier having a sufficiently high input
impedance so that it appears electrically invisible to the twisted-pair communication link and
tolerance to common-mode voltages such that it can copy and amplify the data signal recovered
from the comresponding AC coupled circuit. The apparatus further includes a plurality of isolation
transformers corresponding, respectively, to the plurality of amplifiers, each isolation transformer
receiving the amplified, copied data signal from the comesponding amplifier, and outputting a
transformed data signal, a third connector to receive the transformed data signals from the
plurality of isolation transformers in a pin order corresponding to the plurality of twisted-pair
communication standards, and a protocol analyzer to receive the transformed data signals via
the third connector.

[0024] The present invention is not limited to any particular twisted-pair interface standards.



[0025] The present invention is also not limited to any particular number of twisted-pair

communication links, and may vary accordingly.

[0026] Further, the present invention is not limited to the potocol analyzer performing any

particular function, and may vary as necessary.

[0027] In addition, the present invention is not limited to any particular pin order of the third

connector, and may vary accordingly.

[0028] The first and second connectors are not limited to being hard-wired into the customer's

data connection.

[0029] Aithough a few preferred embodiments of the present invention have been shown and
described, it would be appreciated by those skilled in the art that changes may be made in these
embodiments without departing from the principles and spirit of the invention, the scope of which

is defined in the claims and their equivalents.



CLAIMS

What is claimed is:

1. An apparatus to actively monitor a network having a plurality of twisted-pair
communication links, the apparatus comprising:

a plurality of amplifiers corresponding, respectively, to the plurality of twisted-pair
communication links, each amplifier having a sufficiently high input impedance and common-
mode voltage tolerance to non-intrusively copy a data signal transmitted from the comresponding
twisted-pair communication link and ampilify the copied data signal;

a plurality of isolation transformers cormresponding, respectively, to the plurality of
amplifiers, each isolation transformer receiving the amplified, copied data signal from the
corresponding amplifier, and outputting a transformed data signal,

a connector receiving the transformed data signals from the plurality of isolation
transformers in a pin order corresponding to the plurality of twisted-pair communication links;
and

a protocol analyzer receiving the transformed data signals via the connector.

2. The apparatus of claim 1, wherein the plurality of twisted pair communications
links comprise at least two interface standards including ATM 25.6 Mbit/sec, FDDI TP-PMD
125Mbit/sec, DDS-4 Wire 772 Kbit/sec, ISDN Basic Rate 128Kbit/sec, E1 2.048 Moit/sec, T1
1.544 Mbit/sec, and 10/100 Base T Ethemet.

3. The apparatus of claim 2, wherein the protocol analyzer inverts a polarity of the
interface standards included in the different twisted-pair communication links depending upon a
data encoding method associated with the interface to be monitored.

4. The apparatus of claim 1, wherein the connector is an 8-pin RJ-45 connector.

5. The apparatus of claim 3, wherein the protocol analyzer samples the transformed
data signals and verifies a cyclic redundancy check and conducts frame delineations.

6. The apparatus of claim 1, wherein the apparatus is connected at a source
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of the transmitted data signals or a destination to which the transmitted data signals are to be
received or at a position in between the source or the destination of the transmitted data signals.

7. The apparatus of claim 1, wherein the apparatus has a configuration such that,
when power is lost to the apparatus, the transmitted data signals are not interupted.

8. An apparatus to actively monitor a network having a plurality of twisted-pair
communication links, the apparatus comprising:

first and second connectors hard wired at a predetermined distance apart, to cary data
signals transmitted from the plurality of twisted-pair communication links, wherein, the first and
second connectors maintain an impedance-controlled connection with each of the twisted-pair
communication links;

a plurality of AC coupled circuits corresponding, respectively, to the plurality of twisted-
pair communication links, and each comprising a same impedance as the impedance-controlled
connection with the corresponding twisted-pair communications link, to non-intrusively recover a
data signal transmitted from the comesponding twisted-pair communication link;

a plurality of amplifiers corresponding, respectively, to the plurality of AC coupled circuits,
each amplifier having a sufficiently high input impedance so that it appears electrically invisible
to the comresponding twisted-pair communication link and tolerance to common-mode voltages
sufficient to copy and amplify the data signal recovered from the coresponding AC coupled
circuit;

a plurality of isolation transformers corresponding, respectively, to the plurality of
amplifiers, each isolation transformer receiving the amplified, copied data signal from the
corresponding amplifier, and outputting a transformed data signal;

a third connector to receive the transformed data signals from the plurality of isolation
transformers in a pin order corresponding to the plurality of twisted-pair communication links;
and

a protocol analyzer to receive the transformed data signals via the third connector.

9. The apparatus of claim 8, wherein the plurality of twisted pair communications
links comprise at least two interface standards including ATM 25.6 Mbit/sec, FDDI TP-PMD
125Mbit/sec, DDS-4 Wire 772 Kbit/sec, ISDN Basic Rate 128Kbit/sec, E1 2.048 Mbit/sec, T1
1.544 Mbit/sec, and 10/100 Base T Ethemet.
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10.  The apparatus of claim 9, wherein the first, second and third connectors are 8-pin
RJ-45 connectors.

11.  An apparatus to actively monitor a network having a plurality of twisted-pair
communication links, the apparatus comprising:

a plurality of amplifiers corresponding, respectively to the plurality of twisted-pair
communication links, each ampilifier having a sufficiently high input impedance and common-
mode voltage tolerance to non-intrusively copy and amplify a data signal transmitted from the
corresponding twisted-pair communication link; and

a monitoring device to receive the amplified, copied data signals.

11
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