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DYNAMICALLY ENABLING GUEST DEVICE
SUPPORTING NETWORK-BASED MEDIA
SHARING PROTOCOL TO SHARE MEDIA
CONTENT OVER COMPUTER NETWORK

WITH SUBSET OF MEDIA DEVICES
CONNECTED THERETO

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of priority of
U.S. Provisional Application No. 61/662,989 filed Jun. 22,
2012; Canadian Patent Application No. 2,792,482 filed Oct.
18, 2012; and Canadian Patent Application No.
(agent docket No. GTK0049CADO1) filed Jun. 19, 2013; all
of these applications are incorporated herein by reference.

BACKGROUND OF THE INVENTION

[0002] (1) Field of the Invention

[0003] The invention pertains generally to media and enter-
tainment systems utilized at hospitality establishments such
as hotels and resorts. More specifically, the invention relates
to dynamically enabling a guest device operated by a guest of
a hospitality establishment to utilize a network-based media
sharing protocol to share media content with only a subset of
the media devices of the hospitality establishment’s media
and entertainment system.

[0004] (2) Description of the Related Art

[0005] Guests often bring personal electronic devices with
them when they stay at hotels, and these devices typically
have stored therein pictures, movies, music, and other media
content. One problem encountered by guests is how to utilize
the capabilities of the hotel’s media system to play media
content stored on the guest’s personal device. For example, a
guest may wish to play vacation videos stored on their per-
sonal device on the big-screen television (TV) and high-
fidelity audio system provided in their hotel room.

[0006] Published Canadian Patent No. 2,707,202 filed on
Jun. 17, 2010 and corresponding Published U.S. Patent
Application No. 2011/0314497 filed on Jun. 10, 2011 dis-
close methods of integrating guest content from a guest’s
personal device with a hospitality media system. In an exem-
plary embodiment, auser of a room connects a guest device to
the media system and has guest content available on the guest
device cataloged by the media system to form a guest content
list. The guest content is automatically associated with the
user’s assigned room, and the user can thereafter utilize any of
the in-room media devices located within that room to per-
form media system functions utilizing content selected from
the guest content list.

[0007] Some electronic devices brought to hospitality
establishments by guests natively support one or more net-
work-based media sharing protocols such as AirPlay® by
Apple® Inc., DLNA® by the Digital Living Network Alli-
ance®, AllShare® by Samsung® Inc., etc. It would be ben-
eficial if the guest could stream content from their personal
device to in-room media devices of the hotel’s media and
entertainment system using these protocols similar to how
they can stream content to their home TV via a local area
network (LAN) installed in their home.

[0008] Mosthotels do not have separate computer networks
installed in each guest room. Instead, most hotels have a
single media network to which all TVs and other in-room
media devices within the hotel are connected in order to play

Dec. 26, 2013

media content from a central streaming server. Because exist-
ing network-based media sharing protocols (e.g., AirPlay®,
DLNA®, AllShare®, etc.) are designed for the residential
industry, if a guest device supporting one of these protocols
were allowed to be connected to the hotel’s media network, it
would automatically discover and be able to share media
content with all compatible media devices available in the
hotel. Such behavior is unacceptable in the hospitality indus-
try because this would allow a guest device to stream personal
media content to any TV in any room of the hotel.

BRIEF SUMMARY OF THE INVENTION

[0009] In an exemplary embodiment of the invention, a
hospitality establishment’s computer network by default pre-
vents communication between guest devices and in-room
media devices. This may be done by isolating the guest
devices on a first virtual area network (VLLAN) and the media
devices on a second VLLAN. In response to the occurrence of
certain trigger events, a guest device supporting at least one
network-based media sharing protocol and utilized by a guest
staying in a particular guest room of a hotel is dynamically
enabled to utilize the network-based sharing protocol to share
media over the hotel’s computer network with only one or
more media devices in the guest’s assigned room. A system
controller enables certain network-based media sharing pro-
tocols to work between these devices by dynamically setting
up an inter-VLAN communication rule set in the default
gateway of the hotel’s computer network. The inter-VLLAN
communication rule set allows inter-VLAN communication
between the network address of the guest device on the first
VLAN and the network address(es) of the media devices in
the guest’s assigned room on the second VLAN. The system
controller enables other network-based media sharing proto-
cols to work between these devices by dynamically setting up
a media proxy between the first and second VLANs. The
media proxy acts as a media sever to which the guest device
shares media content, and the media proxy then reroutes the
shared media content to one or more media devices in the
guest’s assigned room. The ability to share content from the
guest’s device to the subset of media devices in the guest’s
assigned room is dynamically enabled in response to the
guest of that room logging in to the hotel’s High Speed
Internet Access (HSIA) service from the guest device. Other
events may also trigger the enabling of media sharing for a
guest device such as when receiving from the guest device a
passkey that was displayed to the guest on a media device in
the guest room, or when a guest reservation having a regis-
tered guest device reaches a start time, for example.

[0010] An advantage of the above embodiment is that the
guest device is temporarily able to stream media content to
the media devices of the guest’s assigned room over the
hotel’s computer network while still being prevented from
streaming media content to media devices in other rooms of
the hotel. Media sharing between the guest device and the
in-room media devices is only enabled while the guest device
is being operated by a registered guest of the room. In this
way, when a guest checks out of a room, the computer net-
work at the hotel is dynamically reconfigured to cause the
gateway and media proxy to deactivate the ability to commu-
nicate and share media with in-room media devices for all
guest devices associated with the now checked out guest. By
repeating this process for subsequent guests and their guest
devices, each guest may utilize an existing network-based
media sharing protocol supported by their personal guest
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device to share media content with the in-room media devices
of their assigned room. Other network-based functions in
addition to (or instead of) streaming can also be supported
between the guest device and a particular in-room media
device in a similar way.

[0011] According to an exemplary embodiment of the
invention there is disclosed a media system including a com-
puter network, a plurality of media devices coupled to the
computer network, and a system controller coupled to the
computer network. The computer network allows a guest
device supporting a network-based media sharing protocol to
be coupled thereto, and by default prevents the guest device
from utilizing the network-based media sharing protocol to
share media content with the media devices. The system
controller selects a subset of the media devices for which
media sharing is to be enabled for the guest device, the subset
including at least one of the media devices but not all of the
media devices. The system controller dynamically reconfig-
ures one or more components of the computer network in
response to an event occurrence to enable the guest device to
utilize the network-based media sharing protocol to share
media over the computer network with only the subset of the
media devices.

[0012] According to another exemplary embodiment of the
invention there is disclosed a media proxy that supports the
network-based media sharing protocol. A computer network
allows a guest device to discover and share media with the
media proxy utilizing a network-based media sharing proto-
col. The media proxy by default does not reroute media
shared by the guest device to any of a plurality of media
devices. A subset of the media devices for which media shar-
ing is to be enabled for the guest device is determined, the
subset including at least one of the media devices but not all
of'the media devices. In response to an event occurrence, the
media proxy reroutes media shared by the guest device to one
or more of the subset of the media devices.

[0013] According to another exemplary embodiment of the
invention there is disclosed a gateway that by default drops all
unicast traffic between a guest device and each of a plurality
of media devices A subset of the media devices for which
media sharing is to be enabled for the guest device is deter-
mined, the subset including at least one of the media devices
but not all of the media devices. In response to an event
occurrence, the gateway passes unicast traffic between the
guest device and each of the subset of media devices.

[0014] According to another exemplary embodiment of the
invention there is disclosed a method including allowing a
guest device supporting a network-based media sharing pro-
tocol to be coupled to a computer network, and by default
preventing the guest device from utilizing the network-based
media sharing protocol to share media content with a plurality
of media devices coupled to the computer network. The
method further includes selecting a subset of the media
devices for which media sharing is to be enabled for the guest
device, the subset including at least one of the media devices
but not all of the media devices. The method further includes
dynamically reconfiguring one or more components of the
computer network in response to an event occurrence to
enable the guest device to utilize the network-based media
sharing protocol to share media over the computer network
with only the subset of the media devices.

[0015] According to another exemplary embodiment of the
invention there is disclosed a tangible computer-readable
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medium comprising computer executable instructions that
when executed by a computer cause the computer to perform
the above method.

[0016] According to another exemplary embodiment of the
invention there is disclosed an apparatus for controlling a
media system. The media system has a computer network and
aplurality of media devices coupled to the computer network.
The computer network allows a guest device supporting a
network-based media sharing protocol to be coupled thereto
and by default prevents the guest device from utilizing the
network-based media sharing protocol to share media content
with the media devices. The apparatus includes a network
interface coupled to the computer network, and one or more
processors coupled to the network interface. The processors
are operable to select a subset of the media devices for which
media sharing is to be enabled for the guest device, the subset
including at least one of the media devices but not all of the
media devices, and dynamically reconfigure one or more
components of the computer network in response to an event
occurrence to enable the guest device to utilize the network-
based media sharing protocol to share media over the com-
puter network with only the subset of the media devices.
[0017] According to another exemplary embodiment of the
invention there is disclosed an apparatus for controlling a
media system. The media system has a computer network and
aplurality of media devices coupled to the computer network.
The computer network allows a guest device supporting a
network-based media sharing protocol to be coupled thereto
and by default prevents the guest device from utilizing the
network-based media sharing protocol to share media content
with the media devices. The apparatus includes a network
interface coupled to the computer network, means for select-
ing a subset of the media devices for which media sharing is
to be enabled for the guest device, the subset including at least
one of the media devices but not all of the media devices, and
means for dynamically reconfiguring one or more compo-
nents of the computer network in response to an event occur-
rence to enable the guest device to utilize the network-based
media sharing protocol to share media over the computer
network with only the subset of the media devices.

[0018] According to another exemplary embodiment of the
invention there is disclosed a media system and associated
method for bridging connectivity between network segments
through VL. ANing, subnetting, routing, port isolation and/or
any combination thereof. A network component positioned
between the network segments dynamically enables only cer-
tain devices on each network segment to share media content
utilizing a network-based media sharing protocol. For
example, a guest device on a first network segment is dynami-
cally enabled by the network component to share media con-
tent with only certain in-room media devices on another
network segment. Rather than enabling media content shar-
ing (or in addition to enabling media content sharing), the
network component may also dynamically enable certain
devices on each network segment to utilize other protocols
across the network segments or even enable them to directly
communicate with each other across the network segments.
In this way, protocols other than network-based media shar-
ing protocols may also take advantage of the invention.
[0019] According to another exemplary embodiment of the
invention there is disclosed a method of dynamically assign-
ing a central media device supporting a network-based media
sharing protocol on a computer network of a hospitality estab-
lishment to a particular guest device for media sharing pur-
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poses. The particular guest device is thereby enabled to share
media content with the central media device and the shared
media content is automatically played back on an output
device located at a physical location associated with the par-
ticular guest device within the hospitality establishment.
[0020] These and other advantages and embodiments of the
present invention will no doubt become apparent to those of
ordinary skill in the art after reading the following detailed
description of the preferred embodiment that is illustrated in
the various figures and drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0021] The invention will be described in greater detail
with reference to the accompanying drawings which repre-
sent preferred embodiments thereof:

[0022] FIG. 1 shows a block diagram of a media system
according to an exemplary embodiment of the invention.
[0023] FIG. 2 shows an exemplary block diagram of the
system controller of FIG. 1.

[0024] FIG. 3 illustrates how a guest device is enabled by
the gateway of FIG. 1 to stream content to the in-room TV of
a guest room according to an exemplary embodiment.
[0025] FIG. 4 shows an example of the gateway rules that
are in-place to support inter-VLAN communication for the
guest devices illustrated in FIG. 1.

[0026] FIG. 5 illustrates how a guest device is enabled by
the media proxy of FIG. 1 to stream content to the in-room TV
of a guest room according to an exemplary embodiment.
[0027] FIG. 6 illustrates an example of proxy rules for
supporting in-room media sharing by the guest devices illus-
trated in FIG. 1.

[0028] FIG. 7 and FIG. 8 together illustrate a flowchart
describing actions performed by the system controller of FIG.
1 to dynamically enable a guest device supporting a network-
based media sharing protocol to share media content over a
computer network with a subset of the media devices con-
nected to the computer network according to an exemplary
embodiment.

[0029] FIG. 9 shows an example of an in-room media
device table mapping each of the in-room media devices to a
respective guest area of the hotel.

[0030] FIG. 10 illustrates an example of a guest access table
provided by a property management system (PMS) handling
room assignment at the hotel.

[0031] FIG. 11 illustrates a flowchart showing steps taken
by a reservation manager when starting the process of FIG. 7
in response to reaching the start-time of a reservation having
a registered guest device.

[0032] FIG. 12 shows an example of a user interface (UI)
screen for inputting information into the reservation table of
FIG. 2 according to an exemplary embodiment.

[0033] FIG. 13 illustrates a flowchart showing steps taken
by a login portal when starting the process of FIG. 7 upon a
registered guest logging in (e.g., signing up) at the hotel’s
web-based login portal.

[0034] FIG. 14 illustrates a flowchart showing steps taken
by a login portal when starting the process of FIG. 7 upon
detecting network traffic from an unrecognized guest device
on the hotel local area network (LAN).

[0035] FIG. 15 illustrates a user interface (UI) screen pro-
vided by the user profile server of FIG. 1 allowing a specific
user to modify their information in a user profile database.
[0036] FIG. 16 illustrates a flowchart showing steps taken
by a login portal when starting the process of FIG. 7 upon
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receiving a location-specific passkey from a guest device on
the hotel local area network (LAN).

[0037] FIG. 17 shows an example of a user interface (UI)
screen generated by the media device controller of FIG. 2 and
displayedon a TV in a guest room to provide the guest staying
in the room with the location-specific passkey.

[0038] FIG. 18 shows an example of a passkey-to-room
table utilized to associate guest devices with particular guest
areas and/or particular media devices of the hotel.

[0039] FIG. 19 shows examples of user interface (UI)
screens generated by a login portal and displayed in a web
browser or predetermined application of a guest device to
allow the user of the guest device to enable in-room media
content streaming according to a location-specific passkey.
[0040] FIG. 20 illustrates a flowchart describing actions
performed by the media proxy of FIG. 1 to dynamically
enable a guest device supporting a network-based media shar-
ing protocol to share media content over a computer network
with a subset of the media devices connected to the computer
network according to an exemplary embodiment.

[0041] FIG. 21 shows an example of a central-passkey-to-
location table utilized to associate guest devices with particu-
lar guest areas and/or particular media devices at one of a
plurality of different hospitality establishments according to
an exemplary embodiment.

[0042] FIG. 22 shows a block diagram of a media system
including a plurality of central media devices according to
another exemplary embodiment of the invention.

[0043] FIG. 23 illustrates how a guest device is enabled by
the gateway of FI1G. 22 to stream content to the in-room TV of
a guest room according to an exemplary embodiment.
[0044] FIG. 24 illustrates how a guest device is enabled by
the media proxy of FIG. 22 to stream content to the in-room
TV of a guest room according to an exemplary embodiment.

DETAILED DESCRIPTION

[0045] FIG. 1shows ablock diagram of a media system 100
according to an exemplary embodiment of the invention. A
system controller 102 is coupled between the Internet 104 and
acomputer network 112 of a hospitality establishment. In this
embodiment, the hospitality establishment is a lodging estab-
lishment such as a hotel, and the computer network is a local
area network (LAN) 112 installed at the hotel. The system
controller 102 dynamically controls the ability of guest
devices 118, 120 at the hotel to share media content with
in-room media devices 121, 122, 123, 124 over the hotel’s
LAN112.

[0046] The guest devices 118, 120 in this embodiment are
personal electronic devices (e.g., mobile phones, laptop com-
puters, netbook computers, tablet computers, digital cameras,
etc.) operated by guests of the hotel. Each guest device 118,
120 supports at least one network-based media sharing pro-
tocol, for example, AirPlay® by Apple® Inc., DLNA Certi-
fication® by the Digital Living Network Alliance®,
AllShare® by Samsung® Inc., etc. The media devices 121,
122, 123, 124 are guest-facing audio-visual (AV) entertain-
ment devices such as televisions (TVs), set-top boxes (STBs),
and speakers distributed throughout different guest areas
(e.g., rooms) of the hotel. The media devices 121, 122, 123,
124 provide media functions such as audio and/or video play-
back of TV shows, music, feature length movies, and other
media content, and may or may not also support the same
network-based streaming protocol(s) as the guest devices
118, 120.
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[0047] The guest areas illustrated in this example include
two exemplary guest rooms 101, 105. Each of these guest
rooms 101, 105 has at least one of the hotel’s media devices
121, 122, 123, 124 accessible therefrom. A first guest room
101 in this example is a suite and includes a first TV 121 in a
living room, a second TV 122 in a bedroom, and a central
set-top box (STB) 123. A second guest room 105 in this
example is a standard guest room and includes a single in-
room TV 124. Although only two guest rooms 101, 105 are
shown in this example for simplicity, other types and numbers
of'guest areas within the hotel such as lobby areas, other guest
rooms, pool areas, meeting rooms, shopping areas, etc. may
also be included in other embodiments. Further, although
only four in-room media devices 121, 122, 123, 124 are
shown in this example, other types and numbers of media
devices including projectors, gaming consoles, speaker sys-
tems, proprietary entertainment devices such as AppleTV®,
digital signs, etc. may also be distributed throughout the
various guest areas of the hospitality establishment in other
embodiments.

[0048] In this embodiment, the hotel’s LAN 112 is logi-
cally divided into two separate virtual local area networks
(VLANS), namely, VLAN-guest 114 being associated with a
first subnet and VLLAN-media 116 being associated with a
second, different subnet. VLAN-guest 114 is used to isolate
network traffic from the various guest devices 118, 120. Wire-
less access points (APs) 130 and switches 132 accessible to
guest devices 118, 120 are pre-configured to place network
traffic from all guest devices 118, 120 on the subnet associ-
ated with VL AN-guest 114. In contrast, VLAN-media 116 is
used to isolate network traffic from the various media devices
121, 122, 123, 124. The switches 136 and APs 134 to which
the in-room media devices 121,122, 123, 124 are coupled are
pre-configured to place network traffic from these media
devices 121, 122, 123, 124 on the subnet associated with
VLAN-media 116. A single AP or switch may also service
both VLLANs 114, 116 such as a single AP/switch that pro-
vides network connectivity to guest devices on VLAN-guest
114 and to media devices on VLAN-media 116.

[0049] As shown in FIG. 1, the system controller 102 is
coupled between VLLAN-guest 114 and VLAN-media 116 on
the hotel’s LAN 112. The system controller 102 in this
embodiment includes a gateway 210 and a media proxy 212.
The gateway 210 and media proxy 212 are utilized for
dynamically enabling each of the guest devices 118, 120 to
share media with a subset of the in-room media devices 121,
122, 123, 124 at the hotel for limited times in response to the
occurrence of certain triggering events.

[0050] By default, the various network components of the
hotel’s LAN 112 including the switches 132, 136; APs 130,
134; the gateway 210; and the media proxy 212 are config-
ured to prevent guest devices 118, 120 from utilizing their
built-in network-based media sharing protocol(s) to share
media content with all of the in-room media devices 121, 122,
123, 124 at the hotel. In particular, the switches 132, 136 and
APs 13, 134 do not allow inter-VLAN communications and
instead pass all inter-VL AN network traffic (from one of the
VLANSs 114, 116 to the other of the VLANs 114, 116) to the
gateway 210. The gateway 210 by default drops all inter-
VLAN communication. Additionally, the media proxy 212 by
default does not reroute media shared by the guest devices
118, 120 to any of the hotel’s in-room media devices 121,
122,123, 124.
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[0051] Gateway 210 acts as the default gateway on hotel
LAN 112 and controls network traffic according to a number
of dynamically updatable rules. These rules specifically
authorize certain guest devices 118, 120 to communicate over
hotel LAN 112 with various subsets of the in-room media
devices 121, 122, 123, 124. For each guest device 118, 120,
the system controller 102 selects the subset for which in-room
media sharing is to be enabled. In this embodiment, the subset
of media devices selected for a particular guest device 118,
120 only includes the in-room media devices of the room of
the hotel that is associated with the IP address of the guest
device 118, 120.

[0052] Taking guest device 118 (associated with room 101
in FIG. 1) as an example, guest device 118 is dynamically
enabled by the gateway 210 to communicate with only the
in-room media devices 121, 122, 123 of room 101. In this
way, guest device 118 can utilize its natively supported net-
work-based media sharing protocol(s) to share media over the
hotel LAN 112 with compatible in-room media devices 121,
122, 123 of guest room 101 that also support the same pro-
tocol, but not with compatible media devices 124 of other
rooms of the hotel such as room 105.

[0053] Themediaproxy 212 acts as a media server support-
ing at least one network-based sharing protocol to which
guest devices 118, 120 at the hotel may connect and share
media content. By default the media proxy 212 does not
reroute shared media from unauthorized guest devices to any
media devices 121, 122, 123, 124 at the hotel. Media content
shared by unauthorized guest devices is simply dropped by
the media proxy 212 (e.g., passed to a null interface).

[0054] For authorized guest devices the media proxy 212
dynamically reroutes and optionally converts shared media
content to one or more of the subset of authorized in-room
media devices for that guest device 118, 120. Taking guest
device 120 (associated with room 105 in FIG. 1) as an
example, guest device 120 is enabled by the media proxy 212
to utilize a network-based media sharing protocol supported
by both the media proxy 212 and guest device 120 to share
media over hotel LAN 112 with in-room media device 124 of
guest room 105 regardless of whether the in-room media
device 124 of room 105 also supports the same network-
based media sharing protocol. However, guest device 120 is
not enabled to utilize the network-based media sharing pro-
tocol to share media with media devices 121, 122, 123 of
other rooms of the hotel such as room 101. Such unauthorized
sharing is prevented because the media proxy 212 will not
reroute shared media from this guest device 120 to other
media devices that are not associated with room 105.

[0055] In the following description of a preferred embodi-
ment, the system controller 102 includes both the gateway
210 and media proxy 212. One reason to include both is
because some network-based media sharing protocols are
better supported by the use of the media proxy 212 while
others are better supported by use of the gateway 210. For
example, when utilizing certain network-based media shar-
ing protocols (e.g., DLNA®) that do not require multicast
discovery messages in both directions (i.e., from guest device
to media device and also from media device to guest device),
the gateway 210 facilitates a guest device and a compatible
media device within the guest device’s authorized subset to
directly communicate using unicast transmissions. After
assisting a guest device to discover such a compatible media
device in its authorized subset, gateway 210 operates similar
to a conventional gateway passing traffic from the guest
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device on the subnet associated with VLAN-guest 114 to the
media device on the subnet associated with VLAN-media116
and vice versa. In this way, when both a guest device 118, 120
and an in-room media device 121, 122, 123, 124 in the autho-
rized subset for that guest device support the same network-
based streaming protocol (which preferably does not require
bi-directional multicast transmissions), these devices can
communicate directly over the hotel LAN 112 subject to the
dynamically programmed rules of the gateway 210. Very little
load is placed on system controller 102 to perform such
allowing and blocking operations.

[0056] In contrast, other media sharing protocols such as
those that do require bi-directional multicast communica-
tions (e.g., AirPlay®) are better facilitated by media proxy
212 acting as a single media server to which all guest devices
118, 120 may connect and share media. In this way, the media
proxy 212 is able to multicast announce its availability to all
guest devices 118, 120 at the hotel in response to a multicast
query from a guest device 118, 120 at the hotel. All guest
devices 118, 120 at the hotel receive the multicast announce-
ment from the media proxy 212 and are able to connect to the
media proxy 212 using a supported network-based media
sharing protocol. Each guest device 118, 120 at the hotel
“thinks” it is communicating with a compatible media device
such as a TV even though it is actually communicating with
the central media proxy 212. When a particular guest device
118, 120 begins to share content with the media proxy 212,
behind the scenes the media proxy 212 reroutes (and option-
ally converts to a compatible protocol/format) the shared
media and streams it to the appropriate room’s TV or another
media device at the hotel. The particular destination media
device is one that is within the authorized subset for the guest
device and is set according to dynamically configured proxy
rules.

[0057] Not only does the media proxy 212 in this embodi-
ment facilitate the use of protocols requiring bi-directional
multicast communications by preventing all guest devices
118,120 at the hotel from receiving individual multicast
announcements from all in-room media devices 121, 122,
123, 124 (and vice versa), the media proxy 212 can also be
utilized to allow a guest device 118, 120 to share media
utilizing a particular network-based media sharing protocol
with an in-room media device 121,122, 123, 124 that does not
support that particular network-based media sharing proto-
col. The protocols utilized by the guest device and the in-
room media device are not required to be the same because the
media proxy 212 can dynamically convert (e.g., decrypt,
reformat, transcode, re-encrypt, etc.) the shared media and
then stream it to the proper destination media device using
any suitable streaming technique supported by the destination
media device.

[0058] FIG. 2 shows an exemplary block diagram of the
system controller 102 of FIG. 1. In this embodiment, the
system controller 102 is a computer server running a number
of software modules 210, 212,214, 216, 218, 220, 222, which
are stored in a storage device 208 such as a hard disk or other
tangible, non-transitory computer readable medium. A data-
base containing a number of tables of data 232, 234, 236, 238,
240, 242 utilized in conjunction with the software modules
210,212, 214,216, 218, 220, 222 is stored in another storage
device 230.

[0059] The system controller 102 further includes a first
network interface 200 coupled to the Internet 104, a second
network interface 202 coupled to the hotel LAN 112, a clock
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unit 206 such as a real-time clock chip for tracking time, and
one or more processors 204 coupled to the storage devices
208, 230, network interfaces 200, 202, and the clock unit 206.
In the following description, the plural form of the word
“processors” will be utilized as it is common for a CPU of a
computer server to have multiple processors (sometimes also
referred to as cores); however, it is to be understood that a
single processor 204 may also be operable to perform the
disclosed functionality in other embodiments.

[0060] In this embodiment, the modules 210, 212, 214,
216, 218, 220, 222 represent software modules executed by
the processors 204 to cause the system controller 102 to
perform a variety of functions at the hotel. The gateway 210
and the media proxy 212 were already briefly described with
reference to FIG. 1. The reservation manager 216 reconfig-
ures the gateway 210 and/or media proxy 212 to enable media
sharing between a guest device 118 registered in a hotel
reservation and media devices within a hotel room associated
with the reservation. The login portal 214 is a webserver to
which guest devices 118, 120 at the hotel may connect in
order to sign-up for in-room media content sharing and other
services at the hotel such as high speed Internet access
(HSIA). The expiry manager 216 is responsible for deactivat-
ing in-room media sharing support when a guest device 118,
120 is no longer authorized to share content with a subset of
the hotel’s in-room media devices. The DHCP server 220
provides network settings such as the IP address of the gate-
way 210 as the default gateway to guest devices 118, 120
when the guest devices 118, 120 are first coupled to hotel
LAN 112. Finally, the media device controller 222 is operable
to send commands that change the behavior of the various
in-room media devices 121, 122, 123, 124 at the hotel such as
to display a temporally unique passkey currently associated
with each hotel room.

[0061] In another embodiment, rather than software mod-
ules executed by processors 204, the modules 210, 212, 214,
216,218, 220, 222 of FIG. 1 represent hardware modules and
may be implemented either internal or external to system
controller 102. Combinations of software and hardware mod-
ules may also be utilized in other embodiments.

[0062] The database tables 232,234,236, 238, 240, 242 are
utilized by the processors 204 when performing the various
functions of modules 210, 212, 214, 216, 218, 220, 222. In
this embodiment, the gateway rules 232 contain dynamically
updatable network traffic processing rules utilized by gate-
way 210. The proxy rules 234 contain dynamically updatable
associations between guest devices and media devices for
which shared media will be rerouted by the proxy 212. The
in-room media device table 236 maps each of the in-room
media devices 121,122,123, 124 with one or more respective
rooms 101, 105. The passkey-to-room table 238 maps each of
a plurality of unique passkeys to one or more respective
rooms 101, 105. The guest access table 240 corresponds to the
hotel’s property management system (PMS) and stores
details of guests at the hotel including room assignments and
scheduled check-out times. The reservation table 324 stores
details of reservations at the hotel such as individual guest
room reservations and meeting/conference room reserva-
tions.

[0063] Further details of how the system controller 102
operates in various exemplary embodiments are provided in
the following.

[0064] FIG. 3illustrates how guest device 118 is enabled by
gateway 210 to stream content to the in-room TV 121 of guest
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room 101 according to an exemplary embodiment. The
double arrow lines in FIG. 3 generally illustrate interactions
between modules and devices of the system 100 in FIG. 1.
The interactions are not restricted to the exact order shown,
and, in other embodiments, shown interactions may be omit-
ted or other intermediate interactions added. The interactions
in this embodiment include the following:

[0065] 1. Guest device 118 triggers the activation of the
in-room media sharing feature at the hotel by providing
aunique room passkey (associated with only room 101)
to the hotel’s login portal 214 during a log in process.
This passkey may have been provided to the guest by the
media device controller 222 causing the in-room TV 121
to display to the guest the passkey as a “connect code”
(see FIGS. 17 and 18, described in further detail later).

[0066] 2. The login portal 214 checks the passkey-to-
room table 236 in the database 230 to determine which
hotel room is associated with the received passkey, and
then clears the MAC and/or IP address of guest device
118 for communication with the MAC and/or IP address
of each of the in-room media devices 121, 122, 123 of
room 101 because this is the room found associated with
the received passkey in this example. The IP/MAC
addresses of the in-room devices 121, 122, 123 of room
101 are loaded from the in-room media device table 236.
Guest device 118 is only cleared for communication
with this subset of the media devices at the hotel (i.e.,
only cleared for communication with TV 121, TV 122,
and STB123 in FIG. 1). By default, the gateway 210 will
drop network traffic from guest device 118 to other
media devices at the hotel such as to TV 124 in room
105. The rules needed to configure the gateway 210 to
filter network traffic in this manner are dynamically
stored by the login portal 214 in the gateway rules 232.

[0067] 3. Guest device 118 sends a multicast discovery
message looking for an available media device on LAN
112 that supports a particular network-based sharing
protocol. By using client isolation and port isolation
techniques, the APs 130 and switches 132 on VLAN-
guest ensure that only the system controller 102 receives
the discovery message. Gateway 210 also preferably
blocks the discovery message from being passed to the
in-room media devices 121, 122, 123, 124 on VLAN-
media 116. The purpose (in combination with the dis-
cover helper 300, described next) is to avoid spamming
all in-room media devices 121,122, 123, 124 at the hotel
with the multicast discovery query from guest device
118.

[0068] 4. Discovery helper 300 of gateway 210 queries
the in-room media device table 236 in database 230 to
find which (if any) of the authorized subset of media
devices for guest device 118 also supports the same
network-based sharing protocol as the guest device is
currently utilizing. For example, if guest device 118 is
searching for a DLNA® compatible media device, dis-
covery helper 300 queries in-room media device table
236 to see which of TV 121, TV 122, and STB 123 in
room 101 (associated with guest device 118) supports
DLNA®. Assuming TV 121 supports the same protocol,
the discovery helper 300 replies unicast to guest device
118 on behalf of TV 121 and provides guest device 118
with the IP address of TV 121 to use for future direct
communications to TV 121.
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[0069] 5. Guest device 118 requests a connection with
the IP address of TV 121 in order to begin streaming
media content to TV 121. Because TV 121 is on a dif-
ferent subnet than guest device 118, all unicast traffic
from guest device 118 to TV 121 is sent via gateway 210.

[0070] 6. A gateway controller 302 of gateway 210
receives the unicast network traffic from the source
address of guest device 118 to the destination address of
TV 121. The gateway controller 302 checks the gateway
rules 232 to determine whether traffic matching this
combination of destination and source addresses is to be
passed or dropped.

[0071] 7. Because in this example guest device 118 and
TV 121 are authorized to communicate with each other
according to the gateway rules 232, the gateway control-
ler 302 passes the unicast traffic received from guest
device 118 for delivery on the subnet associated with
VLAN-media 116. Replies from TV 121 to guest device
118 are also passed from VLAN-media 116 to VLAN-
guest 114 in a similar manner. Guest device 118 is now
in direct bi-directional unicast communication with TV
121 over hotel LAN 112 via gateway 210, and any func-
tions available by the network-based media streaming
protocol supported by both guest device 118 and TV 121
may be performed. For example, guest device 118 may
share media content for playback on TV 121 or may
mirror its desktop output onto TV 121.

[0072] FIG. 4 shows an example of the gateway rules 232
that are in-place to support exemplary inter-VLLAN commu-
nication for guest devices 118, 120 in FIG. 1. In this embodi-
ment, the gateway rules 232 are organized in a table format
and the gateway controller 302 searches for a matching rule in
an order from top to bottom. The gateway controller 302
applies the specified action for the first matching rule and then
processes subsequent network traffic by again searching for a
matching rule in the order from top to bottom.

[0073] AsshowninFIG.4,a client ID column 400 stores an
identifier utilized to correlate each gateway rule with a spe-
cific client such as a guest of the hotel. This is useful, for
example, when the guest checks out of the hotel to allow the
system controller 102 to delete all the gateway rules 232
having the same client ID as the now checked-out guest.
[0074] A source VLAN column 402 specifies the VLAN
tag indicating the source VLAN from which received network
traffic originated. In this embodiment, network traffic having
asource VLLAN matching VI.AN-guest 114 is thereby known
to have originated from a guest device 118, 120 such as a
personal device brought to the hotel by a guest. In contrast,
network traffic having a source VLAN matching VL AN-
media 116 is known to have originated from an in-room
media device 121, 122, 123, 124 of the hotel’s media system
100.

[0075] The source device column 404 specifies the source
Internet protocol (IP) address of the network traffic. In this
embodiment, each device, whether guest device 118, 120 or
in-room media device 121, 122, 123, 124 has a unique IP
address on the hotel LAN 112 assigned, for example, by the
DHCP server 220 after that device’s initial connection to
LAN 112. (Each device further has a unique media access
control (MAC) address which could also be utilized in this
column 404.)

[0076] The destination VLAN column 406 specifies the
VLAN tag of the destination VLAN to which the received
network traffic is destined. The destination VLLAN tag may be
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specified in the network traffic itself or may be determined on
the fly by the gateway 210 according to the destination IP
address (see column 408) included in the received network
traffic.

[0077] The destination device column 408 specifies the
destination IP address included in the received network traf-
fic. Again, although source address column 404 and destina-
tion address column 408 are focused on IP addresses in this
embodiment, MAC addresses, other types of network
addresses, and/or other device identifiers may be utilized
instead of or in addition to IP addresses in these columns 404,
408 for identifying the source and destination devices.
[0078] The action column 410 specifies the action per-
formed by the gateway 210 when the rule matches the
received network traffic. For example, the action of “Pass”
means the gateway 210 will pass the received network traffic
to its specified destination IP address on the destination
VLAN/subnet, and the action of “Drop” means the gateway
210 will drop the received network traffic.

[0079] A first example rule set 418 corresponds to a com-
munication feature activated for guest device 118, which is
operated by a guest of the hotel staying in room 101. In this
example, room 101 has three in-room media devices (TV 121,
TV 122, and STB 123). The first rule set 418 was dynamically
added to rules 232 by the system controller 102 to allow guest
device 118 to directly communicate with only this subset of
the media devices coupled to LAN 112. In particular, three
rules respectively allow network traffic to pass from guest
device 118 to each of the three in-room media devices 121,
122, 123. Another three rules respectively allow network
traffic to pass from each of the three in-room media devices
121, 122, 123 to guest device 118. If this guest device 118
tries to communicate with other media devices in other hotel
rooms, the communication will be dropped (because default
rule 430 will apply, see below).

[0080] A second example rule set 420 corresponds to a
communication feature activated for guest device 120, which
is operated by a guest of the hotel staying in room 105. The
second rule set 420 was dynamically added by the system
controller 102 to allow guest device 120 to communicate with
the single in-room TV 124 of room 105. If guest device 120
tries to communicate with other media devices in other hotel
rooms, the communication will be dropped (because rule set
430 will apply, see below).

[0081] At the end of the gateway rules 232, default rule set
430 is a static rule always present in rules 232 to isolate the
VLANs 114, 16 from each other by preventing (e.g., action of
“Drop” in column 410) inter-VLAN communication when
none ofthe above rules apply. Default rule set 430 prevents all
unauthorized guest devices from communicating with in-
room media devices and also prevents the two authorized
guest devices 118 and 120 in this example from communi-
cating with media devices of other rooms.

[0082] The gateway rules 232 illustrated in FIG. 4 show the
rules when communication features for the first and second
guest devices 118, 120 are activated. In this embodiment,
each of the communication features is only active for a lim-
ited time period. In order to deactivate the communication
feature enabling the first guest device 118 to communicate
with the media devices 121, 122, 123 in room 101 when its
time period has expired, the system controller 102 dynami-
cally removes the first rule set 418 from the gateway/firewall
rules. Communication between the first guest device 118 and
the media devices 121, 122, 123 in this room 101 is thereby
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prevented due to the above-described VLAN isolation in
combination with default rule 430. Likewise, to deactivate the
communication feature enabling the second guest device 120
to communicate with the media device 124 in room 105, the
system controller 102 dynamically removes rule set 420 from
the gateway rules 232.

[0083] In an example usage scenario, after a new guest
checks into the first hotel room 101, the system controller 102
dynamically configures the gateway/gateway rules 232 such
as by adding inter-VL AN rule set 418 so that the network
address of the guest’s personal device 118 is cleared for
access to the network addresses of the various media devices
121, 122, 123 in the guest’s registered room 101. Because
communication is enabled between guest device 118 and the
in-room media devices 121, 122, 123 of room 101, media
functions such as direct streaming of media content between
these devices is supported. However, the media devices in
other rooms of the hotel (e.g., TV 124 in guest room 105)
remain inaccessible to guest device 118. In particular, there is
no inter-VL AN communication rule set allowing communi-
cation between the IPPMAC address of guest device 118 and
the IP/MAC addresses of the other media devices of the hotel
such as TV 124.

[0084] At the guest’s scheduled checkout time (or after
another predetermined expiry event such as the guest of room
101 performing an early checkout), the system controller 102
dynamically reconfigures the gateway rules 232 to prevent
guest device 118 from communicating with the in-room
media devices 121, 122, 123 in room 101. This may involve
removing all gateway rules 232 having the IP address(es) of
the guest device(es) 118 associated with the guest that has
now checked out of room 101, i.e., by removing inter-VLAN
rule set 418. In this way, guest device 118 will be unable to
communicate with any of the in-room media devices 121,
122,123 inroom 101 after its operator has checked out of that
room 101.

[0085] In some embodiments the guest may continue to
utilize their guest device 118 on the hotel’s computer network
112 to access the Internet 102 for a period of time after the
in-room media sharing between guest device 118 and the
in-room media devices 121, 122, 123 has been deactivated.
For example, there may be additional gateway rules 232 (not
shown) that enable Internet access for specific guest devices
118, 120, and these Internet access rules may be removed for
a particular guest device 118, 120 at a later time than the
above-described inter-VLAN rule sets 418, 420 for the par-
ticular guest device 118, 120. This is beneficial to give the
now-checked-out guest extra Internet access time while still
preventing that user from disrupting the television viewing
experience of a new guest staying room 101.

[0086] FIG. 5illustrates how guest device 120 is enabled by
media proxy 212 to stream content to the in-room TV 124 of
guest room 105 according to an exemplary embodiment. The
double arrow lines in FIG. 5 generally illustrate interactions
between modules and devices of the system 100 in FIG. 1.
The interactions are not restricted to the exact order shown,
and, in other embodiments, shown interactions may be omit-
ted or other intermediate interactions added. The interactions
in this embodiment include the following:

[0087] 1. Upon system 100 start-up or reboot, a media
server 500 within the media proxy 212 registers itself
with a multicast domain name server (mDNS) 502 on
LAN 112. The function of mDNS 502 is to multicast
reply to multicast queries received from guest devices
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118, 120 at the hotel. The multicast response provided
by the mDNS 502 provides the registered IP address
utilized by the media server 500 as an available media
device at the hotel. Other discovery helper modules (not
shown) may similarly be included in other embodiments
to facilitate discovery of the media server 500 by guest
devices using protocols other than mDNS.

[0088] 2. During the login process guest device 120 pro-
vides a unique room passkey (associated with only room
105 in this example) to the hotel’s login portal 214. This
step is similar to the corresponding step 1 of FIG. 3.

[0089] 3. The login portal 214 checks the passkey-to-
room table 236 in the database 230 to determine which
hotel room is associated with the received passkey, and
then associates the MAC and/or IP address of guest
device 120 with the MAC and/or IP address of the in-
room TV 124 of room 101 because this is the only media
device of the room found associated with the received
passkey in this example. The IP/MAC addresses of the
in-room TV 124 of room 105 is loaded from the in-room
media device table 236. The media proxy is configured
to reroute shared media from guest device 120 to the
in-room TV 124 in room 105. The rules needed to con-
figure the media proxy 212 to reroute shared media in
this manner are dynamically stored by the login portal
214 in the proxy rules 234.

[0090] 4. Guest device 120 sends a multicast mDNS
discovery message looking for an available media
device that supports a particular network-based sharing
protocol on hotel LAN 112. The mDNS 502 receives the
discovery message and replies with a multicast
announcement on VLLAN-guest providing the address of
the media server 500 as media device supporting the
requested network-based sharing protocol (assuming
the media server 500 does support this protocol). In a
preferred embodiment, the multicast queries and replies
are only sent on VL AN-guest 114 and do not cross over
to VLAN-media 116 to avoid spamming all in-room
media devices 121, 122, 123, 124. For example, when
guest device 120 multicasts an mDNS query for Air-
Play®-compatible media devices, the only response
guest device 120 receives is from the mDNS 502 pro-
viding the IP address of media server 500 as an AirPlay
compatible media device. Likewise, guest device 120
may also receive multicast responses that mDNS 502
sends when replying to other guest devices’ mDNS que-
ries on hotel LAN 112. However, in a preferred embodi-
ment, client isolation and port isolation techniques are
employed by APs 130 and switches 134 providing
VLAN-guest 114 so that multicast transmissions by
guest device 118, 120 are only received by the system
controller 101 and are not received by other guest
devices 118, 120.

[0091] 5. Guest device 120 opens a connection with the
IP address of the media sever 500 and begins to stream
media content utilizing the network-based media shar-
ing protocol. Again taking AirPlay® as an example, the
media server 500 may be listening for AirPlay® connec-
tions on IP/UDP ports 7000 (AirPlay video), 7100 (Mir-
roring), 3689 (DAAP, metadata, remote control), 49152
(RAOP, music), 7010/7011 (network timing protocol),
80 (web requests), 443 (encrypted web requests), etc.

[0092] 6. The media server checks the proxy rules 234 to
determine which in-room media device(s) is (are) asso-
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ciated with the incoming shared media and checks the
in-room media device table 236 to determine whether
the associated media device(s) support(s) the network-
based media sharing protocol being utilized by the guest
device.

[0093] 7. A—When the associated media device (e.g.,
TV 124) supports the same network-based media shar-
ing protocol as is being utilized by guest device 120, the
media server 500 opens a connection with that media
device and redirects the stream received from guest
device 120 to TV 124. Any connections made by TV 124
back to the media server 500 related to this stream are
redirected back to guest device 120 in a similar manner.
In this way, the media proxy 212 operates as a transpar-
ent proxy between guest device 120 and TV 124. This
interaction is shown in FIG. 5 with the double arrow line
labelled “7a”.

[0094] 7. B—Alternatively, when the associated media
device (e.g., TV 124) does not support the same net-
work-based media sharing protocol as is being utilized
by guest device 120, the media server 500 passes the
stream to a decrypt/convert/re-encrypt module 504 to
convert the shared media to be compatible with the asso-
ciated media device (e.g., TV 124). The converted media
is thereafter sent to TV 124 by the media proxy 212
utilizing a method compatible with TV 124. In this way,
the media proxy 212 operates as a format converter
between guest device 120 and TV 124. This interaction
is shown in FIG. 5 with the double arrow lines labelled
“Tb”.

[0095] Inadditionto rerouting a streaming connection from
guest device 120 to TV 124, the media proxy 212 may also
reroute another type of connection made from TV 124 back to
guest device 120. This secondary connection may be useful in
some applications such as desktop mirroring as it can be
utilized to keep clocks of the two devices 120, 124 in sync, for
example. The media server 500 listens for this reverse con-
nection request from TV 124 and looks up guest device 120
associated with TV 124 based on the source IP of TV 124 and
the prior open connections on port 7000 already made. Alter-
natively, the media server 500 re-queries data stored in the
database 230 (e.g., proxy rules 234), which associates TV 124
with guest device 120.

[0096] FIG. 6 illustrates an example of proxy rules 234 for
supporting in-room media sharing by the guest devices 118
and 120 illustrated in FIG. 1. The proxy rules 320 in this
embodiment are a mapping of the IP address of a guest device
on LAN 112 to the IP address of a particular media device
with which the guest device is authorized to share media (i.e.,
one of the authorized subset of media devices selected for that
guest device).

[0097] A guestdevice identifier (ID) column 600 stores the
IP address of the guest device (similar to column 404 of FIG.
4) and a client ID column 602 stores the client number asso-
ciated with the guest device (similar to column 400 of FIG. 4).
A destination in-room media device column 604 stores the
particular media device to which media content shared by the
guest device will be rerouted by the media proxy 212. The
particular media device stored in column 604 is one of the
media devices in the authorized subset selected for the guest
device.

[0098] For rooms that have more than one media device
such as room 101 in FIG. 1, the guest may be enabled to select
the desired destination media device from the subset of media
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devices 121, 122, 123 in the guest’s room. For example, the
guest may make a selection at the login portal 214 or using a
predetermined hotel application running on guest device 118
either during the login process or afterwards to cause the
media proxy 212 to reroute shared media to a different media
device of the guest’s assigned room. When the guest chooses
a new in-room media device at the login portal 214, for
example, the login portal 214 updates the destination media
device associated with the guest device in column 604 of the
proxy rules 234. Again, the possible destination media
devices are limited to only the subset of media devices that are
associated with the guest device, i.e., the in-room media
devices of the guest’s assigned room. The guest cannot
choose a media device outside of this authorized subset such
as a TV in another, unrelated guest’s room.

[0099] Multiple in-room media devices (selected from the
authorized subset associated with the guest device) may also
be stored in column 604. In this situation, the media proxy
212 will simultaneously reroute media shared by the guest
device to multiple in-room media devices. This is useful to
allow the guest to stream music or video content to all TVs
and speakers in their registered hotel suite, for example.
[0100] The particular destination in-room media device(s)
in column 604 may also be automatically selected and/or
changed by the system controller 102 in response to activity
by the guest such as by powering on a particular media device
within the suite. When only a single media device is powered
on, that media device may be automatically selected for stor-
age in column 604.

[0101] The following description of the system controller
102 in this embodiment will continue to assume that both the
gateway 210 and media proxy 212 are included in the system
controller 102 as this is a preferred embodiment when some
but not all of the in-room media devices 121, 122, 123, 124 at
the hotel natively supports a network-based media sharing
protocol. However, it is to be understood that, in other
embodiments, only one of the gateway 210 or the media
proxy 212 is included.

[0102] Inthe case where only one of gateway 210 or media
proxy 212 is to be included in system 100, the decision of
which to include can be made according design decisions and
trade-offs appropriate to the target application. For example,
when all of the in-room media devices 121, 122, 123, 124
natively support at least one network-based sharing protocols
(e.g., AirPlay®, DLAN®, AllShare®, etc.) and the hospital-
ity establishment only wishes to support these protocols,
either gateway 210 or media proxy 212 can be used alone to
enable media sharing using these protocols by guest devices
118, 120 at the hotel while also limiting each guest device
118, 120 to only share media content with a subset of the
media devices (e.g., only media devices included in the room
associated with the guest device 118, 120). Alternatively, if
none of the in-room media devices 121, 122, 123, 124 at the
hotel natively supports a network-based media sharing pro-
tocol that is desired to be supported by the hotel, then only the
media proxy 212 may be included in the system controller
102 as the media proxy 212 will always be utilized to convert
shared media using the desired protocol and then stream it to
the in-room media device using another type of streaming
protocol such as a Moving Picture Experts Group (MPEG)
and/or Real Time Streaming Protocol (RTSP).

[0103] Although separate VLLANs 114, 116 are utilized in
the above exemplary embodiments to ensure guest devices
118, 120 are by default unable to communicate and share
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content with in-room media devices 121, 122, 123, 124, a
similar result can also be achieved using other types of net-
work segments. Each guest device 118, 120 may be placed on
a first network segment and all media devices 121, 122, 123,
124 may be placed on one or more separate network seg-
ments. A gateway, proxy, network address translator, firewall,
router, or any other network control component having
dynamically updatable control rules may be placed between
the different network segments similar to how gateway 210
controls traffic between VLAN-guest 114 and VLAN-media
116, and how media proxy 212 controls the rerouting of
shared media between guest devices 118, 120 on VLAN-
guest 114 and media devices 121, 122, 123, 124 on VLAN-
media 116 in the above example. Other methods of blocking
network traffic by default such as port isolation or other
suitable control functions performed by a network compo-
nent may be employed instead or in addition to VL AN isola-
tion in these and other embodiments.

[0104] FIG. 7 and FIG. 8 together illustrate a flowchart
describing actions performed by the system controller 102 to
dynamically enable a guest device supporting a network-
based media sharing protocol to share media content over a
computer network with a subset of the media devices con-
nected to the computer network according to an exemplary
embodiment. The steps of the flowchart in FIG. 7 and FIG. 8
are not restricted to the exact order shown, and, in other
embodiments, shown steps may be omitted or other interme-
diate steps added. In this embodiment, the processors 204
execute one or more of the modules 210, 212, 214, 216, 218,
220, 222 in order to cause the system controller 102 to per-
form the illustrated steps.

[0105] Asshown by aninitial group of steps labelled 700 in
FIG. 7, the process beings in response to an event occurrence
(step 702) and involves selecting a subset of the media
devices on LAN 112 according to the particular type of event
occurrence (step 704).

[0106] Anexample of an event occurrence that may trigger
the process at step 702 is when a guest of the hotel logs in to
the hotel from their guest device at the webserver provided by
the login portal 214. The login process may involve the guest
simply agreeing to terms and conditions, or may be more
substantial such as when the guest is required to verify their
identify and make or authorize a payment.

[0107] Other event occurrences may also start the process
at step 702 of FIG. 7. For example, rather than starting the
process upon guest login, the process may start in response to
detecting a media content streaming/discovery attempt by a
guest device associated with (or detected to be within) a
particular guest room. This may occur after the login and
room association of the guest device such as after the guest
has logged in for HSIA at the hotel. A benefit of this embodi-
ment is that if the guest device never attempts to stream media
content to an in-room media device then no resources are
wasted by system controller 102 setting up gateway rules 232
and proxy rules 234.

[0108] At step 704, the reservation manager 216 and/or
login portal 214 select a subset of the hotel’s media devices
121, 122, 123, 124 for which media sharing is to be enabled
for the guest device. In the following embodiment the
selected subset is assumed to be only the media devices
accessible from a particular guest area (e.g., room number) of
the hotel found associated with the guest device. For example,
when the process of FIG. 7 is triggered to activate in-room
media sharing for guest device 118 in FIG. 1, guest device 118
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is found to be associated with room 101 and therefore the
reservation manager 216 and/or login portal 214 select the
subset for which in-room media sharing is to be enabled for
this guest device 118 to be TV 121, TV 122, and STB 123.
Other desired subsets may be utilized in other embodiments.
[0109] FIG. 9 shows an example of the in-room media
device table 236 mapping each of the in-room media devices
121, 122,123, 124 to a respective guest area 101, 105 of the
hotel. At step 704, the reservation manager 216 and login
portal 214 access the in-room device table 318 to determine
the network addresses of the in-room media devices of the
particular guest area found associated with the guest device.
[0110] The room ID column 900 stores an identifier of each
guest area within the hospitality establishment. In this
example, the guest areas are represented by their room num-
bers 101, 105. In other applications, the guest areas may
include seat numbers of an airline or cabin numbers on a
cruise ship for example. English names with room numbers
are shown in brackets in the example of FIG. 9 but in practical
implementations the room IDs may be any unique identifier
of the guest area.

[0111] An in-room media devices column 902 stores the
various media devices that are associated with the room ID
listed in column 900. Some guest areas may have more than
one associated media device. For example, guest room 101 in
this example has TV 121, TV 122 and STB 123. Other guest
areas may have a single media device such as room 105
having only a single TV 124 in this example.

[0112] A type column 904 stores the network-based media
sharing protocol(s) supported by each of the media devices
shown in column 902. In this example, there are two types of
network-based media sharing protocols utilized by media
devices in the hotel: AirPlay® by Apple® Inc., and
AllShare® by Samsung® Inc. In the first hotel room 101, two
AirPlay® certified devices are installed; whereas, in the sec-
ond hotel room 105, an AllShare® certified device is
installed. Some media devices may support multiple net-
work-based media sharing protocols such as the TV in exem-
plary guest room “107”, which supports both AirPlay® and
AllShare®. Other streaming protocols may also be supported
by media devices in other implementations; for instance,
digital living network alliance (DLNA®) certified media
devices may be included in other rooms. Furthermore, some
media devices such as STB 123 may not support any network-
based media sharing protocols and may instead only be
capable of receiving MPEG or real time streaming protocol
(RTSP) streams from media proxy 212 (similar to how video-
on-demand (VOD) is sent to these devices by other servers of
the hospitality media system 100); these media devices have
a “-” in column 904 in this example.

[0113] Insome embodiments, the type column 904 is ben-
eficially utilized to by the reservation manager 216 and/or
login portal 214 to assign the guest to a room having in-room
media devices that support the same type of media sharing
protocol(s) supported by the guest’s personal guest device(s).
For example, the guest may specity in their hotel reservation
that they wish to be assigned to a guest room having AirPlay®
media devices to take advantage of that streaming protocol
natively supported by the guest’s mobile phone. Rather than
requiring the guest to manually select the type of media
device in a reservation, the selection may instead be done
automatically such as when the reservation manager 216
stores a history of previous guest devices brought to the hotel
by the guest and automatically assigns the guest to a room
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having compatible media devices. Assigning the guest to a
room having compatible media devices reduces the load
required by the media proxy 212 to enable media sharing
(e.g., media proxy 212 can redirect connections), and/or
allows the gateway 210 to enable media sharing by passing
unicast communications.

[0114] In some embodiments, the system controller 102
automatically populates the list of in-room media devices
236, for example, by listening to multicast announcements
from in-room devices 121, 122, 123, 124 in order to detect
which media sharing protocols are supported and the IP
addresses of the media devices 121, 122, 123, 124. Switch
port mapping queries can be utilized by the system controller
102 to trace network traffic back to its source and determine
in which hotel room 101, 105 each media devices 121, 122,
123, 124 is located.

[0115] Returning again to the description of step 704, in a
first example when a guest staying in room 101 logs in for
HSIA at the hotel’s login portal 214, the login portal 214
detects the IP address of the guest’s device 118 and deter-
mines the IP addresses of the in-room media devices 121,
122, 123 associated with room 101 from the in-room device
table 318. In another example when the guest has made a
reservation and is assigned room 105, the reservation man-
ager 216 loads the MAC address of the guest’s personal
device 120 from the reservation details and determines the
IP/MAC addresses of the media device 124 in the assigned
room 105 from the in-room media device table 236.

[0116] At step 706, the system controller 102 checks
whether the guest device is already on the hotel’s LAN 114.
The may be done by pinging the IP address of the guest device
or checking DHCP logs to determine if a particular MAC
address has been assigned an IP address. Depending upon the
event occurrence that triggered the process at step 702, some-
times the system controller 102 may enable the sharing fea-
ture for a guest device before it has arrived at the hotel, for
example, at the start time of a reservation. When the guest
device is not already on LAN 114, control proceeds to step
708 to setup the DHCP server 220 to assigned a specific [P to
the guest device upon its arrival. Alternatively, when the guest
device is already on LAN 114, its [P address is already known
and therefore control proceeds to step 710 to enable media
sharing for the guest device.

[0117] At step 708, the login portal 214 and/or reservation
manager 216 setup rules in the DHCP server 220 to ensure the
guest device will be assigned particular network settings such
as a particular IP address when it is connected to LAN 112.
Control then proceeds to step 710 to enable sharing for the
particular IP address that is now preconfigured to be assigned
to the guest device.

[0118] At step 710, the login portal 214 and/or reservation
manager 216 update the gateway rules 232 to thereby allow
unicast communications between the guest device and each of
the in-room media devices in the subset determined at step
704. For example assuming the particular guest room associ-
ated with guest device 118 is room 101, at step 404 the
reservation manager 216 or login portal 214 dynamically
adds gateway rules 232 such as inter-VLLAN communication
rule set 418 in FIG. 4, which allows communication between
the IP address of guest device 118 and each of the IP addresses
of'the in-room media devices 121, 122, 123 of room 101. The
IP addresses of the media devices associated with the location
are loaded from the in-room media device table 236 (see FIG.
9). The IP addresses of the guest device is either known from
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its received network traffic or may be known in advance by
the system controller 102 configuring the DHCP server 220 at
the hotel to assign a specific IP address to the guest device
identified by a predetermined MAC address listed in the res-
ervation—see previously described step 708 and column 830
of FIG. 8, described in more detail later.

[0119] At step 712, the login portal 214 and/or reservation
manager 216 update the proxy rules 234 to reroute media
shared from the guest device to one or more of the media
devices in the subset determined at step 704. As previously
mentioned, the selection of the particular destination media
device(s) in column 604 can be made according to commands
received from the guest device or may be done automatically
by the system controller 102 according to activity by the guest
device or one of the media devices in the subset.

[0120] At step 714, when the system controller 102
receives multicast network traffic from the guest device, con-
trol proceeds to step 714; otherwise, control proceeds to step
722. An example of typical multicast network traffic that will
be received from the guest device is a query for media devices
on LAN 112 that support a particular media sharing protocol.
[0121] At step 716, the gateway 210 and media proxy 212
examine the multicast network traffic to detect the requested
media sharing protocol. This may also be done according to
the destination address and/or port(s) specified by the multi-
cast network traffic or according to content of the traffic.
When the detected media sharing protocol supports unicast
responses to the multicast query, control proceeds to step 718;
alternatively, when the media sharing protocol does not sup-
port unicast responses to the multicast query, control pro-
ceeds to step 720.

[0122] An example of a network-based media sharing pro-
tocol that supports unicast responses to multicast queries is
DLNA®. DLNA® employs Universal Plug and Play (UPnP)
for media management, discovery and control. Universal
plug and play (UPnP) capable guest devices send discovery
messages to the multicast address 239.255.255.250 on port
1900 via the User Datagram Protocol (UDP) protocol.
Because other UPnP devices are required to reply to these
discovery messages with a unicast response, when the dis-
covery helper 300 of gateway 210 receives a multicast UPnP
discovery message from the guest device on this port and
multicast address, control proceeds to step 718.

[0123] An example of a network-based media sharing pro-
tocol that does not support unicast responses to multicast
queries is AirPlay®. AirPlay® employs mDNS for discovery.
AirPlay® capable guest devices send discovery queries to the
multicast address 224.0.0.251 on port 5353 via the UDP
protocol. Because responses to the mDNS discovery query
are generally required (with some exceptions) to be a multi-
cast UDP response also to multicast address 224.0.0.251 on
port 5353, when the mDNS 502 of media proxy 212 receives
an mDNS discovery message from the guest device on this
port and multicast address, control proceeds to step 720.
[0124] At step 718, the discovery helper 300 searches the
in-room media device table 236 to determine whether any of
the media devices in the subset for this guest device (deter-
mined at step 704) supports the same media sharing protocol.
For example, when the incoming discovery query is for the
DLNA® media sharing protocol, the discovery helper 300
checks whether the guest room associated with the guest
device includes at least one DLNA® compatible media
device. When yes, control proceeds to step 722; otherwise,
control proceeds to step 720.
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[0125] At step 720, the media proxy 212 sends a multicast
or unicast reply to the guest device announcing the availabil-
ity of the media server 500 as a compatible media device on
hotel LAN 112. For protocols that require a multicast reply
such as mDNS, all guest devices 118, 120 on hotel LAN 112
receive the multicast reply and are made aware that the media
server 500 is available to use the supported media sharing
protocol. For protocols that accept or require a unicast reply
such as UPnP, only the particular guest device that sent the
original multicast query received at step 714 will receive the
reply. Multicast replies may be sent by the mDNS 502 when
replying to an mDNS query received from the guest device.
When the media proxy 212 is also going to support other
protocols that don’t utilize mDNS, the media proxy 212 may
further include one or more additional modules (not shown)
to send either unicast or multicast replies according to the
other protocols. For example, another discovery helper mod-
ule (not shown) may be included within media proxy 212 to
send unicast or multicast replies to the guest device on behalf
of'the media server 500. Alternatively, media server 500 itself
may listen for multicast queries and send a unicast or multi-
cast reply providing its own IP address.

[0126] At step 722, the discovery helper 300 of gateway
210 sends a unicast reply to the guest device on behalf of each
of'the compatible media devices in the subset associated with
the guest device. Each unicast reply provides the guest device
with the IP address of one (or more) of the compatible media
devices. In this way, the discovery helper 300 facilitates the
guest device to discover the IP addresses of the compatible
in-room media devices within its subset without spamming
all media devices in the hotel (such as media devices in other
room) with the multicast discovery message from the guest
device. This is beneficial to reduce unnecessary network traf-
fic and prevent each media device from hearing multicast
messages from guest devices that are not authorized to stream
media to that media device.

[0127] The discovery helper 300 may also send a notifica-
tion (e.g., a “heads-up” message) to the compatible in-room
media devices after unicast replying to the guest device on
behalf of these devices. The purpose of the heads-up message
is to alert these media devices so they are ready to receive
future unicast communications directly from the guest
device. Some protocols may require this due to the media
device not actually receiving the initial discovery request.

[0128] Steps 724, 726, 728, 730, 732 of FIG. 8 generally
correspond to steps 714, 716, 718, 720, 722 of FIG. 7, except
that now the multicast network traffic is received from a
media device 121, 122, 123, 124 at the hotel that is within the
authorized subset for the guest device. In steps 730 and 732,
the response is sent back to the media device. Handling mul-
ticast network traffic from hotel media devices as is done in
steps 724, 726, 728, 730, 732 is beneficial to facilitate dis-
covery and allow media sharing to flow in the opposite direc-
tion. For example, rather than a guest device being utilized to
stream personal vacation videos to the in-room TV, a guest
may instead utilize the in-room STB (or another type of
in-room media device) to stream video-on-demand (VOD) or
other hotel content to the guest device, which acts as the
output device. This might allow a guest to continue watching
a movie on their guest device while in restaurant or pool area
of'the hotel. In another example, several guest devices may be
associated with a single conference room and a conference
presenter may utilize a media device within the room to share
a presentation with all guest devices. Only in-room media
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devices within the authorized subset for a guest device (deter-
mined at step 704) will be able to share content with the guest
device in this manner. If such functionality is not desired,
steps 724, 726, 728, 730, 732 may be removed and multicast
discovery queries from the hotel media devices 121,122,123,
124 may be dropped by the system controller 102 (i.e., not
passed from VLLAN-media 116 to VLAN-guest 114).

[0129] At step 734, the system controller 102 determines
whether the media sharing feature between the guest device
and the in-room media devices in its authorized subset should
be deactivated.

[0130] FIG. 10 illustrates an example of the guest access
table 240. In this example, the guest access table 240 is
provided by a property management system (PMS) handling
the room assignment at the hotel 101. A room number column
1000 indicates a particular guest area in the hotel, a client
identifier (ID) column 1002 indicates a serial number of the
guest staying in that room utilized to cross reference with
column 400 of the gateway rules 232 and column 602 of the
proxy rules 320, a name column 1004 indicates the name of
the current guest, a check-out time column 1006 indicates the
scheduled expiry time of the guest’s stay in the room, and a
guestidentifier (ID) column 1008 indicates an identifier of the
current guest such as the loyalty program membership iden-
tifier used by the guest at the hotel 101. Vacant rooms have a
dash (“—") stored in the above columns in this example.
[0131] Returning to the description of step 734, in an exem-
plary embodiment the expiry manager 218 searches the guest
access table 240 to determine whether the check-out time
(column 1006) has been reached for a particular client ID
(column 1000). When yes, control proceeds to steps 736;
otherwise, control returns to step 714. In some implementa-
tions, an interrupt is produced when a client’s expiry time is
reached in column 1004 (or another event occurs such as an
earlier check-out message received from the PMS) to cause
control to automatically proceed to step 736.

[0132] At step 736, the expiry manager 218 updates the
proxy rules 234 to deactivate media proxying for the guest
device. This is done by the expiry manager 218 deleting rows
of the proxy rules 234 having the same client ID in column
602 as the now expired client ID from column 1002 of FIG. 10
(determined at step 734). The expiry manager 218 further
causes the media proxy to terminate all connections and other
streams that are related to this guest device. For example, if
guest device 118 was currently utilizing the media proxy to
stream media content to TV 121, the stream is terminated at
this step.

[0133] At step 738, the expiry manager 218 updates the
gateway rules 232 to deactivate the communication feature
between the guest device and the in-room media devices in
the subset associated with the guest device. This may be done
by the expiry manager 218 deleting the inter-VLAN rule set
having the same client ID in column 400 as the expired client
1D from column 1002 of FIG. 10 (as determined at step 734).
For example, when client ID “1” is determined to have
expired at step 406, the expiry manager 218 deletes all the
gateway rules 232 having client ID “1” in column 400 of the
gateway rules 232, which includes all the rules indicated as
rule set 418 in the example of FIG. 4.

[0134] At step 740, the media device controller 222 resets
the in-room media devices in the subset associated with the
now expired guest device back to their default states. This is
done by sending a reset command via the computer network
112 to reset these media devices, for example, resetting the

Dec. 26, 2013

in-room media devices 121, 122, 123 of room 101 after the
guest of room 101 has checked out. The purpose of this step
is to ensure that if the media device(s) was/were actively
streaming content (or performing other network-based media
functions) under the control of the now expired guest device
at the time the communication feature was disabled at step
408, that it/they will not continually try to reconnect with the
now inaccessible guest device. The media devices are instead
reset back to a clean state ready for the next guest.

[0135] Other embodiments of the above described system
100 are also possible. For example, in another embodiment
the gateway 210 is pre-configured to pass all broadcast/mul-
ticast traffic between VLLAN-guest 114 and VLLAN-media
116. Although the unrestricted passing of broadcast/multicast
traffic does open up a security risk in that it is possible for the
first guest device 118, for example, to communicate utilizing
broadcast/multicast network traffic with any media device in
the hotel (including media devices in other rooms such as TV
124), the risk is minimal if the media devices are known in
advance to always require unicast communication to support
the network-based media functions such as media content
streaming.

[0136] In these embodiments, to stream media content,
guest device 118 first queries the LAN 112 for a compatible
streaming device by transmitting a broadcast/multicast user
datagram protocol (UDP) message such as an mDNS query
message. The gateway 210 receives the query on VLAN-
guest 114 and passes it to VLAN-media 116. After the gate-
way 210 passes the query to VLAN-media 116, all compat-
ible TVs in the hotel receive the message and attempt to reply
with either unicast or broadcast/multicast replies providing
their assigned IP addresses on hotel LAN 112. The previously
described gateway rules 232 prevent all but the in-room
media devices in room 101 from successfully replying to the
first guest device 118 utilizing unicast communications from
VLAN-media 116 to VLAN-guest 114.

[0137] In the event that one or more media devices in the
hotel reply using a broadcast/multicast message (e.g., an
mDNS reply), the gateway 210 will pass the reply from
VLAN-media 116 to VLAN-guest 114. As a result, guest
device 118 receives the reply. However, when guest device
118 thereafter attempts to open a unicast transmission control
protocol (TCP) connection with that media device to finalize
the discovery process and/or begin streaming media content,
the inter-VLAN communication rule set 418 will only allow
the unicast connection if the destination device is one of the
in-room media devices 121, 122, 123 in room 101. The
default rule 430 blocks all other unicast communication
attempts. In this way, guest device 118 can only establish
unicast communications with the subset of in-room media
devices 121, 122, 123 in room 101 even though it may dis-
cover other media devices in the hotel (e.g., discover TV 124
by sending/receiving broadcast/multicast traffic to/from TV
124). This embodiment may be useful when it is known in
advance that the in-room media devices within the hospitality
establishment will not play media or take any other actions
that might disturb the media experience of the current guest of
the room as a result of receiving only broadcast/unicast net-
work traffic.

[0138] In other embodiments, by default gateway 210
blocks all multicast messages from VLAN-media 116 from
passing to VLAN-guest 114. When a particular guest device
makes a multicast query for compatible media devices on
LAN 112, gateway 210 passes the multicast query to VLAN-
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media 116 and then for a limited time allows multicast replies
from only the media devices in the authorized subset for that
particular guest device. For example, after guest device 118
makes an mDNS query for AirPlay® compatible devices on
LAN 112, the gateway 210 for a limited time passes multicast
replies from the subset of in-room media devices 121, 122,
123 inroom 101 from VL AN-media 116 to VLLAN-guest 114.
Multicast replies from other in-room media devices in other
rooms (e.g., TV 124 in room 105) continue to be blocked by
gateway 210. After a sufficient time duration (e.g., 1 minute),
gateway 210 will again block all multicast messages from
VLAN-media 116 from passing to VLAN-guest 114. This
allows guest device 118 to discover only its authorized subset
of the media devices at the hotel.

[0139] Although all guest devices 118, 120 at the hotel will
receive the multicast replies from in-room media devices 121,
122, 123 in the above example, typically only guest device
118 will be actively searching for media devices at the time
these responses are sent. Short time-to-live (TTL) values in
the multicast replies can be utilized help prevent caching at
unauthorized guest devices (e.g., caching of replies from
media device 121, 122, 123 in room 101 at guest device 120
associated with room 105). Additionally, the names of the
in-room media devices 121, 122, 123, 124 can be configured
to include the room number to help prevent guest confusion in
the event that two guest devices 118, 120 at the hotel simul-
taneously search for media devices.

[0140] As described above, the activation of the in-room
media sharing feature for a guest device at step 700 of FIG. 7
depends upon the particular trigger event. Examples of event
occurrences which may trigger the process of FIG. 7 in
include the following:

Event Occurrence Example 1

Start-Time Reached for Reservation Having a
Registered Guest Device

[0141] FIG. 11 illustrates a flowchart showing steps taken
by the reservation manager 216 when starting the process of
FIG. 7 in response to reaching the start-time of a reservation
having a registered guest device. The steps of the flowchart in
FIG. 11 are not restricted to the exact order shown, and, in
other embodiments, shown steps may be omitted or other
intermediate steps added. In this embodiment, the processors
204 execute the reservation manager module 216 in order to
cause the system controller 102 to perform the illustrated
steps.

[0142] Atstep 1100, the process begins when the start time
of a reservation having a registered guest device is reached.

[0143] FIG. 12 shows an example of a Ul screen 800 for
inputting information into the reservation table 242 according
to an exemplary embodiment. A guest making a hotel reser-
vation, either an event reservation as shown in FIG. 12 or an
individual guest room reservation in another example, can
register specific guest devices such as a mobile phone 1240
and tablet computer 1242. Column 1234 allows the guest
making the reservation to indicate that in-room media sharing
from these registered devices 1240, 1242 is to be automati-
cally enabled. The reservation manager 216 monitors the
current time as tracked by the clock unit 206 in order to
determine when the start time 1206 of the reservation 1200 is
reached. When the start time 1206 is reached, the process of
FIG. 11 begins at step 1100.
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[0144] Atstep 1102, the reservation manager 216 loads the
location(s) 1210 of the reservation from the reservation table
242. For example, in the event reservation of FIG. 7, the
location 1210 of the event is the “Meeting room A”, “Meeting
room B”, and “Guest room 101”. Although meeting and guest
room locations are utilized in this event, other types of guest
areas may be applicable in other embodiments. For example,
the location(s) 1210 loaded from the reservation 1200 at this
step may correspond to any guest areas such as meeting
rooms, guest rooms, seat numbers, media device locations,
etc. at the hospitality establishment. The location 1210 may
also be automatically assigned by the reservation manager
216 when the start time 1206 is reached rather than being
specified in advance. The selected subset of the hotel’s media
devices for which these registered guest devices are to be
enabled to share media are all the in-room media devices
associated with location 1210.

[0145] At step 1104, the reservation manager 216 loads the
MAC addresses of the registered guest devices 1240, 1242
from column 1230 of the reservation 1200. These values were
previously stored in the reservation 800 by the event orga-
nizer when they setup the event reservation. Alternatively,
these values may be added or changed by the event organizer
at any time during the event.

[0146] At step 1106, the reservation manager 216 deter-
mines the expiry time for the communication feature for the
registered devices 1240, 1242. The registration manager 216
automatically activates sharing with the in-room media
devices for the duration of the reservation 1200. The expiry
time determined at step 1106 corresponds to the end time
1208.

Event Occurrence Example 2

A Registered Guest is Authenticated During the
Login Process from a Particular Guest Device

[0147] FIG. 13 illustrates a flowchart showing steps taken
by the login portal 214 when starting the process of FIG. 7
upon a registered guest logging in (e.g., signing up) at the
hotel’s web-based login portal. The steps of the flowchart in
FIG. 13 are not restricted to the exact order shown, and, in
other embodiments, shown steps may be omitted or other
intermediate steps added. In this embodiment, the processors
204 execute the login portal 214 in order to cause the system
controller 102 to perform the illustrated steps.

[0148] At step 1300, the process to activate the communi-
cation feature for a guest device begins when the guest device
is utilized by a guest at the hotel to log in or sign up for
services at the webserver provided by the login portal 214. As
previously described, either a web browser or other predeter-
mined application running on the guest device may interact
with the login portal 214 over the hotel LAN 112.

[0149] At step 1302, the login portal 214 determines the
room number (or other guest area identifier) associated with
the guest device. In one example, during the login process the
guest is required to enter personal details such as their last
name and room number. From this information, the login
portal 214 queries the hotel’s property management system
(PMS) or another room assignment database (see example of
guest access table 240 in FIG. 10) to verify the guest’s iden-
tify and confirm the guest is registered for the specified guest
room. In another configuration, the login portal 214 may
determine the source room number of the guest device by
tracing network traffic received from the guest device back to
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a source access-node such as a particular switch port on the
LAN 112, which is mapped to a particular guest room accord-
ing to a network map. This embodiment is particularly advan-
tageous when the guest device is connected to LAN 112 viaa
wired connection. The selected subset of the hotel’s media
devices for which the guest device is to be enabled to share
media are all the in-room media devices associated with
determined room number.

[0150] At step 1304, the login portal 214 determines the
MAC or IP address of the guest device by examining the
headers of the network traffic received from the guest device.
[0151] At step 1306, the login portal 214 determines the
expiry time for the communication feature for the guest
device. In some embodiments, each registered guest may
have the communication feature activated for a predeter-
mined time duration such as one day. The time duration may
also be cut off earlier such as when the guest checks out of the
hotel. Alternatively, the expiry time may correspond to the
guest’s scheduled check-out time for the room as specified in
column 1006 of FIG. 6. In other embodiments, the guest may
purchase an amount of streaming time or an amount of data
and the expiry will cut off when the paid for time or data
amount is reached. The expiry time may also correspond to
the end time 1206 of the guest’s reservation and be deter-
mined similar as previously described for step 1106.

Event Occurrence Example 3

Network Traffic from an Unrecognized Guest Device
is Detected on Hotel LAN 112

[0152] FIG. 14 illustrates a flowchart showing steps taken
by the login portal 214 when starting the process of FIG. 7
upon detecting network traffic from an unrecognized guest
device on the hotel LAN 112. The steps of the flowchart in
FIG. 14 are not restricted to the exact order shown, and, in
other embodiments, shown steps may be omitted or other
intermediate steps added. In this embodiment, the processors
204 execute the login portal 214 and the reservation manager
216 in order to cause the system controller 102 to perform the
illustrated steps.

[0153] At step 1400, the process begins by receiving net-
work traffic from an unrecognized guest device. The unrec-
ognized guest device from which the network traffic is
received at this step is considered unrecognized because it has
not already been authorized for in-room sharing or commu-
nication with one or more in-room media devices. In a pre-
ferred embodiment, the network traffic includes DHCP
requests that are broadcast by new guest devices as they are
first coupled to the hotel LAN 112, for example, DHCP
discover/offer/request/acknowledgement etc.

[0154] Atstep 1402, the reservation manger 216 queries the
reservation table 242 to determine whether the MAC address
of the unrecognized guest device included in the received
network traffic corresponds to a registered device for which
the stream enable setting 834 has been selected in a current
reservation at the hotel. The field “CHADDR” (Client Hard-
ware Address) in the DHCP message indicates the MAC
address of the newly connected guest device. A current res-
ervation is one that has reached its start time 1206 but not yet
reached its end time 1208.

[0155] At step 1404, when the MAC address does corre-
spond to a registered device for which stream enable 1234 has
been selected in a current reservation at the hotel, the reser-
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vation details are retrieved and control proceeds to step 1416;
otherwise, control proceeds to step 1406.

[0156] At step 1406, the login portal 214 queries a user
profile server 170 to determine whether the user profile data-
base 172 stored therein includes a user identifier (ID) that is
associated with the MAC address of the unrecognized guest
device. As shown in FIG. 1, the user profile database 172 in
this embodiment is remote to the hotel and stored at a central
user profile server 170. Therefore, this step may be performed
by the processors 204 sending and receiving network packets
to/from the user profile server 170 via the network interface
200 and the Internet 104.

[0157] FIG. 15 illustrates a user interface (UI) screen 1500
provided by the user profile server 170 allowing a specific
user to modify their information in the user profile database
172. Each user may have any number of guest devices asso-
ciated with their user profile account. Device names are listed
in column 1502 with each user device’s corresponding device
identifier (e.g., MAC address) shown in column 1504. These
fields are editable by the user, and the user may add new user
devices or remove user devices to their user profile at any
time.

[0158] The UI screen 1500 further allows each user to
modify the user identifiers associated with their account. As
shown in FIG. 15, the user identifiers associated with the
account in this example are all the various loyalty program
membership numbers utilized by the user at different hospi-
tality establishments. Each hospitality establishment is listed
in column 1510 with the user’s corresponding loyalty pro-
gram member identifier and user type listed in columns 1512
and 1514, respectively. In some embodiments, the user may
be able to freely adjust the loyalty numbers in column 1512,
but may need to perform an upgrade process by clicking an
“upgrade” button 1520 in order to upgrade to higher user type
at a particular hospitality establishment in column 1514. The
upgrade process may involve a monetary payment.

[0159] The user profile database 172 associates each of a
plurality of different user identifiers (IDs) in column 1512
with one or more device identifiers (e.g., MAC addresses in
this embodiment) in column 1504. A collection of different
user IDs may be associated with multiple MAC addresses
such as when a single user has various loyalty program mem-
ber identifiers at different hospitality establishments and
owns multiple guest devices. For example, the exemplary
user in FIG. 15 belongs to five different hospitality loyalty
programs and has three MAC addresses corresponding to
three different guest devices (i.e., laptop computer, mobile
phone, and tablet computer). Additionally, a single MAC
address may be associated with multiple user IDs, for
example, the MAC address of the laptop computer may also
be associated with other user profile accounts such as when
multiple users share a corporate loaner laptop provided as
needed to different employees for travel.

[0160] In some embodiments, each hospitality establish-
ment has a unique site identifier (column 1510 of FIG. 15) and
this site identifier may be utilized by the login portal 214 at
that hospitality establishment when querying the user profile
database 172 in order to obtain the loyalty program member
identifier associated with the MAC address at the specific
hospitality establishment where the MAC address was
detected.

[0161] For example, when the user is staying at the “Galac-
tic Hotel (4)”, the MAC address of the user’s laptop (“20-BO-
DO0-86-BB-F97) is determined to be associated with user
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identifier “122-32-2345”. Alternatively, when the user is stay-
ing at the “Beaches Resort (135)”, the same MAC address of
the user’s laptop (“20-B0-D0-86-BB-F9) is determined to
be associated with a different user identifier “SE3DA7”. The
user may thereby travel to different hospitality establishments
having different types of the loyalty program member iden-
tifiers, and the user’s various guest devices can still be corre-
lated to the user’s respective user identifier as employed at
each of the different hospitality establishments.

[0162] Atstep 1408, when the received MAC address is not
associated with any user identifiers (IDs) in the user profile
database 172, control proceeds to step 1410. Otherwise, when
the received MAC address is associated with one or more user
identifiers (IDs) in the user profile database 172, the particular
user identifiers (IDs) are retrieved from the user profile data-
base and control proceeds to step 1412.

[0163] At step 1410, because the MAC address is not reg-
istered in a current reservation and/or is not correlated to a
current guest of the hotel, the login portal 214 utilizes another
method of identifying a guest area associated with the unrec-
ognized guest device such as automatic room detection by
tracing network traffic or having the guest input their room
number during a sign-up procedure at the login portal 214, for
example. The guest may also be required to input their name
and/or a loyalty program, which identifies the guest and
allows the associated guest room to be determined.

[0164] At step 1412, the login portal 214 queries the guest
access table 240 (e.g., PMS database) to determine whether a
current guest of the hospitality establishment is associated
with any of the particular user identifiers (IDs) found associ-
ated with the detected MAC address.

[0165] Inapreferred embodiment, the user identifiers (IDs)
stored in column 1512 of FIG. 15 and the guest identifiers in
column 1008 of FIG. 10 are loyalty program member identi-
fiers utilized by the user. A unique user ID is assigned to each
guest participating in the hotel’s loyalty program such by
issuing the guest with a membership card having the user
identifier printed thereon. When a guest makes a reservation
or when checking into the hotel, the guest provides the hotel
with the user’s personal user identifier (e.g., loyalty program
member identifier), which is thereafter stored in column 1008
of'the guest access table 240 as the guest identifier currently
associated with the assigned room. Discounts, points and/or
other benefits may be offered to loyalty program members to
encourage guests to register their loyalty numbers upon res-
ervation and/or check-in at the hotel.

[0166] At step 1414, when a current guest of the hotel is
associated with one of the particular user identifiers, control
proceeds to step 1416 to continue the process. Otherwise,
when no current guest of the hotel is associated with any of the
particular user identifiers determined at step 1406, the users
associated with these user identifiers (IDs) are not current
guests of the hotel. Therefore, control returns to step 1410 to
attempt to utilize another method of identifying a guest area
associated with the unrecognized guest device.

[0167] Atstep 1416, the unrecognized guest device is auto-
matically determined to be associated with the guest area
found registered to the guest of the hotel at step 1414. Assum-
ing the guest is the exemplary user of FIG. 11 and the hotel is
the “Galactic Hotel (4)”, the MAC address “20-B0-D0-86-
BB-F9” of an unrecognized laptop will be found associated
with guest identifier “122-32-2345” in the user profile data-
base 172. Therefore, the login portal 214 determines the
unrecognized laptop computer to be associated with guest
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room “117” because this is the guest area associated with
guest identifier “122-32-2345" in the guest access table 240
(see column 1008 in FIG. 10). The selected subset of the
hotel’s media devices for which the guest device is to be
enabled to share media are all the in-room media devices
associated with determined room number.

Event Occurrence Example 4

A Location-Specific Passkey is Received from a
Guest Device

[0168] FIG. 16 illustrates a flowchart showing steps taken
by the login portal 214 when starting the process of FIG. 7
upon receiving a location-specific passkey from a guest
device on the hotel LAN 112. The steps of the flowchart in
FIG. 16 are not restricted to the exact order shown, and, in
other embodiments, shown steps may be omitted or other
intermediate steps added. In this embodiment, the processors
204 execute the login portal 214 in order to cause the system
controller 102 to perform the illustrated steps.

[0169] At step 1600, the process to activate the communi-
cation feature for a guest device begins when a passkey is
received from a guest device over the computer network 112.
[0170] FIG. 17 shows an example of a Ul screen 1700
generated by the media device controller 222 and displayed
on the first in-room TV 121 in guest room 101. The same or
similar Ul screen 1700 may also be displayed by the other
media devices 122, 123 of the first guest room 101. Ul screen
1700 provides a unique passkey (displayed as connect code
1704 in FIG. 17) for the user to send back to the login portal
214 in order to associate their personal guest device 118 with
room 101. The unique passkey may also be displayed in a
scannable format 1702 such as a QR Code® (QR Code is
registered trademark of DENSO WAVE INCORPORATED),
which is easily scanned by a web cam or other scanning
mechanism provided on the guest’s device 118. This saves the
user from having to type in the connect code 1704 before their
guest device sends it to the login portal 214.

[0171] FIG. 18 shows an example of the passkey-to-room
table 238. This table 238 is utilized by the login portal 214 and
the media device controller 222 to associate guest devices
118, 120 with particular guest areas (e.g., guest room 101,
105) and/or particular media devices 121,122, 123, 124 with-
out requiring the hotel to have advance knowledge of the user
or the guest device 118, 120.

[0172] The passkeys in column 1800 are linked to currently
registered rooms in column 1802. Upon arrival in the room,
the user may select a “Share media with this TV menu option
using the TV remote control. This will cause the TV to display
Ul screen 1700 (see FIG. 17), and the unique passkey stored
in column 1802 for the room is displayed (e.g., by TV 121) as
the scannable connect code 1702 and the numerical connect
code 1704 for that room. The room’s unique passkey stored in
column 1800 may be randomly changed by the media device
controller 222 in response to the room check-out time being
reached or other events such as expiry of user access. In this
way, each new guest in the room 101 will see different con-
nect codes 1702, 1704 displayed on Ul screen 1700.

[0173] FIG. 19 shows two examples of Ul screens 1900,
1920 generated by the login portal 214 and displayed in a web
browser or predetermined application of guest device 118 to
allow the user of guest device 118 to enable in-room media
content streaming according to an exemplary embodiment.
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[0174] Before media sharing is activated for the guest
device, a guest in room 101 reads the instructions displayed
by UI screen 1700 (FIG. 17) on the in-room TV 121. The
guest then utilizes their guest device 118 to connect to the
hotel’s login portal 214. For example, the guest may wire-
lessly associate their guest device 118 to AP 130 and then be
automatically redirected or forwarded to the URL/IP address
of the login portal 214 using any suitable redirection tech-
nique. Alternatively, the user may manually navigate to a
specified URL (e.g., “https//stream.hotel.example.com”) or
IP address, or open a predetermined application on guest
device 118 that connects to the login portal 214 at the hotel
automatically.

[0175] Once connected to the login portal 214, the web
browser or other predetermined application running on guest
device 118 displays Ul screen 1900 (top screen of FIG. 19),
and the user types the connect code 1704 displayed by TV 121
into field 1902 (or scans connect code 1702 using a web cam
or other scanner on guest device 118). Once the connect code
is entered, the user presses the submit button 1904.

[0176] The entered passkey is then sent to the login portal
214 via the hotel’s LAN 112, and the process of FIG. 16
begins at step 1600.

[0177] At step 1602, the login portal 214 determines the
room number or other guest area of the hotel that is associated
with the received passkey. This is done by the login portal 214
searching passkey-to-room table 238 to find the room or
rooms of the hotel in column 1802 that are associated with the
received passkey. The selected subset of the hotel’s media
devices for which the guest device is to be enabled to share
media are all the in-room media devices associated with
determined room number.

[0178] In other embodiments, the received passkey is a
media-device-specific passkey that is displayed by the media
device controller 222 on a display device associated with a
particular media device. A table similar to that shown in FIG.
18 is stored to associate unique passkeys to each media
device. A guest can thereby walk up to any particular media
device at a hospitality establishment, use their guest device to
send the passkey displayed by the media device to the login
portal 214, and thereby have the communication feature and/
or media sharing feature activated between their guest device
and the media device so that they can stream content to or
perform other network-based functions with the media
device. In these embodiments, the selected subset of the
hotel’s media devices for which the guest device is to be
enabled to share media is the media device(s) that is (are)
associated with the received passkey.

[0179] At step 1604, the login portal 214 determines the
MAC or IP address of the guest device by examining the
headers of the network traffic received from the guest device.
[0180] At step 1606, the login portal 214 determines the
expiry time for the communication feature for the guest
device. In some embodiments, the expiry time may be deter-
mined according to the room type associated with the
received passkey. For example, a presidential suite may be
receive a longer period of time before expiry than a basic
room. In other embodiments, a payment may also be received
or added to the guest’s or room’s folio as a part of the process
performed by the user at the login portal 214. The expiry time
may also correspond to the end time 1208 of the room’s
reservation 1200.

[0181] After the media sharing feature has been enabled by
the login portal 214 in response to receiving exemplary con-
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nect code “123456” from guest device 118, the user sees Ul
screen 1920 (bottom screen of FIG. 19). Ul screen 1920
indicates to the user that their personal guest device 118 is
now cleared for communication with all of the in-room media
devices 121, 122, 123 associated with room 101. The time
remaining indicates when the expiry manager will deactivate
the sharing ability. If the user presses the disconnect button
1922, the login portal 214 will delete the inter-VL AN rule set
418 immediately and also delete any corresponding proxy
rules 234. The disconnect button 1922 may be useful when
the user is charged per unit time for streaming to allow the
user to stop the charges accumulating when streaming is no
longer needed.

[0182] Inthis example, because only the registered guest of
room 101 (or their friends etc.) can enter room 101 to see the
displayed connect code 1702, 1704, upon receipt of the pass-
key forroom 101 from a guest device 118, the login portal 214
knows guest device 118 is being utilized by an authorized
guest of room 101.

[0183] However, physical security of guest areas is not a
requirement and in other embodiments one or more media
devices such as TVs may be located in a public guest area of
the hotel such as the lobby or a shopping area. The media
device controller 222 associates a unique passkey with each
public TV and causes the unique passkey to be displayed on
its respective TV as a connect code. Any user may thereafter
have their personal guest device cleared for communication
with that TV by using their personal guest device to send the
displayed connect code back to the login portal 214. This may
be useful to allow current and former guests waiting in the
hotel lobby to stream personal content on a larger screen
available for guest usage in the lobby, for example. A similar
benefit is also available in other public locations such as
waiting areas in airports, bus terminals, shopping centers, etc.
[0184] Inyet other embodiments, the passkey displayed to
the user on the media device further specifies the hospitality
establishment in addition to a particular guest area (or media
devices) at that hospitality establishment. For example, FIG.
21 shows an example of a central-passkey-to-location table
utilized to associate guest devices with particular guest areas
and/or particular media devices at one of a plurality of differ-
ent hospitality establishments according to an exemplary
embodiment. This embodiment is beneficial to allow the six
hexadecimal digit passkey entered by the guest on their guest
device 118, 120 to be sent back to a central login portal 180
viathe Internet 104. The guest device 118, 120 is therefore not
required to be connected to the hotel LAN 112 and may
instead connect to the Internet via another network such as a
wireless 3G/4G cell phone provider network (not shown)
offered by a telecom provider within range of the hospitality
establishment. Because the central login portal 180 is acces-
sible with a public IP address on the Internet 104, a guest
device can therefore access the central login portal 180 via
any network connected to the Internet 104.

[0185] A method of correlating a guest device to a destina-
tion according to an exemplary embodiment includes gener-
ating a passkey that uniquely identifies both a particular hos-
pitality establishment selected from a plurality of different
hospitality establishments and a location or media device
within the particular hospitality establishment. The passkey
generation may be performed at either the central login portal
180, the local login portal 214, or a combination of both. The
method further includes displaying the passkey to a guest
utilizing a media device at the particular hospitality establish-
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ment, and then receiving the passkey from a guest device at a
central location via the Internet. For instance, the passkey can
be displayed on an in-room TV similar to that illustrated in
FIG. 17 and then received from the guest’s devices after
manual input by the user or after taking a picture of the code
by the guest device. The method further includes determining
the particular hospitality establishment according to the pass-
key received from the guest device (e.g., by matching the first
two digits specifying the hotel location in a table such as
illustrated in FIG. 21) and associating the guest device with a
particular one or more media devices at the particular hospi-
tality establishment according to the passkey (e.g., by match-
ing the remaining four digits specifying the hotel room in a
table such as illustrated in FIG. 21).

[0186] When utilizing the central login portal 180 of FIG.
21, the flowchart of FIG. 16 can be modified as follows: at
step 1602, the central login portal 180 receives a six digit
passkey from a guest device over the Internet 104 and deter-
mines the hospitality establishment associated with the guest
device by looking for a match of the first two digits of the
received passkey in the hotel locator column of FIG. 21. Once
the hospitality establishment is identified using the first two
digits, the central login portal 180 sends details of the guest
device 118, 120 to the system controller 102 (i.e. the local
login portal 214 running within the system controller 102) at
the proper hospitality establishment via the Internet 104. The
room number or other guest area of the hotel that is associated
with the received passkey is then identified by the local login
portal 214 matching the remaining four digits of the received
passkey in a similar manner to as described above for FIG. 18.
At step 1604, details of the guest device such as its IP address
or other guest identifier may be specified in a message to the
local login portal 214 from the central login portal 180. As a
result, the guest device is correlated to a particular guest area
such as a hotel room or a particular media device such as a
lobby TV at a specific hospitality establishment.

[0187] The guest device may thereafter send commands to
the central login portal 180 to control the associated media
devices, retrieve status information from the associated media
devices, and/or share media content with the associated
media devices at that specific hospitality establishment. The
central login portal 180 may act as a proxy and pass network
traffic between the guest device and the system controller 102
at the specific hospitality establishment, or may simply
inform the guest device of the public IP address of the system
controller 102 at the specific hospitality establishment in
order to hand-off communications and enable the guest
device and the system controller 102 to directly communicate
with each other.

[0188] Returning againto the description of FIG. 1, insome
embodiments, the gateway 210 will only pass or take action
(e.g., reply to) a multicast/broadcast message from an autho-
rized guest device that has already been authorized to com-
municate with at least one in-room media device at the hotel.
[0189] Inanexemplary embodiment, the gateway rules 232
allow both unicast and broadcast/multicast traffic to be trans-
mitted between guest device 118 and the media devices 121,
122, 123. For example, taking rule set 418 in FIG. 4 as an
example, when the source IP address is “192.168.0.23”,
broadcast/multicast traffic from this IP address is forwarded
by the gateway 210 to the switch ports that are connected to
the any of the destination IP address of the in-room media
devices 121, 122, 123 in column 408 for rule set 418, i.e.,
switch ports connected to “10.0.0.140”, “10.0.0.141”, and
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“10.0.0.142”. Broadcast traffic in the other direction from
these media device IP addresses will also be passed to the
switch port and/or AP to which guest device 118 is connected
(i.e., the ports of switch 132 connected to IP address “192.
168.0.23” and/or the AP 130 to which guest device 118 is
wirelessly connected).

[0190] In some embodiments, the system controller 102
dynamically configures the gateway/firewall 110 to activate
and deactivate port isolation to allow broadcast traffic to pass
in the desired manner according to the gateway rules 232.
Modification of access control lists (ACLs) may be utilized
for this purpose. In other embodiments, the system controller
110 receives all broadcast traffic on the hotel LAN and then
forwards it or rebroadcast it to specific destinations according
to the gateway rules 232 and/or another list of inter-VLAN
connections. In some embodiments, the decrypt/convert/re-
encrypt module 504 converts broadcast traffic received from
a guest or media device into broadcast or unicast traffic to be
delivered to other destinations such as that are designated as
supporting different protocols in the in-room device table
236.

[0191] In some embodiments, the media proxy 212 pre-
tends to be a media device 121, 122, 123, 124 when commu-
nicating with a guest device 118, 120 and likewise pretends to
be a guest device 118, 120 when communicating with an
in-room media device 121, 122, 123, 124. This may be done
by the media proxy 316 spoofing the address (IP, MAC, URL,
etc.) of the device that it is pretending to be. Alternatively, the
media proxy 316 may utilize a different network address but
will reply on behalf of the device it is pretending to be. The
decrypt/convert/encrypt module 504 converts the received
network traffic into the appropriate format, makes any neces-
sary source/target address modifications, and then transmits
the converted network traffic to the appropriate destination
device. By the media proxy 212 operating as an intermediary,
aguest device 118, 120 and its authorized media devices 121,
122, 123 124 are enabled to share media content with each
over the hotel’s computer network (e.g., LAN 112).

[0192] Taking an example where guest device 120 is an
AirPlay®-compatible device, the media proxy 212 may act as
an AirPlay® streaming destination so that guest device 120
detects a compatible AirPlay® streaming destination at the
hotel and allows guest device 120 to begin streaming content
utilizing the AirPlay® protocol to the media proxy 212. The
media proxy 212 then buffers that streamed content and
simultaneously begins to stream the buffered content to TV
124 in room 105 utilizing the AllShare® protocol. In this way,
the media proxy 212 acts as an AllShare®-compatible
streaming device to TV 124. Guest device 120 is thus enabled
to stream content to TV 124 in room 105 even though guest
device 120 utilizes a different streaming protocol than the
room’s TV 124. A similar conversion technique may also be
applied by the media proxy 212 to convert between other
incompatible protocols.

[0193] FIG. 20 illustrates a flowchart describing actions
performed by the media proxy 212 to dynamically enable a
guest device supporting a network-based media sharing pro-
tocol to share media content over a computer network with a
subset of the media devices connected to the computer net-
work according to an exemplary embodiment. The steps of
the flowchart in FIG. 20 are not restricted to the exact order
shown, and, in other embodiments, shown steps may be omit-
ted or other intermediate steps added.
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[0194] At step 2000, the media proxy 212 acts as a stream-
ing destination on VLLAN-guest 114 and announces its avail-
ability to guest devices 118, 120.

[0195] At step 2002, the media proxy 212 receives stream-
ing traffic on VLAN-guest from a particular guest device 118,
120. In one embodiment, all guest devices 118, 120 at the
hotel may discover and share media content with the media
proxy 212. In an alternate embodiment, only authorized guest
devices 118, 120 which have logged in or otherwise been
processed under step 700 according to a trigger event occur-
rence to activate in-room media sharing may share media
content with media proxy 212. The media proxy 212 may
require a password from a guest device (e.g., a passkey cur-
rently associated with a room in column 1800 of FIG. 18)
before accepting a connection with the guest device.

[0196] At step 2004, the media proxy 212 looks up the
in-room media device(s) associated with the guest device
from which the stream is being received. This is done by
querying the proxy rules 234 to find the in-room media device
(s) in column 604 that are associated with the guest device’s
MAC address in column 600.

[0197] At step 2006, the media proxy 212 checks to see
whether the incoming stream is being received from an autho-
rized guest device 118, 120. Unauthorized guest devices will
either not be listed in the proxy rules 234 at all (IP address of
guest device not listed on any row in column 600) or will be
listed but will have no associated in-room media devices
listed in column 604. In these situations, the guest device is
deemed to be unauthorized and control proceeds to step 2008;
otherwise, when the guest device is listed and has at least one
associated media device listed in column 604, control pro-
ceeds to step 2010.

[0198] At step 2008, the media proxy 212 drops the incom-
ing stream such as by redirecting to a null interface. In this
way, the media proxy 212 by default does not reroute the
incoming stream to any of the hotel’s in-room media devices
121, 122, 123, 124.

[0199] At step 2010, the media proxy 212 acts as a stream-
ing source on VL AN-media 116 and connects to each of the
associated media device(s) determined at step 2004.

[0200] At step 2012, the media proxy 212 compares the
media sharing protocol of the incoming media stream from
the guest device with the supported media sharing protocols
of each associated media device found at step 2004. This is
done by checking column 904 of the in-room media device
table 236 for each associated media device. When an associ-
ated media device supports the same protocol, control pro-
ceeds to 2016 for that media device. Alternatively, when an
associated media device does not support the same protocol,
control proceeds to 2014 for that media device. When the
guest device is associated with two or more media devices at
step 2004, step 2012 may branch in multiple directions simul-
taneously, for example, to both convert the stream as required
for some media devices (branch to step 2012) and to redirect
the media stream for other media devices (branch to step
2014).

[0201] At step 2014, the media proxy 212 converts the
incoming stream to a format supported by the associated
media device. As previously described, this may be done by
passing the stream to a decrypt/convert/re-encrypt module
504 to convert the stream into a format according to the
requirements of the associated media device.

[0202] At step 2016, the media proxy 212 causes the in-
room media device controller 222 to send commands to vari-
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ous in-room media devices as required to play the stream. For
example, the in-room TV may need to have its input switched
from High-Definition Multimedia Interface (HDMI) port 1 to
HDMI port 2. This may be the case when the media proxy 212
is going to reroute the incoming media stream to an in-room
AppleTV® device supporting the AirPlay®. The AppleTV®
device is an in-room media device connected to the in-room
TV using a particular HDMI port of the TV; therefore, in
order to cause the TV to display the media (audio/video)
outputted by the AppleTV®, the media device controller 222
causes the TV to switch to appropriate HDMI port.

[0203] At step 2018, the media proxy 212 passes the media
stream to the associated media device. The media stream will
have been converted (at step 2014) for associated media
devices requiring different protocols. Alternatively, if conver-
sion (at step 2014) was not required, the media proxy 212
redirects the incoming stream received at step 2002 to the
associated media device.

[0204] In an exemplary embodiment, rather than convert-
ing between all possible network communication protocols,
the media proxy 212 only converts between a limited number
of' streaming or other protocols that are desired by the hotel. A
benefit of this embodiment is that the design of the media
proxy 212 is simplified because it only needs to operate as an
intermediary for certain network traffic, for example, only for
traffic necessary to enable media content streaming in some
embodiments. Likewise, instead of the gateway 210 allowing
full communication between a guest device and a particular
media device of the hotel, the gateway 210 may only allow
certain types of communication such as required to stream
media content. Other types of communication that are not
necessary for streaming purposes may be actively prevented
by the gateway 210 using any suitable packet filtering rules,
for example. In another example, network traffic sent to other
ports than the standard streaming ports may be blocked
according to the application-specific streaming protocols that
are supported at the hotel. This may be beneficial in some
embodiments to prevent hacking attempts or other undesir-
able usage of the in-room media devices 121, 122, 123, 124
by malicious guests.

[0205] In some embodiments, the gateway 210 and media
proxy 212 of FIG. 1 are integrated together such as on a single
computer server operating as the system controller 102 posi-
tioned between the Internet 102 and the hotel LAN 112. The
system controller 102 is set as the default gateway of the
hospitality establishment’s computer network 112. In other
embodiments, the gateway 212 and/or the media proxy 212
are implemented in a computer server positioned elsewhere
on the Internet 102 or the hotel LAN 112. For example,
existing stand-alone gateways supporting dynamic rules may
be utilized in an embodiment and the discovery helper 300 of
FIG. 3 may be implemented external to the stand-alone gate-
way.

[0206] Although the above exemplary embodiments have
primarily focused on the guest device sharing media to in-
room media devices of the hotel, sharing in the other direction
may also be supported where the guest’s device functions as
a streaming destination and an in-room media device func-
tions as a streaming source. For example, the STB and/or TV
in the guest’s registered room may act as streaming devices to
send media content to the guest device for playback.

[0207] A benefit of the gateway 210 allowing unicast com-
munication between a guest device and an in-room media
device is that other protocols may also take advantage of the
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communication feature being active in addition to or instead
of streaming protocols. For example, remote control func-
tionality, remote access functionality, display mirroring,
video output, music playback, and presentation output may
also take advantage of the guest device being able to commu-
nicate with the media devices over the hotel’s LAN 112.
Communication can be made possible between the guest
device and the in-room media devices over the hotel’s LAN
112 from any location within the hotel and it is not necessary
that the guest device be physically connected to LAN 112
from the same location (e.g., guest room) at which the media
devices are located. To alleviate problems with discovery
protocols, the in-room media devices may be configured to
display their unique IP (or MAC) address for users to manu-
ally configure their personal guest devices 118, 120 for uni-
cast communication. For example, the user could select a
“what is this device’s IP address?” menu selection on an
in-room media device.

[0208] In an exemplary embodiment, the in-room media
devices of each room may be placed on a room-specific
VLAN, subnet, or other network segment and then guest
devices associated with that room may be added to the room-
specific VLAN, subnet, or network segment. For example,
before login, an unauthorized guest device may be given
DHCP-provided IP address with a short expiry time (5 min-
utes). Once the guest device is logged in and associated with
aparticular room of the hotel, the DHCP server 220 automati-
cally assigns the guest device a new IP address on the same
VLAN and/or subnet of the guest’s room with a longer expiry
time (e.g., 24 hours for VIP access or 4 hours for regular
access). In this way, certain content streaming and other pro-
tocols that only work when devices are on the same VLAN/
subnet will continue to function as intended.

[0209] FIG. 22 shows a block diagram of a media system
2200 including a plurality of central media devices 190
according to another exemplary embodiment of the invention.
This embodiment is very similar to the previous embodiments
described for FIG. 1 and many of the previously-described
details of FIG. 1 are also applicable to FIG. 22 with only
minor modification. One difference with FIG. 9 in compari-
son to FIG. 1 is that now one or more central media devices
190 supporting a network-based media sharing protocol
is/are coupled to the hotel LAN 112 at a central location such
as a server room. In this embodiment, a purpose of each of the
central media devices 190 is to receive shared media content
from guest devices 118, 120 over the hotel LAN 112 utilizing
a supported network-based media sharing protocol (e.g.,
DLNA®, AllShare® and/or AirPlay®) and to provide a
media signal corresponding to the shared media on an output
port of the media device 190 such as a high-definition multi-
media interface (HDMI) output port. Similar to the previous
embodiments, the computer network by default prevents all
of the guest devices 118, 120 from utilizing the network-
based media sharing protocol to share media content with the
central media devices 190.

[0210] The manufacturer’s intended purpose of the output
port of each media device 190 is typically to be coupled to a
television or other display device such as in a residential
application. However, as shown in FIG. 22, rather than cou-
pling the output port (e.g. HDMI port) of each of the central
media devices 190 directly to a single display device or STB,
in this embodiment each of the media devices 190 has a
corresponding encoder 192 coupled to its output port, and the
encoders 192 are coupled to the hotel LAN 112. Each encoder
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192 re-encodes the media signal outputted by its partner
media device 190 for transmission to a selected one or more
in-room output devices 194,195,196, 197, which are located
throughout the various hotel rooms 101, 103. In this way, the
various output devices 194, 195, 196, 197 located at different
physical locations such as rooms 101 and 105 within a hotel
are coupled to the output port of each the media devices 190
through the encoders 192 and LAN 112.

[0211] In some embodiments, each encoder 192 transmits
its encoded signal on the LAN 112 to a unique multicast
group destination IP address, and the system controller 102
dynamically commands certain in-room output devices 194,
195, 196 to join a multicast group and receive the encoded
stream according to which room is associated with the guest
device 118, 120 currently sharing media with an assigned
media device 190. For example, with reference to FIG. 22,
guest device 118 may share media content with an assigned
central media device 190a, which has its output signal re-
encoded by encoder 1924 for transmission to a particular
multicast destination IP address. The system controller 102
further commands the in-room media devices 194, 195, 196
in room 101 (associated with guest device 118) to receive the
encoded media signal at the multicast destination IP address
and play it back to the guest.

[0212] Depending on the specific encoders 192 utilized,
there may also be one or more signal converters (not shown)
placed between the output port of a media device 190 and its
corresponding encoder 192 if the two devices 190, 192 do not
support the same signal format. For example, some low-cost
encoders 192 may not support HDCP (the copy protection of
HDMI) and therefore an HDMI-to-component-video or
HDMI-to-composite-video (i.e., digital to analog signal con-
version) or another format converter may be provided inter-
mediate to each media device 190 and its respective encoder
192, as required. In this way, the output signal can be passed
from the media device 190 to the encoder 192. Furthermore,
in other embodiments, rather than using encoders 192 and the
hotel LAN 112 to couple the output ports of the media devices
190 to particular in-room output devices 194, 195, 196, 197,
the various output ports of the central media devices may be
selectively coupled to the in-room media devices 194, 195,
196, 197 under control of the system controller 102 in other
manners. For example, a matrix of HDMI hardware switches
or other cabling techniques may be implemented with auto-
mated switching under control of the system controller 102.

[0213] A use-casescenario of the system of FIG. 22 accord-
ing to an exemplary embodiment is as follows: a guest of the
hotel utilizes a guest device 118, 120 to login or otherwise
authenticate with the system controller 102. This may be done
by the guest sending back a passkey displayed by the system
controller 102 on an in-room television 194, 195, 197 using
the techniques shown above with respect to FIGS. 16-19 and
21. Other types of correlating the guest device 118, 120 with
a particular hotel room 101, 103 may be employed as previ-
ously described. After the guest device 118, 120 is correlated
with a particular hotel room, the guest attempts to share media
content from their guest device 118, 120 using a network-
based media sharing protocol such as DLNA®, AllShare®
and/or AirPlay® etc. In response to detecting a media sharing
attempt from a particular guest device 118, 120, the system
controller 102 selects an available one of the central media
devices 190 for assignment to the particular guest device 118,
120. The system controller 102 selects the assigned media
device 190 to be one that is both: 1) compatible with the
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network-based media sharing protocol being utilized by the
particular guest device 118,120 and 2) available meaning it is
not currently assigned to or being utilized by another guest
device 118, 120. In order to assign the selected media device
190 to the particular guest device 118, 120 that is attempting
to share media, the system controller 102 dynamically recon-
figures various components on the hotel LAN 112 such as the
gateway 2210 and/or the media proxy 2212 to allow the
particular guest device 118, 120 to discover and share media
content utilizing the network-based media sharing protocol
with only the assigned media device 190. Further, to effect
playback of the shared media in the guest’s room 101, 103,
the system controller 102 dynamically commands one or
more of the in-room media output devices 194, 195,196, 197
such as STBs and/or TVs in the hotel room associated with
the particular guest device 118, 120 to join the multicast
group and playback the encoded media content from the
particular encoder 192 that is coupled to the media signal
outputted by the assigned media device 190. In this way, the
guest in the room 101, 103 can see the media that the guest
device 118, 120 is currently sharing with its assigned central
media device 190.

[0214] The first event occurrence that triggered the assign-
ment of one of the central media devices 190 to a particular
guest device 118, 120 in the above example was the system
controller 102 receiving packets such as discovery messages
indicating that the particular guest device 118, 120 is trying to
share media content. A benefit of triggering the assignment
upon an actual sharing request from a guest device is that this
tends to maximize the availability of the central media
devices 190. However, other types of first event occurrences
could also be utilized in other embodiments such as the four
exemplary event occurrences shown in FIGS. 11, 13, 14 and
16. For example, in some situations it may be desired to
pre-assign one of the central media devices 190 to a particular
VIP guest or after a payment of a reservation fee.

[0215] Likewise, at a later time in response to a second
event occurrence, an assigned central media device 190 is
automatically unassigned from a particular guest device 118,
120. Unassignment involves preventing the particular guest
device 118, 120 from utilizing the network-based media shar-
ing protocol to share media over the computer network 112
with the now-unassigned media device 190. For example, the
components on the computer network such as the gateway
2210 and proxy 2212 may be reconfigured to remove the rules
added during assignment. In this way, the unassigned media
device 190 becomes available for assignment to another guest
device 118, 120. Examples of second, later event occurrences
to trigger the unassignment of a central media device 190
from a particular guest device 118, 120 include detecting that
the guest device 118, 120 has finished sharing media content,
determining that the guest device 118, 120 has exceeded a
threshold amount of data transfer, detecting expiry of a time
duration or other allotment of sharing for the guest device
118, 120, and/or receiving a message from a property man-
agement system (PMS) that the guest of the guest room 101,
105 associated with the particular guest device 118, 120 has
checked out. Other second event occurrences may be utilized
in other embodiments to meet application specific needs.

[0216] A benefit of the embodiment shown in FIG. 22 is
that a hotel that already has in-room output devices 194, 195,
196,197 such as standard TVs and STBs installed in all rooms
101, 103 can use these output devices 194, 195, 196, 197 to
displayed shared media content even though the installed
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in-room devices 194,195,196, 197 do not themselves support
a compatible media sharing protocol such as DLNA®,
AllShare® and/or AirPlay®. Under this embodiment, it is not
required for the hotel to replace the older-technology in-room
output devices 194, 195, 196, 197 with newer, more expen-
sive media devices that support the desired network-based
media sharing protocol(s). The hotel only needs to install one
or more centrally located media devices 190, which is/are
dynamically assigned to authorized guest devices 118, 120
based on demand for media sharing. The output signal from
an assigned media device 190 is automatically sent to the
particular in-room output devices 194, 195, 196, 197 of the
guest room associated with the guest device 118, 120 that is
sharing the media.

[0217] In this embodiment, the number of centrally
installed media devices 190 limits the number of guest
devices 118, 120 that can concurrently share media content
regardless of the number of rooms 102, 103 and in-room
output devices 194, 105, 196, 197 at the hotel. Installing a
sufficient number of pairs of central media devices 190 and
encoders 192 is much cheaper than installing a new media
device 190 such as an AppleTV® supporting a particular
network-based media sharing protocol (e.g., AirPlay®) in
each hotel room 101, 105. For example, ten centrally located
AppleTVs® may be sufficient for a hotel having a few hun-
dred guest rooms 101, 103 because there will typically never
be more than ten guests attempting to simultaneously share
media content using AirPlay®. Furthermore, by including
different types of central media devices 190 such as a number
of AppleTVs® and a number of Samsung® STBs, guest
devices may utilize multiple types of network-based media
sharing protocols such as both AirPlay® and AllShare® with-
out requiring at least one device supporting each sharing
protocol in each hotel room 101, 105. In the event that
demand for a particular media sharing protocol exceeds the
number of available central media devices 190 of that type,
the system controller 102 automatically logs the insufficiency
in a report or other message sent to the hotel administration.
Hotel management may then consider increasing the number
of central media devices 190 of the specified type to keep up
with demand. A suitable error message may also be displayed
to the guest via their guest device 118, 120 or via the in-room
output devices 194, 195, 196, 197 in the guest’s room 101,
105.

[0218] FIG. 23 illustrates how a guest device 120 is enabled
by the gateway 2210 of FIG. 22 to stream content to the
in-room TV 197 of a hotel guest room 105 according to an
exemplary embodiment. In this embodiment, each of the cen-
tral media devices 190 in FIG. 22 is a Samsung® STB sup-
porting the network-based media sharing protocol of
AllShare®, which is a Samsung® brand-specific implemen-
tation of DLNA®. In this embodiment, the in-room output
devices 194,195,196, 197 (e.g. televisions and STBs, etc.) in
FIG. 22 do not support the network-based media sharing
protocol (i.e., AllShare®) supported by the central media
devices 190. Of course, other types of media devices 190 and
network-based media sharing protocols may be utilized in
conjunction with the operations of the gateway 2210 in other
embodiments.

[0219] In FIG. 23, the double arrow lines generally illus-
trate interactions between modules and devices of the system
2200 in FIG. 22. The interactions are not restricted to the
exact order shown, and, in other embodiments, shown inter-
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actions may be omitted or other intermediate interactions
added. The interactions in this embodiment include the fol-
lowing:

[0220] 1. Guest device 120 triggers the activation of the
in-room media sharing feature at the hotel by providing
aunique room passkey (associated with only room 105)
to the hotel’s login portal 214 during a log in process.
This passkey may have been provided to the guest by the
media device controller 222 causing the in-room TV 197
to display to the guest the passkey as a “connect code”
(see previously-described FIGS. 17 and 18).

[0221] 2. The login portal 214 checks the passkey-to-
room table 236 in the database 230 to determine which
hotel room is associated with the received passkey, and
stores a record mapping the guest device 120 to its
associated guest room 105. In this example, the passkey
received from the guest device 120 was displayed by the
system controller 102 in room 105; therefore, the login
portal 214 associates guest device 120 with room 105 in
the database 230.

[0222] 3. Guest device 120 initiates media sharing by
sending a multicast discovery message looking for an
available media device on LAN 112 that supports a
particular network-based sharing protocol (e.g.,
AllShare® in this example). By using client isolation
and port isolation techniques, the APs 130 and switches
132 on VLAN-guest ensure that only the system con-
troller 102 receives the discovery message. Gateway
2210 also preferably blocks the discovery message from
being passed to the central media devices 190 on VLLAN-
media 116. The purpose (in combination with the dis-
cover helper 2300, described next) is to avoid spamming
all the central media devices 190 at the hotel with the
multicast discovery query from guest device 120.

[0223] 4. Discovery helper 2300 of gateway 2210 selects
an available one of the central media devices 190 for
assignment to the guest device 120. To select the avail-
able media device 190 for assignment, the discovery
helper 2300 queries a media device table similar to table
236 in database 230 (see FIG. 9 and omit the room 1D
900 column) to find which (if any) of the central media
devices 190 also supports the same network-based shar-
ing protocol as the guest device 120 is currently utilizing
(e.g., AllShare® in this example). The discovery helper
2300 then determines which of these (if any) compatible
media devices 190 is not currently assigned to another
guest device 120 at the hotel. There may be another
column (not shown) in FIG. 9 entitled “Assigned guest
device” indicating the IP address or other identifier of
the guest device (if any) to which each media device 190
is assigned. As a result, if guest device 120 is searching
for an AllShare® compatible media device, discovery
helper 2300 queries the media device table 236 to see
which of the central media devices 190 supports
AllShare® and is not currently assigned to another guest
device. Assuming in FIG. 23 that central media device
1905 is available and supports the desired protocol (i.e.,
AllShare®), the discovery helper 2300 selects this cen-
tral media device 1905 for assignment to guest device
120 and replies unicast to guest device 120 on behalf of
the assigned media device 1905 to provide guest device
120 with the IP address of the assigned media device
1905 for future direct communications.

Dec. 26, 2013

[0224] To allow the guest device 120 to communicate with
its assigned central media device 1905, the discovery helper
2300 further reconfigures the gateway rules 232 so that gate-
way controller 2302 will pass network traffic packets from
guest device 120 to the assigned media device 1905 and vice
versa. This may be done by the discovery helper 2300 clear-
ing the MAC and/or IP address of guest device 120 for com-
munication with the MAC and/or IP address of the assigned
media device 1905 so that guest device 120 is cleared for
communication with only the assigned media device 1905 on
VLAN-media 116. In this way, the gateway 2210 will drop
network traffic from guest device 120 to the central media
devices 190 on VLLAN-media 116 except for the assigned
media device 1905. The rules needed to configure the gate-
way 2210 to filter network traffic in this manner are dynami-
cally stored by the discovery helper 2300 in the gateway rules
232.

[0225] Inthis embodiment, the media device 1905 selected
by the discovery helper 2300 for assignment to the guest
device 120 is one of the central media devices 190 that is not
currently assigned to any other guest device 120 at the hotel.
As a result, starting at the first event occurrence when the
assignment occurs and ending at the second event occurrence
when the un-assignment occurs, only the particular guest
device 120 is enabled to utilize the network-based media
sharing protocol to share media over the computer network
with that particular central media device 1905. However, this
is not strict requirement and a single media device 190 may
also be assigned to multiple guest devices in other embodi-
ments or situations such as when a single guest brings mul-
tiple devices to the hotel or when a single reservation for the
room 101 is made for a plurality of people each with their own
guest devices. In these situations, the central media device
190 would be able to communicate with multiple guest
devices and it would therefore need to decide for itself which
of'its assigned guest devices was able to share media at any
particular time. For example, AllShare® compatible media
devices already have mechanisms in place to handle deciding
between multiple guest devices sharing content.

[0226] 5. Guest device 120 requests a connection with
the IP address of its assigned media device 1904 in order
to begin streaming media content to media device 1905
utilizing the network-based media sharing protocol (i.e.,
AllShare® in this example). Because the assigned media
device 1905 is on a different subnet and VLAN than
guest device 120, all unicast traffic from guest device
120 to its assigned media device 1904 is sent via gateway
2210.

[0227] 6. The gateway controller 2302 of gateway 2210
receives the unicast network traffic from the source
address of guest device 120 to the destination address of
the assigned central media device 1905. The gateway
controller 2302 checks the gateway rules 232 to deter-
mine whether traffic matching this combination of des-
tination and source addresses is to be passed or dropped.

[0228] 7. Because in this example guest device 120 and
central media device 1905 are authorized to communi-
cate with each other according to the gateway rules 232,
the gateway controller 2302 passes the unicast traffic
received from guest device 120 for delivery on the sub-
net associated with VLAN-media 116. Replies from
central media device 1905 to guest device 120 are also
passed from VLAN-media 116 to VLAN-guest 114in a
similar manner. Guest device 120 is now in direct bi-
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directional unicast communication with its assigned
central media device 1905 over hotel LAN 112 via gate-
way 2210, and any functions available by the network-
based media streaming protocol (e.g., AllShare® in this
example) supported by both guest device 120 and central
media device 1905 may be performed. For example,
guest device 120 may share media content for playback
by central media device 1905 or may mirror its desktop
output onto central media device 1904.

[0229] 8. In order to allow the guest to see the shared
media received and outputted by the central media
device 1905 assigned to the guest device 120, the gate-
way controller 2302 commands the in-room TV 197 in
room 105 (and/or additionally any in-room STB or other
in-room controller) to begin playing back the encoded
stream as transmitted by the encoder 1924 that is
coupled to the output port of the assigned media device
19054. In this example, guest device 120 was associated
with guest room 105 (see above-described interaction
#2); therefore, the gateway controller 2302 commands
the output device being TV 197 in guest room 105 to
receive and playback the encoded media steam from
encoder 1925, which is the encoder 192 coupled to the
output port of the assigned media device 1905. Thus, in
response to the guest device 120 starting to streaming
media content, the encoder 1925 encodes the media
signal outputted by the media device 1904 on the output
port into an encoded media stream and transmits the
encoded media stream on the computer network 112,
and the system controller 102 dynamically commands
an output device 197 located at the physical location
(i.e., room 105) associated with the particular guest
device 120 to play the encoded stream received from the
encoder via the computer network. In this embodiment,
the encoder 1925 transmits the encoded media to a par-
ticular IP multicast group destination address and the
in-room TV 197 is commanded at this step to join that
particular multicast group and playback the media that is
sent to the multicast destination IP address. The actual
stream may be any media format supported by TV 197
such as RTSP using MPEG2 or MPEG4. As shown an
intermediate STB may receive and decode the encoded
stream for display on the TV 197. In an alternative
embodiment, the system controller 102 may dynami-
cally reconfigure the encoder to send the encoded stream
to the destination IP address of the TV 197 such as via
unicast transmissions on LAN 112.

[0230] Although not illustrated in FIG. 23, in response to a
second, later event occurrence such as when guest device 120
finishes sharing media content with its assigned media device
1904, the system controller 102 un-assigns media device
19056 from guest device 120 by reconfiguring the gateway
rules 232. This action prevents the guest device 120 from
utilizing the network-based media sharing protocol (e.g.,
AllShare® in this example) to share media over the computer
network 112 with its previously assigned media device 1905.
The system controller further commands the output device(s)
such as TV 197 located within the guest room 105 associated
with guest device 120 to stop playing the media correspond-
ing to the media signal outputted by its previously assigned
media device 1905. The media device 1905 thereby becomes
available for assignment to another guest device 118, 120 at
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the hotel when needed and only the output devices in that
other guest’s room will playback the shared media at that
time.

[0231] In addition to when the guest device 120 finishes
sharing media content, the assigned media device 1905 may
also be dynamically unassigned from the guest device 120 in
response to other types of second event occurrences such as
the guest associated with guest device 120 checks out of the
hotel or upon expiry of a purchased time duration for media
sharing privileges etc.

[0232] FIG. 24 illustrates how a guest device 118 is enabled
by the media proxy 2212 of FIG. 22 to stream content to the
in-room STB 196 and TV 195 of guest room 101 according to
an exemplary embodiment. In this embodiment, each of the
central media devices 190 in FIG. 22 is an AppleTV® sup-
porting the network-based media sharing protocol of Air-
Play®, and the in-room output devices 194, 195, 196, 197
(e.g. televisions STBs, etc.) in FIG. 22 do not support the
network-based media sharing protocol (i.e., AirPlay®) sup-
ported by the central media devices 190. Of course, other
types of media devices 190 and network-based media sharing
protocols may be utilized in conjunction with the operations
of the media proxy 2212 in other embodiments.

[0233] In FIG. 24, the double arrow lines generally illus-
trate interactions between modules and devices of the system
2200 in FIG. 22. The interactions are not restricted to the
exact order shown, and, in other embodiments, shown inter-
actions may be omitted or other intermediate interactions
added. The interactions in this embodiment include the fol-
lowing:

[0234] 1. Upon system 2200 start-up or reboot, a media
server 2400 within the media proxy 2212 registers itself
with a multicast domain name server (mDNS) 502 on
LAN 112. This step is similar to the corresponding step
1 of FIG. 5 so further description is omitted.

[0235] 2. During a login process, guest device 118 pro-
vides a unique room passkey (associated with only room
101 in this example) to the hotel’s login portal 214. This
step is similar to the corresponding step 1 of FIG. 23 so
further description is omitted.

[0236] 3. The login portal 214 checks the passkey-to-
room table 236 in the database 230 to determine which
hotel room is associated with the received passkey, and
then associates the MAC and/or IP address of guest
device 118 with that room. This step is similar to the
corresponding step 2 of FIG. 23 so further description is
omitted.

[0237] 4. Guest device 118 sends a multicast mDNS
discovery message looking for an available media
device that supports a particular network-based sharing
protocol (e.g., AirPlay® in this example) on hotel LAN
112. The mDNS 502 receives the discovery message and
replies with a multicast announcement on VL AN-guest
114 providing the address of the media server 2400 as a
media device supporting the requested network-based
sharing protocol. In a preferred embodiment, the multi-
cast queries and replies are only sent on VLLAN-guest
114 and do not cross over to VLAN-media 116 to avoid
spamming all central media devices 190. For example,
when guest device 118 multicasts an mDNS query for
AirPlay®-compatible media devices, the only response
guest device 118 receives is from the mDNS 502 pro-
viding the IP address of media server 2400 as an AirPlay
compatible media device. Likewise, guest device 118
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may also receive multicast responses that mDNS 502
sends when replying to other guest devices’ mDNS que-
ries on hotel LAN 112. However, in a preferred embodi-
ment, client isolation and port isolation techniques are
employed by APs 130 and switches 134 providing
VLAN-guest 114 so that multicast transmissions by a
guest device 118, 120 are only received by the system
controller 101 and are not received by other guest
devices 118, 120.

[0238] 5. Guest device 118 opens a connection with the
IP address of the media sever 2400 and beings to stream
media content utilizing the network-based media shar-
ing protocol. Again taking AirPlay® as an example, the
media server 500 may be listening for AirPlay® connec-
tions on IP/UDP ports 7000 (AirPlay video), 7100 (Mir-
roring), 3689 (DAAP, metadata, remote control), 49152
(RAOP, music), 7010/7011 (network timing protocol),
80 (web requests), 443 (encrypted web requests), etc.

[0239] 6. The media server 2400 selects an available and
compatible one of the central media devices 190 for
assignment to the guest device 118. To select the avail-
able media device 190 for assignment, the media server
2400 queries a media device table similar to table 236 in
database 230 (see FIG. 9 and omit the room ID 900
column) to find which (if any) of the central media
devices 190 also supports the same network-based shar-
ing protocol as the guest device is currently utilizing
(e.g., AirPlay® in this example). The media server 2400
then determines which of these (if any) compatible
media devices 190 is not currently assigned to another
guest device 118 at the hotel. Similar to as described
above with reference to interaction #4 of FIG. 23, there
may be another column (not shown) in FIG. 9 entitled
“Assigned guest device” indicating the IP address or
other identifier of the guest device (if any) to which each
media device is assigned. Alternatively, proxy rules 234
such as shown in FIG. 6 where column 604 indicates
assigned central media devices 190 may be utilized by
the media server 2400 to check whether a particular
central media device 190 is currently assigned to another
guest device 120. As a result, if guest device 118 is
attempting to share media with the media server 2400
using AirPlay®, media server 2400 queries the media
device table 236 and/or proxy rules 234 to see which of
the central media devices 190 supports AirPlay® and is
not already assigned to another guest device. Assuming
in FIG. 24 that central media device 190qa is available
and supports the desired protocol (i.e., AirPlay® in this
example), the media server 2400 selects this media
device 190a for assignment to guest device 118 and
configures itself to reroute shared media from guest
device 118 to the assigned media device 190a. The rules
needed to configure the media server 2400 to reroute
shared media in this manner are dynamically stored in
the proxy rules 234.

[0240] In another embodiment, it may be the case that,
although there are available central media devices 190, there
are none that support the same network-based media sharing
protocol (i.e., AirPlay® in this example) being utilized by the
guest device 118. In this situation, the media server 2400 may
assign a central media device 190 of a different type (e.g.,
AllShare®) to the guest device 118 by storing the assignment
in proxy rules 234. A decrypt/convert/re-encrypt format con-
verter 2404 (described further below) will then convert in
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real-time shared media in the first protocol (e.g., AirPlay®)
utilized by the guest device 118 to the second protocol (e.g.,
AllShare®) utilized by the assigned media device 190a.

[0241] 7. A—Whenthe assigned media device 190a sup-
ports the same network-based media sharing protocol
(e.g., AirPlay®) as is being utilized by guest device 118,
the media server 2400 opens a connection with that
media device 190a and redirects the stream received
from guest device 118 to the assigned media device
190a. Any connections made by the assigned media
device 1904 back to the media server 2400 related to this
stream are redirected back to guest device 118 in a
similar manner. In this way, the media proxy 2212 oper-
ates as a transparent proxy between guest device 118 and
assigned media device 190q. This interaction is shown in
FIG. 24 with the double arrow line labelled “7a”. In
addition to rerouting a streaming connection from guest
device 118 to its assigned media device 190a, the media
proxy 2212 may also reroute another type of connection
made from assigned media device 190a back to guest
device 118. This secondary connection may be useful in
some applications such as desktop mirroring as it can be
utilized to keep clocks of the two devices 118, 190a in
sync, for example. The media server 2400 listens for this
reverse connection request from assigned media device
190a and looks up guest device 118 associated with
assigned media device 190qa based on the source IP of
assigned media device 190a and the prior open connec-
tions on port 7000 already made. Alternatively, the
media server 500 re-queries data stored in the database
230 (e.g., proxy rules 234), which associates TV 124
with guest device 120.

[0242] While acting as the transparent proxy, the media
proxy 2212 may translate certain parts of packets rerouted
between the guest device 118 and its assigned media device
190a due to the proxy 2212 between these devices 118, 190aq.
For instance IP address and TCP port translation may be
performed by the media proxy 2212 as required to become a
transparent proxy such that neither the guest device 118 nor
the media device 190a are aware of the presence of the proxy
2212. In operation, the media proxy 2212 detects the guest
device 118 requesting a connection to the media proxy 2212
on a certain port. The media proxy 2212 accepts the connec-
tion and also makes a corresponding connection request to the
assigned media device 190a on the same port. Data from the
guest device 118 is then rerouted by the media proxy 2212
from the guest device 118 to the assigned media device 190a
via these connections. Likewise, should the media device
190a request a connection on a certain port with the media
proxy 2212, the media proxy will accept the connection and
then open a corresponding connection with the guest device
118 on the same port. Data is thereafter retouted by the media
proxy 2212 from the assigned media device 190a to the guest
device 118 via these connections. In this way, the number of
network sockets on the media proxy 2212 for a single sharing
session will end up being the total number of connection
requests made by both the guest device 118 and its assigned
media device 190a.

[0243] Protocol specific requirements may also be met by
the media proxy 2212 as required. For example, in certain
situations such as desktop mirroring the Airplay® protocol
expects network timing data to be passed via port 7010 on the
guest device 118 and port 7011 on the central Apple TV® (i.e.,
assigned media device 190a). To comply with this require-



US 2013/0346564 Al

ment, the media proxy 2212 will ensure that it uses port 7010
for communicating timing information to/from the guest
device 118 and uses source port 7011 when communicating
timing information to/from the central AppleTV® (i.e.,
assigned media device 190a). In this way, the media proxy
2212 appears to be the AppleTV® to the guest device 118,
and appears to be the guest device 118 to the AppleTV®.

[0244] 7. B—Alternatively, when the assigned media
device 190a does not support the same network-based
media sharing protocol (e.g. AirPlay®) as is being uti-
lized by guest device 120, the media server 500 passes
the stream to a decrypt/convert/re-encrypt module 2404
to convert the shared media to be compatible with the
assigned media device 190a. The converted media is
thereafter sent to the assigned media device 190a by the
media proxy 2212 utilizing another method or protocol
compatible with assigned media device 190a. In this
way, the media proxy 212 operates as a format converter
between guest device 118 and its assigned central media
device 190q. This interaction is shown in FIG. 24 with
the double arrow lines labelled “7b”.

[0245] 8. In order to allow the guest to see the shared
media outputted by the central media device 190a
assigned to the guest device 118, the media server 2400
commands the in-room STB 196 (and/or additionally
the in-room bedroom TV 195) to begin playing back the
encoded stream as transmitted by the encoder 1924 that
is coupled to the output port of the assigned media
device 190a. In this example, guest device 118 was
associated with guest room 101 (see above-described
interaction #2); therefore, the media server 2400 com-
mands the output device being STB 196 in that guest
room 101 to receive and playback the encoded media
from encoder 192a, which is coupled to the output port
of'the assigned media device 190aq. In this embodiment,
the encoder 1924 transmits the encoded media to a par-
ticular IP multicast group destination address and the
in-room STB 196 is commanded at this step to join that
particular multicast group and playback on TV 195 the
media that is sent to the multicast destination IP address.

[0246] Similar to as described above with respect to the
gateway 2210 embodiment, in response to a second, later
event occurrence such as when the guest device 118 of FIG.
24 finishes sharing media content with its assigned media
device 190qa, the system controller 102 un-assigns media
device 190a from guest device 118 by reconfiguring the
proxy rules 234. In this way, the media proxy 2212 stops
rerouting shared media from guest device 118 to central
media device 190a. The system controller 102 further com-
mands the in-room output device(s) such as STB 196 and TV
195 to stop playing the media corresponding to the media
signal outputted by the previously assigned media device
190a. The media device 190a thereby becomes available for
assignment to another guest device 118, 120 at the hotel when
needed and only the output devices in that other guest’s room
will playback the shared media at that time.

[0247] Other interactions not shown in FIGS. 23 and 24
may also take place. For example, interaction #8 in both
FIGS. 23 and 24 may be supplemented by the system con-
troller 102 also sending commands to the assigned media
device 190 (i.e., media device 1905 in FIG. 23 or media
device 1904 in FIG. 24).

[0248] One reason to send additional commands to the
assigned media device 190 is to ensure that the user interface
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(UI) of the assigned media device 190 is at a known state.
Take for example the situation in FIG. 24 where the assigned
central media device 190 is an AppleTV®. By design, an
AppleTV® will automatically prompt users via an onscreen
message to apply upgrades from Apple® when available. As
guests in the various hotel guest rooms 101, 105 have no way
to directly interact with the Ul of the centrally located
AppleTV® in this embodiment, the software update screen
may annoy guests and/or prevent sharing of content from
working properly because the user will see (via the in-room
output device such as TV 195 in FIG. 24) the AppleTV® Ul
screen waiting for the user to confirm or deny the upgrade
rather than the shared media content. To prevent this problem
from occurring, upon assigning the Apple TV® to a particular
guest device, the system controller 102 sends a predetermined
sequence of Ul commands to the assigned AppleTV® to
cause the AppleTV® to: 1) return to its main menu, 2) enter
the system update menu, 3) apply any pending software
updates, and then 4) return to the main menu. This sequence
of commands is performed before the in-room TV begins
receiving the output from the encoder 192a coupled to the
AppleTV®. In this way, updates will be automatically
applied and the hotel guests will never see the AppleTV®
software update screen.

[0249] In another example, when streaming music using
AirPlay® to an AppleTV®, the AppleTV® will play the
shared music while showing the album art of the playing song
in a corner box of the main menu. As previously mentioned,
the guests in the various guest rooms 101, 105 have no way to
interact with the UI of the centrally located AppleTV® in this
embodiment so showing them the main menu of the
AppleTV® is not useful. To solve this problem, when a par-
ticular guest device 118, 120 begins to stream music, the
system controller 102 may further send another predeter-
mined sequence of Ul commands to the assigned AppleTV®
to display the album art for the streamed song full screen
rather than as a small box on the main menu. In this way, the
guest in the room will both hear their shared music and will
see the album art of the song currently playing on the in-room
TV 195. The guest will not see the main menu of the
AppleTV® and will generally not even be aware that they are
seeing the output of a centrally located AppleTV®.

[0250] Similar commands may also be sent in in-room
media devices 121, 122, 123, 124 such as when in-room
AppleTVs are utilized in the system of FIG. 1. The AppleTV
may be physically hidden behind the television in the guest’s
room and the guest may not even be aware that they are
utilizing an AppleTV while sharing media content.

[0251] The various predetermined sequences of Ul com-
mands may be sent to the AppleTV® by the system controller
102 mimicking a network-based remote control application
such as the Apple® app. “Remote”. The system controller
102 may send sequences of Ul commands to other brands of
media device 190 using brand-specific remote control proto-
cols in a similar manner, e.g., by mimicking the Samgsung®
app. “AllShare Control” to control an AllShare® media
device 190.

[0252] The embodiments of FIGS. 22, 23, and 24 are ben-
eficial in the case of a typical hotel that has already made a
significant investment in in-room output devices 194, 195,
196, 197 (e.g., in-room televisions and STBs etc.). The hotel
may wish to allow guests to share media content utilizing one
or more network-based media sharing protocol(s) such as
AllShare® and AirPlay®even though the in-room output
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devices 194, 195, 196, 197 themselves do not support that/
those protocol(s). The embodiments of FIGS. 22, 23, and 24
allow the hotel to continue to utilize the existing in-room
output devices 194, 195, 196, 196 and only require a set of N
(e.g., ten) central media devices 190 and encoders 192 be
installed on hotel LAN 112. This is much cheaper than install-
ing one or more new in-room media devices such as a Sam-
sung® STB or an AppleTV® in each hotel room 101, 105. In
particular, an acceptable value of N will often be much less
than the number of rooms of the hotel.

[0253] In other embodiments, a combination of some in-
room media devices supporting various network-based media
streaming protocols and some central media devices support-
ing various network-based media streaming protocols may be
utilized. For example, certain VIP rooms such as the presi-
dential suite may include an in-room AppleTV® whereas
standard rooms may not. Guests who authenticate their guest
device 118, 120 to become associated with the VIP room will
be able to share media content using AirPlay® with the in-
room AppleTV® via the media proxy 212 and interactions
shown in FIG. 5, for example. Alternatively, guests who
authenticate their guest device 118, 120 to become associated
with a standard room will be able to share media content using
AirPlay® with an available central media device 190 (e.g., a
central AppleTV®) via the media proxy 2212 and interac-
tions shown in FIG. 24, for example. As a result, guests of VIP
rooms may always share content using AirPlay® for in-room
playback, whereas guests of standard rooms must rely upon
on a central media device 190 being available at the time they
attempt to share content, which may not always be the case
during times of heavy utilization by other guests.

[0254] Many of the previously described figures relating to
in-room media devices supporting network-based media
sharing protocols are also applicable to the centrally located
media devices 190. For example, FIG. 20 can be modified for
usage with central media devices 190 by changing steps 2004
and 2006 to become “Select a compatible and available cen-
tral media device 190 for assignment to the guest device.” In
the following steps, the “associated media device” is now the
centrally assigned media device 190. Likewise, step 2016 can
be changed to become “Command in-room output devices to
begin playing encoded media from assigned central media
device.” In this way, the guest in the guest room will see
playback of shared media outputted by the assigned central
media device 190.

[0255] When a hotel room 101 includes multiple output
devices such as room 101 including living room TV 194,
bedroom TV 195 and STB 196, the guest can select which of
these in-room output devices 194, 195, 196 will be utilized for
playback of media from the assigned media device 190. For
example, a guest of room 101 may select the target output
device 194, 195, 196 either at a webpage provided by the
login portal 214 or on an application running on guest device
118. In some embodiments, the guest will only be able to
select from the output device(s) 194, 195, 196 which are
available within the guest’s assigned room 101 and will be
unable to select other output devices 197 in another unrelated
guestroom 105. Selection of target output device made by the
guest affects the output devices that are commanded to play-
back the shared media at interaction #8 of FIGS. 23 and 24.
For example, if the guest operating guest device 118 in FIG.
24 has selected the bedroom TV 195, interaction #8 will
involve commanding the STB 196 to playback the encoded
media from encoder 192a on the bedroom TV 195; alterna-
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tively, if the guest has selected the living room TV 194,
interaction #8 in FIG. 24 will involve commanding the STB
196 to playback the encoded media from encoder 192a on the
living room TV 194.

[0256] Examples of advantages of different embodiments
of the invention include the following:

[0257] Allowing guests of a hospitality establishment to
stream content to in-room media devices using Air-
Play®/DLNA®/AllShare® and/or other residential
media streaming protocols in the same way the guest can
stream content to media devices in their home.

[0258] Ensuring security because only authorized guest
devices associated with guests of a particular room are
able to connect to and communicate with media devices
within that room.

[0259] Dynamically controlling the subset of which
media devices within the hotel are streamable for each
guest device. For example, a guest’s device may be
dynamically authorized to stream to any TV in several
rooms when that user has booked all the rooms. This
may be useful when a bride and groom staying in the
hotel have their laptop computer enabled to stream con-
tent such as video from the wedding ceremony to the
media devices of all rooms of the wedding party. All
rooms of the wedding party may be associated with each
as a single guest area such as the “Wedding party group”.
A hotel interface may allow hotel staff to add and
remove rooms from this group for different wedding
parties. Other dynamic groups of rooms may be defined
in a similar manner.

[0260] Another advantage enabled by the invention is that it
may be utilized to drive sales of Internet bandwidth upgrades
by guests of a hospitality establishment. For example, hotel
guests may wish to share content from Netflix®, Hulu® other
Internet-based streaming websites that is playing on the
guest’s device 118, 120. In other words, the guest may wish to
access the Internet-based streaming website on the guest’s
device 118, 120 and share the output with the hotel’s media
device for playback on the large screen TV in the guest’s hotel
room. In this situation, rather than storing the content to be
played, the guest device 118, 120 may play the content from
a remote source located on the Internet and simultaneously
share the played content to a hotel media device using a
network-based media sharing protocol such as AirPlay®. In
order to stream the content from the Internet-based streaming
service, the guest device 118, 120 will require a larger amount
of Internet bandwidth than is typically provided in a compli-
mentary Internet package many hotels provide to guest
devices 118, 120. Therefore, many guests will be interested in
purchasing from the hotel an upgraded Internet access (e.g.,
premium high speed Internet access) package in order to take
advantage of the guest’s person streaming service account for
viewing on the in-room TV at the hotel. Charges for in-room
bandwidth upgrades provide an additional revenue stream to
the hotel.

[0261] Inanexemplary embodiment, the system controller
102 dynamically enables a guest device to communicate with
in-room media devices of the room associated with a guest of
the hotel while the guest is authorized to utilize that room, and
then dynamically de-enables (i.e., prevents) the guest device
from communicating with those in-room devices when the
guest is no longer authorized to utilize the room.

[0262] In exemplary embodiment, the system controller
102 dynamically enables a guest device to utilize a particular
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network-based media sharing protocol to share media content
with in-room media devices of the room associated with a
guest of the hotel while the guest is authorized to utilize that
room, and then dynamically de-enables (i.e., prevents) the
guest device from utilizing the particular network-based
media sharing protocol to share media content with those
in-room devices when the guest is no longer authorized to
utilize the room.

[0263] Ratherthan rooms of a hotel, the invention may also
be applied to other locations and guest areas of hospitality
establishments. For example, media devices in front of dif-
ferent seats of an airliner, or media devices in different cabins
of'a cruise ship may be defined as being associated with these
guest areas (seats/cabins). In these applications, the guest’s
device is dynamically enabled to share media content with
only the media devices of the guest areas authorized for use
by or otherwise linked to the guest.

[0264] In an exemplary embodiment, a media system
includes a computer network, a plurality of media devices
coupled to the computer network, and a system controller
coupled to the computer network. The computer network
allows a guest device supporting a network-based media shar-
ing protocol to be coupled thereto. The computer network by
default prevents the guest device from utilizing the network-
based media sharing protocol to share media content with the
media devices. The system controller selects a subset of the
media devices for which media sharing is to be enabled for the
guest device, the subset including at least one of the media
devices butnot all of the media devices. The system controller
dynamically reconfigures components of the computer net-
work in response to an event occurrence to enable the guest
device to utilize the network-based media sharing protocol to
share media over the computer network with only the subset
of the media devices.

[0265] In another exemplary embodiment, a media system
includes a computer network, a media device supporting a
network-based media sharing protocol, a plurality of output
devices located at a plurality of physical locations within a
hospitality establishment, and a system controller. In
response to a first event, the system controller assigns the
media device to a particular guest device by reconfiguring one
or more components of the computer network to enable the
particular guest device to utilize the network-based media
sharing protocol to share media over the computer network
with the media device, and commands an output device
located at a physical location associated with the particular
guest device to play media corresponding to the media signal
outputted by the media device on the output port. In response
to a second event, the system controller un-assigns the media
device from the particular guest device and commands the
output device to stop playing the media.

[0266] Inthe above description, the exemplary user indica-
tion of “guest” refers to current guests in the hotel, people
who are attending a conference or meeting in the hotel, staff
members at the hotel, or any other person or user who may
need or want to share media or otherwise enable communi-
cate between a gust device and media devices of a hospitality
media system. Future guests that have reservations, potential
future guests that don’t yet have reservations, and other users
may also be given access. For example, a demonstration of the
technology may be available in the hotel lobby and all users
would be able to utilize their own guest device to 1) to stream
content to a media device installed in the lobby in order to try
out system 100; or 2) stream content to a central media device
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190 for playback on an output device (e.g., TV) installed in
the lobby in order to try out system 2200. Additionally, it is
not necessary that the users bring their own guest device to
hotel. In another configuration, a guest device 118, 120 may
be provided to the user by the hotel.

[0267] Although the invention has been described in con-
nection with preferred embodiments, it should be understood
that various modifications, additions and alterations may be
made to the invention by one skilled in the art. For example,
although the above-description has focused on hotels and
activating the communication feature for media streaming
purposes, the present invention is equally applicable to any
hospitality related location or service wishing to allow guest
devices to communicate and/or share media with only a sub-
set of all media devices. Examples of hospitality establish-
ments include but not limited to hotels, motels, resorts, hos-
pitals, apartment/townhouse complexes, restaurants,
retirement centers, cruise ships, busses, airlines, airports,
shopping centers, passenger trains, libraries, coffee shops,
hotspots, etc. In addition to the above described hospitality
examples, the invention is applicable outside the hospitality
industry such as with home or corporate users. For example,
a guest device from a presenter at a corporation may be
dynamically enabled to communicate over the company’s
computer network with a projector in an assigned meeting
room, for example.

[0268] The above-described modules may be implemented
by software executed by one or more processors operating
pursuant to instructions stored on a tangible, non-transitory
computer-readable medium such as a storage device to per-
form the above-described functions of any or all aspects of the
system controller 102. Examples of the tangible, non-transi-
tory computer-readable medium include optical media (e.g.,
CD-ROM, DVD discs), magnetic media (e.g., hard drives,
diskettes), and other electronically readable media such as
flash storage devices and memory devices (e.g., RAM,
ROM). The computer-readable medium may be local to the
computer executing the instructions, or may be remote to this
computer such as when coupled to the computer via a com-
puter network such as the Internet 102. The processors may be
included in a general-purpose or specific-purpose computer
that becomes the system controller 102 or any of the above-
described modules as a result of executing the instructions.

[0269] In other embodiments, rather than being software
modules executed by one or more processors, the modules
may be implemented as hardware modules configured to
perform the above-described functions of the system control-
ler 102. Examples of hardware modules include combina-
tions of logic gates, integrated circuits, field programmable
gate arrays, and application specific integrated circuits, and
other analog and digital circuit designs.

[0270] Functions of single modules may also be separated
into multiple units, or the functions of multiple modules may
be combined into a single unit.

[0271] Unless otherwise specified, features described may
be implemented in hardware or software according to differ-
ent design requirements. In addition to a dedicated physical
computing device, the word “server” also includes a service
daemon on a single computer, virtual computer, or shared
physical computer or computers, for example. All combina-
tions and permutations of the above described features and
embodiments may be utilized in conjunction with the inven-
tion.



US 2013/0346564 Al

What is claimed is:

1. A media system comprising:

a computer network;

a plurality of media devices coupled to the computer net-

work; and

a system controller coupled to the computer network;

wherein the computer network allows a guest device sup-

porting a network-based media sharing protocol to be
coupled thereto;

the computer network by default prevents the guest device

from utilizing the network-based media sharing protocol
to share media content with the media devices;

the system controller selects a subset of the media devices

for which media sharing is to be enabled for the guest
device, the subset including at least one of the media
devices but not all of the media devices; and

the system controller dynamically reconfigures one or

more components of the computer network in response
to an event occurrence to enable the guest device to
utilize the network-based media sharing protocol to
share media over the computer network with only the
subset of the media devices.

2. The media system of claim 1, wherein the system con-
troller dynamically reconfigures the one or more components
of the computer network in response to a second, later event
occurrence to prevent the guest device from utilizing the
network-based media sharing protocol to share media with
the media devices.

3. The media system of claim 1, wherein:

at least one of the components is a media proxy that sup-

ports the network-based media sharing protocol;

the computer network allows the guest device to discover

and share media with the media proxy utilizing the net-
work-based media sharing protocol;
the media proxy by default does not reroute media shared
by the guest device to any of the media devices; and

the system controller dynamically reconfigures the media
proxy in response to the event occurrence to cause the
media proxy to reroute media shared by the guest device
to one or more of the subset of the media devices.

4. The media system of claim 3, wherein, when rerouting
media shared by the guest device to the one or more of the
subset of the media devices, the media proxy converts shared
media from the guest device to a format compatible with at
least one of the subset of the media devices.

5. The media system of claim 3, wherein the media proxy
communicates with at least one of the subset of the media
devices utilizing a protocol that is different than the network-
based media sharing protocol utilized by the guest device.

6. The media system of claim 3, wherein:

at least one of the subset of the media devices supports the
network-based media sharing protocol; and

when rerouting media shared by the guest device to the one
or more of the subset of the media devices, the media
proxy redirects a media stream received from the guest
device to the at least one of the subset of the media
devices that supports the network-based media sharing
protocol.

7.

the computer network blocks multicast announcements
from the media devices from reaching the guest device;

The media system of claim 3, wherein:
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the media proxy periodically multicasts an announcement
according to the network-based media sharing protocol
that indicates the media proxy is available on the com-
puter network; and

the computer network allows the guest device to receive the

announcement from the media proxy.

8. The media system of claim 1, wherein:

at least one of the components is a gateway that by default

drops all unicast traffic between the guest device and
each of the media devices; and

the system controller dynamically reconfigures the gate-

way in response to the event occurrence to cause the
gateway to pass unicast traffic between the guest device
and each of the subset of media devices.

9. The media system of claim 8, wherein:

the gateway by default drops all multicast traffic between

the guest device and each of the media devices; and
the system controller dynamically reconfigures the gate-
way in response to the event occurrence to cause the
gateway to pass multicast traffic between the guest
device and each of at least the subset of media devices.

10. The media system of claim 8, wherein:

the gateway drops all multicast traffic between the guest

device and each of the media devices;
the computer network allows the system controller to
receive all multicast traffic from the guest device; and

when receiving a multicast message from the guest device,
the system controller sends a unicast response to the
guest device on behalf of at least one of the subset of the
media devices, the unicast response providing an
address of the at least one of the subset of the media
devices.
11. The media system of claim 10, wherein:
the computer network allows the system controller to
receive all multicast traffic from the media devices; and

when receiving a multicast message from one of the subset
of the media devices, the system controller sends a uni-
cast response to that media device on behalf of the guest
device, the unicast response on behalf of the guest device
providing an address of the guest device.

12. The media system of claim 1, wherein:

the guest device is operated by a guest of a hospitality

establishment; and

the subset of the media devices for which media sharing is

enabled for the guest device provide media functions to
the guest at a particular guest area of the hospitality
establishment.

13. The media system of claim 12, wherein the event occur-
rence corresponds to a login portal of the hospitality estab-
lishment receiving information from the guest device over the
computer network.

14. The media system of claim 13, wherein:

the information received from the guest device at the login

portal identifies the guest of the hospitality establish-
ment; and

the system controller selects the subset of the media

devices to be media devices associated with the particu-
lar guest area of the hospitality establishment that is
registered to the identified guest.

15. The media system of claim 13, wherein:

the information received from the guest device includes a

passkey that was displayed to the guest on a display
device associated with the particular guest area; and
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the system controller selects the subset of the media
devices by looking up in a database which of the media
devices are associated with the received passkey.

16. The media system of claim 12, wherein:

the event occurrence corresponds to a reservation manager
of the hospitality establishment determining that a start
time of a reservation specifying the guest device as a
registered device has been reached; and

the system controller selects the subset of the media
devices according to details of the reservation.

17. The media system of claim 12, wherein:

the event occurrence corresponds to the system controller
detecting a device identifier of the guest device on the
computer network; and

the system controller selects the subset of the media
devices according details of an active reservation of the
hospitality establishment in which the device identifier
is specified as a registered guest device.

18. The media system of claim 12, wherein:

the event occurrence corresponds to the system controller
detecting a device identifier of the guest device on the
computer network;
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the system controller queries a user profile database to find
auser identifier associated with the device identifier; and

the system controller selects the subset of the media
devices associated with a current guest of the hospitality
establishment having a matching user identifier.

19. The media system of claim 12, wherein:

the event occurrence corresponds to the system controller
receiving network traffic from the guest device;

the system controller traces the network traffic received
from the guest device to the particular guest area from
which the network traffic originated; and

the system controller selects the subset of the media
devices to be media devices associated with the particu-
lar guest area from which the network traffic originated.

20. The media system of claim 12, wherein the hospitality
establishment is a lodging establishment, the media devices
are audio-visual (AV) entertainment devices, and the particu-
lar guest area is a specific guest room of the lodging estab-
lishment.



