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EP 0 654 732 B1
Description
BACKGROUND OF THE INVENTION
Field of the Invention

[0001] The present invention relates to a method of multiplication for a Galois field and a multiplier utilizing the Galois
field multiplication method, and more particularly to a Galois field multiplication method and a multiplier utilizing the
same, enabling an easy application to various cases by virtue of a generalization of algorithm and capable of minimizing
the total number of gates used.

Description of the Prior Art

[0002] Error may be probably generated upon storing, transmitting and receiving digital signals. Such an error is
difficult to be completely avoidable due to an effect caused by quantizing noise and the like basically present more or
less in the nature. This means that to develop a device operable irrespective of the error is very prodigal. Consequently,
a method has been generally used, in which an error estimated more or less is detected and corrected in accordance
with a certain algorithm.

[0003] In such an error detecting and correcting method, error correction codes are used. Encoding and decoding
of such error correction codes are realized on the basis of arithmetical theories relating to Galois field.

[0004] A setenablingan addition and a deduction, that is, closed for the addition and deduction operations is generally
called an "Abelian group". A set enabling a multiplication in addition to the addition and deduction operations, that is,
closed for the three operations including the multiplication operation is called a "ring". On the other hand, a set enabling
the four arithmetical operations including a division in addition to the three operations, that is, closed for the four arith-
metical operations is called a "field". Such a field may be a set of rational numbers and a set of real numbers.

[0005] Meanwhile, an error correction code is a set consisting of a finite number of elements. Accordingly, such an
error correction code requires a finite field which enables the four arithmetical operations and is closed for the four
arithmetical operations. Such a finite field is generally called a "Galois field". In order to establish four arithmetical
operation among infinite elements of the Galois field and close the Galois field for the four arithmetical operations, the
four arithmetical operations for the Galois field are defined differently from the general four arithmetical operations.
[0006] Inre-definingthe fourarithmetical operations for the Galois field, multiplication is most important. For example,
in a case of a most general Galois field which has 2N elements (N = 1, 2, 3, .....), addition is easily calculated by
exclusively ORing numbers of bits of individual elements. Deduction is calculated in the same manner as in the addition.
On the other hand, division is calculated using an inversion table and the multiplication.

[0007] The Galois field which is a general 8-bit system consists of 28 elements (28 = 256) and is denoted by GF
(256). Characteristic of the Galois field is defined by a polynomial generating the Galois field. For example, GF(16) is
expressed by a generated polynomial G(X) (G(X) = X* + X + 1). FIG. 1 is a multiplication table for GF(16).

[0008] In the multiplication table, X, X2 and X3 are regarded as 2, 4 and 8, respectively (X =2, X2 =4, X3 =8). The
multiplication table also uses the generated polynomial G(X) (G(X) = X4 + X + 1). In accordance with the Galois field
theory, the following conditions are established:

1+1=0

X+X=0

[0009] When zero is substituted for the polynomial G(X) (G(X) = 0) in accordance with the operation theory, the
following condition is established:

X=X +1
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[0010] For example, a multiplication of 7 by 8 (7 x 8) is processed as follows:

7x8=4+2+1)x8
oG ex+xx®
X extaex®
10 =X X+ 1)+ x°
=X+ )X 1)+ X°
:X2+X+X+1 +X:3

15
:X3 +X2 +1

=8+4+1

20 =183

=Dyg

[0011] Meanwhile, a general multiplication of (A;X3 + AsX2 + A X + Ag) X (B4X3 + Bo,X2 + B, X + By) is processed as
25 follows:
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A, A, A, A,

AsB, A;B, AB, AB,
AB, AB, AB, AB,
AB, AB, AB, AB,
+ AB; AB; AB; AB;

[0012] Assuming that the above multiplication is processed for a Galois field, the addition in each bracket pair in the
final result of the multiplication means the exclusive OR operation. A multiplier capable of achieving such a multiplication
may be embodied in various manners. For example, where a multiplier is to be made only for the final result using
2-input AND gates and 2-input exclusive OR gates, it requires 22 AND gates and 18 exclusive OR gates.

In such a multiplier, however, it is difficult to carry out a debug. Moreover, an increased number of elements
of a Galois field and an increased number of degrees of a generated polynomial results in a difficulty to manually
calculate the multiplication. Since there is no common factor in the result of the calculation, it is difficult to optimize the
multiplier.

[0014] A general multiplier for a Galois field GF(16) is a circuit which uses two kinds of cells and realizes a calculation

[0013]

A;B; X + (A4B,+A,B;)X° + (A;B, + A;B, + AB)X!
+ (AB, + AB, + AB, + AB)X’ + (A,By + AB, + AB)X
+ (ABy + AB)X + AoB,

= (ABX? + (AB; + A,BX + (A,B, + A;B, + A,B)IX*
+(ABy+ AB, + AB, + AB)X® + (ABy + AB, + AByX?
+ A B, + AB)X + AB,

= {A,B,;X? + (A;B; + A;B)X + (A3B, + A;B, + AB)I(X + 1)
+ (AsB, + AB, + AB, + AB)X® + (AB; + AB, + ABYX*
+ A B, + AB)X + AsB,

= (AB, + AB, + AB, + AB, + AB)X’
+(A;B, + A,B; + A;B, + A)B + AB, + ABy)X?
+(A;B, + AB, + AB; + A;B, + A;B; + AB, + AB)X
+(A;B, + A;B, + AB; + ABy)

of yx B + 6 for three elements v, p and 6 of the Galois field, as shown in FIG. 2.
[0015] The elements v, § and 6 can be expressed in the form of polynomial as follows:

[0016]

3 2

YX) = 13X + v X" + 7 X+ v,
3 2

BX) = B X" + B X" + B, X+ By

0(X) = 0,X° + 0,X° + 0. X + 6,

Also, a multiplication of y by B can be expressed as follows:
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¥-B = ¥(X)-B(X) mod G(X)

[0017] Assuming that v-B = KzX® + KoX2 + KX + K,, the following equation is established because mod G(X) is
identical to G(X) of zero (G(X) = 0):

1B+ 0= (Ky+ 8)XC + (Ky + 8,)X7 + (K, 8,)X + Ky + 6

= WX, + WX, + W X, + W,
[0018] Cells in the first column of the multiplier shown in FIG. 2 execute the following operation:
1
00 = ¥

1
600 = 60X + By ()
[0019] Cells in the remaining i-th column of the multiplier execute the following operation:

V30 = X 4" (%) mod G(X)

e(i+1)(X) _ e(i)(X) + B-"{(i+1)

X)
[0020] Each cell executes two operations as follows:

@) i i
Yj = Yj.1 + Y3 'Pj

(i+1) _ (i) . (i+1)
6, =0, + B, Y;

where, "A(i)j" represents a cell positioned at the i-th column and the j-th row of a matrix of the multiplier.

[0021] In the first cell of the second column, for example, v, By are ANDed by an AND gate AD, ;. The result of the
AND operation and 8,(1) are exclusively ORed by an exclusive OR gate XOR, 4. The result of the exclusive OR operation
is outputted as 8,@). In the second cell, v,(®) and vy, are exclusively ORed by an exclusive OR gate XOR, ». The result
of the operation by the exclusive OR gate XOR, , is sent to an AND gate AD, .

[0022] The output from the exclusive OR gate XOR, , is then ANDed with another input 34 in the AND gate AD, 5.
An output from the AND gate AD, , is exclusively ORed with 8;(") by an exclusive OR gate XOR, 5 which, in turn,
outputs 8,(1). In such a manner, all columns execute the calculation. Outputs at cells of the final column after completing
the calculation are as follows:

@
0, =W,

@
0,"=w,

@_
0,Y=w,

@_
0,Y=w,

[0023] Insuchaconventional Galois field multiplier, however, flows of signals are obscure. Furthermore, the multiplier
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is difficult to extend to other Galois field such as GF(256). The multiplier has a disadvantage that it is difficult to be
applied for encoding and decoding of error correction code.

[0024] The publication IEEE TRANSACTIONS ON COMPUTERS, vol. C-20, no.12, December 1971, NEW YORK
US, pages 1573-1578, B. LAWS ET AL. entitled "A Cellular-Array Multiplier for GF(2™M)" discloses a Galois field multiplier
for operating a multiplicand and a multiplier of a Galois field, comprising a plurality of cascaded operating units, each
operating unit forming a row and including AND gates each for multiplying a value of each corresponding bit of the
multiplicand by one bit of the multiplier, the operating unit also including exclusive OR gates for operating the output
value of the respective AND gates and each corresponding one of output values respectively obtained by rotating left
output values of the previous row and an output value respectively corresponding to items of a generated polynomial
of the Galois field exclusive of the highest item.

SUMMARY OF THE INVENTION

[0025] Therefore, an object of the invention is to provide a Galois field multiplication method capable of easily realizing
various Galois field multipliers by ANDing respective items of a multiplicand and respective corresponding one of items
of a multiply factor in a stepwise manner, rotating left values resulted from the AND operation at a previous step,
exclusively Oring respective values resulied from the rotation and respective corresponding values resulted from the
And operation at a current step, and operating the highest item generated at the previous step in accordance with a
generated polynomial, and to provide a multiplier utilizing the Galois field multiplication method capable of achieving
an obviousness in flow of signals.

[0026] |n accordance with one aspect, the present invention provides a Galois field multiplier for operating a multi-
plicand and a multiplier of a Galois field, comprising: a first operating unit including first AND gates each for ANDing
a value of each corresponding bit of the multiplicand by a value of the most significant bit of the multiplier; a second
operating unit including second AND gates each for multiplying a value of each corresponding bit of the multiplicand
by a value of the second most significant bit of the multiplier, first exclusive OR gates each for operating each output
value of the second AND gates and each corresponding one of values respectively obtained by rotating left output
values of the first AND gates, and second exclusive OR gates each for operating an output value of each of ones of
the first exclusive OR gates respectively corresponding to items of a generated polynomial of the Galois field exclusive
of the highest item and the lowest item and an output value of the most significant one of the first AND gates; and a
plurality of additional operating units respectively connected to output stages of the second operating unit and corre-
sponding to the remaining bits of the multiplier factor from the third most significant bit to the least significant bit, each
of the additional operating units having the same construction as the second operating unit.

[0027] In accordance with another aspect, the present invention provides a Galois field multiplication method com-
prising the steps of: (A) ANDing each bit of a multiplicand of a Galois field and the most significant bit of a multiplier
factor of the Galois field; (B) (b-1) ANDing each bit of the multiplicand and the second most significant bit of a multiplier
factor, (b-2) rotating left each of bits obtained at the step (A), (b-3) exclusively ORing each of bits obtained at the step
(b-1) and each corresponding one of bits obtained at the step (b-2), and (b-4) exclusively ORing each of values re-
spectively obtained at the step (b-3) and corresponding to items of a generated polynomial of the Galois field exclusive
of the highest item and the lowest item and the most significant one of the bits obtained at the step (A); and (C)
sequentially processing a result obtained at the step (B) in the same manner as at the step (B), the step (C) including
a plurality of processing steps respectively corresponding to the remaining bits of the multiplier factor from the third
most significant bit to the least significant bit.

BRIEF DESCRIPTION OF THE DRAWINGS

[0028] Otherobjects and aspects of the invention will become apparent from the following description of embodiments
with reference to the accompanying drawings in which:

FIG. 1 is a table for a multiplication of GF(16) defined by a generated polynomial G(X) (G(X) = X* + X + 1);

FIG. 2 is a circuit diagram illustrating a conventional Galois field multiplier for the Galois field shown in FIG. 1;
FIG. 8 is a circuit diagram of a multiplier to which a multiplication method of the present invention is applied in
accordance with a first embodiment of the present invention in order to realize a multiplication for the Galois field
of FIG. 1;

FIG. 4 is a circuit diagram of a multiplier to which the multiplication method of the present invention is applied in
accordance with a second embodiment of the present invention in order to realize a multiplication for a Galois field
GF(256) defined by a generated polynomial G(X) (G(X) = X8 + X4 + X3 + X2 + 1); and

FIG. 5 is a circuit diagram of a multiplier to which the multiplication method of the present invention is applied in
accordance with a third embodiment of the present invention in order to realize a multiplication for a Galois field
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GF(256) defined by a generated polynomial G(X) (G(X) = X8 + X7 + X2 + X + 1).
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0029] FIG. 3 is a circuit diagram of a multiplier to which a multiplication method of the present invention is applied
in accordance with a first embodiment of the present invention. In accordance with the embodiment of the present
invention, the multiplier of FIG. 3 is adapted for GF(16). The multiplier for GF(16) receives, as its inputs, a multiplicand
and a multiplier factor which are two elements of GF(16), respectively. The multiplicand is expressed by four bits A3,
A2, A1 and AO whereas the multiplier factor is expressed by four bits B3, B2, B1 and B0. As shown in FIG. 3, the
multiplier includes AND gates AD1 to AD4 each for multiplying each corresponding bit of the multiplicand by the most
significant bit B3 of the multiplier factor. The multiplier also includes AND gates AD5 to AD8 each for multiplying each
corresponding bit of the multiplicand by the second most significant bit B2 of the multiplier factor, exclusive OR gates
XOR1 to XOR4 each for rotating left an output of each corresponding one of the AND gates AD1 to AD4 and adding
a value resulted from the left rotation to an output of each corresponding one of the AND gates AD5 to AD8, and an
exclusive OR gate XORS5 for adding an output of the exclusive OR gate XOR2 arranged in one of items remaining after
the highest item and the lowest item are omitted from a generated polynomial of GF(16) to an output of the AND gate
AD4. The multiplier further includes AND gates AD9 to AD12 each for multiplying each corresponding bit of the multi-
plicand by the third most significant bit B1 of the multiplier factor, exclusive OR gates XORG6 to XOR9 each for rotating
left an output of each corresponding one of the exclusive OR gates XOR1, XOR5, XOR3 and XOR4 and adding a
value resulted from the left rotation to an output of each corresponding one of the AND gates AD9 to AD12, and an
exclusive OR gate XOR10 for adding an output of the exclusive OR gate XOR7 arranged in one of the remaining items
to an output of the exclusive OR gate XOR4. The multiplier further includes AND gates AD13 to AD16 each for multi-
plying each corresponding bit of the multiplicand by the least significant bit BO of the multiplier factor, exclusive OR
gates XOR11 to XOR14 each for rotating left an output of each corresponding one of the exclusive OR gates XOR®6,
XOR10, XOR8 and XORS9 and adding a value resulted from the left rotation to an output of each corresponding one
of the AND gates AD13 to AD16, and an exclusive OR gate XOR15 for adding an output of the exclusive OR gate
XOR9 arranged in one of the remaining items to an output of the exclusive OR gate XOR12.

[0030] Now, the Galois field multiplication method of the present invention and the multiplier embodied in accordance
with the method will be described in detail.

[0031] A general multiplication is operated as follows:

Example 1)

[0032]

ab, ab, aby, agb,
ab, ab, ab, ab,
ab, ab, ab, agh,
+ aby aby aby aghs

asb, ab, agh,

[0033] Otherwise, the following multiplication is also established:
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Example 2)

[0034]

x b b, b b

ab;  ab;  ab;  ahb,
ab, ab, ab, apb,
ab,  ab, ab,  ab,

+ ab, ab, aby, aghy
a;b, ajby  aghy
as‘b3 -+ a3b2 ............ + a 1 bo

[0035] Although the above two operation methods (Examples 1 and 2) are basically identical to each other, only the
former method of Example 1 is used in the general four arithmetical operations because the addition of the general
four arithmetical operations involves a carry.

[0036] In an addition for Galois field, however, a phenomenon that the degree of the highest item of a generated
polynomial G(X) is decreased occurs because the addition involves no carry, thereby establishing a condition of G(X)
=0. For example, in a case of G(X) = X* + X + 1, "X4" is equal to "X + 1" (X4 = X + 1). In other words, "X*" is substituted
by "X+ 1"

[0037] Therefore, for the multiplication for Galois field, it can be found that the latter method of Example 2 is rather
appropriate.

[0038] The Galois field multiplication method of the present invention will now be described in a stepwise manner.
[0039] First, a multiplication operation is executed using the above-mentioned latter operation method of Example
2. For a Galois field consisting of 2N elements (N = 1, 2, 3, .....), the multiplication operation is identical to an AND
operation. By the multiplication operation, 2Nx2N items (16 items in the case of Example 2) are generated. In order to
execute an addition operation, the generated items are arranged in a manner as in Example 2.

[0040] Second, as in the following Example 3, operated values in the first column C, are added to operated values
in the second column C.. If the addition of Example 3 is the addition for Galois field, the highest item in the first column
C,, thatis, agby is positioned at the position of X4 in the generated polynomial G(X) with reference to the second column
C,. Taking into consideration the fact that in the addition for Galois field, "X4" of the first column is converted into "X-
1" (X4 — X+1) which is, in turn, added to the second column, the result of the addition operation in Example 2 is as
follows:

Example 3)

[0041]

ab;  ab;  ab; agh e
M ab, ab, ab, ab, -——o- G

0

ab; ab;  ab, ab
+ab, +ab, +ab, +agh,
+a,b;
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[0042] Third, the addition operation is continuously executed in the same manner as in Example 3.

[0043] In the above calculation procedure, the second step is most important. In other words, the second step is a
procedure of rotating left the items "agbs", "asbs", "a;bs" and "agbs" of the first column C,, adding the rotated items to
corresponding items "aghs", "asb,", "a;bs" and "agh," of the second column C,, and then adding the highest item "agbg"
of the first column C, to the second item (that is, "agbs + a;b,") of the result of the addition of the rotated items.
[0044] The reason why the highest item "agbs" of the first column C, is added to the resultant second item is because
the generated polynomial G(X) is equal to "X* + X + 1" (G(X) = X4 + X + 1). In other words, the addition of the highest
item "agbs" of the first column C, is executed because the item "X" is the item remaining after the highest item "X,"
and the lowest item "1" are omitted from the generated polynomial G(X) and is arranged at the same position as the
second item. In such a manner, any Galois fields may be operated.

[0045] An operation procedure carried out in the Galois field multiplier of FIG. 3 in accordance with the above-men-
tioned Galois field multiplication method will now be described in conjunction with a case wherein two kinds of inputs,
one including four inputs AO to A3 as the multiplicand and the other including four inputs BO to B3 as the multiplier
factor, are "1111" and "1111", respectively.

[0046] Since both inputs of each of the AND gates AD1 to AD4, AND gates AD5 to AD8, AND gates AD9 to AD12
and AND gates AD13 to AD16 are "1", each of the same AND gates generates an output of "1". As a result, an output
of each of the exclusive OR gates XOR1 to XOR4 is "0" while an output of the exclusive OR gate XOR5 is "1". An
output of each of the exclusive OR gates XOR6, XOR7, XOR9 and XOR10 is "1" while an output of the exclusive OR
gate XOR8 is "0". On the other hand, an output of each of the exclusive OR gates XOR11, XOR12 and XOR13 is "0"
while an output of each of the exclusive OR gate XOR14 and XOR15 is "1". Accordingly, the result which includes
resultant outputs C1 to C, corresponds to "1010".

[0047] The multiplication of the inputs "1111" for AO to A3 and "1111" for BO to B3 can be analyzed in accordance
with the Galois field theory representing "G(X) = X4 + X+ 1,21 =X, 22=X2, 23 = X3 and 24 = X4 = X + 1 = 3" as follows:

=(x+1°
= X+ 1EX+1)
=G X+ X+ )X+ 1)
=+ )X+ 1)

:X3+X2+X+1

= x4 x+ )X

=X exPaxa+x®
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=X £ X+ 1)

=X+ 1)+ X+ 1)+ X

:X3+X1+X+X2+X+1+X:3

=1,
and

2% - x°

—x*txtx
- (X + )X+ DX
= %+ X+ X+ DX
= (X% + 1)X
X%+ X

[0048] Accordingly, it can be found that this result corresponds to the result value "1010" of the operation carried out
in the circuit of FIG. 3. By referring to the multiplication table of FIG. 1, this result is also easily confirmed as "F x F = A".
[0049] FIG. 4 is a circuit diagram of a multiplier to which the multiplication method of the present invention is applied
in accordance with a second embodiment of the present invention. In accordance with the second embodiment of the
present invention, the multiplier of FIG. 4 is adapted for GF(256) defined by a generated polynomial G(X) (G(X) = X8
+ X4 + X3 + X2 + 1) being used for compact disc (CD) and digital compact cassette (DCC).

[0050] On the other hand, FIG. 5 is a circuit diagram of a multiplier to which the multiplication method of the present
invention is applied in accordance with a third embodiment of the presentinvention. In accordance with this embodiment
of the present invention, the multiplier of FIG. 5 is adapted for GF(256) defined by a generated polynomial G(X) (G(X)
= X8 + X7 + X2 + X + 1) being used for high definition TV (HDTV).

[0051] As apparent from the above description, the present invention provides a Galois field multiplication method
including the steps of ANDing respective items of a multiplicand and respective corresponding one of items of a multiply
factor in a stepwise manner, rotating left values resulted from the AND operation at a previous step, exclusively Oring
respective values resulted from the rotation and respective corresponding values resulted from the And operation at
a current step, and operating the highest item generated at the previous step in accordance with a generated polyno-
mial. This method is embodied, taking into consideration the fact that when items generated in an multiplication for
Galois field are added to one another, a phenomenon that the degree of the highest item of a generated polynomial is
decreased occurs. In accordance with the method, it is possible to achieve a simpleness in design and an obviousness
in flow of signals.

[0052] Although the preferred embodiments of the invention have been disclosed for illustrative purposes, those
skilled in the art will appreciate that various modifications, additions and substitutions are possible, without departing
from the scope of the invention as defined in the accompanying claims.

Claims
1. A Galois field multiplier for operating a multiplicand and a multiplier of a Galois field, comprising:

a first operating unit including first AND gates (AD4-AD1) each for ANDing a value of each corresponding bit
of the multiplicand (AO-A3) by a value of the most significant bit (B3) of the multiplier;

a second operating unit including second AND gates (AD8 -AD5) each for multiplying a value of each corre-
sponding bit of the multiplicand by a value of the second most significant bit (B2) of the multiplier, first exclusive
OR gates (XOR4-XOR1) each for operating each output value of the second AND gates and each correspond-
ing one of values respectively obtained by rotating left output values of the first AND gates, and second ex-

10
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clusive OR gates (XOR5) each for operating an output value of each of ones of the first exclusive OR gates
respectively corresponding to items of a generated polynomial of the Galois field exclusive of the highest item
and the lowest item and an output value of the most significant one of the first AND gates; and

a plurality of additional operating units respectively connected to output stages of the second operating unit
and corresponding to the remaining bits of the multiplier factor from the third most significant bit to the least
significant bit, each of the additional operating units having the same construction as the second operating unit.

2. A Galois field multiplication method comprising the steps of:

(A) ANDing each bit of a multiplicand of a Galois field and the most significant bit of a multiplier factor of the
Galois field:;
(B)

(b-1) ANDing each bit of the multiplicand and the second most significant bit of a multiplier factor,

(b-2) rotating left each of bits obtained at the step (A),

(b-3) exclusively ORing each of bits obtained at the step (b-1) and each corresponding one of bits obtained
at the step (b-2), and

(b-4) exclusively ORing each of values respectively obtained at the step

(b-3) and corresponding to items of a generated polynomial of the Galois field exclusive of the highest
item and the lowest item and the most significant one of the bits obtained at the step (A); and

(C) sequentially processing a result obtained at the step (B) in the same manner as at the step (B), the step
(C) including a plurality of processing steps respectively corresponding to the remaining bits of the multiplier
factor from the third most significant bit to the least significant bit.

Patentanspriiche

Multiplizierglied flr ein Galois-Feld zum Verarbeiten eines Multiplikanden und eines Multiplikators eines Galois-
Feldes, welches folgendes aufweist:

eine erste Verarbeitungseinheit mit ersten UND-Gattern (AD4 - ADi) jeweils zur logischen UND-Verknlpfung
eines Wertes jedes entsprechenden Bits des Multiplikanden (AO - A3) mit einem Wert des héchstwertigen Bits
(B3) des Multiplikators;

eine zweite Verarbeitungseinheit mit zweiten UND-Gattern (AD8 - ADs) zum Multiplizieren eines Wertes jedes
entsprechenden Bits des Multiplikanden mit einem Wert des zweithdchstwertigen Bits (B2) des Multiplikators,
erste exklusive ODER-Gatter (XOR4-XORi) jeweils zum Verarbeiten jedes Ausgangswerts der zweiten UND-
Gatter, von denen jedes einem der Werte entspricht, die jeweils durch Linksdrehung von Ausgangswerten aus
den ersten UND-Gattern erhalten werden, und zweite exklusive ODER-Gatter (XORs) jeweils zum Verarbeiten
eines Ausgangswertes aus jedem der ersten exklusiven ODER-Gatter, die jeweils Elemente aus einem er-
zeugten Polynom des Galois-Feldes unter AusschluB3 des héchsten Elements und des niedrigsten Elements
und einem Ausgangswert des héchstwertigen unter den ersten UND-Gattern entsprechen; und

eine Vielzahl zusétizlicher Verarbeitungseinheiten, die jeweils mit Ausgangsstufen der zweiten Verarbeitungs-
einheit verbunden sind und den restlichen Bits des Multiplikationsfaktors vom dritthdchstwertigen Bit bis zum
niedrigstwertigen Bit entsprechen, wobei jede der zusatzlichen Verarbeitungseinheiten denselben Aufbau wie
die zweite Verarbeitungseinheit aufweist.

2. Verfahren zur Multiplikation eines Galois-Feldes, welches die folgenden Schritte umfaBt:

(A) UND-Verknipfung jedes Bits eines Multiplikanden eines Galois-Feldes mit dem hdchstwertigen Bit eines
Multiplikationsfaktors des Galois-Feldes;

(B)

(b-1) UND-Verknipfung jedes Bits des Multiplikanden und des zweithdchstwertigen Bits eines Multiplika-
tionsfaktors,

(b-2) Linksdrehen jedes der in Schritt (A) erhaltenen Bits;

(b-3) exklusive ODER-Verknipfung jedes der in Schritt (b-1) erhaltenen Bits und jedes entsprechenden
der in Schritt (b-2) erhaltenen Bits, und
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(b-4) exklusive ODER-Verkniupfung jedes der Werte, die jeweils im Schritt (b-3) erhalten werden mit Ele-
menten eines erzeugten Polynoms des Galois-Feldes unter Ausschlu3 des héchsten Elements und des
niedrigsten Elements und des héchstwertigen der in Schritt (A) erhaltenen Bits; und

(C) sequentielles Verarbeiten eines in Schritt (B) erhaltenen Ergebnisses in der gleichen Weise wie in Schritt
(B), wobei der Schritt (C) eine Vielzahl von Verarbeitungsschritten umfaft, die jeweils den restlichen Bits des
Multiplikationsfaktors vom dritthéchstwertigen Bit bis zum niedrigstwertigen Bit entsprechen.

Revendications

Un multiplieur dans un champ de Galois pour effectuer une opération sur un multiplicande et un multiplicateur d'un
champ de Galois, comprenant :

une premiére unité d'opération comprenant des premiéres portes ET (AD4 - AD1), chacune d'elles étant des-
tinée & combiner par une fonction ET une valeur de chaque bit correspondant du multiplicande (AO - A3) et
une valeur du bit le plus significatif (B3) du multiplicateur;

une seconde unité d'opération comprenant des secondes portes ET (AD8 - AD5), chacune d'elles étant des-
tinée & multiplier une valeur de chaque bit correspondant du multiplicande par une valeur du second bit le
plus significatif (B2) du multiplicateur; des premiéres portes OU exclusif (XOR4 - XOR1), chacune d'elles étant
destinée atravailler sur chaque valeur de sortie des secondes portes ET et sur chaque valeur correspondante
parmi des valeurs respectivement obtenues en faisant tourner vers la gauche des valeurs de sortie des pre-
miéres portes ET, et des secondes portes OU exclusif (XOR5), chacune d'elles étant destinée a travailler sur
une valeur de sortie de chacune des premiéres portes OU exclusif, correspondant respectivement & des é1é-
ments d'un polyndéme généré du champ de Galois, a I'exclusion de I'élément le plus élevé et de I'élément le
plus bas, et sur une valeur de sortie de la porte la plus significative parmi les premiéres portes ET, et

un ensemble d'unités de calcul supplémentaires respectivement connectées a des étages de sortie de la
seconde unité d'opération et correspondant aux bits restants du facteur multiplicateur, a partir du troisieme
bit le plus significatif jusqu'au bit le moins significatif, chacune des unités d'opération supplémentaires ayant
la méme structure que la seconde unité d'opération.

2. Un procédé de multiplication dans un champ de Galois comprenant les étapes suivantes :

(A) on combine par une fonction ET chaque bit d'un multiplicande d'un champ de Galois et le bit le plus signi-
ficatif d'un facteur multiplicateur du champ de Galois;
(B)

(b-1) on combine par une fonction ET chaque bit du multiplicande et le second bit le plus significatif d'un
facteur multiplicateur,

(b-2) on fait tourner vers la gauche chacun des bits obtenus a I'étape (A),

(b-3) on combine par une fonction OU exclusif chacun des bits obtenus a I'étape (b-1) et chaque bit
correspondant parmi les bits obtenus a I'étape (b-2), et

(b-4) on combine par une fonction OU exclusif chacune des valeurs respectivement obtenues a I'étape
(b-3) et correspondant & des éléments d'un polynéme généré du champ de Galois, a I'exclusion de ['é1é-
ment le plus élevé et de I'élément le plus bas, et le bit le plus significatif parmi les bits obtenus a I'étape
(A); et

(C) on traite séquentiellement un résultat obtenu a I'étape (B) de la méme maniére qu'a I'étape (B), I'étape

(C)comprenant un ensemble d'étapes de traitement correspondant respectivement aux bits restants du facteur
multiplicateur, depuis le troisiéme bit le plus significatif jusqu'au bit le moins significatif.
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