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A method of configuring an ad-hoc wireless network between
an authenticator and a plurality of wireless devices seeking
authentication includes assigning a wireless device as the
authenticator and receiving a first setup message transmitted
from a first device seeking authentication to the authenticator
and initiating a first handshake process between the authen-
ticator and the first device seeking authentication. The
method also includes receiving a second setup message trans-
mitted from a second device seeking authentication to the
authenticator. The second setup message is received by the
authenticator prior to completion of the first handshake pro-
cess. The method further includes initiating a second hand-
shake process between the authenticator and the second
device seeking authentication. The second handshake process
is initiated prior to completion of the first handshake process.
Moreover, the method includes completing the first hand-
shake process and completing the second handshake process.
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ESTABLISHMENT OF AD-HOC NETWORKS
BETWEEN MULTIPLE DEVICES

CROSS-REFERENCES TO RELATED
APPLICATIONS

[0001] This application is a continuation of U.S. Non-Pro-
visional Application No. 13/052,291, filed Mar. 21, 2011
(now U.S. Pat. No. 8,547,873), which is a continuation of
U.S. Non-Provisional application Ser. No. 11/857,231, filed
Sep. 18, 2007 (now U.S. Pat. No. 7,916,663), which claims
the benefit of U.S. Provisional Application No. 60/826,034,
filed Sep. 18, 2006. The contents of U.S. Non-Provisional
application Ser. No. 13/052,291 (now U.S. Pat. No. 8,547,
873), U.S. Non-Provisional application Ser. No. 11/857,231
(now U.S. Pat. No. 7,916,663), and U.S. Provisional Appli-
cation No. 60/826,034 are hereby incorporated by reference
in their entirety.

BACKGROUND OF THE INVENTION

[0002] The present invention relates to wireless communi-
cation networks, and more particularly to a protocol for estab-
lishing an ad-hoc wireless fidelity network.

[0003] Wireless networks are well known and are being
increasingly used to exchange data. One known Wireless
Local Area Network (WLAN) standard is the IEEE 802.11
standard, which defines the communication modes and the
associated configuration protocols for an infrastructure
WLAN.

[0004] There are three logical components in an infrastruc-
ture wireless network, namely a registrar, an access point
(AP), and an enrollee. The terms authenticator and devices
seeking authentication are used herein as alternative descrip-
tors of the terms registrar and enrollee. Referring to FIG. 1A,
to establish a wireless communications link with legacy AP
10, client 12 first seeks to acquire network credentials from
external registrar 14. Subsequently, client 12 establishes a
link to legacy AP 10 using the network credentials that client
12 has acquired from external registrar 14.

[0005] Referring to FIG. 1B, AP 20 is shown as having an
embedded registrar. To establish a communications link with
AP 20, client 22 first seeks to acquire network credentials
from AP 20’s embedded registrar over an 802.11 infrastruc-
ture network using an extended authentication protocol
(EAP). Subsequently, using the acquired network credentials,
client 22 wirelessly connects to AP 20.

[0006] Referring to FIG. 1C, to establish a communications
link with AP 30, client 32 first seeks to acquire network
credentials using EAP via AP 30. AP 30 relays the client 32°s
EAP message to registrar 34 using a Universal Plug and Play
(UpnP) protocol defined by the UPnP™ Forum. Next, using
the acquired network credentials supplied by registrar 34,
client 32 establishes a communications link with AP 30.

[0007] Generally, ad-hoc networks are more suitable for
portable electronic devices than infrastructure networks.
However, present methods for configuring a network includ-
ing multiple devices present ease of use issues that need to be
addressed. For example, as portable electronic devices with
wireless network capabilities become more pervasive, it
would be desirable to enable three or more of such devices to
form an ad-hoc, peer-to-peer, mesh, or other wireless network
to exchange data without using an access point.
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SUMMARY OF THE INVENTION

[0008] According to an embodiment of the present inven-
tion, a method of configuring an ad-hoc wireless network
between an authenticator and a plurality of wireless devices
seeking authentication is provided. The method includes
assigning a wireless device as the authenticator and receiving
a first setup message transmitted from a first device seeking
authentication to the authenticator and initiating a first hand-
shake process between the authenticator and the first device
seeking authentication. The method also includes receiving a
second setup message transmitted from a second device seek-
ing authentication to the authenticator. The second setup mes-
sage is received by the authenticator prior to completion of
the first handshake process. The method further includes ini-
tiating a second handshake process between the authenticator
and the second device seeking authentication. The second
handshake process is initiated prior to completion of the first
handshake process. Moreover, the method includes complet-
ing the first handshake process and completing the second
handshake process.

[0009] According to another embodiment of the present
invention, a wireless device adapted to configure an ad-hoc
wireless network between the wireless device assigned as an
authenticator and a plurality of wireless devices seeking
authentication is provided. The wireless device includes a
first port adapted to receive a first setup message transmitted
from a first device seeking authentication to the wireless
device and a first processor adapted to initiate a first hand-
shake process between the wireless device and the first device
seeking authentication. The wireless device also includes a
second port adapted to receive a second setup message trans-
mitted from a second device seeking authentication to the
wireless device. The second setup message is received by the
wireless device prior to completion of the first handshake
process. The wireless device further includes a second pro-
cessor adapted to initiate a second handshake process
between the wireless device and the second device seeking
authentication. The second handshake process is initiated
prior to completion of the first handshake process. Moreover,
the wireless device includes a third processor adapted to
complete the first handshake process and a fourth processor
adapted to complete the second handshake process.

[0010] According to yet another embodiment of the present
invention, an apparatus adapted to configure an ad-hoc wire-
less network between a wireless device and a plurality of
wireless devices seeking authentication is provided. The
apparatus includes means for assigning a wireless device as
the authenticator and means for receiving a first setup mes-
sage transmitted from a first device seeking authentication to
the authenticator and means for initiating a first handshake
process between the authenticator and the first device seeking
authentication. The apparatus also includes means for receiv-
ing a second setup message transmitted from a second device
seeking authentication to the authenticator. The second setup
message is received by the authenticator prior to completion
of'the first handshake process. The apparatus further includes
means for initiating a second handshake process between the
authenticator and the second device seeking authentication.
The second handshake process is initiated prior to completion
of the first handshake process. Moreover, the apparatus
includes means for completing the first handshake process
and means for completing the second handshake process.
[0011] According to a specific embodiment of the present
invention, a method of establishing an ad-hoc wireless net-
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work between a plurality of wireless devices seeking authen-
tication is provided. The method includes selecting one wire-
less device as an authenticator and generating one or more
beacons at the authenticator, determining that a timer value is
less than a predetermined time, and receiving a request from
a first device of the plurality of wireless devices seeking
authentication. The method also includes determining that an
enrollee count is less than a predetermined maximum value,
initiating a first handshake process between the authenticator
and the first device, and increasing the enrollee count by one.
The method further includes determining that the timer value
is less than the predetermined value, receiving a request from
a second device of the plurality of wireless devices seeking
authentication, and determining that the enrollee count is less
than the predetermined maximum value. Moreover, the
method includes initiating a second handshake process
between the authenticator and the second device.

[0012] According to another specific embodiment of the
present invention, an authentication apparatus selected from a
plurality of wireless devices and adapted to establish an ad-
hoc wireless network between the authentication apparatus
and wireless devices seeking authentication is provided. The
authentication apparatus includes a first processor adapted to
generate one or more beacons, a first decision module adapted
to determine that a timer value is less than a predetermined
time, and a first port adapted to receive a request from a first
device of the wireless devices seeking authentication. The
authentication apparatus also includes a second processor
adapted to determine that an enrollee count stored in a
memory is less than a predetermined maximum value, a third
processor adapted to initiate a first handshake process
between the authentication apparatus and the first device, and
a memory controller adapted to increase the enrollee count
stored in the memory by one. The authentication apparatus
further includes a second decision module adapted to deter-
mine that the timer value is less than the predetermined value,
a second port adapted to receive a request from a second
device of the wireless devices seeking authentication, a fourth
processor adapted to determine that the enrollee count is less
than the predetermined maximum value, and a fifth processor
adapted to initiate a second handshake process between the
authentication apparatus and the second device.

[0013] According to yet another specific embodiment of
the present invention, an authentication apparatus adapted to
establish an ad-hoc wireless network between a plurality of
wireless devices seeking authentication is provided. The
authentication apparatus includes means for selecting one
device as an authenticator and means for generating one or
more beacons at the authenticator, means for determining that
atimer value is less than a predetermined time, and means for
receiving a request from a first device of the plurality of
wireless devices seeking authentication. The authentication
apparatus also includes means for determining that an
enrollee count is less than a predetermined maximum value,
means for initiating a first handshake process between the
authenticator and the first device, and means for increasing
the enrollee count by one. The authentication apparatus fur-
ther includes means for determining that the timer value is
less than the predetermined value, means for receiving a
request from a second device of the plurality of wireless
devices seeking authentication, and means for determining
that the enrollee count is less than the predetermined maxi-
mum value. Moreover, the authentication apparatus includes
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means for initiating a second handshake process between the
authenticator and the second device.

[0014] Many benefits are achieved by way of the present
invention over conventional techniques. For example,
embodiments of the present invention provide for increased
usability of consumer -electronics devices. Moreover,
decreases in battery consumption are provided by some
embodiments. Depending upon the embodiment, one or more
of these benefits, as well as other benefits, may be achieved.
These and other benefits will be described in more detail
throughout the present specification and more particularly
below in conjunction with the following drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] FIG. 1A-1C show various logical components of
conventional infrastructure wireless networks;

[0016] FIG. 2 shows a set of three devices to be configured
to establish an ad-hoc network, in accordance with one
embodiment of the present invention;

[0017] FIG. 3 is an exemplary state transition table associ-
ated with establishing a node’s configuration status, in accor-
dance with one embodiment of the present invention;

[0018] FIG. 4 shows a handshake sequence between an
enrollee and a registrar, in accordance with one embodiment
of the present invention;

[0019] FIG. 5 is an exemplary state transition table associ-
ated with a registrar application, in accordance with one
embodiment of the present invention;

[0020] FIG. 6 is a simplified illustration of a registrar hav-
ing multiple state machines according to an embodiment of
the present invention;

[0021] FIG. 7 is an exemplary flowchart of steps carried out
to form an ad-hoc wireless network between a set of two
enrollee devices concurrently registering with an authentica-
tor in accordance with one embodiment of the present inven-
tion;

[0022] FIG. 8 is an exemplary flowchart of steps carried out
to form an ad-hoc wireless network between a pair of devices,
in accordance with one embodiment of the present invention;
[0023] FIG. 9 is a flowchart of steps carried out by an
enrollee to join an existing ad-hoc wireless network, in accor-
dance with one embodiment of the present invention;

[0024] FIG. 10 is a flowchart of steps carried out by mul-
tiple enrollees to concurrently join an existing ad-hoc wire-
less network, in accordance with another embodiment of the
present invention; and

[0025] FIG. 11 shows various hardware blocks of a device
adapted to be configured as an enrollee and/or a registrar, in
accordance with one embodiment of the present invention.

DETAILED DESCRIPTION OF SPECIFIC
EMBODIMENTS

[0026] In accordance with one embodiment of the present
invention, an ad-hoc WLAN is established between three or
more devices, such as Personal Digital Assistants (PDAs),
digital cameras, phones, video game consoles, and the like. In
conformity with a protocol governing the operation of the
ad-hoc WLAN (hereinafter alternatively referred to as an
ad-hoc network) of the present invention, each device in the
network can be a registrar as well as an enrollee (client). In
other words, in accordance with the present invention, each
device is configurable to support both the registrar as well as
the enrollee modes of operations. As described more fully
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below, multiple enrollees can concurrently perform setup
negotiations or handshake processes with the registrar.

[0027] FIG.2shows asetofthree devices 200, 250, and 260
that are configured to establish or join an ad-hoc network to
exchange data, in accordance with one embodiment of the
present invention. Assume that each of devices 200, 250, and
260 is initially in an Idle (also referred to herein as power-
save) mode to reduce battery consumption or is otherwise
turned off. In response to a user triggered event, such as the
pressing of a hard/soft button on each of the devices, e.g.,
button 202 on device 200, button 252 on device 250, and
button 262 on device 260, these devices exit the Idle mode or
are otherwise turned on. In one embodiment, if within a
predetermine time period, e.g., 5 seconds, of exiting the
power-save mode, button 202 (or 252 or 262) is pressed again,
device 200 (250, 260) is configured as an enrollee, i.e.,
assumes the role of an enrollee, otherwise device 200 (250,
260) is configured as a registrar, i.e., assumes the role of a
registrar. In another embodiment, if within a predetermined
time period, e.g., 5 seconds, of exiting the power-save mode,
button 202 (252, 262) is pressed again, device 200 (250, 260)
assumes the role of a registrar, otherwise device 200 (250,
260) assumes the role of an enrollee. To establish an ad-hoc
network between these three devices, one of them is config-
ured as a registrar and the other two are configured as enroll-
ees. Assume that device 200 is configured as a registrar and
devices 250 and 260 are configured as enrollees. Once regis-
trar 200 is discovered by enrollees 250 and 260 and enrollees
250 and 260 complete their registration with registrar 200,
enrollees 250 and 260 use the network credentials obtained
from registrar 200 to establish communication over a wireless
ad-hoc network to enable the secure exchange of data.

[0028] In the embodiment shown in FIG. 2, the same keys
or buttons that are used to cause devices 200, 250, and 260 to
exit their respective power-save modes, are also used to deter-
mine whether the devices assume the role of an enrollee or a
registrar. In other embodiments, the key used to force a device
out of the power-save mode may be different from the one
used to select the configuration of the device as a registrar or
an enrollee. In one embodiment, once a device is configured
as a registrar, to become an enrollee, the device may be turned
off and turned back on. In some embodiments, if a registrar
does not detect an enrollee within a known time period, the
registrar goes back into a power save mode or becomes an
enrollee after a timeout. Moreover, in some embodiments, in
response to a single user-triggered action, a multitude of
enrollees may join the ad-hoc network after registering with
the registrar. Thus, although three devices are illustrated in
FIG. 2, this example is not intended to limit embodiments of
the present invention. In typical applications, such as multi-
player gaming applications, the number of devices that join
the ad-hoc network may be three or more devices, for
example, 4, 8, 16, or more devices.

[0029] In some embodiments, after the device is caused to
exit the power-save mode in response to a user triggered
event, the user is presented with an option of selecting
between a registrar and an enrollee mode of configuration via
a user interface disposed on the device. For example, if the
device is equipped with a user interface, e.g., a Liquid Crystal
Display (LCD) panel, the user is prompted on the LCD panel
with an option of selecting between a registrar and an enrollee
mode of configuration. By moving a cursor to one of the
displayed entries, the user selects the desired mode of opera-
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tion. In a similar manner, the enrollee is also configured to
wake-up from the power save mode to look for a registrar.
[0030] FIG. 3 is an exemplary state transition table 300
associated with establishing the configuration status of a
device following an exit from a power-save mode, in accor-
dance with one embodiment of the present invention. The
device remains in Idle state 302 while in power-save mode.
After exiting the power-save mode, a wireless module dis-
posed in the device is activated and a transition to Wait state
304 is made. While in Wait state 304, if within a predeter-
mined time period the user triggers an event, such as by
pressing a hard/soft key or issuing a voice command, the
device is configured as, i.e., assumes the role of, an enrollee
and enters the enrollee discovery phase (state) 306 to scan for
a registrar. If, on the other hand, the predetermined time
period expires without a user-triggered event, a transition to
state 312 is made and the device is configured as a Registrar
to start its own ad-hoc network. The registrar transitions back
to Idle mode 302 in response to a Reset signal.

[0031] If the enrollee discovers a registrar while in state
306, it transitions to enrollee registration phase 308 to start
the registration process with the registrar. If, on the other
hand, the enrollee does not discover a registrar while in state
306, the enrollee issues a timeout signal TMO. The enrollee
may be configured to attempt to discover the registrar a pre-
defined number of times before issuing the time out signal. If
the attempt to discover the registrar is unsuccessful after the
predefined number of attempts, the enrollee may create its
own ad-hoc network and start a registrar application.

[0032] Ifthe enrollee registration is successful in state 308,
the enrollee transitions to state 310 and attempts to join the
ad-hoc network using the credentials the enrollee has
obtained from its successful EAP handshake, which may be a
particular registration protocol exchange. If, on the other
hand, the enrollee registration is unsuccessful while in state
308, the enrollee transitions back to Wait state 304. The
enrollee may also start its own registrar application while in
state 310. Following the operations in state 310, the enrollee
transitions back to Idle state 302 in response to the Reset
signal.

[0033] Insome systems, to establish a secure mode of con-
nection between an enrollee and a registrar, the user has to
enter a PIN associated with the enrollee on the Registrar.
Upon this entry, the enrollee and registrar proceed to establish
a connection. In such systems, the beacons transmitted by the
registrar to potential enrollees contain information conveying
that the registrar communicates via a PIN mode only and that
the registrar will not participate in a push-button mode of an
ad-hoc network session. In yet other systems, the connection
between the enrollee and registrar is established using a
Secure Push Button Configuration (SPBC) mode in accor-
dance with which the enrollee relays a PIN to the registrar via
anoptical signal, e.g. LED flashes, an audio signal, e.g., audio
beeps, RF signals, etc. In other words, in such systems, the
enrollee wirelessly transmits the PIN to the registrar, thus
dispensing the need for a manual PIN entry by the user. Using
the SPBC mode, security/authentication information may be
introduced into the negotiation data, providing, for example,
for negotiation only with devices in visual range. In other
applications of the SPBC mode, a registrar or an enrollee can
introduce a piece of authentication information or shared
secret information into the handshake so that only certain
devices (e.g., devices that are within visual range) can obtain
the authentication information.
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[0034] In some wireless standards, in order for a device to
jointhe ad-hoc network, each enrollee is added to the network
by the enrollees performing a setup negotiation with the reg-
istrar in a serial manner. Such an exemplary registration pro-
cess is described in U.S. patent application Ser. No. 11/800,
166, filed on May 4, 2007, (Attorney Docket No. MP1229),
which is commonly assigned and hereby incorporated by
reference for all purposes. For example, referring to FIG. 2, in
a serial registration process, enrollee 250 would join the net-
work, followed by enrollee 260 joining the network. For
security and other reasons, some protocols do not provide for
the concurrent addition of multiple enrollees, only allowing
the addition of one device to the ad-hoc network at a time. In
such a protocol, the receipt of a second setup message while
a first enrollee is registering, will be interpreted as a security
violation and result in the second setup message and the first
enrollee being rejected. In a protocol utilizing such a serial
registration process, to add M enrollee devices into the net-
work, a user has to take an action (e.g., push a button on the
registrar device or another action) M times. Such a registra-
tion process is tedious for the registrar.

[0035] Theuse of such conventional procedures is not pref-
erable for some consumer electronics (CE) applications, such
as a multi-player gaming application, in which it is desirable
to quickly add multiple devices into an ad-hoc network in
response to a single user action (e.g., pushing of a button)
taken on each device. Thus, embodiments of the present
invention increase the usability of CE devices by reducing the
number of steps used to establish the wireless network
between multiple devices. Moreover, the total amount of time
used to add such devices will also be reduced, which will
improve the user experience. Because the availability of an
AP cannot generally be guaranteed to a CE device, the use of
ad-hoc networks is beneficial to users in numerous CE appli-
cations.

[0036] Embodiments of the present invention provide
methods and system in which two or more enrollee devices
can concurrently join an ad-hoc network in response to a
single user action taken on a registrar device. The number of
enrollees that can be added concurrently is a programmable
function, providing flexibility as appropriate to the particular
application. The number of enrollees and other criteria related
to the concurrent addition of multiple enrollees is assigned
locally at the registrar in some embodiments. The devices
described herein are also backward-compatible with legacy
devices.

[0037] As an example, in an application in which multiple
CE devices communicate through the wireless ad-hoc net-
work (e.g., 4, 8, 16, or more gaming devices participating in
multi-player game), it is desirable to allow multiple devices to
concurrently join the network. Considering a gaming appli-
cation, the security concerns related to the network are mini-
mal, since the information stored in the games is of limited
interest to a potential hacker. On the other hand, ease of use is
a key design criterion since the users generally want to join
the network with a minimal amount of effort. The inventors
have determined that the establishment of the ad-hoc network
between multiple users in a serial manner detracts from the
user experience in a gaming environment.

[0038] In some embodiments, in order to provide for con-
current registration of multiple enrollees, only the role of the
registrar is modified and the operation of the enrollees is
unchanged. As a result, in a single handshake session, mul-
tiple enrollees are able to communicate with the registrar.
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Generally, the identity of each of the multiple enrollees is
defined by information (e.g., the address of an enrollee
device) contained in the handshake message.

[0039] Itis also possible for a group of devices to enroll or
join in a network using a pre-defined local PIN. In some
systems using a PBC mode, a fixed PIN value (e.g., zero) is
used, providing no shared secret between multiple devices
joining the network. Thus, the security provided by this
default and potentially well-known PIN value is limited.
Embodiments of the present invention may still conduct the
PBC mode protocol, but use a non-zero PIN associated with
the particular application. For example, in a multi-player
gaming application, a pre-defined “game ID” can be used as
a PIN to allow other devices playing the same game to enroll
in the ad-hoc network concurrently. The use of such a “game
ID” will provide for an additional measure of security during
the concurrent registration of multiple devices in comparison
with conventional methods. Additionally, based on the “game
ID,” the registrar can determine the maximum number of
enrollees allowed to join the network. In some applications,
detection of an unauthorized enrollee is also possible based
on the registrar’s knowledge of the particular application. For
example, a registrar for a multi-player game may know a
priori how many legitimate players will join and utilize such
information in detecting unauthorized enrollees.

[0040] FIG. 4 shows, in part, the handshake sequence
between an enrollee and a registrar, in accordance with one
embodiment of the present invention. The handshake
sequence includes a discovery phase followed by a registra-
tion phase. The registration phase of the handshake is similar
to that of an infrastructure wireless network. The discovery
phase is described below with reference to a wireless net-
work.

[0041] Inresponsetoabutton press,orentry of a PIN onthe
registrar as described above, a signal called WPS_REGIS-
TRAR_START is generated. In response, the registrar appli-
cation/driver causes signal WPS_IE to be included in the
beacons and probe responses of the registrar, shown as event
0. During event 1, the registrar application, e.g. a Linux or a
Windows application, designates the start of a registrar ses-
sion to the driver. This designation may be made in response
to a button press, a user command to initiate the registrar
enrollment, or a PIN entry on the ad-hoc registrar. During
event 2, (i) the driver sends an ad-hoc power-save exit com-
mand to the Firmware (FW); and (ii) the ad-hoc registrar is
placed in an aggressive beaconing mode. The FW controls
WLAN events of the discovery phase. When placed in the
aggressive beaconing mode, the beacon contention window
of'the registrar is set to a relatively very small value in accor-
dance with which beacons are transmitted by the registrar.
After successful discovery of the registrar, the enrollee will
send an EAP over LAN (EAPOL) frame signal signifying the
end of the discovery phase, shown as event 3. Subsequently,
the registration phase starts.

[0042] As mentioned above, in some embodiments, a WPS
start of registrar session causes the registrar to exit the power-
save mode and enter the aggressive beaconing mode, subse-
quent to which the beacon contention of the registrar is made
very small relative to those of legacy devices. In yet other
embodiments, the FW periodically places the registrar in the
aggressive beaconing mode. The enrollee client may also be
configured to set its scanning time equal to the periodicity of
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the registrar beaconing. This periodicity is configurable and
represents a trade off between the registrar power savings and
the enrollee client scan time.

[0043] Conventional techniques only allow the addition of
one device to the ad-hoc network at a time. Referring to FIG.
4, if a first enrollee is sending EAP messages (e.g., M1-M8 or
M1-M2D) to the registrar, represented by communication 8,
the receipt of additional EAP messages from a second
enrollee will result in the termination of the handshaking
process, citing the presence of multiple enrollees. According
to embodiments of the present invention, multiple enrollees
are allowed to communicate with the registrar during the
registration phase (e.g., transmitting EAP messages from
multiple enrollees to the registrar) concurrently.

[0044] FIG. 5 is an exemplary state transition table 500
associated with a registrar application, in accordance with
one embodiment of the present invention. State transition
table 500 is shown as having 3 states, namely Idle state 502,
Discovery state 504 and Registrations state 506. The registrar
remains in Idle state 502 until the user takes an action, e.g., by
pressing a button, entering a PIN;, issuing a voice command,
or the like. In response to the user action, an event WPS_
REGISTRAR_START forces a transition from Idle state 502
to Discovery state 504. While in Discovery state 504, if the
registrar is not discovered within a predetermined time period
WPS_WALK_TMO, a transition back to Idle state 502
occurs. If, on the other hand, the registrar is discovered prior
to the expiration of the time period WPS_WALK_TIME, a
transition to Registration state 506 is made. After a successful
registration or a failure to register, a transition from Registra-
tion state 506 to Idle state 502 is made.

[0045] It should be noted that some conventional protocols,
for security and other reasons, will abort the handshaking
process if multiple enrollees attempt to enroll concurrently.
These conventional protocols therefore only allow for the
addition of one device to the ad-hoc network at a time. In such
aprotocol, the receipt of a second setup message while a first
enrollee is registering, will be interpreted as a security viola-
tion and result in the second setup message being rejected and
aborting the registration of the first enrollee. As discussed
above, in a protocol utilizing such a serial registration pro-
cess, to add M enrollee devices into the network, a user has to
take an action (e.g., push a button on the registrar device or
another action) M times, which is tedious for the user.
[0046] According to embodiments of the present invention,
a portion of or all of the handshake sequence illustrated in
FIG. 4 is performed concurrently by multiple enrollees and
the registrar. In order to provide the functionality to support
multiple concurrent handshake sequences, the registrar is
provided with multiple state transition tables (alternatively
referred to as state machines), with each state transition table
corresponding to one of the multiple enrollees. During the
handshaking sequence, each state machine will be instanti-
ated and maintain the status of each of the individual enroll-
ees. As an example, during the registration process, the reg-
istrar may track the identity of the enrollees that are involved
in the concurrent handshaking sequences.

[0047] FIG. 6 is a simplified illustration of a registrar 600
having multiple state machines according to an embodiment
of'the present invention. As illustrated in FIG. 6, registrar 600
includes four state machines 610, 612, 614, and 616. Thus,
registrar 600 is adapted to support concurrent registration by
four enrollees. In other embodiments, additional state
machines are provided as appropriate to a particular applica-
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tion. One of ordinary skill in the art would recognize many
variations, modifications, and alternatives. The registrar may
also maintain a database 620 including data related to the one
or more concurrent registration processes and the wireless
network. For example, the database may include one or more
fields adapted to store a limit to the number of enrollee
devices that will be able to register concurrently, the total
number of devices allowed to join the ad-hoc network, the
rate at which enrollees are allowed to join the network, and
the like. The database is programmable, enabling the registrar
to modify data stored in database 620. The number of enrollee
devices that will be able to register concurrently is application
dependent. Since, in many applications, the maximum num-
ber of concurrent enrollees is only provided at the registrar,
embodiments of the present invention do not impact interop-
erability, enabling operation in conventional modes.

[0048] The state machines 610-614 may be included in one
or more general purpose processors configured to execute
instructions and data. In some embodiments, such state
machines may be carried out using dedicated hardware such
as an application specific integrated circuit (ASIC). In yet
other embodiments, such state machines and the operation of
the registration process may be carried out using a combina-
tion of software and hardware. As an example, such imple-
mentations include dedicated circuitry, ASICs, combinatorial
logic, other programmable processors, combinations thereof,
and the like.

[0049] In operation, registrar 600 will begin a first hand-
shake sequence as illustrated in FIG. 4 with a first enrollee.
State machine 610 will maintain the status of the first hand-
shake sequence as well as information related to the first
enrollee. At a time prior to completion of the first handshake
sequence, registrar 600 will concurrently begin a second
handshake sequence as illustrated in FIG. 4, but with a second
enrollee. State machine 612 will maintain the status of the
second handshake sequence as well as information related to
the second enrollee. Additional enrollees will be added to the
ad-hoc network in a similar manner, each of the additional
enrollees being associated with an additional state machine.
In some embodiments, after a first registration process is
completed, the corresponding state machine may be instanti-
ated a second time for use with another enrollee. One of
ordinary skill in the art would recognize many variations,
modifications, and alternatives.

[0050] Although some embodiments of the present inven-
tion provide reduced security as a result of the capability of
concurrently registering multiple enrollees, which may
include a hacker as well as authorized devices, improvements
in the user experience generally outweigh the risks associated
with system security. For example, in a multi-player gaming
environment utilizing portable gaming stations, the risk of a
hacker attempting to access the ad-hoc network is negligible
since the information stored in the portable gaming stations is
limited. As aresult, in such applications, the improvements in
usability provided by easy establishment of the ad-hoc net-
work between multiple devices outweigh perceived security
risks.

[0051] FIG. 7 is an exemplary flowchart of steps carried out
to form an ad-hoc wireless network between a set of two
enrollee devices concurrently registering with an authentica-
tor in accordance with one embodiment of the present inven-
tion. According to an embodiment, the authenticator is a
registrar and the devices seeking authentication are enrollees.
For purposes of clarity, the term enrollee is used in relation to
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FIG. 7. The method 700 includes receiving a first setup mes-
sage (e.g., an EAP message) transmitted from a first enrollee
to an authenticator (710). The authenticator initiates a first
handshake or registration process with the first enrollee (712).
The first handshake process includes instantiating a first state
machine associated with the first enrollee. The first enrollee
initiates an EAP exchange and attempts to perform a push
button configuration (PBC) handshake with the authenticator
as part of the first handshake process. In some embodiments,
the PBC handshake conforms to standards defined by the
Wi-Fi Protected Setup™ standard. Additional description of
the handshake process is provided throughout the present
specification, for example, with respect to FIGS. 4, 8, and 9.
[0052] The method also includes receiving a second setup
message transmitted from a second enrollee to the authenti-
cator (714). The second setup message is received by the
authenticator prior to completion of the first handshake pro-
cess. A second handshake process is initiated between the
authenticator and the second enrollee (716). The second
handshake process includes instantiating a second state
machine associated with the second enrollee. The second
enrollee initiates an EAP exchange and attempts to perform a
PBC handshake with the authenticator as part of the second
handshake process.

[0053] According to embodiments of the present invention
the second handshake process is initiated prior to the comple-
tion of the first handshake process. As a result, the first hand-
shake process and the second handshake process proceed
concurrently. The first handshake process is completed (718)
and the second handshake process is completed (720), gen-
erally after the first handshake process is completed. As will
be evident to one of skill in the art, it is not required that the
second handshake process is completed after the first hand-
shake process is completed.

[0054] It should be appreciated that the specific steps illus-
trated in FIG. 7 provide a particular method of concurrently
forming an ad-hoc wireless network between a set of two
enrollee devices and an authenticator according to an embodi-
ment of the present invention. Other sequences of steps may
also be performed according to alternative embodiments. For
example, alternative embodiments of the present invention
may perform the steps outlined above in a different order.
Moreover, the individual steps illustrated in FIG. 7 may
include multiple sub-steps that may be performed in various
sequences as appropriate to the individual step. Furthermore,
additional steps may be added or removed depending on the
particular applications. One of ordinary skill in the art would
recognize many variations, modifications, and alternatives.
[0055] FIG. 8 is an exemplary flowchart of steps carried out
to form a wireless ad-hoc network between two devices, one
of which will become a registrar and one an enrollee. The
process starts at step 800 after which the devices are powered
on (802). After power up, the device may enter an idle mode
(805) and behave in a normal ad-hoc mode unaware of WPS.
If a decision is made to configure the device as a registrar
(804), the registrar proceeds toward step 807. Next, in
response to either a user button press or a trigger (807), a timer
T, is started (806) and the device starts to aggressively trans-
mit beacons (808). A device configured as a registrar (804)
remains in an idle mode (805) if the user does not press a
button or the periodic beaconing is not triggered. While the
timer’s elapsed time is smaller than a predefined time T,,,,.,../0,
(810), the registrar continues to look for enrollee requests
(812). If the registrar receives a probe request from an
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enrollee within period T, ;.. an attempt to form a WPS
handshake is made (814). If the handshake is made and
enrollee configuration or provisioning is successful (816), the
registrar may establish communication over the established
ad-hoc network. If the enrollee configuration or provisioning
is unsuccessful (816), the process moves back to step 804. If
the registrar does not receive an enrollee request within the
time period T,,,,,:..» the process moves back to step 808.
Once the timer T,’s elapsed time becomes greater than T, -
zor (810), the process moves back to step 805. In some exem-
plary embodiments, the predefined time T,,,,,,,,- ranges from
about 30 seconds to about 240 seconds. In one exemplary
embodiment, the predefined time T is 120 seconds.

[0056] Ifadecision is made not to configure the device as a
registrar (804), the device becomes an enrollee and a timer T,
is started (830). Additionally, the timer T1 may be started in
response to an trigger event such as a button push. The
enrollee starts to scan for a registrar (832). While the timer
T,’s time is smaller than a predefined time T, ;, (834), the
enrollee continues to look for probe responses from a registrar
(836). In a passive scanning mode, the enrollee may look for
beacons. If the enrollee detects probe response from a regis-
trar (836), the enrollee checks to see whether other registrars
are present (838). If the enrollee detects more than one reg-
istrar, the process moves back to step 830. If the enrollee
discovers no registrar or discovers more than one registrar, the
enrollee may proceed with creating its own ad-hoc network
and starting a registrar application. As will be evident to one
of'skill in the art, such behavior may not be desirable in some
applications. Only if the enrollee discovers a single registrar,
does the enrollee proceed to register with the discovered
registrar. Ifthe enrollee detects a single registrar, it initiates an
EAP exchange (840), and attempts to perform a WPS hand-
shake (842). Thereafter, following a successful handshake
and successful enrollee configuration or provisioning (844),
the enrollee may attempt to use the network credentials
obtained from the registrar to join the network. After a suc-
cessful enrollee configuration or provisioning, if the enrollee
is capable of serving as a registrar, the enrollee may attempt to
act as a registrar for the adhoc network in conformity with
which the enrollee periodically lowers its beacon contention
window and attempts to add more enrollees. If the enrollee
does not detect a probe response from a registrar within
period T, ., the enrollee starts its own registrar application to
become a registrar (806).

[0057] Embodiments of the present invention provide for
extension of the time period T,,,,,,,,, in comparison with con-
ventional techniques. The extended time window provides a
time period suitable for allowing multiple enrollees to con-
currently join the network. As a result, rather than setting the
time period T,,,,.;,,» at a time appropriate for a single regis-
tration process, the duration of the time window is extended
as appropriate to support the concurrent and likely overlap-
ping registration processes. The time window is program-
mable, allowing for modification of the duration of the time
window based on the environment and the number of enroll-
ees that the registrar expects will join the network.

[0058] Whilethe time window is extended in comparison to
the time window for a single registration process, the
extended time window will generally be less than the sum of
the time windows associated with a series of serial registra-
tion processes. As a result, embodiments of the present inven-
tion reduce power consumption and reduce the time a user
waits in comparison with conventional techniques. In particu-
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lar, since multiple enrollees are able to negotiate with the
registrar concurrently, the power used by the registrar to gen-
erate beacons during the concurrent registration process will
be reduced in comparison with the power used during am
equal number of serial registration processes.

[0059] The time window is programmable, providing flex-
ibility depending on operating conditions and the application.
As an example, a greater number of potential enrollees will
result in a larger time window. The extended time window
also provides for retransmissions and other system delays.
One of ordinary skill in the art would recognize many varia-
tions, modifications, and alternatives.

[0060] FIG. 9 is a flowchart of steps carried out by an
enrollee to join an existing ad-hoc network. The steps illus-
trated in FIG. 9 may be performed by multiple enrollees and
a single registrar concurrently. The process starts at step 900
following which the enrollee is powered on (902). After a
timer T, is started (930), the enrollee starts to scan for a
registrar (932). While the timer T,’s elapsed time is smaller
than a predefined time T, ;. (934), the enrollee continues to
look for probe responses from a registrar (936). In a passive
scanning mode, the enrollee may look for beacons. If the
enrollee detects a probe response from a registrar (936), the
enrollee checks to see whether other registrars are present
(938). If the enrollee detects more than one registrar, the
process moves back to step 932. If the enrollee discovers no
registrar or discovers more than one registrar, the enrollee
may proceed with creating its own ad-hoc network and start-
ing a registrar application. As will be evident to one of skill in
the art, such behavior may not be desirable in some applica-
tions. Only if the enrollee discovers a single registrar, does the
enrollee proceed to register with the discovered registrar. If
the enrollee detects a single registrar, it initiates an EAP
exchange (940), and attempts to perform an PBC handshake
(942). Thereatter, following a successtul handshake and suc-
cessful enrollee configuration or provisioning (944), the
enrollee may attempt to use the network credentials obtained
from the registrar to join the network. After a successful
enrollee configuration or provisioning, if the enrollee is
capable of serving as a registrar, the enrollee may attempt to
act as a registrar for the ad-hoc network it has joined in
conformity with which the enrollee periodically lowers its
beacon contention window and attempts to add more enroll-
ees.

[0061] FIG. 10 is a flowchart of steps carried out by mul-
tiple enrollees to concurrently join an existing ad-hoc wire-
less network, in accordance with another embodiment of the
present invention. The process illustrated in FIG. 10 includes
a series of steps taken by a registrar to enter into an aggressive
beaconing mode so as to be discovered by an enrollee. Fol-
lowing the start of the process at step 1000, a determination is
made as to whether it is time for the registrar to generate
beacons (1002). If it is determined that the registrar is
required to generate beacons (1002), a predefined time or
parameter T,,,, ;.. 15 set to twice the value of the target beacon
transmissiontime (TBTT) (1006). Next, the registrar exits the
power save mode and starts timer T, (1008). If, on the other
hand, periodic beacons are not transmitted, then a determina-
tion is made in step 1004 if a button was pushed. For example,
the button may be a push-button device that is used to indicate
auser’s desire to join the existing ad-hoc network or to allow
enrollee devices to join the network. If the button is pushed,
then the predefined time T is set to a default value.
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[0062] Afterexiting the power save mode and starting timer
T, (1008), the registrar reduces its beacon contention window
(1012). While in an aggressive beaconing mode, i.e., reduced
beacon contention window mode, the registrar listens to bea-
cons from other registrars. So long as the registrar detects
beacons from other registrars (1014), the registrar does not
generate its own beacons (i.e., only for the current beacon
period), and continues to reduce its beacon contention win-
dow (1012). However, if the registrar does not detect beacons
from other registrars, it generates its own beacons using its
last beacon contention window (1014).

[0063] Following beacon generation, if timer T,’s value is
determined as being greater than or equal to the predefined
time T,,,,,,., (1016), the registrar resumes the power-save
mode and resets its beacon contention window to its starting
value (1028). While timer T,’s value is determined to be less
than T,,,,,;.. (1016), the registrar continues to look for probe
requests from an enrollee (1018). If the registrar detects an
enrollee probe request (e.g., an EAP request represented by
an EAPOL_START frame), then a determination is made if
the enrollee count is less than a predetermined value M in step
1020. The determination made in step 1020 enables the reg-
istrar to limit the number of concurrent enrollees to a prede-
termined value M for security or other reasons. If the enrollee
count has reached or exceeds the predetermined value M, then
the process advances to step 1028. However, if additional
enrollees are allowed to register, then the WPS registration
handshake process is performed (1022), which results in a
determination of configuration success (1024) upon comple-
tion. After the determination of configuration success is
made, the number of enrollees, represented by an enrollee
count is incremented by one (1026). The process than
advances to step 1016, where the determination of whether
the timer T, is less than the predefined time T,,,,,.., 1S
repeated. If T, is greater than or equal to T, ,,,., or the
maximum number of enrollees has been registered, then the
registrar resumes the power-save mode and resets its beacon
contention window to its starting value (1028). Thus, up to M
enrollees can be added (with up to M added concurrently)
after a single button push (or other action) on the part of the
ad-hoc device acting as the registrar.

[0064] Embodiments of the present invention provide for
conservation of battery resources, which is a design factor of
interest in consumer electronics products in the context of
ad-hoc networks. Because the registrar can enter into the
power save mode on a periodic basis, battery consumption is
reduced. Moreover, using embodiments of the present inven-
tion, a CE device is able to merge or coalesce with other
devices using the procedures described herein.

[0065] FIG. 11 shows a hardware block diagram of adevice
1100 adapted to be configured as an enrollee and/or a regis-
trar, in accordance with one embodiment of the present inven-
tion. Device 1100 is shown as including, in part, a triggering
block 1102, timers 1104, 1110, controller 1106 and scanner
1108. Triggering block 1102 is configured to trigger an event
in response to a user action. For example, when device 1100
is powered on, triggering block 1102 starts first timer 1104.
Controller 11006 configures device 1000 as an enrollee if
triggering block 1102 detects a second user action before
timer 11004’s elapsed time reaches a predefined time. Con-
troller 1106 configures device 1100 as a register if triggering
block 1102 does not detect a second user action when timer
1104’s elapsed time reaches the predefined time. Controller
1106 also modifies the beacon contention window of device
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1100. Scanner 1108 scans for beacons transmitted by the
registrars if device 1100 is configured as an enrollee. Timer
1110 is used to determine whether probe requests are received
within a given time period if device 1100 is configured as a
registrar. Timer 1110 is also used to determine whether probe
responses are received within a given time period if device
1100 is configured as an enrollee.

[0066] Additionally, device 1100 includes one or more
ports adapted to receive (1120) and transmit (1122) signals to
and from the device to other devices. One or more memories
1112, decision modules 1114, and processors 1116 are pro-
vided in device 1100 in order to control operations of the
device 1100. It is understood that the various functional
blocks otherwise referred to herein as processors, engines,
modules, and the like, including those shown in FIG. 11, may
be included in one or more general purpose processors con-
figured to execute instructions and data. In some embodi-
ments, such blocks may be carried out using dedicated hard-
ware such as an application specific integrated circuit (ASIC).
In yet other embodiments, such blocks and the processing of
transmitted and received signals may be carried out using a
combination of software and hardware. As an example, such
processors include dedicated circuitry, ASICs, combinatorial
logic, other programmable processors, combinations thereof,
and the like.

[0067] The above embodiments of the present invention are
illustrative and not limiting. Various alternatives and equiva-
lents are possible. Other additions, subtractions or modifica-
tions are obvious in view of the present disclosure and are
intended to fall within the scope of the appended claims.

What is claimed is:
1. A method used to configure an ad-hoc wireless network
between an authenticator and a plurality of wireless devices
seeking authentication, the method comprising:
initiating a first handshake process between the authenti-
cator and the first device seeking authentication;

receiving a setup message transmitted from a second
device seeking authentication to the authenticator,
wherein the setup message is received by the authenti-
cator prior to completion of the first handshake process;
and

initiating a second handshake process between the authen-

ticator and the second device seeking authentication,
wherein the second handshake process is initiated prior
to completion of the first handshake process.

2. The method of claim 1 wherein the authenticator com-
prises a registrar and the plurality of wireless devices seeking
authentication comprise a plurality of enrollees; and

further comprising:

completing the first handshake process; and
completing the second handshake process.

3. The method of claim 1 wherein the first handshake
process and the second handshake process are performed
concurrently.

4. The method of claim 3 further comprising determining
whether the second device is an authorized enrollee.

5. The method of claim 4 wherein determining whether the
second device is an authorized enrollee is based on a number
of current enrollees.

6. The method of claim 1 wherein the authenticator, the first
device seeking authentication, and the second device seeking
authentication comprise wireless gaming devices.
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7. The method of claim 1 wherein the wireless device is
assigned as the authenticator based on input from a user of the
wireless device, the authenticator comprising a registrar.
8. The method of claim 1 wherein the authenticator main-
tains a first state machine associated with the first device
seeking authentication and a second state machine associated
with the second device seeking authentication.
9. The method of claim 8 wherein the authenticator main-
tains a database adapted to store information related to the
first handshake process and the second handshake process.
10. The method of claim 1 wherein the setup message
comprises a second setup message;
further comprising receiving a first setup message trans-
mitted from the first device seeking authentication; and

wherein the first setup message is transmitted in response
to a user action taken on the first device seeking authen-
tication.

11. The method of claim 1 wherein initiating the first hand-
shake process and initiating the second handshake process are
performed in response to a single user action taken on the
authenticator.

12. A wireless device used to configure an ad-hoc wireless
network between the wireless device and a plurality of wire-
less devices seeking authentication, the wireless device com-
prising:

an interface configured to receive a setup message; and

at least one processor in communication with the interface

and configured to:

initiate a first handshake process with a first device seek-
ing authentication;

in response to receiving the setup message transmitted
from a second device seeking authentication, initiate a
second handshake process with the second device
seeking authentication,

wherein the setup message is received prior to comple-
tion of the first handshake process, and

wherein the second handshake process is initiated prior
to completion of the first handshake process.

13. The wireless device of claim 12 wherein the wireless
device comprises a registrar and the plurality of wireless
devices seeking authentication comprise a plurality of enroll-
ees.

14. The wireless device of claim 12 wherein the at least one
processor is configured to perform the first handshake process
and the second handshake process concurrently.

15. The wireless device of claim 14 wherein the at least one
processor is further configured to determine whether the sec-
ond device is an authorized enrollee.

16. The wireless device of claim 15 wherein the at least one
processor is configured to determine whether the second
device is an authorized enrollee based on a number of current
enrollees.

17. The wireless device of claim 12 wherein the wireless
device, the first device seeking authentication, and the second
device seeking authentication comprise wireless gaming
devices.

18. The wireless device of claim 12 wherein the wireless
device is assigned as an authenticator based on input from a
user of the wireless device, the authenticator comprising a
registrar.

19. The wireless device of claim 118 wherein the at least
one processor is configured to initiate the first handshake
process and initiate the second handshake process in response
to a single user action taken on the authenticator.
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20. The wireless device of claim 12 wherein the at least one
processor is configured to perform the first handshake process
according to a first state machine and to perform the second
handshake process according to a second state machine.
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