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(57) ABSTRACT

The embodiments herein relate to data management and,
more particularly, to global deduplication and encryption of
data in data management systems. The user equipments (UE)
are grouped under certain deduplication groups based on
certain parameters such as rate of data exchange, frequency of
data exchange, social closeness, work closeness, similarity of
data and interests and so on, between those UEs. Further,
specific deduplication and encryption parameters such as
encryption method, encryption key, signature computation
method, block computation method and so on are assigned to
each group. Further, deduplication and encryption of data in
each group is performed using the deduplication and encryp-
tion modes and parameters assigned to each group. The dedu-
plication and encryption of data is performed in at least one of
the UEs and/or a server. Further, the parameters used for
deduplication and encryption are stored in specific databases
and are encrypted for better security.
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SYSTEM AND METHOD FOR COMBINING
DEDUPLICATION AND ENCRYPTION OF
DATA

TECHNICAL FIELD

[0001] The embodiments herein relate to data management
and, more particularly, to global deduplication and encryp-
tion of data in data management systems.

BACKGROUND

[0002] When it comes to any data management require-
ment, whether it is data storage or data transmission, two
main concerns are space and security. With more and more
data to be handled day by day, it becomes difficult to find out
space to save all the data. Further, with new quality standards
being introduced frequently, size of data also increases
accordingly. For example, in data storage and communication
systems such as emails, databases and so on, storage space
requirements increase with increase in amount of data to be
stored. The data storage systems such as database, mail and so
on normally are implemented with limited storage space.
With data storage requirements increasing day by day, it
becomes difficult to store all data in limited storage space.
One way to overcome this issue is by compressing the data
using any suitable compression scheme. Another efficient
way for achieving data compression is deduplication. A data
stream may contain redundant information. Deduplication
helps to remove redundant information, thereby achieving
data compression.

[0003] Another important concern in data management is
security. When data is stored in a database or when data is
being transmitted over a channel, it is important to maintain
data security so that the data is not getting compromised. Data
security may be ensured through use of suitable encryption
methods.

[0004] When data is to be stored in a storage medium,
deduplication is performed to achieve compression. Further,
security of the data may be ensured by encrypting the data. In
the existing systems, the deduplicated data is sent to an
encryption module to perform encryption. Further, encrypted
data and encryption parameters may be transmitted to the
storage module, where it can be stored.

[0005] A few existing systems in the field of encryption use
convergent encryption. In this method, a hash is calculated for
a portion of the input data. Further, rest of the data is
encrypted using the calculated hash. Disadvantage of this
method is that common data may be identified even without
decrypting it.

[0006] Few other existing systems uses key based encryp-
tion mode. In this mechanism, the key after encrypting the
data is shared across other devices in the system. Disadvan-
tage of this mechanism is that if key is leaked, then the data
may get compromised.

BRIEF DESCRIPTION OF THE FIGURES

[0007] The embodiments herein will be better understood
from the following detailed description with reference to the
drawings, in which:

[0008] FIGS. 1A and 1B illustrates block diagrams that
show client-server and peer-peer implementation of systems
for global deduplication, as disclosed in the embodiments
herein;
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[0009] FIG. 2 illustrates a block diagram which shows vari-
ous components of server, as disclosed in the embodiment
herein;

[0010] FIG. 3 illustrates a block diagram which shows vari-
ous components of User Equipment, as disclosed in the
embodiment herein;

[0011] FIG. 4 is a flow diagram which shows various steps
involved in the process of performing deduplication and
encryption, as disclosed in the embodiments herein; and
[0012] FIGS. 5A and 5B illustrate example diagrams of
deduplication groups, as disclosed in the embodiments
herein.

DETAILED DESCRIPTION OF EMBODIMENTS

[0013] The embodiments herein and the various features
and advantageous details thereof are explained more fully
with reference to the non-limiting embodiments that are illus-
trated in the accompanying drawings and detailed in the fol-
lowing description. Descriptions of well-known components
and processing techniques are omitted so as to not unneces-
sarily obscure the embodiments herein. The examples used
herein are intended merely to facilitate an understanding of
ways in which the embodiments herein may be practiced and
to further enable those of skill in the art to practice the
embodiments herein. Accordingly, the examples should not
be construed as limiting the scope of the embodiments herein.
[0014] The embodiments herein disclose a process of
implementing deduplication and encryption on data by cre-
ating deduplication groups of user equipments. Referring
now to the drawings, and more particularly to FIGS. 1
through 5, where similar reference characters denote corre-
sponding features consistently throughout the figures, there
are shown embodiments.

[0015] FIGS. 1A and 1B illustrate block diagrams that
show client-server and peer-peer implementation of systems
respectively, as disclosed in the embodiments herein. The
client-server implementation comprises a plurality of user
equipments (UE) 101 and a server 102. In an embodiment, the
UE 101 may be any device such as computer, mobile phone,
Personal Digital Assistant (PDA) and so on. In another
embodiment, a part of a machine such as a software, firm-
ware, and hardware and so on may function as the UE 101.
[0016] Further, the server 102 may be a logical server and
all the associated UE 101 may communicate with the server
102 for data storage or any such applications. In various
embodiments, the server 102 may be present in a cloud or in
alocal network. In the client-server model, the at least one UE
101 and the server 102 may together form a communication
and/or storage medium. In order to act as a storage medium,
the server 102 may possess a storage unit. In various embodi-
ments, the storage unit may be internal or external to the
server 102. Examples of storage units are, but not limited to
hard disks, Random Access Memory (RAM), Read Only
Memory (ROM), optical storage, tapes, network storage,
solid state storage (SSD), cloud storage, Storage Area Net-
work (SAN), Network Attached Storage (NAS) and so on.
Further, in client-server architecture, the UEs as well as the
server may be assigned a unique Id for other systems to
recognize.

[0017] In another embodiment, plurality of UEs 101 may
form a peer-peer connection. In this architecture, the server
102 may not be present and the UEs 101 may form a com-
munication or storage system. Further, in the peer-peer group
of UEs 101, at least one UE 101 may possess a storage unit to
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act as a storage medium in that particular group. Further, each
UE 101 and/or associated applications present in a peer-peer
group may be assigned a unique Id that may be used to
identify and/or authenticate the UE 101 or that application.

[0018] In a preferred embodiment, the UEs 101 and/or the
server 102 present in a particular group may act as a dedupli-
cation group. Further, specific deduplication and encryption
methods and parameters may be assigned to each group. In a
preferred embodiment, each deduplication group may be
assigned unique deduplication and encryption methods and
settings so as to ensure data security. Further, in the dedupli-
cation groups, deduplication and encryption of data may be
performed at a source.

[0019] FIG. 2 illustrates a block diagram which shows vari-
ous components of server, as disclosed in the embodiment
herein. The server comprises a controller module 201, a
memory module 202, a deduplication and encryption module
203, an interface module 205 and a processing module 206.

[0020] The controller module 201 may control and coordi-
nate all functions of the server 102. For example, the control-
ler module 201 may monitor flow of data from and to the
server 102 and may provide instructions to other modules
accordingly. In an embodiment, the controller module 201
may be able to perform monitoring and grouping processes.
In the monitoring process, the controller module 201 may
monitor various network parameters such as rate of data traf-
fic, frequency of data traffic and so on between at least two
UEs 101. Further, in the grouping process, the controller
module 201 may select and group certain UEs 101 based on
the monitored parameters to form at least one deduplication
group.

[0021] Further, the memory module 202 may act as a stor-
age medium to store data received from at least one UE 101.
In various embodiments, the memory module 202 may be
internal or external to the server 102. The memory module
202 may be any or a combination of hard disks, Random
Access Memory (RAM), read Only Memory (ROM), optical
storage, tapes, network storage, solid state storage, cloud
storage, Storage Area Network (SAN), Network Attached
Storage (NAS) and so on. Further, in addition to the informa-
tion received from plurality of UEs 101, the memory module
202 may also store information such as Deduplication and
encryption settings assigned to that particular group, unique
1d of each associated UE 101 and so on.

[0022] In an embodiment, the server 102 may perform
deduplication and encryption of data received from at least
one of the plurality of UEs 101, using the deduplication and
encryption module 203. In a preferred embodiment, the dedu-
plication and encryption module 203 may perform global
deduplication of the data. Further, in the global deduplication
mode, each UE 101 is listed under certain deduplication
group, based on certain parameters. For example, two UEs
101 that are a part of a single communication system and
which frequently involve in data exchange may be listed
under a particular deduplication group such that chances of
deduplication is better between the two UEs 101. Further,
deduplication and encryption modes and parameters are
assigned to each group. In a preferred embodiment, the dedu-
plication and encryption modes and parameters assigned to
each group in a network may be unique.

[0023] Further, the interface module 204 may comprise
components such as ports so as to establish connectivity with
other devices in the group. For example, a plurality of UEs
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101, memory modules 202 and so on can establish connection
with the server 102 through the interface module 204.
[0024] Further, the processing module 205 may be used to
process any instruction and/or information received from at
least one of the associated UE 101. Further, based on the
instruction/information received, the processing module 205
may communicate with associated system components to
take any further action. For example, when the processing
module 205 receives instruction to search for a specific data
signature, it can instruct the deduplication and encryption
module 203 to perform the same.

[0025] FIG. 3 illustrates a block diagram which shows vari-
ous components of the user equipment, as disclosed in the
embodiments herein. The user equipment (UE) 101 com-
prises a user interface (UI) 301, an application logic 302, a
deduplication and encryption module 303, an Input/Output
(I/0) module 304 and a device platform 305. The UI 301 may
help the users to interact with the UE 101. Further, the U 301
may present information to the user in suitable form such as
images, audio, video and so on.

[0026] Further, the application logic 302 may act as an
interface between user commands and corresponding UE
applications. The user may use different Ul icons to commu-
nicate with different applications present in the UE 101. The
application logic 302 may differentiate between various com-
mands and may invoke corresponding service. In a preferred
embodiment, the application logic 302 may perform moni-
toring and grouping processes. In the monitoring process, the
application logic 302 may monitor various network param-
eters such as rate of data traffic, frequency of data traffic and
so on between at least two UEs 101. Further, in the grouping
process, the application logic 302 may select and group cer-
tain UEs 101 based on the monitored parameters to form at
least one deduplication group.

[0027] Further, the deduplication and encryption module
303 may perform deduplication and encryption of data that is
to be stored or transmitted. In a preferred embodiment, the
deduplication and encryption module 303 may use a global
deduplication mechanism to deduplicate the data. In the glo-
bal deduplication mechanism, each UE 101 is listed under
certain deduplication group. In various embodiments, the
deduplication group may comprise one or more UE 101.
Further, deduplication and encryption modes and parameters
are assigned to each group. In a preferred embodiment, the
deduplication and encryption modes and parameters assigned
to each group in a network may be unique.

[0028] Further, the [/O module 304 may be used to establish
connection with other devices for data transfer and storage
purposes. In various embodiments, the I/O module 304 may
help to establish wired and/or wireless connection with other
UEs 101 and server 102. For example, the UE 101 may have
a wireless adaptor that facilitates wireless connectivity with
other UEs 101. Further, all functionalities of the UE 101 may
be built upon a device platform 305 such as an operating
system present in the UE 101.

[0029] FIG. 4 is a flow diagram which shows various steps
involved in the process of performing deduplication and
encryption, as disclosed in the embodiments herein. Initially,
the system creates (401) deduplication groups. A deduplica-
tion group may be formed by grouping at least one selected
UE 101 such that chances of deduplication may be better
between the group members. Plurality of UEs 101 that are
listed under a particular group may be selected based on
certain parameters such as rate of data exchange, frequency of
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data exchange, social closeness, work closeness, similarity of
data and interests and so on, between those UEs 101. For
example, users who are in same team in an organization may
have high probability of having data exchange between them,
and hence, may be listed under same group.

[0030] In an embodiment, the division of UEs 101 to
groups may be done in static mode. In the static mode, the
UEs 101 may be grouped before data start entering the sys-
tem. In the static mode, the grouping of UEs 101 may be
performed by an authorized person such as an administrator
and/or user using the UE 101 or the server 102. For example,
in client-server architecture, the grouping of UEs 101 may be
performed using the server 102 or at least one UE 101. In a
peer-peer architecture, the grouping of UEs 101 may be per-
formed using at least one UE 101.

[0031] In another embodiment, the division of UEs 101 to
groups may be done in dynamic mode. In the dynamic mode,
the system may monitor data exchange between a plurality of
UEs 101 and may group the UEs 101 based on the data
exchange rate, frequency and/or any such parameters. For
example, in the client-server architecture, the monitoring and
grouping processes may be performed by the controller mod-
ule 201 and/or the application logic 302. In the peer-peer
architecture, the application logic 302 may perform monitor-
ing and grouping processes.

[0032] Further, each of the deduplication groups is
assigned (402) specific encryption method. In a preferred
embodiment, each group may be assigned an encryption
method different from other groups present in the same net-
work, so as to ensure better data security. In another embodi-
ment, various groups may be assigned same encryption
method based on requirement and for simplicity of imple-
mentation. The encryption method used may be a symmetric/
private key encryption or a public key encryption. In the
private key encryption, same key is used for encryption and
decryption of the data. The public key encryption method
requires a public key and corresponding private key. At trans-
mitting end, the data is encrypted using the public key. Fur-
ther, atreceiving end the encrypted data is decrypted using the
private key which is known only to the person who is receiv-
ing the data. For example, the encryption method used may be
any of Advanced Encryption Standard (AES), Data Encryp-
tion Standard (DES), Blowfish, Rivest-Shamir-Adleman
(RSA) algorithm, FlGamal, Digital Signature Algorithm
(DSA) and so on.

[0033] Further, each of the deduplication groups is
assigned (403) specific encryption key. In a preferred
embodiment, different deduplication groups may be assigned
different encryption keys for better security. The encryption
key may be considered as a piece of information that deter-
mines functional output of an encryption or decryption pro-
cess.

[0034] The key used may be of any length. If long key is
used for encryption, it may ensure better security. Further, a
single key may be built using multiple sub-keys such as
tokens used in Security Assertion Markup Language
(SAML), Open Authorization (OAuth) and so on. A group
can use information contained in its key to encrypt data.
Further, same information may be used while decoding data
to original state.

[0035] Further, a signature computation method is assigned
(404) to each group. The signature computation method may
be used in deduplication to compute unique signatures of
blocks of data. The signature may be used to verify authen-

Jan. 30, 2014

ticity of the data. For example, when hash functions are used
in creating digital signatures, it outputs fixed size bit string
corresponding to arbitrary data input. Further, authenticity of
the hashed function only may be verified to verify authentic-
ity of the data. Further, by checking signature of a data block,
the system may be able to identify if any change has been
made to the data.

[0036] Various signature computation methods that may be
used to create strong signature may be SHA-256, RIPEMD-
160, SHA-512 and so on. In an embodiment, each group may
be assigned different signature computation methods for
improved security. In another embodiment, same signature
computation method may be assigned to different groups for
simplicity of implementation.

[0037] Further, each deduplication group is assigned (405)
suitable block computation method. The block computation
may be used if deduplication is to be performed on variable-
sized blocks of data. A suitable hashing method may be used
to perform block computation. For example, a Rolling check-
sum method may be used in which input data is hashed in a
window that moves through the input. So as to ensure secu-
rity, pattern used to determine block boundaries in the hash-
ing method may be kept difterent for different groups.
[0038] Further, minimum and maximum block size values
may also be kept different for different groups. For each
group, the minimum and maximum block size values may be
determined based on type of data being handled by UEs 101
present in the group. In another embodiment, the block com-
putation method and associated parameter values used may
be same for all groups.

[0039] Further, using the assigned deduplication method
and associated parameters, deduplication is performed (406)
on the data. In various embodiments, deduplication of data
may be performed at data level, fixed sized block level and/or
variable sized block level. In data level deduplication, the
system may treat the whole data as a single block. If dedupli-
cation is performed in fixed sized block level, system may
divide data to fixed size blocks. If deduplication is performed
in variable sized block level, system may divide data to vari-
able size blocks using the block computation method
assigned to the group.

[0040] Further, for each ofthe blocks, the system calculates
signature using the signature computation method assigned
for that particular group. The system may use the calculated
signature to check and determine whether the block is already
present in the storage or communication medium associated
with the system. In an embodiment, in order to check, the
system may compare the signature of the block with a data-
base (database of signatures), which comprises signature
information of already stored and/or communicated data
blocks. In various embodiments, the database of signatures
may be maintained in the server 102 or in a cache associated
with the UE 101. Further, frequently used signatures may be
stored in a separate location in the server 102 and/or UE 101
for quick look up, speeding up the process of checking.
[0041] Further, if the block of data has not been stored or
communicated, the system may further process the data and
may add or communicate the block. If the data has already
been stored or communicated, the system adds only a refer-
ence to the already stored or communicated block in the
database of signatures. For example, in the client-server
architecture, the client/UE can communicate with the server
102 to check if the block of data has already been stored or
communicated. Similarly, in the peer-peer architecture, one
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UE 101 can communicate with other UEs 101 in the group to
check if the block of data has already been stored or commu-
nicated.

[0042] Further, the system performs (407) encryption of the
deduplicated data blocks. While encrypting block of data,
each block is encrypted separately using encryption method
assigned to that particular group. In an embodiment, the
encryption used may be a function of encryption key assigned
to the group, signature of the block and the server key and
logic key/software key. A suitable combination of these
parameters may be used to form required encryption method.
In another embodiment multiple encryptions may be per-
formed on a single block of data using the encryption key
assigned to the group, signature of the block and the server
key and logic key in any desired order. For example, first the
block could be encrypted using own signature, and then using
the group key, then server key and then the logic key. In
another embodiment, before storing the data, additional secu-
rity may be provided by applying an additional encryption at
the server 102 or peer, using a key that is known only to that
server 102 or peer/UE 101.

[0043] Further, various parameters associated with the
encryption process such as signatures, group keys, server
keys, logic keys may be stored (408) in separate databases.
Further, the information kept in separate databases may be
secured using at least one of encryption, authentication, iso-
lation, obfuscation and/or a firewall.

[0044] The various actions in method 400 may be per-
formed in the order presented, in a different order or simul-
taneously. Further, in some embodiments, some actions listed
in FIG. 4 may be omitted.

[0045] FIGS. 5A and 5B illustrate example diagrams of
deduplication groups, as disclosed in the embodiments
herein. In a peer-peer design/architecture, selected UEs 101
may be grouped to form a deduplication group. Each UE 101
can communicate with each other UE 101 present in the
group. Further, the group may be assigned specific dedupli-
cation and encryption parameters such as encryption method,
encryption key, signature computation method, block com-
putation method and so on. Further, the UEs 101 present in
that particular group may use the assigned parameters while
performing deduplication and encryption of data. Further, at
least one UE 101 present in the group may possess a storage
medium for storing the data. This architecture is depicted in
FIG. 5A.

[0046] In a client-server architecture, at least one UE 101
may be communicating with the server 102, together forming
communication/storage medium. In a preferred embodiment,
the server 102 may be able to group connected UEs 101 to
different deduplication groups, based on certain parameters
such as rate of data exchange, frequency of data exchange,
social closeness, work closeness, similarity of data and inter-
ests and so on, between those UEs 101. This scenario is
depicted in FIG. 5B. In this architecture, the server 102 has
divided the UEs 101 to two groups namely deduplication
group 1 and Deduplication group 2. Further, same or separate
deduplication and encryption parameters may be assigned to
group 1 and group 2.

[0047] The embodiments disclosed herein can be imple-
mented through at least one software program running on at
least one hardware device and performing network manage-
ment functions to control the network elements. The network
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elements shown in FIG. 1 include blocks which can be at least
one of a hardware device, or a combination of hardware
device and software module.

[0048] The embodiment disclosed herein specifies a sys-
tem for global deduplication. The mechanism allows group-
ing user equipments (UE) and assigning specific deduplica-
tion and encryption parameters to groups, providing a system
thereof. Therefore, it is understood that the scope of the
protection is extended to such a program and in addition to a
computer readable means having a message therein, such
computer readable storage means contain program code
means for implementation of one or more steps of the method,
when the program runs on a server or mobile device or any
suitable programmable device. The method is implemented
in a preferred embodiment through or together with a soft-
ware program written in e.g. Very high speed integrated cir-
cuit Hardware Description Language (VHDL) another pro-
gramming language, or implemented by one or more VHDL
or several software modules being executed on at least one
hardware device. The hardware device can be any kind of
device which can be programmed including e.g. any kind of
computer like a server or a personal computer, or the like, or
any combination thereof, e.g. one processor and two FPGAs.
The device may also include means which could be e.g.
hardware means like e.g. an ASIC, or a combination of hard-
ware and software means, e.g. an ASIC and an FPGA, or at
least one microprocessor and at least one memory with soft-
ware modules located therein. Thus, the means are at least one
hardware means and/or at least one software means. The
method embodiments described herein could be imple-
mented in pure hardware or partly in hardware and partly in
software. The device may also include only software means.
Alternatively, the application may be implemented on differ-
ent hardware devices, e.g. using a plurality of CPUs.

[0049] The foregoing description of the specific embodi-
ments will so fully reveal the general nature of the embodi-
ments herein that others can, by applying current knowledge,
readily modify and/or adapt for various applications such
specific embodiments without departing from the generic
concept, and, therefore, such adaptations and modifications
should and are intended to be comprehended within the
meaning and range of equivalents of the disclosed embodi-
ments. It is to be understood that the phraseology or termi-
nology employed herein is for the purpose of description and
not of limitation. Therefore, while the embodiments herein
have been described in terms of preferred embodiments,
those skilled in the art will recognize that the embodiments
herein can be practiced with modification within the spirit and
scope of the claims as described herein.

1. A method for performing deduplication and encryption
on data, said method comprising:

grouping user equipment (UE) to at least one deduplication
group by a module, wherein said module obtains param-
eters by monitoring at least flow of data;

assigning deduplication parameters to said group by said
module, wherein said module assigns said deduplication
parameters based on said obtained parameters;

assigning encryption parameters to said group by said
module, wherein the encryption parameters assigned to
each group are configured to be at least one of unique for
each group and unique for certain groups in a network;

deduplicating at least one data block in said group by a
deduplication and encryption module, wherein said
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deduplication parameters assigned to each group are
configured to be either one of different and the same; and

encrypting said deduplicated data by said deduplication
and encryption module, wherein said encryption param-
eters assigned to each group are configured to be either
one of different and the same.

2. The method as in claim 1, wherein said module is at least
one of a server and user equipment (UE).

3. The method as in claim 1, wherein said grouping of user
equipment to said deduplication group is done statically by
said module.

4. The method as in claim 1, wherein said grouping of user
equipment to said deduplication groups is done dynamically
by said module.

5. The method as in claim 1, wherein said deduplication
parameters further comprise of a signature computation
method and a block computation method.

6. The method as in claim 1, wherein said encryption
parameters further comprise of at least one encryption
method and one encryption key.

7. The method as in claim 1 further comprises of dedupli-
cating various sized blocks.

8. The method as in claim 1, wherein said deduplication of
said data block further comprises:

fetching signature of said data block by said deduplication

and encryption module;

comparing said signature with a database of signatures by

said deduplication and encryption module; and

adding at least one of a reference and said data to said

database of signatures based on said comparison by said
deduplication and encryption module.

9. The method as in claim 8, wherein said reference is
added to said database of signatures on said signature being
present in said database of signatures by said deduplication
and encryption module.

10. The method as in claim 8, wherein said data is added to
said database of signatures on said signature being absent in
said database of signatures by said deduplication and encryp-
tion module.

11. The method as in claim 1, wherein said encrypting
further comprises:

identifying at least one of said encryption parameters

assigned to said group by said deduplication and encryp-
tion module; and

encrypting said block of data using said identified encryp-

tion parameter by said deduplication and encryption
module.

12. The method as in claim 11, wherein said block of data
is encrypted using at least one of a key or a combination of
plurality of keys.

13. A system for performing deduplication and encryption
on a data, said system configured for:

grouping user equipment (UE) to at least one deduplication

group using a module, wherein said module obtains
parameters by monitoring at least flow of data;
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assigning deduplication parameters to said group using
said module, wherein said module assigns said dedupli-
cation parameters based on said obtained parameters;

assigning encryption parameters to said group using said
module, wherein the encryption parameters assigned to
each group are configured to be at least one of unique for
each group and unique for certain groups in a network;
deduplicating at least one data block in said group using a
deduplication and encryption module, wherein said
deduplication parameters assigned to each group are
configured to be either one of different and the same; and

encrypting said deduplicated data using said deduplication
and encryption module, wherein said encryption param-
eters assigned to each group are configured to be either
one of different and the same.

14. The system as in claim 13, wherein said system is
configured to consider said deduplication parameters com-
prising of a signature computation method and a block com-
putation method.

15. The system as in claim 13, wherein said system is
configured to consider said encryption parameters further
comprising of at least one encryption method and one encryp-
tion key.

16. The system as in claim 13, wherein said system is
further configured to deduplicate various sized blocks.

17. The system as in claim 13, wherein said system is
further configured to deduplicate said data block by:

fetching signature of said data block using said deduplica-

tion and encryption module;
comparing said signature with a database of signatures
using said deduplication and encryption module; and

adding at least one of a reference and said data to said
database of signatures based on said comparison using
deduplication and encryption module.

18. The system as in claim 17, wherein said deduplication
and encryption module is configured to add said reference to
said database of signatures on said signature being present in
said database of signatures.

19. The system as in claim 17, wherein said deduplication
and encryption module is configured to add said data to said
database of signatures on said signature being absent in said
database of signatures.

20. The system as in claim 13, wherein said system is
further configured to encrypt said deduplicated data by:

identifying at least one of said encryption parameters

assigned to said group, by said deduplication and
encryption module; and

encrypting said data block using said identified encryption

parameters, by said deduplication and encryption mod-
ule.

21. The system as in claim 20, wherein said system is
further configured to encrypt said data block using at least one
of'a key and a combination of plurality of keys.
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