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44 a2 W/EE B4 848 F3F 5 A0

2 owne] o AAlde] mE 1R Aut ASAT QAT ASHAF BT AREA, welolMES wAY
el W A EE wUo JRES TFT 5 vk A& uksh go] B wye) O AAde] B 4%
A% BES NolMES A% W, ¥ AuE AH 8k UEE $H 240 Nad & g B Ewe
w ool o AAee] W ¥ Aue TFEE GBE P 1 49S vehis bololt. ol 7 322
A

items)& 2% 4 v, 4 ASS A8l 52 45 et Bx 84as Abs 359
A E A7l Ewol He 245 Uepdt, I a4+ 7|8 IP g2E (Institute IP list)E E3F
g & 9ty Bx @4 B9 P g 2E (Black IP list), 3to]E IP g2E (White IP list), &% FQDN
2E (Black Full

v Qualified Domain Name list), 3}o]E FQDN 2] ~E (White FQDN list) @/XEx 571%] &2
3L 93t B2 #~E (String lists for the five attack types)E Z3+a 4 Q).
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sle]E FQIN 2|~EfE IEY AbgAld]l o8] 2= &E =vQl o]&S& xFsth. 53 FQIN AExE 40 Al
{HE T2AE o2& ¥3sla, 3o]E FQIN Z2EE A w3l s 2E o2& ¥33t. 571X T4 79
S 9% #A4E g 2EL A F4E FS u, FAA A BulE R deolzse x3H e X
Bl o E S0, Faxrt AR AlAE AERE HUlE F9, BAYES W F24 (mac address), 0SHE 53
o, B odge] A AAdef wtEw, Al FAY PEE FAES HoloWES {3 u}

, B e A AN wEW, T4 f3o] JE HF (information transmission)$l 7
§-, mac=, o0s=, register, avs=, ver=, pwd=, ie=, MB, provider, machine, npki, uid=, cpuname=,
username=, WolfDDos, #information, prj=, logdata=, Windows, ADDNEW, MHz, uin=, nickname, ip, name,
mobile &¢ EAHL 'l sdert. &4 F3o] oM URL (malicious URL)Q! 7--, USER, PORT, CWD,
PASS, NICK, /ttt/sty.htm, user-agent :@ wget &9 A4S AEo| sl ¥4 F3o] IdI= 1Y
(Malware infection)®l Z<%-, GhOst, X.C--, x.Kc” --., o.b.j.e.c.t, t.a.b.l.e, &&&&&, filepath=,
filename=, RooKIE &9 #AdL gl sttt ¥4 §3Fo] oA d=Z= (File upload)ql 25,
EasyPhpWebShell, zecmd, idssvc, iesvc, Action=MainMenu, Action=ScanPort, JspSpy Ver, Not Found Shell,
.asp.jpg, .php.jpg, 200 OK 59| #xE2 A s},

7
#

L5y 2 el A AAde] mE AH 94 9 54 a4d g Ays YERd =Holr).

2 o] o AAde] e A AF: dAlA A AF5E A% AH 86 gty o3t AWty & UH
o d AAjofe mE G 94AT HOMIERYE FE2E § v 7E AEE YEpY. AF g4 AES
7] 98 2E]ar, HeltoHES] o vhE AHEsr] &l TMSe oa] ©xd Hero|HES] HA AES 98 A
42 ot} o] EHe AF a4 % FF o945 Ayt AHY 24w FUA IP (source IP), HAA IP
(destination IP), Z&%WA] ¥ E (source port), &%A] XE (destination port), Z2E (host), FHo|Z=
(payload), HTTP @2l (HTTP Referer) %/Hi= HOlto]WlES] 4= (The number of security events)E X3gHgh
T . A4 HAEE IS o, gy AF 8AES 2Y FHES AYstae 7]E dHet vl
Abgd 4 9t

2 o] o Arjdo mE %A IP (LA IP) ¥ 54X IPe HFMEE AFsrt s wg 71240
AHolh, 1 W] o AAlde mEaw, EUX P 2/EE 5A3A IPe 7 AR S 7|3 P ELRE, £
IP B£E 9/EE slo]E P g 2EQ} vlugo=zay FA4E 4 oy, & 3o o Ao mE HetoHE
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10 countermeasure for new attack low security control efficiency
'[ detection pattern base (basic problem)]i

* increase of new type attack or mutated type attack bypassing detection pattern
* 10 countermeasure for known attack including no detection pattern

\ ,
detection analysis
<A :
ﬂ :
7 \

text based : human-based |

+ increase of detection workload and/or analysis + spend too much time in analyzing frequently appearing
workload according to rapid increase of cyber threat cyber threat and previously appeared cyber-attack

- difficult to intuitively recognize mass cybet-attack || - difference exists in service quality according

to personal analysis level

1e5ponse

improvement target

% based on information collected in the year 2012 of Science-technology eyber security center,
about 7 million security events occur a day.
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