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(57) ABSTRACT 

The invention refers to a process and an arrangement for the 
generation of a signed text and/or image document, in par 
ticular a digital document for electronic sending and/or for 
electronic storage. The invention is characterized by the fact 
that the name and/or animage and/or any other representation 
of a person, for example a person code, is attached to the basic 
document in combination with an authentication certificate, 
wherein the authentication certificate is generated as the 
result of a Voice analysis of the person performed in relation 
with generation of the document in terms of timing. 

14 Claims, 3 Drawing Sheets 
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1. 

SYSTEMAND METHOD FOR GENERATION 
AND AUTHENTCATION OF A SIGNED 
DOCUMENT USINGVOCEANALYSIS 

The invention refers to a process for generating a signed 
text and/or image document, in particular a digital document 
for electronic sending and/or for electronic storage, and a 
process for verifying Such a signed document and to an appa 
ratus for implementing these processes. 

In electronic correspondence, i.e. particularly when text or 
other data files are sent by e-mail, the problem of checking 
authenticity acquires particular relevance because the hand 
written signature that is common in conventional correspon 
dence, where it is largely recognised as an indication of the 
authenticity of a document, is not provided for and other 
traditional authenticity indicators (coloured and/or embossed 
letterheads, special types of paper, post-office processing 
information, etc.) are not available. It must, however, be 
emphasised that the problem of checking the authenticity of 
documents sent, also in the case of conventional correspon 
dence—and, here, in particular in the case of fax communi 
cation , is only resolved Sufficiently when security require 
ments are low. When security requirements are high, security 
measures lying outside the actual document are additionally 
taken, for example sending through clearly defined, protected 
channels or by the use of special return confirmation rituals. 

For electronic correspondence, established encryption 
technologies, for example PGP, have also achieved consider 
able progress in the meantime with regard to recognition of a 
message's authenticity, besides their actual function of pro 
tecting against unauthorised access along the transmission 
route. The latter problem, however, is not satisfactorily 
resolved because in many cases the associated keys are not 
assigned to individuals, but to groups of persons and, in work 
environments, even individualised keys are often (or cannot) 
be kept reliably secret. 

Techniques involving application of an electronic signa 
ture to documents, which are based on the allocation and use 
of an individualised signature card, are now known and estab 
lished. These processes warrant a high security standard pro 
vided personal handling of the signature card meets this high 
standard. In practice, Substantial losses of security arise due 
to a lack of security consciousness when handling the signa 
ture card. These processes also suffer from the typical prob 
lems of all card-based systems such as considerable disrup 
tions and inconvenience when a card is misplaced or lost. 

The invention is based on providing an improved process 
and an improved arrangement of the aforementioned kind 
which particularly reliably warrant a high security level, are 
insusceptible to errors and negligence in practical use and 
which can be handled by users without observing special 
security regulations that are difficult to comply with in their 
daily work. 

In relation to its process aspect, this problem is also solved 
by a process with the characteristics of the independent pro 
cess claim(s) and, in relation to its apparatus aspect, by 
arrangement with the characteristics of the independent appa 
ratus claim(s). Expedient enhancements of the initiative con 
cept are Subject of the pending claims. 
The invention includes the idea of providing the document 

to be identified or verified as authentic with a suitable certifi 
cate, which is created as the result of a process, which is 
triggered by the user generating the document or who is 
responsible for sending or storing it, who “warrants” the 
document's authenticity through his or her person, and in the 
course of which unique biometric data of this user is pro 
cessed. It furthermore includes the idea of using this user's 
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2 
Voice as a biometric group of characteristics for this certifi 
cation process. This process is based on the knowledge that, 
after adequately differentiated initial registration, the voice 
timbre of the spoken word (or, if applicable, other spoken 
expressions) enables identification that is at least as similarly 
significant as a fingerprint or a retina image, and is therefore 
just as Suitable as these for the creation of an authentication 
certificate. 
By contrast, the considerable advantage of Voice verifica 

tion is that it can be realised from every telecommunications 
terminal device and thus practically in every working and 
living situation without further technical resources. In com 
parison with PIN-based or chip card or token based processes 
for proof of a user's identity in electronic data communica 
tion, the proposed process (like all processes based on bio 
metric data) also has the advantage that a user's identity and 
not simply user knowledge (password or PIN) or a user's 
possession (token or chip card) is verified. 
What is advantageous about the proposed process is also 

the possibility of setting a required security level on the basis 
of existing adequate experience-based values when generat 
ing and comparing a voice profile and in the realisation of the 
initial user registration (also referred to as enrollment) and 
later verification coordinated to the attainment of this security 
level. This makes it possible to set a fairly precise suitable 
compromise between the effort demanded of the user on the 
one hand and the security level on the other hand. 
The proposed process also advantageously enables a live 

check of the user by virtue of the fact that voice samples 
selected by a random generator are demanded during authen 
tication so as to prevent deception of the verification with 
voice recordings—while stored copies of other biometric 
characteristics of users who are no longer alive can be mis 
used to deceive the relevant verification system. 
The proposed process and the arrangement have further 

important advantages in relation to ergonomics and user 
acceptance. Thus, due to daily use of the spoken word as a 
means of communication with other persons, use of the Voice 
for authentication purposes also Suggests itself as a process 
that will not meet up with any acceptance barriers. Moreover, 
an authentication process based on use of the Voice anyway 
enables integration in a Voice-based and thus highly ergo 
nomic user dialog “all of a piece”. With the established means 
of Voice synthesis, the user dialog and also the Voice sample 
selection can also be adapted very easily to different or chang 
ing requirements. 

In this patent application, an image of a person in the more 
general sense is to be understood as any exterior image, i.e. 
besides a photographic portrait also, for example, a simplify 
ing drawing. A representation of the person is to be under 
stood both as a biometric representation (retina or fingerprint) 
and also, for example an employee code, a pseudonym, etc. A 
person’s voice profile is to be understood as a relevantentirety 
of the voice’s attributes contained in the result of evaluation 
of voice samples with a previously defined algorithm, encom 
passing a large number of characteristic data points. Details 
of Voice profile acquisition by calculation are not the Subject 
of this patent application, however, and are therefore not 
described any further here. 

According to realisation of the invention, in particular 
Voice analysis is to include the generation of a current Voice 
profile of a corresponding person and comparison by compu 
tation of the current Voice profile against an initial Voice 
profile of the assumed same person generated and stored in 
advance in the enrollment phase. Optionally, it is intended to 
place an electronic signature with the authentication certifi 
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cate and optionally a signature image and/or a voice file of the 
person on the basic document. 

In particular with a view to the generation and use of hard 
copies, for example for sending by post or filing, according to 
a further embodiment of the invention it is intended for the 
authentication certificate to be integrated in a 2D barcode and 
for this to be placed on the document. 
A further embodiment of the invention is based on the 

assumption that, on placement of the authentication certifi 
cate, the document consists of a PDF file or a similar file 
resistant to editing and, in particular, is converted to a PDF file 
before placement. This additionally increases security in rela 
tion to the content of the documents, which ought to be 
inseparably related to the authenticated signature. 

In a further advantageous embodiment it is planned for the 
generation of the current voice profile and/or the enrollment 
phase to feature transmission of Voice samples by phone or 
VoIP terminal device to avoice sample input interface. It goes 
without saying that direct local input by microphone into an 
authentication server can also be provided for. Incidentally, 
the advantage of the use of biometric information entered as 
Voice input via telecommunications terminal devices or a 
microphone is relatively high security in relation to typical 
disrupting data system interventions such as viruses. 

In a manner that advantageously increases the systems 
security, it is planned for the generation of the current Voice 
profile to feature enunciation of voice samples that have been 
previously determined using a random generator. As already 
mentioned above, this enables the so-called live check and, 
moreover, in total an efficient defence mechanism against the 
deceptive playback of Voice sample copies into the system. 
As an organisational tool for the process sequence, a spe 

cial event identifier is advantageously assigned, which is 
referred to below as the session ID. Therefore, it is intended 
for a unique link to be created between the basic document 
and the authentication certificate in a system server, using a 
certification session ID, which is assigned to both the basic 
document and the respective Voice analysis event. For a prac 
tical embodiment of the invention, it is also essential from the 
current point of view for placement of the authentication 
certificate on the document to be registered by a system 
server, in particular using the certification session ID and/or 
linked with a time stamp. 

Furthermore, it is intended for the person in the current 
voice analysis to be identified on the basis of an internal 
system identifier such as a user ID, or an identifier of the 
terminal device such as the phone number or the MSISDN 
from where the person enunciates the Voice samples. This 
additionally boosts security or enables, while maintaining a 
specified security level, boosting of user convenience by a 
possibility of reducing the number of voice samples to be 
provided. 

In a further embodiment of the process, it is intended for an 
assigned image of the enrolled person's signature to be stored 
in the enrollment phase. A special event identifier may also be 
helpful in this embodiment. It is then intended for a unique 
link between the stored signature image and the stored Voice 
profile of the person to be generated via an enrollment session 
ID that is assigned to both the event of the initial voice 
analysis and also acquisition of the signature image. The 
aforementioned signature image can be advantageously sent 
by fax or e-mail, especially as a PDF or image file, to a system 
administration unit (system server), where it can be processed 
in the aforementioned sense. 

In the phase of verification of a document authenticated in 
advance in accordance with the invention, evaluation of the 
authentication certificate takes place and, as a result of the 
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evaluation, the owner of the document is provided with unen 
crypted information on the signing/certification event. This 
information is such that the current user of the document is 
able to recognise, or can have recognised, whether the docu 
ment was in actual fact signed by the alleged signatory. In 
particular, for this purpose the document is transmitted for 
evaluation to the system server, and this transmits personal 
information and/or time stamp information to a terminal 
device of the document owner. In this case, the time stamp 
information can serve as additional verification information 
or simply as information on the time when it was sent (inde 
pendently of the security Scheme). 

During verification of a document existing (only) as a hard 
copy, for the purpose of verification it is preferably intended 
for a 2D barcode to be read on the document existing as a 
printed image. As the authentication information is contained 
in the 2D barcode, the system server thus receives the same 
information as when the document is transmitted electroni 
cally and can therefore also output appropriate verification 
information to the document owner. 
A system conforming to the invention or an arrangement 

for realising the process described above comprises function 
units whose functions and combination already largely tran 
spire from the explanation of the process, with the result that 
the device aspects largely correspond to the process aspects. 
It goes without saying that the realisation of Such a system 
largely represents a software implementation, but which 
functions in combination with corresponding process and 
storage capacity which belong to the adapted input and output 
interfaces for the document on the one hand and to the infor 
mation required for or resulting from authentication on the 
other hand. 

This in particular consists of a basic document input inter 
face and a document output interface or a voice sample input 
interface. A voice analysis facility for the realisation of voice 
analysis and acquisition of the respective Voice sample and a 
certification unit for generation and placement of the authen 
tication certificate on the (basic) document can be mentioned 
as essential processing components of the system. A Voice 
profile storage unit and a voice profile comparison unit can 
also be mentioned. 

In an embodiment of the invention it is furthermore 
intended for the system server to feature a personal data 
storage unit for storage of users’ personal information 
assigned uniquely to a personally specific initial voice profile. 
The personal data storage unit can feature an image memory 
to store a signature image and/or a Voice memory to store a 
Voice file of the respective person, the image memory and/or 
wherein the image memory and/or the Voice memory are 
connected to an input of the certification unit for attachment 
of the signature image or of the Voice file on a document to be 
signed. Moreover, the personal data storage unit has a dedi 
cated output interface for output of personal information to 
the owner of a document signed by the system server. The 
function units for storage and input/output of personal data 
can also be structured separately from the system server as a 
database with an applicable management system and can be 
linked to the system server via suitable interfaces. 

In a further advantageous embodiment of the invention, it 
is intended for the system server to feature a user prompting 
unit for realisation of specific menu prompting in the enroll 
ment and certification phases and to optionally feature a veri 
fication phase. The user prompting unit in particular com 
prises means of assigning an enrollment session ID or a 
certification session ID and for control of Voice analysis as 
well as the storage operations to be associated to one another 
on the basis of the respective session ID. 
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It goes without saying that Some of the interfaces men 
tioned may have a slightly different function during the cer 
tification phase on the one hand and the verification phase on 
the other hand and this applies equally to the prior phase of 
enrollment of authorised users (which is not subject of this 
patent application). Thus, in an embodiment of the invention 
it is intended for the basic document input interface to act as 
a document input interface during a verification phase. To this 
interface, and to the personal data output interface, a data 
terminal device of the owner of the document to be verified 
may be connected or to the document input interface a 2D 
barcode reader may be connected and a display unit may be 
connected to the personal data output interface. 

Advantages and practicalities of the invention otherwise 
result from the following description of a preferred variant 
example with reference to the figures. Of these: 

FIG. 1 shows a schematic depiction of the system accord 
ing to the invention in the enrollment phase, 

FIG. 2 shows a schematic depiction of the system accord 
ing to the invention in the authentication phase, and 

FIG.3 shows a schematic depiction of the system accord 
ing to the invention in the certification phase. 
One and the same embodiment of the arrangement accord 

ing to the invention is sketched in FIGS. 1 to 3, and the signals 
of the components that are not active in the respective phase 
are not linked. First a description of the overall system struc 
ture is given. It is expressly mentioned that the structure 
sketched for explanation of the system's principal functions is 
highly simplified and cannot adequately reflect the specifics 
of certain input and processing operations taking place with 
the use of special software products. 

The arrangement comprises a system server 1 that can be 
connected via a document input interface 3 at the input end 
and a document output interface 5 at the output end to a data 
terminal device 7 or 7 of a respective user, via a voice output 
interface 9 at the output end and via a voice sample input 
interface 11 at the input end to a mobile phone (telecommu 
nications terminal device) 13 of a user and via a fax input 
interface 15 at the input end to a fax machine 17 of a user. To 
what extent the specified signal connections will actually be 
established will depend on the operating phase of the system, 
which is discussed in further detail below. 
As essential internal functional units, the system server 1 

has a user prompting unit 19 connected to the Voice output 
interface 9, a voice analysis unit 21 (which can be linked by 
control signal to the user prompting unit 19) connected at the 
input end to the Voice sample input interface 11, a Voice 
profile storage unit 23 and a voice profile comparison unit 25 
(which can be connected to one another in various ways), a 
certification unit 27 that can be connected at the input end to 
the document input interface 3, at the output end to the docu 
ment output interface 5 and by control signal to the voice 
profile comparison unit 25, a personal data memory 29 with 
associated output interface 31 and, finally, an image memory 
33 that can be connected at the input end to the fax input 
interface 15 and at the output end to the document output 
interface 31. The interface 31 also serves to output data not 
related to the document (for example menu prompting) to the 
data terminal device 7 or 7. Finally, the system server 1 also 
comprises a certification data memory 35 for storing relevant 
data of the certification operation, which can be connected in 
the embodiment presented with a real-time clock 37 and with 
the personal data storage unit 29 or the verification data 
output interface 31 by control signal and, finally, with a cer 
tificate reader unit 39 via a further input. 

During enrollment of a new user, as shown in FIG. 1, in a 
step S1 this person enters, via his or her data terminal device 
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6 
7, specific initial information in the system server. A website 
of the system operator can be used for this purpose and the 
relevant information can comprise the name, the country, the 
phone number and further personal data of the new user. This 
data passes from the document input interface 3 acting here as 
the data input interface to the system server's personal data 
memory 29. 
By means of the menu prompting unit 19, a suitable appli 

cation (e.g. ActiveX, Java, JavaScript) is then executed to 
generate an enrollment session ID and, in a step S2, to realise 
the first part of user prompting. This encompasses opening of 
a popup window, for example, in which the enrollment ses 
sion ID and a phone number are displayed, which the user 
ought to call to continue the enrollment process. Using his or 
her mobile phone 13, in a third step S3 the user then dials the 
specified phone number and enters his or her enrollment 
session ID within the scope of appropriate user prompting 
(realised by voice synthesis). Incidentally, the system server 
evaluates the user's mobile phone number for identification 
of the user in this step. 

Within the scope of a further user prompt, referred to here 
as step S4, Voice samples are requested of the user, which he 
or she enunciates via the mobile phone in a step designated S5 
and which reach the system server via the voice input inter 
face 11 and are analysed in the Voice analysis unit 21 on the 
basis of the algorithm stored there for acquisition of a Voice 
profile of the user. In a step S6, the voice profile is then stored 
in the voice profile memory 23. 

In the embodiment presented, in a step S7 the user faxes 
(along with details of a user ID or also the enrollment session 
ID) a sample of his or her handwritten signature to the system 
server, which is stored there, in a step S7a, in the image 
memory 33, assigned to the recorded stored in the voice 
profile memory 23. In a further menu prompting step S8, the 
user finally receives the confirmation that he or she has been 
Successfully registered and, in a step S9, an authentication 
certificate uniquely assigned to the registered user is stored in 
the certification unit 27. This completes the enrollment phase. 

In the certification phase, which is sketched in FIG. 2, a 
basic document D' is authenticated on the basis of the certifi 
cate previously stored in the certification unit 27, and thus 
becomes the signed and authenticated document D. To this 
end, in a step S10, the basic document D' is first uploaded to 
the system server 1 via the document input interface (Web 
interface), either as a document already converted to PDF 
format in the data terminal device 7 or converted to the PDF 
format on the system server. 
By double clicking on the basic document to place a box for 

the visual representation of the digital signature, in a step S11, 
the user initiates execution of an ActiveX, Java or JavaScript 
application in which a certification session ID is generation 
and transmitted, in a step S12, via the output interface 31 to 
the data terminal device 7 of the user requesting certification. 
The user is also displayed (similarly to the enrollment phase) 
a phone number to call. 
The user dials this phone number and, in a step S14, and 

within the scope of a further user prompt SI3, enunciates the 
stipulated Voice samples which reach the Voice analysis unit 
21 via the voice sample input interface 11, where they are 
analysed. In this operation, the user is once again identified 
via a mobile phone number (or a user ID assigned through 
another channel) and the consistency of the overall operation 
is warranted by the certification session ID. In a step S15, the 
current Voice sample is compared against the Voice profile 
from the enrolment phase stored in the voice profile memory 
23 and, if they match, the comparison unit 25 outputs a 
corresponding signal to the certification unit 27. This signal 
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then generates a current authentication certificate and, in a 
step SI6, attaches it to the basic document D', which now 
becomes the signed and authenticated document D, which the 
user downloads to his or her data terminal device in step SIT. 
The digital signature and authentication comprise the certifi 
cation sessionID and the phone number and previously stored 
certificate of the user, for instance. The session ID is also 
being stored in the certification data memory, in a step SI8. 
together with a time stamp (SI8a), thus ensuring that it is 
possible to track certification for any later verification of the 
document. At the same time, in the step SI8b relevant user 
data fetched from the user data memory 29 is stored along 
with it in relation to the event and is available for later veri 
fication in relation to the certification session 

ID. 
It must be mentioned that, in this embodiment together 

with the digital signature and the authentication certificate, 
the user's signature image stored in the image memory 33 is 
placed on the document and is thus contained in the document 
file downloaded by the user. 

In the verification phase presented in FIG. 3, another user 
of the system enters, on his or her data terminal device 7", the 
signed and authenticated document D in his or her possession 
for verification on the system server 1 (uploading by Web 
interface; step S19). In the certificate reader 39, in a step S20 
the authentication certificate is read and assignment to the 
record stored under this ID in the certification data memory 
35 is established via the certification session ID contained 
therein. In a step S21, in response thereto, the relevant data 
from the certification data memory 35 is output via the output 
interface 31 to the data terminal device 7" of the user. For 
example, the date and time of certification and the name of the 
signing user are displayed. The querying user can conclude 
on that basis that the document is genuine. 

Realisation of the invention is not limited to the arrange 
ment presented here and the process described, but is also 
possible in a large number of variants that lie within the scope 
of ordinary skill in the art. In particular, modifications are 
possible regarding user prompting (including the user termi 
nal devices used) and the data/images/user attributes used 
during signing and certification. Thus, a Voice file of the 
signing user can be linked to the document provided a corre 
sponding file has been made available to the system before 
hand (for example instead of the signature image or in parallel 
with it). 

The invention claimed is: 
1. In a computerized network system, a method for gen 

eration and authentication of a signed document over the 
network comprising the steps of 

(a) providing to a service through an interactive interface 
provided by Software executing from a digital storage 
medium associated with an Internet-connected server on 
the network providing the service, personal user data 
specific to a new system registrant, including textual or 
graphical digital data or images; 

(b) storing the user data provided in step (a) in a digital 
storage medium or memory associated with the server; 

(c) generating and providing to the new registrant unique 
enrollment session identifier and additional data 
required for continuing registration, said identifier and 
additional data displayable on a terminal data device 
connected to the system network and accessible by the 
registrant; 

(d) providing to the server via a telecommunications device 
initial Voice samples of new registrant, said samples 
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8 
recorded, analyzed and stored along with personal data 
provided in Step (a) in memory or other digital storage 
associated with the server; 

(e) assigning to the registered user a unique authentication 
certificate and storing said certificate in memory or other 
digital storage associated with the server, 

(f) uploading through a user data terminal device a new 
document to be certified and authenticated; 

(g) providing to the server via a telecommunications device 
current Voice samples of new registrant, said samples 
recorded, analyzed and stored along with personal data 
provided in Step (a) in memory or other digital storage 
associated with the server; 

(h) comparing in a voice comparison unit associated with 
the server current voice samples provided in step (g) 
with initial voice samples provided in step (d), and if 
matched, providing a corresponding output signal to a 
certification unit associated with the server, said signal 
generating a current authentication certificate; and 

(i) attaching the authentication certificate of step (h) to the 
document of step (f) wherein the document becomes a 
signed and authenticated document downloadable to the 
user's data terminal device, and verifiable by another 
querying user, 

wherein in practice of the method separate system channels 
are utilized for generation and authentication of the 
signed document, and document data is transmitted via a 
channel other than that for transmitting voice data, and 
generation and authentication of the signed document is 
accomplished by a single end user registered to the sys 
tem wherein the single user is the signer of the docu 
ment. 

2. The method of claim 1 wherein in steps (d) and (g) the 
signer is a Subscriber to a mobile telecommunications net 
work provider, and identification of the signer includes veri 
fication of the Mobile Subscriber Integrated Services Digital 
Network (MSISDN) number of the subscribed signer. 

3. The method of claim 1 wherein in step (i) text, image or 
other data representing the signer is attached on the document 
in combination with the authentication certificate, the certifi 
cate generated as a result of signer Voice analysis performed 
in timely fashion with the generation of the document. 

4. The method of claim 3 wherein the voice analysis 
includes generation of current Voice profile of the signer 
provided in step (i), and computerized comparison of the 
current voice profile against the initial voice profile provided 
in step (d), and stored in advance by the system at the time of 
the signer initially registering with the system. 

5. The method of claim 4 wherein the initial or current 
Voice profiles of the signer are generated by transmission over 
the network by a telecommunications or VoIP terminal device 
to a Voice sample input interface connected to the server. 

6. The method of claim 4 wherein generation of the current 
Voice profile of the signer involves enunciation of Voice 
samples predefined selected and provided by a computerized 
random generator associated with the server. 

7. The method of claim 4 wherein the current voice analysis 
identifies the signer based on an internal system identifier 
such as user ID, telephone number or MSISDN of the tele 
communication terminal device of a signer. 

8. The method of claim 3 wherein the authentication cer 
tificate is integrated in a 2D barcode attached to the docu 
ment. 

9. The method of claim 8 wherein the document exists or is 
converted to a PDF file prior to attachment of the authentica 
tion certificate. 
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10. The method of claim 3 wherein the system server 
establishes a unique link between the document to be authen 
ticated and the authentication certificate using a certification 
session ID assigned to both the document and the respective 
Voice analysis. 

11. The method of claim 10 wherein attachment to the 
document of the authentication certificate is registered by the 
system server using either or both in combination of the 
certification session ID and a timestamp. 

12. The method of claim 1 wherein upon new user regis 
tration to the system a signature image of the registered user 
is stored by the system in relation to the registered user. 
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13. The method of claim 12 wherein a unique link between 

the stored signature image and the stored Voice profile of the 
user is generated via an enrollment session ID assigned to 
both a procedure of an initial voice analysis and an acquisition 
of the signature image. 

14. The method of claim 12 wherein the signature image is 
transmitted by fax or email to the system server as a PDF or 
graphics file. 


